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Electronic surveillance for foreign intelligence purposes was largely unregulated prior to 

1978. The Foreign Intelligence Surveillance Act of 1978 (hereinafter “FISA”) was enacted to 

implement a judicial authorization process for foreign intelligence electronic surveillance that 

would effectively balance competing needs for national security and civil liberty under the 

Fourth Amendment. This study examines the evolution of FISA and its effectiveness under the 

Fourth Amendment, as assessed by federal reviewing courts and scholars since the statute’s 

enactment. The study concludes that the FISA electronic surveillance authorization process has 

been effective in providing a constitutional mechanism to obtain foreign intelligence 

information.  
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CHAPTER 1 

INTRODUCTION 

Until 1928, electronic surveillance was virtually unregulated in the United States.  In 

1928, the United States Supreme Court (hereinafter the “Court”) made its first major ruling in an 

electronic surveillance case in Olmstead v. United States (1928). In Olmstead, the Court 

concluded that because the surveillance in question involved no physical intrusion of Olmstead’s 

person or effects, there was no violation of his Fourth Amendment protection from unreasonable 

governmental searches and seizures (Olmstead v. United States, 1928).  For nearly forty years, 

the Olmstead case was the pivotal case concerning Fourth Amendment violations due to 

electronic surveillance.  

In 1967, in Katz v. United States (1967), however, the Court reversed the approach that it 

had taken in the Olmstead decision. In Katz, the Court concluded that physical intrusion was not 

the sole basis for determining whether an unreasonable search and seizure had occurred.  The 

Court found that the Fourth Amendment protects people not merely places. Therefore, the 

measure of a Fourth Amendment violation was whether the government had violated an 

individual’s reasonable expectation of privacy. As a result, a search and seizure without any form 

of physical penetration – as often occurs in the case of electronic surveillance – could be 

protected under the Fourth Amendment (Katz v. United States, 1967).   

Subsequently, in United States v. United States District Court for the Eastern District of 

Michigan (1972), the Court stated its views on the need for judicial oversight in the warrant 

process concerning electronic surveillance in national domestic security cases. The Court 

concluded that, despite some ambiguous language in the Omnibus Crime Control and Safe 

Streets Act (1968), (1) the executive branch did not have exclusive authority to conduct 
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warrantless national security electronic surveillance and (2) domestic electronic surveillance 

must have prior judicial authorization by a detached and neutral magistrate.  The Court 

concluded that an appropriate warrant procedure would not frustrate the legitimate efforts of the 

government to conduct domestic security electronic surveillance (United States v. United States 

District Court for the Eastern District of Michigan, 1972). However, prior to the enactment of 

the Foreign Intelligence Surveillance Act of 1978, federal appellate courts reached varying 

conclusions regarding the constitutionality of warrantless electronic surveillance conducted 

under Executive Branch authorization for the purpose of gathering foreign intelligence (United 

States v. Brown, 1973; United States v. Butenko, 1974; Zweibon v. Mitchell, 1975).  

 During the late 1970s, congress attempted to balance the government’s legitimate need to 

conduct electronic surveillance in matters affecting national security with individuals’ 

constitutionally protected rights under the Fourth Amendment. congress established a special 

authorization procedure governing electronic surveillance for foreign intelligence purposes in the 

Foreign Intelligence Surveillance Act (hereinafter “FISA”) (1978).  In FISA, congress 

established a procedure for foreign intelligence surveillance orders authorizing specially 

designated federal judges to initially review surveillance requests utilizing specified probable 

cause criteria; a designated court of review if surveillance requests were initially denied; and 

specialized review procedures if the government attempted to use or disclose information 

obtained from the surveillance in a subsequent proceeding. For over twenty years, congress made 

very few substantive changes to the FISA electronic surveillance authorization procedure. After 

the terrorist attack on September 11, 2001, however, congress modified these provisions to 

expand the Executive Branch’s authority to conduct electronic surveillance in the Uniting and 
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Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 

Terrorism Act (hereinafter “PATRIOT Act”) (2001).  

Statement of the Problem 

 Electronic surveillance of citizens has long been a controversial issue, with both sides of 

the issue having valid arguments.  The government clearly has a duty to protect its citizens using 

the means necessary to thwart advances on our nation.  However, surveillance of United States 

citizens can threaten civil liberties and result in abuse of governmental power. The Fourth 

Amendment seeks to balance these interests. It specifically provides: 

The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, and particularly describing the 
place to be searched, and the persons or things to be seized (U.S. Const, Amend. IV, 
1791). 
  

Following the Watergate scandal and the consequent diminished belief in government, a senate 

committee was formed to investigate and study “the extent, if any, to which illegal, improper, or 

unethical activities were engaged in by federal officers and officials in conducting intelligence 

activities” (Musch, 2003, p. 3).  The committee addressed a broad range of issues regarding 

electronic surveillance and various other means of obtaining information secretly.  The balancing 

of acts, which jeopardize liberties to avoid other acts that could destroy the very fabric of our 

society, permeated the hearings and the report produced by the committee.  This report greatly 

influenced the drafting of FISA and prompted additional rules for domestic intelligence activities 

(Musch, 2003). 

Present Study and Research Questions 

 The present study examined all the federal court decisions involving the FISA electronic 

surveillance authorization procedure by gathering all cases from the enactment of the statute to 
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the present time from LexisNexis, the legal database.  The initial authorization proceedings in the 

special FISA courts are not public proceedings and only the government is present to produce 

information for a judge to inspect and make a decision on whether there is probable cause for a 

surveillance order. The trial court review conducted in the federal district court when the 

government attempts to use information gained from the surveillance is generally conducted in 

camera, ex parte (in secret, only one party) under the statute. Nevertheless, this review is 

described in the district court and appellate decisions discussed in this study.  

Using LexisNexis to retrieve all relevant cases, I examined each case to determine 

specific detail about it.  In each case, the offender has asserted that his Fourth Amendment rights 

have been violated through the application of FISA and that the government has used 

unconstitutional means to retrieve information in his prosecution. Although an appellant may 

bring a variety of constitutional claims regarding the implementation of a particular search, this 

study focused solely on application claims based on the Fourth Amendment.  Thus, after 

addressing the constitutionality of the FISA electronic surveillance authorization procedures 

themselves, this study examined whether the FISA statute has been constitutionally applied and 

whether the government has abused its power under the Fourth Amendment in the use of 

electronic surveillance against its citizens.  After a careful analysis of these FISA cases, the 

information was used to answer the research questions associated with the judicial authorization 

procedures established in FISA.  The research questions used in this study were: 

RQ1. Do the electronic surveillance authorization procedures established in the Foreign 
Intelligence Surveillance Act of 1978 violate the Fourth Amendment?  

RQ2.  Have the electronic surveillance authorization procedures established in the 
Foreign Intelligence Surveillance Act of 1978 been applied in a constitutional manner 
under the Fourth Amendment? 
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It is hypothesized that the FISA electronic surveillance authorization procedures do not violate 

the Fourth Amendment and that they have been applied in a constitutional manner. This study 

then examined whether the FISA electronic surveillance authorization procedures have been and 

remain an effective mechanism to implement and monitor foreign intelligence surveillance under 

the Fourth Amendment. 

Conclusion 

 The Foreign Intelligence Surveillance Act (1978) was developed after many years of 

what was perceived to be abuse of the system by the government’s use of warrantless 

surveillance to gather foreign intelligence.  Citing many specific cases leading up to the 

enactment of FISA’s electronic surveillance authorization procedures, congress attempted to 

address the problems posed by warrantless surveillance and to give specific guidelines on how to 

approach the balance between the government’s need to protect its citizens and the citizens’ right 

to be free from unreasonable search and seizure by the government.  As an evolving document, 

FISA has been amended to keep up with technological advances and new foreign intelligence 

threats since 1978.   

FISA, as written, was to do just that -- to provide a method for the government to conduct 

foreign intelligence surveillance of its citizens without over-stepping the bounds given to us by 

the United States Constitution. This study examined the legislative evolution of FISA and the 

judicial and scholarly assessments of its effectiveness. The study concluded that, although not 

perfect, the FISA electronic surveillance authorization procedures have proven effective in 

providing a constitutional mechanism to obtain foreign intelligence information and that the 

procedures have been applied in a manner consistent with the Fourth Amendment. 
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CHAPTER 2 

LEGISLATIVE REVIEW 

Overview 

 Long before the enactment of the Foreign Intelligence Surveillance Act of 1978 

(hereinafter “FISA”), the United States had struggled to balance the government’s ability to keep 

its citizens safe from harm and citizens’ right to privacy from governmental intrusion in 

connection with electronic surveillance (Howell, 2006).  The United States Supreme Court 

(hereinafter the “Court”) first addressed electronic surveillance in 1928, in Olmstead v. United 

States (1928), which held that wire tapping that did not involve any physical intrusion into a 

protected place did not violate the Fourth Amendment (Olmstead v. United States, 1928).  

However, court cases such as Katz v. United States (1967), which stated that the protections of 

the Fourth Amendment could extend to surveillance of oral communications without any form of 

physical intrusion, set the tone for the future FISA statute.  While holding that domestic security 

electronic surveillance without prior judicial oversight is unconstitutional in United States v. 

United States District Court for the Eastern District of Michigan (1972), the Court did not 

attempt to limit the scope of the president’s electronic surveillance powers concerning foreign 

intelligence (Bazan, 2002). 

 Subsequent federal appellate decisions addressed more squarely the use of warrantless 

electronic surveillance to gather foreign intelligence.  In United States v. Brown (1973), the court 

upheld warrantless electronic surveillance when used for foreign intelligence purposes.  

Likewise, in United States v. Butenko (1974), the court concluded that warrantless surveillance is 

lawful if its primary purpose is for foreign intelligence gathering.  However, the court in 

Zweibon v. Mitchell (1975) noted that all warrantless electronic surveillance is unconstitutional 
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absent exigent circumstances and specifically held that a warrant is required when conducting 

surveillance on a domestic organization not acting as an agent of a foreign power even when the 

asserted purpose of the surveillance is for foreign intelligence gathering (Zweibon v. Mitchell, 

1975). 

The Foreign Intelligence Surveillance Act (1978) provides a framework for the use of 

electronic surveillance to gather foreign intelligence information (Bazan, 2002).  When writing 

the FISA statute, congress had to balance permitting acts that encroach on our civil liberties to 

avoid suffering other acts that could destroy the very fabric of our society.  The inherent need for 

these statutory safeguards became apparent in the years after the 1973 Watergate scandal, in 

response to the revelations that warrantless electronic surveillance in the name of national 

security had been seriously abused (Musch, 2003). 

 The FISA statute covers a multitude of topics that congress deemed necessary to balance 

liberty versus protection, ranging from the authorization of electronic surveillance for foreign 

intelligence gathering to the designation of judges for the newly created foreign intelligence 

surveillance courts.  The FISA legislation dictates the process for the application for an 

electronic surveillance order and explains the process for the issuance of that order.  The statute 

regulates the use of the information gathered under this statute.  Checks and balances were also 

written into the law to protect against abuse of the statute, including provisions for Congressional 

oversight and both criminal and civil penalties for violation of the law’s requirements.  Finally, 

there is a separate section, which regulates the operation of the document and specifically 

authorizes electronic surveillance during a time of war (FISA, 1978). 

Prior to 2001, few amendments were made to the electronic surveillance provisions of 

FISA. The terrorist attack on September 11, 2001, brought about major change to the realm of 
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electronic surveillance.  In the wake of the worst attack on American soil, it was learned that it 

might have been possible to discover the identities of the hijackers and thwart the pending attack 

of the New York World Trade Center (Steinberg, 2006).  Two Congressional committees 

launched a joint inquiry concerning intelligence failures and efforts that might have prevented 

the attack (Best, 2004).  The information needed was readily available, but the country failed to 

mobilize the information effectively so that the intelligence professionals had the information in 

a timely, actionable way (Steinberg, 2006). The PATRIOT Act made specific changes to the 

FISA provisions by granting federal officials greater power to trace and intercept terrorists’ 

communications, for both law enforcement and foreign intelligence purposes (Ball, 2004). 

Subsequent amendments further expanded the scope of the FISA electronic surveillance 

provisions.  

United States Supreme Court Cases Prior to FISA 

 Although none directly concerned electronic surveillance for foreign intelligence 

purposes, three Court cases established principles that guided congress when drafting the FISA 

legislation.  This section will describe how the Court addressed the application of Fourth 

Amendment protections to electronic surveillance in Olmstead v. United States (1928), Katz v. 

United States (1967), and United States v. United States District Court for the Eastern District of 

Michigan (1972).   

Olmstead v. United States (1928), the first Court case concerning electronic wire tapping, 

was accepted by the Court to answer the question whether the use of private phone conversation 

evidence intercepted through means of wire tapping was a violation of the Fourth (or Fifth) 

Amendment. Olmstead was the leading conspirator and general manager of a business that 

imported, possessed, and sold liquor unlawfully.  The information that led to the arrest of 
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Olmstead and his group was primarily obtained by intercepted wire transmissions by prohibition 

officers.  The wiretaps were made by inserting small wires into the phone lines of the residences 

of four of the conspirators and those lines leading to the chief office of the conspiracy.  The 

insertions were made without any trespass onto property of the defendants.  Evidence gathering 

continued for several months with large business transactions and orders for liquor by customers 

having been overheard, as well as conspiratorial interaction with the local police (Olmstead v. 

United States, 1928).   

 The five-Justice majority examined several previous Court decisions involving the Fourth 

Amendment in determining that no Fourth Amendment violation had occurred in Olmstead (see, 

e.g., Boyd v. United States, 1886; Gouled v. United States, 1921; Weeks v. United States, 1914).  

The Court concluded that the Fourth Amendment’s historical purpose to prevent the use of 

governmental force to search (and seize) a person’s house, person, papers, and effects did not 

extend to the government’s conduct here that involved no search, seizure, or physical entry into 

the defendants’ premises.  

Congress may of course protect the secrecy of telephone messages by making them, 
when intercepted, inadmissible in evidence in federal criminal trials, by direct legislation, 
  and thus depart from the common law of evidence. But the courts may not adopt such a 
policy by attributing an enlarged and unusual meaning to the Fourth Amendment. The 
reasonable view is that one who installs in his house a telephone instrument with 
connecting wires intends to project his voice to those quite outside, and that the wires 
beyond his house and messages while passing over them are not within the protection of 
the Fourth Amendment. Here those who intercepted the projected voices were not in the 
house of either party to the conversation.  
 
Neither the cases we have cited nor any of the many federal decisions brought to our 
attention hold the Fourth Amendment to have been violated as against a defendant unless 
there has been an official search and seizure of his person, or such a seizure of his papers 
or his tangible material effects, or an actual physical invasion of his house "or curtilage" 
for the purpose of making a seizure.  
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We think, therefore, that the wire tapping here disclosed did not amount to a search or 
seizure within the meaning of the Fourth Amendment (Olmstead v. United States, 1928, 
pp. 465-66). 
 

The Olmstead decision left federal agencies with a broad opportunity to conduct wiretapping for 

both criminal and intelligence purposes (Musch, 2003).   

 Almost forty years after Olmstead, in Katz v. United States (1967), the Court rejected the 

Fourth Amendment concepts articulated in the Olmstead decision.  Katz had been caught, via an 

electronic listening device, transmitting wagering information by telephone across state lines.  

Federal Bureau of Investigation (hereinafter “FBI”) agents intercepted Katz’s transmissions of 

illegal gambling information by placing an electronic listening device on the outside of a public 

phone booth that Katz frequented to conduct business.  Katz posed two questions challenging the 

constitutionality of gathering the intercepted transmissions.  First, Katz questioned whether a 

public telephone booth is a constitutionally protected area, making the evidence obtained by 

attaching a listening device to the top of the phone booth by FBI agents a violation of his right to 

privacy as the user of the booth.  Second, he questioned whether physical penetration of a 

constitutionally protected area is actually necessary before a search and seizure is in violation of 

the Fourth Amendment.  Katz argued that the telephone booth was a constitutionally protected 

area.  The government disagreed and further contended, relying on the physical trespass doctrine 

of the Olmstead case, that the Fourth Amendment did not apply here because there was no 

physical trespass (Katz v. United States, 1967).   

The Court concluded that the “Fourth Amendment protects people not places.  What a 

person knowingly exposes to the public, even in his own home or office, is not a subject of 

Fourth Amendment protection” (Katz v. United States, 1967, p. 351).    However, if a person has 

a reasonable expectation of privacy, even in a public place, the Fourth Amendment applied.   
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The Government's activities in electronically listening to and recording the petitioner's 
words violated the privacy upon which he justifiably relied while using the telephone 
booth and thus constituted a "search and seizure" within the meaning of the Fourth 
Amendment. The fact that the electronic device employed to achieve that end did not 
happen to penetrate the wall of the booth can have no constitutional significance (Katz v. 
United States, 1967, p. 353).     
 

 The Court thus made clear that it was departing from the narrow approach concerning the 

application of the Fourth Amendment to electronic surveillance it had taken in Olmstead. 

Moreover, because 1) the federal agents had not obtained a warrant before conducting their 

electronic surveillance of Katz’s conversations, 2) no warrant exception applied, and 3) the Court 

declined to establish an exception to the warrant requirement for this type of electronic 

surveillance, the Court concluded that Katz’s Fourth Amendment rights had been violated (Katz 

v. United States, 1967). 

 Although the Court in Katz applied the normal Fourth Amendment procedures and 

protections to the electronic surveillance under review, the Court specifically noted that the case 

before it did not involve national security (Katz v. United States, 1967, p. 358 n.23). In United 

States v. United States District Court for the Eastern District of Michigan (1972), known as the 

“Keith” case, the Court addressed the application of the Fourth Amendment to warrantless 

electronic surveillance conducted in a domestic security investigation.  In Keith, the defendants 

were charged in connection with the bombing of a Central Intelligence Agency (hereinafter 

“CIA”) office. They filed a pretrial motion for the government to disclose information collected 

from the use of electronic surveillance.  The district court found the warrantless electronic 

surveillance violated the Fourth Amendment and ordered disclosure; the appellate court affirmed 

the disclosure order (Keith, 1972).  
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The government contended that a provision in the Omnibus Crime Control and Safe 

Streets Act of 1968 (hereinafter “OCCSSA”) electronic surveillance provisions gave the 

executive branch additional powers regarding surveillance in national security cases. The 

provision stated that the OCCSSA electronic surveillance provisions did not limit the President’s 

constitutional powers to take measures to protect the country from foreign attack and to obtain 

essential foreign intelligence information. It also provided that electronic surveillance 

information gathered for such purposes could be used in subsequent proceedings if it had been 

“reasonably” intercepted (OCCSSA, § 2511(3), 1968).  The Court concluded, however, that this 

provision did not expand, contract, or otherwise define presidential authority concerning 

warrantless surveillance in domestic security cases (Keith, 1972). 

 The Court also rejected the government’s request to establish  an exception to the warrant 

requirement regarding domestic security surveillance, through which warrantless domestic 

security wiretaps would be upheld in post-surveillance review unless it appeared that the attorney 

general’s authorization of these wiretaps was arbitrary and capricious (Keith, 1972). 

[W]e do not think a case has been made for the requested departure from Fourth 
Amendment standards. The circumstances described do not justify complete exemption 
of domestic security surveillance from prior judicial scrutiny. Official surveillance, 
whether its purpose be criminal investigation or ongoing intelligence gathering, risks 
infringement of constitutionally protected privacy of speech. Security surveillances are 
especially sensitive because of the inherent vagueness of the domestic security concept, 
the necessarily broad and continuing nature of intelligence gathering, and the temptation 
to utilize such surveillances to oversee political dissent. We recognize, as we have before, 
the constitutional basis of the President's domestic security role, but we think it must be 
exercised in a manner compatible with the Fourth Amendment. In this case we hold that 
this requires an appropriate prior warrant procedure (Keith, 1972, p. 320). 

Although the Court did not attempt to dictate to congress the exact nature of a warrant procedure 

governing domestic security electronic surveillance and expressly noted that its decision in Keith 

did not address electronic surveillance regarding foreign intelligence, the Court made clear that 
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domestic security electronic surveillance was subject to Fourth Amendment protections (Keith, 

1972). 

Federal Appellate Court Cases Prior to FISA 

Prior to the enactment of FISA, several federal appellate courts directly addressed the 

government’s gathering of electronic surveillance for foreign intelligence purposes. Most, but 

not all of these courts, upheld the surveillance conducted. In United States v. Clay (1970), while 

conducting electronic surveillance of others, the FBI taped five conversations involving the 

defendant. Four of the tapes were disclosed to the defendant, and the district court ruled that 

these conversations had no bearing on his conviction for willfully refusing to be inducted into the 

United States Armed Forces. The fifth wiretap conversation was not disclosed to the defendant, 

but was examined by the district court and the appellate court in camera based on the attorney 

general’s assertion that it had been authorized for foreign intelligence purposes and his objection 

to disclosure. The defendant claimed that the district court erred in failing to disclose the 

information found in the fifth tape and for not holding a hearing to determine if the information 

in the tape tainted the defendant’s conviction.  The appellate court found that the in camera 

inspection adequately balanced the defendant’s interests and the attorney general’s interest in 

maintaining national security and supported the court’s conclusion that the tape’s contents had 

not been utilized in the prosecution against the defendant (United States v. Clay, 1970). 

In United States v. Brown (1973), the defendant was convicted of transporting a firearm 

in interstate commerce while under indictment. The defendant contended that the court erred in 

refusing to disclose and hold an adversary hearing on the relevance of the information collected 

by way of electronic wiretapping.  In addressing the defendant’s contentions, the appellate court 

first held that the “President may constitutionally authorize warrantless wiretaps for the purpose 
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of gathering foreign intelligence” (United States v. Brown, 1973, p. 425). The appellate court 

found that after an in camera inspection, the district court had properly concluded that the 

attorney general appropriately authorized the warrantless electronic surveillance of persons, 

other than the defendant, for foreign intelligence purposes and had requested that the contents 

not be disclosed to the defendant for national security reasons.  The tapes’ contents, to the court, 

did not affect the defendant’s prosecution. (United States v. Brown, 1973; see United States v. 

Buck, 1977) 

In United States v. Butenko (1974), Ivanov, a Russian national, and Butenko, an 

American citizen by birth, were convicted of charges concerning transmitting information 

regarding national defense to a foreign government. Ivanov challenged the district court’s refusal 

to order disclosure of certain electronic surveillance gathered by the government and its 

determination, based on an in camera inspection, that the surveillance did not affect his 

prosecution. In first determining whether disclosure was required, the appellate court concluded 

that prior judicial authorization is not an absolute requirement when electronic surveillance is 

being conducted for foreign intelligence purposes. The appellate court further found that post-

surveillance judicial review should assess whether the primary purpose of the electronic 

surveillance was for foreign intelligence purposes. In this case, the district court’s in camera 

review of the information obtained through warrantless electronic surveillance -- rather than 

ordering its disclosure and conducting an adversary hearing regarding it -- did not constitute an 

abuse of discretion (United States v. Butenko, 1974). 

 In Zweibon v. Mitchell (1975), members of the Jewish Defense League (hereinafter 

“JDL”) sought damages from John Mitchell, then Attorney General, and employees of the FBI, 

following their warrantless electronic surveillance of the plaintiffs’ conversations that the 
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plaintiffs claimed violated their rights under the OCCSSA and the Fourth Amendment.  

Although the agenda of the JDL was originally focused on achieving various domestic goals, its 

focus eventually expanded to oppose the Soviet Union’s restrictive emigration policies regarding 

Soviet Jewry.  JDL members engaged in both peaceful and violent activities directed against 

Soviet officials and Soviet installations in the United States. Fearing the possibility of 

international embarrassment, the attorney general initially gave his approval to an FBI request 

for authorization to install wiretaps on JDL headquarters (Zweibon v. Mitchell, 1975). 

 The appellate court in Zweibon rejected the broad approval of warrantless electronic 

surveillance for foreign intelligence purposes articulated in Brown and Butenko. In dicta, the 

Zweibon court concluded that prior judicial approval is required for electronic surveillance for 

foreign intelligence purposes absent exigent circumstances. In assessing the reasonableness of a 

surveillance request, reviewing courts could consider factors such as the scope of the request, its 

proposed duration, and other attempts to obtain the desired information. Under the specific facts 

before the court, the court held that “a warrant must be obtained before a wiretap is installed on a 

domestic organization that is neither the agent of nor acting in collaboration with a foreign 

power, even if the surveillance is installed under presidential directive in the name of foreign 

intelligence gathering for protection of the national security” (Zweibon v. Mitchell, 1975, p. 614). 

The warrantless electronic surveillance conducted here was therefore unconstitutional (Zweibon 

v. Mitchell, 1975). 

 In the absence of controlling Supreme Court precedent concerning electronic surveillance 

for foreign intelligence purposes and in the face of conflicting federal appellate court precedent, 

Congress was left with the task of balancing governmental and citizen interests in drafting FISA. 

The next section examines the balance that congress struck in the FISA statute.  
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The Foreign Intelligence Surveillance Act of 1978 and Amendments 

The Foreign Intelligence Surveillance Act of 1978 represented the culmination of many 

years of debate over the limits of executive branch authority to conduct electronic surveillance 

for foreign intelligence purposes. Prior to FISA, such electronic surveillance had largely been 

conducted based on authorization by the executive branch without any judicial involvement. 

Post-Watergate Congressional hearings revealed many abuses that had occurred utilizing such 

procedures. Although congress recognized that the electronic surveillance procedures for general 

law enforcement purposes contained in the OCCSSA (1968) were not appropriate for foreign 

intelligence electronic surveillance, it concluded that some form of judicial oversight in the 

authorization and utilization processes was essential.  In FISA, congress established a procedure 

for foreign intelligence surveillance orders authorizing specially designated federal judges to 

initially review surveillance requests utilizing probable cause and other criteria applicable in the 

foreign intelligence context. Congress established a designated court of review if surveillance 

requests were initially denied. Finally, it established specialized review procedures if the 

government attempted to use or disclose information obtained from the surveillance in a 

subsequent proceeding (FISA, 1978; Musch, 2003). For over twenty years, few substantive 

changes were made to the electronic surveillance provisions of FISA. 

The original FISA statute consists of one title (“Electronic Surveillance within the United 

States for Foreign Intelligence Purposes”), with eleven sections. Section 101 contains 

definitional provisions establishing the scope and subject matter of FISA. For example, “foreign 

intelligence information” is information that concerns the country’s ability to protect against 

hostile or intelligence activities of a foreign power or agent, the national defense, or the conduct 

of foreign affairs. “Electronic surveillance” is such involving a citizen or lawful permanent 
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resident (i.e., “United States person”) with the acquisition, sending, or receipt of information 

occurring in the United States. Finally, “minimization procedures” are those designed to limit the 

acquisition, retention, and dissemination of non-publicly available information gathered through 

the electronic surveillance (FISA, 1978).  

 Section 102 permits the president, through the attorney general, to authorize electronic 

surveillance without a court order to acquire foreign intelligence information only when the 

surveillance targets communications solely between foreign powers with no substantial 

likelihood of communications involving a United States person. The attorney general must report 

to Congressional committees (and to the special FISA court, under seal) the minimization 

procedures utilized (FISA, 1978). 

 In section 103, congress established a procedure for the Chief Justice to designate seven 

federal district court judges to hear government applications and to grant orders for electronic 

surveillance permitted under FISA. The statute also establishes a court of review consisting of 

three federal district or appellate court judges designated by the Chief Justice with jurisdiction to 

review the denial of any surveillance application. If the court of review upholds the application 

denial, the government can seek further review in the Court (FISA, 1978). 

 Section 104 describes the requirements of the electronic surveillance application, 

including a sworn application approved by the attorney general (or his deputy) that includes facts 

establishing that the surveillance target is a foreign power or agent and the facilities or places 

subject to surveillance are being used by or about to be used by a foreign power or agent. The 

application must also include the proposed minimization procedures; a detailed description of the 

information sought, the type of communications subject to surveillance, and the means to be 

used; the proposed duration of the surveillance; and a description of all previous applications 
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regarding the surveillance target. The application must also contain a certification from a 

designated executive branch national security official confirming the foreign intelligence nature 

and purpose of the electronic surveillance and that the information cannot be obtained through 

normal investigative techniques (FISA, 1978). 

 Pursuant to section 105, the FISA court judge must enter an ex parte order   authorizing 

the electronic surveillance (as requested or modified) if he finds 1) probable cause to believe that 

its target is a foreign power or agent and the target facilities are being used by or about to be used 

by a foreign power or agent and 2) that the proposed minimization procedures and authorization 

and certification procedures comply with the statutory requirements. The order must describe the 

nature of the electronic surveillance to be conducted, its duration, and the minimization 

procedures to be used. Surveillance orders cannot exceed ninety days (or one year if targeting a 

foreign power) and can be extended by subsequent application. In an emergency situation, the 

attorney general can also pursue electronic surveillance prior to obtaining a court order if he 

notifies the FISA court judge of his intention to do so and submits an application to the FISA 

court judge within twenty-four hours after authorizing the emergency surveillance. The 

emergency surveillance must end when the sought information is obtained or within twenty-four 

hours, whichever is earlier, unless a court order is obtained (FISA, 1978). Emergency electronic 

surveillance without a court order is also authorized for up to fifteen days following a declaration 

of war by Congress (FISA, section 111, 1978). 

Section 106 provides the rules for the use of information against a United States person 

after it is acquired by FISA electronic surveillance. The information can be used and disclosed 

by federal officers without the consent of a United States person only if minimization procedures 

have been followed. If the government intends to use any information obtained through FISA 
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electronic surveillance in a subsequent court proceeding, it must give advance notification to the 

“aggrieved person” and the court in which the subsequent proceeding is being held. The person 

may move to suppress the information on the grounds that it was unlawfully obtained or not 

obtained in compliance with a FISA court order. Upon the filing of a sworn affidavit from the 

attorney general that disclosure of information concerning the electronic surveillance or an 

adversary hearing concerning the suppression motion would harm national security, the court 

must conduct an in camera, ex parte review of the materials concerning the FISA surveillance, 

without disclosure to the aggrieved person unless necessary for an accurate determination of the 

suppression motion. Orders granting suppression motions or requiring disclosure of surveillance 

order materials are final orders, appealable by the government (FISA, 1978). 

 The remaining sections of FISA provide for Congressional oversight regarding and 

penalties for violation of the FISA provisions. The attorney general must provide annual reports 

of the number of FISA applications and action taken regarding them to congress and the 

Administrative Office of the United States Court (FISA, section 107, 1978). The attorney general 

must make a semi-annual report to the Congressional intelligence committees regarding FISA 

surveillance activities undertaken (FISA, section 108, 1978). Criminal penalties and civil liability 

are provided for those who intentionally violate the FISA surveillance and disclosure 

requirements (FISA, sections 109-110, 1978).  

Few substantive changes were made to the FISA electronic surveillance provisions prior 

to the terrorist attack in 2001. The definition of an agent of a foreign power was expanded to 

include those who falsify their identities on behalf of a foreign power (Intelligence Authorization 

Act for FY2000, 1999).  In another amendment, FISA court judges were permitted to consider 

the past activities of a surveillance target in determining whether there was probable cause for 
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the surveillance order. Finally, the required Congressional reporting and oversight requirements 

were expanded (Intelligence Authorization Act for FY 2001, 2000). After the terrorist attack on 

the United States in 2001, congress amended the FISA electronic surveillance provisions to 

address the heightened need for foreign intelligence. The next section discusses the PATRIOT 

Act and amendments and how they changed the FISA electronic surveillance provisions. 

The United States Patriot Act and Amendments 

Within days of the terrorist attack on September 11, 2001, congress went to work and 

produced legislation that gave the government new powers to search for and seize suspected 

terrorists (Ball, 2004).  This legislation, the Uniting and Strengthening America by Providing 

Appropriate Tools Required to Intercept and Obstruct Terrorism Act (2001), included a series of 

amendments to update and expand the FISA electronic surveillance provisions (PATRIOT Act, 

2001). Enhancing surveillance procedures for the investigation of terrorism without 

unnecessarily infringing upon the rights bestowed on individual Americans was the focus of the 

PATRIOT Act amendments to the FISA electronic surveillance provisions. Unlike the Foreign 

Intelligence Surveillance Act (1978), the PATRIOT Act was passed very quickly.  

 At the outset, the PATRIOT Act expanded the number of FISA court judges from seven 

to eleven and required that three of these judges live within twenty miles of the District of 

Columbia. Congress also expanded the scope of potential electronic surveillance by amending 

the provision that required an Executive Branch national security official to certify that “the 

purpose” of the proposed electronic surveillance was to obtain foreign intelligence information. 

Pursuant to the PATRIOT Act amendment, the official merely had to certify that the gathering of 

foreign intelligence information was a “significant purpose” of the electronic surveillance. The 

PATRIOT Act amendments allowed the FISA court to authorize “roving” or multipoint wiretaps 
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and to authorize electronic surveillance for up to 120 rather than 90 days in certain 

circumstances. The amendments also allowed consultation between federal agents conducting 

FISA electronic surveillance and federal law enforcement agents to coordinate efforts to protect 

against or investigate hostile acts by foreign powers. Finally, congress added liability immunity 

for those communications carriers and others complying with a FISA order or emergency request 

by the attorney general. However, congress also added more provisions for civil liability of the 

government for unauthorized FISA disclosures (PATRIOT Act, 2001) 

 Amendments to FISA after the PATRIOT Act have further expanded its electronic 

surveillance provisions. For example, the electronic surveillance order now must specify the sites 

of the electronic surveillance only if such are known. The attorney general now has authority to 

conduct emergency electronic surveillance without court order potentially up to 72 hours (rather 

than 24 hours) (Intelligence Authorization Act for FY2002, 2001). The PATRIOT Act 

amendment allowing federal agents conducting surveillance under FISA to consult with federal 

law enforcement agents has been expanded to permit consultation with state and local law 

enforcement officials for the purpose of addressing hostile acts by foreign powers (Homeland 

Security Act of 2002, 2002). Subsequent legislation expanded the definition of an agent of a 

foreign power to include any non-United States person who engages in international terrorism 

(Intelligence Reform and Terrorism Prevention Act of 2004, 2004). Although most of the post-

PATRIOT Act amendments have expanded the FISA electronic surveillance provisions, 

congress also subsequently placed some restrictions on the multipoint, or roving, wiretap 

provisions and expanded the congressional reporting and oversight provisions (Intelligence 

Reform and Terrorism Prevention Act of 2004, 2004); USA PATRIOT Improvement and 

Reauthorization Act of 2005, 2006).  
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Conclusion 

The history of the Foreign Intelligence Surveillance Act of 1978 includes the efforts of 

the supreme court and congress to address electronic surveillance generally and its specific 

application to the gathering of foreign intelligence. In drafting FISA, congress attempted to 

balance the need for liberty and protection. It concluded that judicial oversight of this electronic 

surveillance was essential, but crafted oversight provisions that recognized the unique 

characteristics of foreign intelligence gathering. The FISA electronic surveillance provisions 

have been expanded following the terrorist attack of 2001, but the basic framework of the 1978 

legislation remains.  The next chapter will examine federal court decisions that have addressed 

the constitutionality of the FISA electronic surveillance provisions, as drafted and as applied.  
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CHAPTER 3 

COURT CASE ANALYSIS 

Introduction 

 Although the FISA court judges approve electronic surveillance authorization orders in 

non-public proceedings, defendants have the opportunity to challenge aspects of the orders when 

the government attempts to use the results of the electronic surveillance in prosecutions against 

them. As a result, in over thirty cases, federal trial and appellate courts, and even the FISA court 

judges and FISA Court of Review, have addressed a variety of claims contending that the FISA 

statute itself, or as applied, is unconstitutional under the Fourth Amendment. In almost every 

case, the courts have rejected these claims, reflecting the statute’s effectiveness under the Fourth 

Amendment. These decisions were examined in this section. 

First, the cases that address claims that the FISA statute itself is unconstitutional under 

the Fourth Amendment are analyzed, including claims based on the original FISA statute and the 

amendments made in the PATRIOT Act. Following this discussion, the section analyzes four 

categories of claims contending that the FISA statute has been unconstitutionally applied in 

violation of the Fourth Amendment. The first category of these claims examines defendants’ 

claims of entitlement to disclosure of information obtained pursuant to the surveillance order 

under the FISA statute. The second category of claims addresses contentions that the government 

has insufficiently presented probable cause that the target of its electronic surveillance is a 

foreign power or agent, as required by FISA. The third category examines claims that the 

purpose of the electronic surveillance was not for foreign intelligence purposes. Finally, the 

fourth category of claims addresses allegations that the government did not properly follow 

procedures regarding the minimization of the acquisition, retention, or disclosure of information, 
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as required by the FISA statute. As previously stated, with rare exceptions, the courts have 

rejected these claims. 

Constitutional Challenges to FISA Itself 

In several cases, defendants have claimed that the FISA statute itself violates the Fourth 

Amendment. They have generally claimed that the FISA electronic surveillance authorization 

process does not provide a “reasonable” means to search for and seize electronic surveillance, as 

required by the Fourth Amendment. They have also challenged the statute based on its alleged 

deficiencies regarding particular aspects of the Fourth Amendment reasonableness requirements 

concerning the warrant process, such as the requirement for a review of probable cause by a 

neutral and detached magistrate and the requirement of particularity. Following the PATRIOT 

Act, Fourth Amendment challenges have also been raised to amendments that arguably expand 

the focus of the electronic surveillance that can be conducted pursuant to the FISA authorization 

process and the broader governmental dissemination of information collected pursuant to 

authorized electronic surveillance that has been permitted. In almost every case, federal trial and 

appellate courts have rejected these constitutional challenges. These challenges have also 

resulted in the only published decision by the FISA court judges and the only appeal to the FISA 

Court of Review since the enactment of FISA in 1978.  

Pre-Patriot Act Challenges 

Although the Fourth Circuit in United States v. Truong (1980) addressed a constitutional 

challenge to warrantless electronic surveillance conducted prior to FISA, this post-FISA decision 

and its reasoning influenced subsequent decisions challenging surveillance conducted pursuant to 

the FISA statute itself. In Truong, the FBI had conducted warrantless electronic surveillance, 

with authorization by the attorney general, relying on a “foreign intelligence” exception to the 
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Fourth Amendment warrant requirement.  In denying the defendant’s suppression motion in part 

in his subsequent espionage prosecution, the district court accepted the concept of a foreign 

intelligence exception to the warrant requirement, but limited this exception to the period in 

which an investigation was “primarily” a foreign intelligence investigation.  As a result, the 

federal trial court upheld the warrantless surveillance conducted when the primary purpose of the 

investigation was for foreign intelligence purposes, but suppressed evidence from the 

continuation of the warrantless surveillance after the investigation became primarily a criminal 

investigation (United States v. Truong, 1980).  

  The appellate court upheld the conclusions of the trial court. In resolving this pre-FISA 

case, the appellate court utilized the reasoning that the Supreme Court provided when it rejected 

warrantless domestic security surveillance in the Keith case (1972). In the case of foreign 

intelligence electronic surveillance, however, the Truong court found that executive branch 

expertise is “unparalleled,” its need for flexibility is great, and its responsibility for the conduct 

of foreign affairs is constitutionally granted. Conversely, the courts’ expertise in this area is 

limited and the absolute requirement of a warrant could hamper the effectiveness of efforts to 

counter foreign threats (United States v. Truong, 1980). 

Although the Truong court rejected the absolute requirement for a warrant prior to 

conducting foreign intelligence surveillance, it recognized the negative impact that such 

warrantless surveillance could have on individual privacy rights and recognized that the warrant 

exception should apply only when the executive branch interests are “paramount.” Thus, the 

court limited the exception to the warrant requirement only to those cases in which the target of 

the surveillance is a foreign power, its agent or collaborator and to instances in which the 

surveillance is performed “primarily” for foreign intelligence reasons. In formulating this two-
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part standard, the appellate court rejected a defense-proposed standard that would have restricted 

the warrantless surveillance exception to instances in which the surveillance is conducted 

“solely” for foreign policy reasons, finding that most foreign intelligence investigations are in 

part criminal investigations and the proposed standard would moot the warrant exception the 

court had recognized as justified here. In dicta, the Truong court noted the ways in which the 

new FISA court authorization process attempted to balance governmental needs and individual 

privacy rights (United States v. Truong, 1980). 

The first court to address the constitutionality of the FISA court authorization procedures 

themselves was the district court in United States v. Falvey (1982). After acknowledging the 

prior cases that had recognized a “foreign intelligence” exception to the warrant requirement 

(e.g., United States v. Butenko, 1974), the court stated that foreign intelligence surveillance 

nevertheless must be “reasonable” under the Fourth Amendment.  Although the FISA court 

authorization process used different standards of probable cause (i.e., probable cause that the 

target is a foreign power or agent who is using or about to use the targeted facility rather than 

probable cause regarding criminal activity) and review than those required for federal electronic 

surveillance generally, the Falvey court noted the Supreme Court’s prior recognition in Keith 

(1972) that “reasonableness” must be measured in the context of the governmental and 

individual interests involved and that national security surveillance could be measured by “less 

precise” standards than those in an ordinary criminal case. The court concluded that the FISA 

court authorization procedures “struck a reasonable balance between the government’s need for 

foreign intelligence information and the rights of its citizens” (United States v. Falvey, 1982, p. 

1312). 
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Similarly, in rejecting a Fourth Amendment challenge to surveillance conducted pursuant 

to a FISA court order, the district court in United States v. Megahey (1982) first concluded that 

surveillance conducted pursuant to a FISA court order came within the “foreign intelligence” 

exception to the warrant requirement recognized by several courts previously as long as the 

government’s “primary” purpose was foreign intelligence surveillance (e.g., United States v. 

Truong, 1980). The court then also found that, despite the differences in probable cause 

assessments from the typical warrant, the FISA court surveillance authorization order was a 

“warrant” under the Fourth Amendment. The Megahey court found that the FISA court process 

provided an appropriate opportunity for independent judicial oversight. It further found that these 

differences in procedure were “reasonable” in the context of foreign intelligence gathering and 

that they appropriately recognized national security interests and their complexity and the 

corresponding differing roles of the judiciary and executive branch in the conduct of foreign 

policy (United States v. Megahey, 1982). 

In the appeal to the Second Circuit from the Megahey decision, the appellate court again 

noted the recognition by several federal appellate courts of a “foreign intelligence” exception to 

the warrant requirement. The court further cited legislative history concerning FISA that 

indicated congress’ desire to ensure a lawful framework for foreign intelligence surveillance 

under the Fourth Amendment that properly balanced the governmental and individual interests at 

stake. The appellate court concluded that the FISA procedures provided a “constitutionally 

adequate balancing of the individual’s Fourth Amendment rights against the nation’s need to 

obtain foreign intelligence information” and that FISA did not violate the Fourth Amendment’s 

probable cause requirement (United States v. Duggan, 1984, p. 73). 
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In the Matter of Kevork (1985), the district court rejected the defendant’s multi-point 

Fourth Amendment attack on FISA in which he claimed that the FISA orders were 

constitutionally deficient because they were not search warrants or based on an independent 

finding of probable cause by a neutral and detached magistrate, they lacked particularity, and 

they required a different governmental showing than that required for other federal electronic 

surveillance. The Kevork court rejected each of these claims, again citing FISA legislative 

history indicating congress’ desire to establish an appropriate judicial oversight role in the 

context of foreign intelligence gathering and the “reasonableness” of the FISA procedures in this 

context. The court also noted that the FISA judicial authorization procedures provided for 

judicial oversight of the foreign intelligence surveillance process despite prior federal appellate 

decisions recognizing a “foreign intelligence” exception to the warrant requirement (In the 

Matter of Kevork, 1985). 

Prior to the enactment of the PATRIOT Act amendments, two additional federal 

appellate courts rejected Fourth Amendment challenges to the FISA authorization procedure. 

The Ninth Circuit rejected Fourth Amendment challenges concerning inadequate judicial 

oversight, and insufficient probable cause and particularity requirements in United States v. 

Cavanagh (1987). The appellate court found that FISA court judges are sufficiently neutral and 

detached despite the defendant’s showing that they rarely deny government surveillance 

applications. The required probable cause showing that the surveillance target is a foreign power 

or agent, the required certification that the surveillance is for foreign intelligence purposes and 

cannot be conducted by normal investigative techniques, and the requirement of a general 

description of the information sought sufficiently address the Fourth Amendment probable cause 

and particularity requirements in the context of foreign intelligence surveillance (United States v. 
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Cavanagh, 1987). Similarly, the Fourth Circuit concluded that FISA’s “numerous safeguards,” 

including the judicial finding of probable cause that the surveillance target is a foreign power or 

agent, that required executive branch certifications have been made, and that proposed 

minimization procedures are adequate, as well as the limited duration of the surveillance order, 

are “reasonable” in the context of foreign intelligence gathering and “compatible” with the 

Fourth Amendment (United States v. Pelton, 1987). 

Post-Patriot Act Cases 

In the PATRIOT Act (2001), congress changed the executive branch certification 

required for a FISA surveillance order from one that certified that “the purpose” of the 

surveillance is to obtain foreign intelligence information to a certification that “a significant 

purpose” of the surveillance is to obtain such information. Congress also expanded the 

consultation that could take place between federal officials conducting FISA foreign intelligence 

surveillance and federal law enforcement personnel to coordinate efforts to prevent or investigate 

intelligence activities, attacks, sabotage, or terrorism by foreign powers or agents. (PATRIOT 

Act, 2001).  These amendments led to the first published decision by the FISA court judges and 

the first appeal to the FISA Court of Review since the enactment of FISA in 1978. Although the 

“significant purpose” language has been declared unconstitutional by one district court, it has 

generally been upheld by all of the other federal courts that have considered it. 

In In re All Matters Submitted to the Foreign Intelligence Surveillance Court (2002), the 

first published decision by the FISA court judges, all seven FISA court judges joined in an 

opinion regarding proposed consultation and information sharing between federal officials 

engaged in foreign intelligence surveillance and federal law enforcement officials. The FISA 

court judges had previously interpreted FISA’s minimization provisions regarding the 
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acquisition, retention, and dissemination of information concerning United States persons in the 

course of foreign intelligence surveillance to require a “wall” between federal officials engaged 

in intelligence operations and those engaged in criminal investigations. The Justice Department 

itself had established procedures that provided for such a separation and prohibition of 

information sharing and the FISA court judges had adopted these procedures and utilized them in 

reviewing applications for surveillance orders and even expanded them when they found that the 

procedures had been violated on several occasions (In re All Matters Submitted to the Foreign 

Intelligence Surveillance Court, 2002).  

The proposed new consultation and information sharing procedures would effectively 

dispense with this “wall” between federal intelligence and criminal investigative officials in 

cases of overlapping intelligence and criminal investigations. The FISA court judges were 

particularly concerned that the new procedures would permit federal investigative officials to 

take advantage of the less stringent FISA requirements for surveillance authorization and the 

more expansive FISA surveillance provisions and avoid the requirements for more routine 

federal electronic surveillance. In fact, the FISA court judges noted the government’s 

interpretation that the PATRIOT Act amendments allowed FISA to be used “primarily for a law 

enforcement [rather than foreign intelligence] purpose.” The FISA court judges therefore 

rejected the government’s proposed expanded consultation and information sharing procedures 

regarding federal intelligence and investigative officials as inconsistent with the government’s 

need to obtain, produce, and disseminate foreign intelligence information under FISA (In re All 

Matters Submitted to the Foreign Intelligence Surveillance Court, 2002).  

In the first appeal to the three-judge FISA Court of Review since the enactment of FISA, 

the government appealed the rejection of its proposed consultation procedures by the FISA court 
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judges (In re: Sealed Case No. 02-001, 2002). In the FISA Court of Review, the government 

contested the underlying assumptions of the FISA court judges’ ruling. The government 

contended that the interpretation by prior appellate courts that electronic surveillance under FISA 

was limited to that in which the government’s “primary purpose” was the pursuit of foreign 

intelligence information rather than criminal prosecution was erroneous. Moreover, if this 

interpretation was not erroneous, it was no longer controlling after the PATRIOT Act 

amendment which requires that foreign intelligence gathering be only “a significant purpose” of 

the FISA surveillance and which authorized expanded consultation between federal intelligence 

and investigative officials (In re: Sealed Case No. 02-001, 2002).   

The FISA Court of Review concluded that the definition of an agent of a foreign power 

was “closely tied” to criminal activity in the case of a United States person, such as at issue here. 

The reviewing court further found that both FISA’s legislative history and clear statutory 

language contemplated that the foreign intelligence information that was the subject of a FISA 

surveillance order could include evidence of foreign intelligence crimes and that such 

information could be used in subsequent criminal prosecutions. The reviewing court noted that 

the “primary purpose” limitation that had originated in Truong (United States v. Truong, 1980), a 

non-FISA case, had been erroneously adopted by subsequent courts to limit the scope of foreign 

intelligence information that could be obtained through a FISA order. It had also been 

unnecessarily adopted as a limitation on the use of FISA surveillance information by the Justice 

Department and erroneously adopted by the FISA court judges – in both instances it was 

interpreted to require a “wall” of separation between federal intelligence and investigative 

officials regarding foreign intelligence information. Thus, the reviewing court found that the 

FISA court judges had erred in rejecting the government’s proposed procedure permitting greater 
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consultation between federal intelligence and investigative officials (In re: Sealed Case No. 02-

001, 2002).   

Moreover, the PATRIOT Act amendments, which had been sought by the government 

and which explicitly authorize greater consultation between federal officials regarding foreign 

intelligence information and require only that foreign intelligence gathering be “a significant 

purpose” of a FISA order, also clearly supported the government’s proposed information sharing 

procedures. In construing the PATRIOT Act “significant” purpose amendment, however, the 

reviewing court interpreted it to preclude surveillance that was solely for the purpose of criminal 

prosecution of past or future foreign intelligence crimes, as well as any non-foreign intelligence 

crimes (In re: Sealed Case No. 02-001, 2002).   

The reviewing court next examined whether its interpretation that the PATRIOT Act 

amendment does not require the government to demonstrate that its purpose in conducting FISA 

surveillance is not criminal prosecution violates the Fourth Amendment. To answer this question 

the reviewing court compared the requirements of the FISA surveillance order procedure to those 

for general federal electronic surveillance orders, assumed that the executive branch has some 

inherent authority to conduct warrantless searches to obtain foreign intelligence information, 

noted the incorrect interpretations that had prompted the “primary purpose” standard, and cited 

the Supreme Court’s recognition in Keith (1972) of the flexible standards of “reasonableness” in 

national security contexts as well as the public interests that have supported its “special needs 

beyond the need for normal law enforcement” cases. It then concluded that the “procedures and 

government showings required under FISA, if they do not meet the minimum Fourth 

Amendment warrant standards, certainly come close. We, therefore, believe firmly, applying the 
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balancing test drawn from Keith, that FISA as amended is constitutional because the 

surveillances it authorizes are reasonable” (In re: Sealed Case No. 02-001, 2002, p. 746).   

Since the FISA Court of Review decision, several federal district courts have also 

addressed the constitutionality of the PATRIOT Act amendment that changed the certification 

requirement that “the purpose” of proposed electronic surveillance is to obtain foreign 

intelligence information to a certification that a “significant purpose” of the surveillance is to 

obtain such information. Although one district court has found that this amendment violates the 

Fourth Amendment, the remainder of the reviewing courts have upheld the amendment’s 

constitutionality.  

In a declaratory judgment proceeding in Mayfield v. United States (2007), the district 

court examined the defendant’s claims that the PATRIOT Act amendment to the FISA electronic 

surveillance procedure is unconstitutional under the Fourth Amendment because it permits 

electronic surveillance to be authorized without a showing of probable cause that a crime is 

being committed, as required for electronic surveillance generally, and it no longer requires a 

showing that the “primary” purpose of the surveillance is to obtain foreign intelligence 

information. Although acknowledging that the more relaxed FISA authorization process might 

be appropriate when the surveillance’s primary purpose is for foreign intelligence purposes, the 

court concluded that the amendment permits the government to collect “evidence for use in a 

criminal case without a traditional warrant, as long as it presents a non-reviewable assertion that 

it also has a significant interest in the targeted person for foreign intelligence purposes” 

(Mayfield v. United States, 2007, p. 1036).  

As opposed to the general federal electronic surveillance procedure, the court noted the 

more limited judicial oversight and particularity procedures in FISA orders, the absence of notice 
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to the surveillance targets, and the longer duration of surveillance orders. The court concluded 

that these deviations from the normally required warrant and electronic surveillance procedure 

should not be permitted when the government’s purpose in conducting electronic surveillance is 

as much – if not more -- for criminal investigative purposes as for foreign intelligence purposes. 

Because it found that the PATRIOT Act amendment had eliminated the “constitutionally 

required interplay between Executive action, Judicial decision, and Congressional enactment,” 

and placed too much control of electronic surveillance in the executive branch, the court 

concluded that FISA, as amended by the PATRIOT Act, violates the Fourth Amendment 

(Mayfield v. United States, 2007, p. 1042). 

Illustrating the district court decisions that have rejected Fourth Amendment challenges 

to the FISA PATRIOT Act amendments is United States v. Abu-Jihaad (2008). The court here 

found that the PATRIOT Act amendment requiring only a certification that foreign intelligence 

gathering is a “significant” purpose of the electronic surveillance did not have “constitutional 

significance.” In its view, the safeguards contained in the FISA procedure were nevertheless 

adequate to satisfy the Fourth Amendment’s reasonableness requirement: neutral and 

independent judicial review; probable cause to believe that the surveillance target is a foreign 

power or agent who will use the facilities subject to the order; particularity requirements as to the 

probable cause showing; notice to persons against whom collected information is to be used; and 

minimization procedures (United States v. Abu-Jihaad, 2008).  

Despite the PATRIOT Act amendment, the “focus of a FISA application and a 

[surveillance] order remains on foreign intelligence gathering. … For constitutional purposes, it 

suffices that the request for a FISA order must be adequately justified without reference to the 

possibility that domestic crimes will surface” (United States v. Abu-Jihaad, 2008, pp. 308-09). In 
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the court’s view, the fact that foreign intelligence and criminal investigative purposes may 

overlap or that foreign intelligence information may result in a criminal prosecution are not 

reasons to find the amended FISA process unconstitutional. Instead, even after the PATRIOT 

Act amendment, “the balance congress struck between an individual’s important interest in 

privacy and the government’s legitimate need to obtain foreign intelligence information remains 

reasonable and one that complies with the Fourth Amendment” (United States v. Abu-Jihaad, 

2008, p. 309; accord United States v. Damrah, 2005; United States v. Holy Land Foundation, 

2007; United States v. Marzook, 2006; United States v. Mubayyid, 2007). 

The only post-PATRIOT Act appellate decision concerning the FISA process is United 

States v. Wen (2006). The defendant here was prosecuted for a violation of the export-control 

laws by providing “militarily useful technology” to China without a required license. He 

challenged the use of information gathered pursuant to a FISA court order in this prosecution for 

a domestic crime, even if the crime was linked to international espionage, if the investigation of 

the domestic crime had assumed a primary significance in the surveillance. In rejecting the 

defendant’s Fourth Amendment claim, the appellate court found that FISA’s probable cause 

requirements regarding the target of the surveillance are reasonable in this context and therefore 

constitutionally adequate. The appellate court further found that if electronic surveillance is 

adequately justified under FISA “without regard to the possibility that evidence of domestic 

offenses will turn up,” then such evidence can  be used in the prosecution of a domestic crime 

regardless of whether investigating officials expected to learn about the domestic offense during 

the surveillance (United States v. Wen, 2006, p. 899). 

Conclusion 

Virtually every federal court that has examined the constitutionality of the FISA 
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electronic surveillance procedure, before and after the PATRIOT Act amendments, has found it 

constitutional under the Fourth Amendment. Although acknowledging the differences between 

the FISA authorization procedure and the procedure for federal electronic surveillance generally, 

the courts have nevertheless found that the FISA procedure contains sufficient judicial review, 

probable cause and particularity requirements, and other safeguards to make it reasonable under 

the Fourth Amendment in the context of foreign intelligence gathering. The remaining decisions 

described in this chapter address challenges to the application of the FISA procedure in 

individual cases regarding specific findings as to the required probable cause and foreign 

intelligence purpose findings and minimization procedures followed. Defendants in these cases 

also have sought disclosure of information obtained through the authorized surveillance in order 

to support their claims. 

Disclosure Issues 

When the government intends to actually use information obtained through FISA 

electronic surveillance of the targeted individual or any other persons whose communications 

have been obtained during the surveillance of the targeted person (“aggrieved person”) in a 

proceeding, the government must notify the aggrieved person and the court or other authority in 

which proceeding the information will be used. The aggrieved person may move to suppress the 

information on the grounds that it has not been lawfully acquired or has not been obtained in 

compliance with the FISA authorization order. If the attorney general files a sworn affidavit that 

disclosure of the information or an adversary proceeding regarding it would “harm national 

security,” the district court reviews, in camera and ex parte, the FISA application, order, and 

related materials necessary to determine if the electronic surveillance was lawfully ordered and 

conducted. The district court may only disclose any of this information to the aggrieved person if 
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necessary for the court to make an “accurate determination” of the suppression motion (FISA, 

section 106, 1978). Defendants in several district court and appellate cases have sought 

disclosure of information concerning the FISA application and surveillance order to support their 

suppression motions. In every case to date, these requests for disclosure have been denied.  

The standard for review of requests for disclosure was articulated by the District of 

Columbia Court of Appeals in United States v. Belfield (1982) not long after FISA’s enactment. 

The defendant in Belfield challenged the district court’s failure to disclose information used in 

the court’s in camera determination of the legality of the surveillance at issue or to hold an 

adversary hearing on the defendant’s suppression motion as an abuse of discretion under FISA. 

The defendant argued that the complexities of FISA surveillance required disclosure and an 

adversary hearing regarding every FISA suppression motion in order for the court to make an 

“accurate determination” regarding the legality of the surveillance (United States v. Belfield, 

1982).  

After reviewing the FISA statutory language, the appellate court rejected this “absolutist” 

view.  To the contrary, the statutory language “clearly anticipates that an ex parte, in camera 

determination is to be the rule. Disclosure and an adversary hearing are the exception, occurring 

only when necessary” (United States v. Belfield, 1982, p. 147). In reviewing the FISA legislative 

history, the appellate court found only a few examples in which such disclosure might be deemed 

necessary, i.e., circumstances in which the court’s initial review found indications of potential 

factual misrepresentations, vague identifications of the target of surveillance, and surveillance 

information with a large amount of non-foreign intelligence information suggesting 

noncompliance with required minimization procedures (United States v. Belfield, 1982).  
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In the case before it, based on its in camera review of the materials, the appellate court 

found that none of these factors was present and that all statutory requirements for the 

surveillance had been satisfied. It further found that harm to national security interests would 

follow from the requested disclosure. Because the determination of the legality of the 

surveillance was not complex and was so clearly supported by the documents submitted by the 

government, the district court would actually have abused its discretion under the statute by 

ordering disclosure here. Because no disclosure was warranted here to rule on the defendant’s 

suppression motion, no adversary hearing was required. The appellate court held that the district 

court’s actions regarding the disclosure and hearing requests were consistent with the procedures 

congress envisioned when it enacted FISA (United States v. Belfield, 1982). Rulings by the First, 

Second, Fourth, Sixth, Seventh, Eighth, Ninth, and Eleventh Circuits have been consistent with 

the Belfield holding and reasoning and have upheld refusals by district courts to order disclosure 

of materials or adversary hearings in connection with FISA suppression motions (In Re Grand 

Jury Proceedings, Grand Jury No. 87-4, 1988; In re: Grand Jury Proceedings of the Special 

April 2002 Grand Jury, 2003; United States v. Badia, 1987; United States v. Berberian, 1988; 

United States v. Damrah, 2005; United States v. Duggan, 1984; United States v. Dumeisi, 2005; 

United States v. Isa, 1991;  United States v. Johnson, 1991). 

To the present time, no district or appellate court has required disclosure of surveillance 

order information or required an adversary hearing regarding a FISA suppression motion. The 

district court’s ruling in United States v. Mubayyid (2007) provides a recent illustration of this 

interpretation of FISA (see also United States v. Abu-Jihaad, 2008; United States v. Sattar, 

2003). After it’s in camera review of the materials related to the surveillance order, the district 

court concluded that disclosure was unnecessary to make an accurate determination of the 
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legality of the electronic surveillance order and search. Although the court recognized that its ex 

parte review was not a “perfect substitute” for the adversary process, it noted that FISA did not 

require optimal disclosure of information, but only that necessary to make the determination of 

the legality of the surveillance. The court also found that the defendant had failed to make the 

necessary showing for an evidentiary hearing by its unsupported claim that false statements were 

intentionally used to obtain the FISA surveillance order (United States v. Mubayyid, 2007; see 

Franks v. Delaware, 1978). In rejecting requests for disclosure, other district courts have noted 

the justified harm to national security that disclosure could provide by exposing intelligence 

gathering strategies, capabilities, and techniques, as well as the identities of those providing 

information (United States v. Holy Land Foundation, 2007; United States v. Rahman, 1994).  

Because no federal court has required disclosure of information concerning the 

application for, order regarding, and conduct of FISA electronic surveillance, defendants 

challenging the probable cause findings and those regarding the foreign intelligence purpose of 

the FISA orders, as described in the next two sections, have had limited information with which 

to make their challenges. 

Probable Cause 

 As previously indicated, the probable cause required for a FISA surveillance order is 

different from that required for federal electronic surveillance generally. Rather than establishing 

probable cause that a specified crime is being or about to be committed, applicants for a FISA 

electronic surveillance order must establish probable cause that 1) the target of the surveillance is 

a foreign power or agent and 2) each facility to be monitored through electronic surveillance is 

being used, or is about to be used, by that foreign power or agent. The definition of an agent of a 

foreign power includes one who “knowingly engages in clandestine intelligence gathering 
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activities” for a foreign power and which activities involve or may involve a violation of United 

States criminal law, as well as one who engages in sabotage or international terrorism. A United 

States person cannot be considered a foreign power or agent based solely on activities protected 

by the First Amendment (FISA, sections 101, 104, 105, 1978). 

Because the application for a FISA surveillance order and supporting materials, the order 

itself, and materials concerning the conducting of the electronic surveillance have not been 

disclosed in any case challenging the surveillance thus far, it is impossible to know on what facts 

the FISA court judges and reviewing federal district court and appellate judges have concluded 

that sufficient probable cause for a FISA electronic surveillance order exists. Although annual 

reports by the FISA judges to congress have indicated that a limited number of surveillance order 

requests by the government have been denied, all published federal district court and appellate 

decisions have found sufficient probable cause for the FISA surveillance orders at issue based on 

their in camera review of submitted information (e.g., United States v. Abu-Jihaad, 2008).  

A district court engaged in one of the most detailed discussions of its probable cause 

determination in United States v. Sattar (2003). The government had engaged in intermittent 

electronic surveillance of the defendant over the course of seven years. In connection with his 

subsequent prosecution for soliciting crimes of violence, conspiring to defraud the United States, 

and making false statements, the government disclosed information regarding thousands of voice 

calls and other materials it had obtained through its FISA orders. The defendant, a United States 

citizen, challenged the finding of probable cause that he was an agent of a foreign power. The 

district court noted that in making its probable cause finding (as well as its finding that the 

government’s certification is not “clearly erroneous” as to a United States person), neither the 

FISA judge nor the district court is to “second guess” the certification. In this case, the district 
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court rejected the defendant’s claim that the probable cause determination was based on his 

conversations about conditions and the government in Egypt that were protected by the First 

Amendment. The district court also rejected the defendant’s contention that the length of the 

government’s surveillance, over the course of seven years, indicated an absence of probable 

cause. To the contrary, the district court found that the duration of the surveillance reflected the 

importance of the foreign intelligence information being obtained. The court’s in camera review 

fully supported a finding that there was probable cause to believe that the defendant was an agent 

of a foreign power (United States v. Sattar, 2003). 

Other cases illustrate the factual contexts in which reviewing courts have made probable 

cause determinations. In one case, the appellate court found sufficient probable cause to believe 

that a Lebanese citizen who had become a permanent United States resident was an agent of 

Hizballah, in connection with FISA surveillance that ultimately contributed to his conviction for 

providing financial support for Hizballah (United States v. Hammoud, 2004). In another case, the 

appellate court found probable cause that a Palestinian native who had emigrated to the United 

States and published a newspaper concerning Middle Eastern politics was an agent of the 

Saddam Hussein Iraqi regime based on information independent of his journalistic activities 

protected by the First Amendment (United States v. Dumeisi, 2005). An appellate court rejected 

a defendant’s contention that he had been targeted for FISA surveillance because he was a native 

Palestinian (and naturalized United States citizen) who had only personal contacts with 

Palestinians and did not support any Palestinian terrorist organization and instead found adequate 

probable cause that the defendant was an agent of a foreign power such that information 

collected through the FISA surveillance order could be used in the defendant’s prosecution for 

the murder of his daughter (United States v. Isa, 1991). Another appellate court found ample 
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evidence that the defendants were agents of a foreign power in connection with more than twenty 

FISA applications that authorized 550 consecutive days of surveillance and ultimately 

contributed to the defendants’ espionage-related convictions (United States v. Squillacote, 2000). 

In some cases, defendants lacked standing to challenge the probable cause findings because they 

were not the targets of the FISA surveillance, but their conversations had been overheard during 

the surveillance of targeted persons (United States v. Rahman, 1994). In conclusion, all 

published federal decisions have upheld the probable cause findings required for FISA 

surveillance orders following an in camera review of information presented by the government 

(e.g., United States v. Daly, 2007).   

Purpose/Primary Purpose/ Non-Foreign Intelligence Surveillance Claim 

 As originally enacted, FISA required the government to certify that “the purpose” of the 

proposed electronic surveillance was to obtain foreign intelligence information. Regarding a 

United States person, the FISA judge was required to determine whether the certification was 

“clearly erroneous” (FISA, sections 104, 105, 1978). As previously discussed, some federal 

courts, following the reasoning in United States v. Truong (1980), a non-FISA case, interpreted 

the FISA statute to require that the government demonstrate that the gathering of foreign 

intelligence was the “primary” purpose of the FISA electronic surveillance order (e.g., United 

States v. Duggan, 1984). The FISA Court of Review rejected that interpretation of the FISA 

statute in In re: Sealed Case No. 02-001 (2002), and further found that it was rendered moot 

when congress amended FISA in the PATRIOT Act to require that the government merely 

demonstrate that foreign intelligence gathering was “a significant” purpose of a proposed FISA 

surveillance order (In re: Sealed Case No. 02-001, 2002).  
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Regardless of the interpretation of the “purpose” provision, reviewing courts before and 

after the PATRIOT Act amendment have had to determine whether the government’s 

certification as to its purpose in seeking a FISA surveillance order was clearly erroneous, in the 

case of a United States person. Again, because the reviewing court has conducted this 

examination in camera, it is difficult to know on what facts the court has relied to draw its 

conclusion that the surveillance has been conducted for the purpose (or a primary purpose) or at 

least a significant purpose (in post-PATRIOT Act cases) of obtaining foreign intelligence 

information. Nevertheless, in all published decisions, the federal courts have upheld the 

government’s certification regarding its purpose in seeking FISA electronic surveillance. 

In pre-PATRIOT Act cases in which the government was required to certify that its 

purpose in seeking FISA surveillance was to obtain foreign intelligence information, all 

reviewing courts found sufficient factual support for the government’s certification despite 

defense contentions that such surveillance was actually for criminal investigative purposes. For 

example, in United States v. Falvey (1982), the district court found that the purpose of the FISA 

surveillance of an Irish-American who allegedly supported the Irish Republican Army was to 

acquire foreign intelligence information. The court further found that congress expected that 

evidence obtained in a FISA surveillance could subsequently be used in a criminal proceeding, 

such as the one against the defendant involving arms and ammunition (United States v. Falvey, 

1982; see United States v. Ott, 1987).  

Even under its interpretation that the “primary” purpose of a FISA surveillance order 

must be foreign intelligence gathering, the court in United States v. Megahey (1982) found that 

the FBI was conducting an international terrorist investigation concerning the Irish Republican 

Army at the initiation of its electronic surveillance, that the surveillance was designed to further 
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that investigation, and that no decision had been made to use information obtained in a criminal 

proceeding. The court therefore rejected the defendant’s contention that the government sought 

FISA surveillance solely to obtain information for use in a criminal proceeding (United States v. 

Megahey, 1982). On appeal, the appellate court upheld the district court’s findings. The appellate 

court further stated, however, that congress recognized the often overlapping governmental 

concerns regarding foreign intelligence and law enforcement and that “otherwise valid FISA 

surveillance is not tainted simply because the government can anticipate that the fruits of such 

surveillance may later be used [as allowed by FISA] as evidence in a criminal trial” (United 

States v. Duggan, 1984, p. 78; see United States v. Badia, 1987 (regarding a militant anti-Castro 

group investigation); United States v. Johnson, 1991 (regarding an Irish Republican Army 

investigation); United States v. Pelton, 1987 (regarding an espionage investigation involving the 

Soviet Union)).  

Although other pre-PATRIOT Act courts declined to expressly adopt the “primary 

purpose” interpretation of FISA, they nevertheless found adequate support for the government’s 

certification that its surveillance was for foreign intelligence gathering purposes despite its 

subsequent use in criminal prosecutions growing out of the surveillance. These courts also found 

that FISA contemplated criminal prosecution based on evidence obtained during FISA 

surveillance (In re Kevork, 1985; United States v. Sarkissian, 1988). 

Since the FISA Court of Review’s rejection of the “primary purpose” interpretation of 

FISA (In re: Sealed Case No. 02-001, 2002) and the PATRIOT Act’s amended requirement that 

foreign intelligence gathering be “a significant purpose” of FISA surveillance, reviewing courts 

have continued to consider defendants’ challenges to the government’s certifications. In post-

PATRIOT Act cases, reviewing courts have continued to reject defendants’ claims that the 
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government’s purpose in conducting FISA surveillance was to obtain information for use in 

criminal investigations and prosecution (United States v. Hammoud, 2004; United States v. 

Sattar, 2003; United States v. Wen, 2006). Thus, both before and after the PATRIOT Act 

amendment, all reviewing courts have upheld the government’s certification regarding the 

foreign intelligence gathering purpose of its FISA electronic surveillance. 

Minimization 

 Because of the highly intrusive and secretive nature of FISA electronic surveillance, 

congress required procedures to minimize the acquisition, retention, and dissemination of 

information obtained through FISA surveillance beyond that necessary to achieve its foreign 

intelligence gathering purposes. The government must propose such minimization procedures in 

each FISA application. The reviewing FISA judge must include in each surveillance order 

appropriate minimization procedures (FISA, section 101, 1978).  

FISA defines minimization procedures as those reasonably designed in the context of 

each surveillance to “minimize the acquisition and retention, and prohibit the dissemination, of 

non-publicly available information concerning un-consenting United States persons consistent 

with the need of the United States to obtain, produce, and disseminate foreign intelligence 

information” (FISA, section 101, 1978). This definition further includes procedures prohibiting 

the dissemination of non-publicly available non-foreign intelligence information in a way that 

identifies any United States person without consent unless necessary to understand or assess 

foreign intelligence information. FISA permits, however, the retention and dissemination of 

information that is evidence of a crime for law enforcement purposes (FISA, section 101, 1978).  

Federal courts have addressed, and generally rejected, defendant attempts to suppress 

evidence gained through FISA surveillance on the grounds that the government has not properly 
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followed the required minimization procedures and thus has violated the Fourth Amendment. 

Decisions have addressed challenges to the minimization of the acquisition, retention, and 

dissemination of FISA surveillance information. As in other areas of the FISA procedure, the 

“reasonableness” determinations regarding FISA minimization requirements reflect the 

flexibility permitted in the context of foreign intelligence gathering. 

Illustrating challenges to the minimization of the acquisition of surveillance information 

is the court’s decision in In re Kevork (1985) in which the government had used an automatic 

tape recorder to obtain all of the defendant’s telephone conversations during the surveillance 

period. At the outset, the court rejected the defendant’s claim that automatic recording is never 

permissible under the FISA minimization requirements. Citing FISA legislative history, the court 

noted that minimization could occur at the logging, indexing, summarization, and dissemination 

stages as well as the recording stage and the appropriateness of the minimization is determined in 

the context of the individual surveillance. Flexibility is particularly appropriate in gathering 

information concerning international terrorism, as involved here, because innocent-sounding or 

isolated bits of information may become significant upon subsequent analysis (In re Kevork, 

1985).  

In this case, broad recording of the conversations, many of which were in the Armenian 

language, permitted necessary subsequent translation and analysis of their content, including the 

potential use of coded language. Live monitoring of all conversations would have placed 

unrealistic constraints on governmental resources. The court concluded that the automatic 

recording in this case did not violate the minimization requirements of the surveillance order or 

FISA (In re Kevork, 1985). Courts also rejected minimization challenges to automatic recording 

in United States v. Rahman (1994), involving many conversations in Arabic and a short, ninety-
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day surveillance period that precluded significant simultaneous analysis, and United States v. 

Sattar (2003), involving a seven-year surveillance in which minimization occurred at the 

summarization stage in which less than ten percent of the intercepted calls were summarized. 

Illustrating challenges to the minimization of the retention of FISA information is the 

court’s decision in United States v. Mubayyid (2007). The defendant challenged the 

government’s retention of copies of some of the surveillance information for over ten years prior 

to his indictment for charges related to his support for terrorist causes. Assuming the defendant’s 

status as a “United States person” who had standing to assert his claim, the court nevertheless 

found the government’s retention of the information reasonable here. Again citing the FISA 

legislative history recognizing the complexity of foreign intelligence gathering and the time 

needed to translate, examine, analyze, and pursue gathered information, the court found that the 

government’s retention of the recorded conversations, many of which were in a foreign 

language, was not unreasonable here (United States v. Mubayyid, 2007). 

The court’s decision in United States v. Isa (1991) illustrates a minimization challenge to 

the dissemination of information obtained during FISA surveillance. In this case, in connection 

with its FISA surveillance, the government recorded the defendant’s actual murder of his 

daughter and telephone conversations before and after it. The government then turned these 

recordings over to the local authorities who planned to use them in their murder prosecution of 

the defendant. The defendant claimed that these conversations related to a “private domestic 

matter” unrelated to foreign intelligence and should not have been disseminated for use in the 

criminal investigation. In rejecting the defendant’s minimization challenge, the court cited both 

the FISA statute and legislative history which contemplate that evidence of criminal activity 
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acquired during FISA surveillance – even if unrelated to foreign intelligence – can be retained 

and disseminated for law enforcement purposes (United States v. Isa, 1991). 

The only published decision by the FISA court judges was framed as one regarding 

proposed general minimization procedures of the Justice Department in seeking FISA 

surveillance orders. The Justice Department proposed the modified procedures following the 

enactment of the PATRIOT Act amendments that expressly permitted more coordination 

between federal intelligence and investigative personnel and required only that foreign 

intelligence be “a significant purpose” of FISA surveillance. More specifically, the proposed 

procedure addressed and expanded the degree to which federal intelligence and prosecutorial and 

investigative officials could coordinate their efforts in the acquisition, retention, and 

dissemination of FISA surveillance information in counterintelligence cases with overlapping 

intelligence and investigative aspects. Although the FISA judges had long approved 

minimization procedures that permitted a fair degree of information sharing and coordination 

between intelligence and investigative officials, the FISA judges were concerned that the Justice 

Department’s proposed procedures would permit criminal prosecutors to direct both the 

intelligence and criminal investigations and subordinate both investigations to law enforcement 

purposes under the more relaxed FISA surveillance authorization procedure. The FISA judges 

therefore rejected portions of the proposed procedures as providing inadequate minimization 

under FISA (In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 2002).  

In the government’s appeal to the FISA Court of Review, the reviewing court found that 

the FISA judges had “misinterpreted and misapplied” their authority regarding minimization 

procedures in rejecting the government’s proposed procedures regarding information sharing 

between intelligence and investigative personnel. Although the FISA minimization procedures 
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are designed to protect against the acquisition, retention, and dissemination of non-public, non-

foreign intelligence information, the statute expressly permits the retention and dissemination of 

non-foreign intelligence information that is evidence of a foreign intelligence or ordinary crime 

for law enforcement purposes. The FISA Court of Review found that the FISA minimization 

provisions provided no authority for the FISA judges to “limit criminal prosecutors’ ability to 

advise FBI intelligence officials on the initiation, operation, continuation, or expansion of FISA 

surveillances to obtain foreign intelligence information, even if such information includes 

evidence of a foreign intelligence crime” (In re: Sealed Case No. 02-001, 2002, p. 731).  The 

FISA Court of Review also found erroneous the refusal of the FISA judges to consider the legal 

significance of the PATRIOT Act amendments expanding the surveillance “purpose” provision 

and authorizing expanded consultation and coordination between federal intelligence and 

investigative personnel (In re: Sealed Case No. 02-001, 2002). 

Although defendants have generally not been successful in asserting minimization 

violation challenges to surveillance information, the defendant in United States v. Holy Land 

Foundation (2007), claimed that the government either failed to follow its proposed 

minimization procedures or that the procedures were inadequate when the government 

intercepted communications covered by the attorney-client privilege. The defendant sought to 

suppress the privileged conversations and a hearing to determine whether the prosecution was 

tainted by having access to the communications. Although the prosecution subsequently 

proceeded, the court granted the defendant a hearing on his claim (United States v. Holy Land 

Foundation, 2007). Similarly, in United States v. Mubayyid (2007), although the court rejected 

minimization challenges to the government’s acquisition and transcription of two allegedly 

privileged conversations between the defendant and his wife, noting the difficulty of avoiding 
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surveillance of all irrelevant conversations, the court reserved the issue of the admissibility of the 

conversations on privilege grounds (United States v. Mubayyid (2007). Thus, in general, 

defendants have had little more success with their minimization challenges to FISA surveillance 

than with their other claims. 

Conclusion 

As described in this chapter, in over thirty cases, federal trial and appellate courts, and 

even the FISA court judges and FISA Court of Review in unprecedented published opinions, 

have addressed a variety of claims contending that the FISA statute itself, or as applied, is 

unconstitutional under the Fourth Amendment. In almost every case, the courts have rejected 

claims that the FISA statute itself violates the Fourth Amendment. The courts have similarly 

generally rejected claims challenging the application of the FISA disclosure, probable cause, 

purpose, and minimization provisions. This judicial review reflects that congress has provided a 

constitutionally acceptable mechanism for the government to conduct foreign intelligence 

electronic surveillance and that those governmental officials conducting such surveillance have 

generally done so in a constitutionally reasonable manner.   The next chapter examines whether 

the FISA electronic surveillance authorization procedures have been and remain an effective 

mechanism to conduct foreign intelligence surveillance under the Fourth Amendment. 
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CHAPTER 4 

ADDITIONAL RESEARCH 

Overview 

 Having examined the legislative evolution of the Foreign Intelligence Surveillance Act of 

1978 (hereinafter “FISA”) and the court decisions that have interpreted its Fourth Amendment 

aspects in the preceding chapters, this chapter examined scholarly analyses of FISA’s 

effectiveness in addressing Fourth Amendment requirements. Most recent scholarly attention has 

been devoted to the changes to FISA enacted in the PATRIOT Act, as interpreted by the FISA 

Court of Review. These interrelated statutory changes 1) altered the previous requirement that 

foreign intelligence be “the” purpose of a FISA electronic surveillance order to a requirement 

that such be “a significant” purpose of the order and 2) expanded the authorization for 

collaboration and coordination between foreign intelligence and law enforcement authorities 

regarding foreign intelligence gathering. These PATRIOT Act amendments also effectively 

modified prior judicial interpretations that required that foreign intelligence be the “primary” 

purpose of FISA electronic surveillance and prior FISA judicial and Department of Justice 

practice that required a “wall” of separation between Justice Department intelligence and law 

enforcement officials.  

Some scholars have argued that FISA, as amended, violates the Fourth Amendment; 

while others argue that FISA continues to strike the proper balance between civil liberties and 

the government’s need to gather information concerning foreign intelligence.  After presenting 

the scholars’ descriptions of the changes to FISA, this chapter reviewed the scholars’ responses 

to them, including proposed changes to FISA to address constitutional concerns. 
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“Primary” Purpose 

As previously discussed, prior to the enactment of FISA, some federal appellate courts 

had recognized an exception to the warrant requirement concerning foreign intelligence 

gathering (e.g., United States v. Brown, 1973). In enacting the court authorization procedure in 

FISA, however, congress required the surveillance authorization application to include an 

Executive Branch official’s certification that “the” purpose of the surveillance was for foreign 

intelligence purposes (FISA, section 104, 1978). It was felt that the foreign intelligence purpose 

of the surveillance justified the more relaxed authorization procedure under FISA than would 

have been required for normal federal criminal investigative surveillance authorization (Banks, 

2007; Hardin, 2003; Smith, 2003).  

In its ruling in a pre-FISA case, the appellate court in United States v. Truong (1980) 

required a governmental showing that the “primary” purpose of the warrantless surveillance at 

issue was foreign intelligence gathering. Other courts adopted this “primary” purpose language 

in subsequent rulings concerning FISA judicial surveillance orders (e.g., United States v. 

Megahey, 1982) although the statutory language remained unchanged. After the September 2001 

attack, the Justice Department sought a change in this “purpose” language that would permit 

greater coordination and collaboration between federal intelligence and enforcement officials. 

The Justice Department proposed to change the required certification from an assertion that “the” 

purpose of the proposed surveillance was for foreign intelligence purposes to one that certified 

that “a” purpose of the surveillance was for this purpose. In the PATRIOT Act amendments, 

congress ultimately amended the FISA certification to require that “a significant” purpose of the 

proposed surveillance was for foreign intelligence gathering (Kris, 2006; PATRIOT Act, 2001). 

As subsequently discussed, many scholars believe that this amendment inappropriately blurs the 
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distinction between electronic surveillance for foreign intelligence purposes and that for criminal 

investigative purposes (e.g., Smith, 2003; Whilt, 2006). 

The “Wall” 

 Although never an express requirement of FISA, both the Justice Department and FISA 

court judges adopted practices and procedures prior to the PATRIOT Act amendments that 

established a “wall” of separation between federal foreign intelligence and law enforcement 

authorities regarding foreign intelligence gathering. This “wall” was designed to prevent 

information gathered through FISA electronic surveillance from being inappropriately 

disseminated to law enforcement authorities for domestic criminal investigations and hence, 

support a governmental showing that the “primary” purpose of a surveillance was for foreign 

intelligence purposes.  Within the Justice Department, the Office of Intelligence and Policy 

Review (hereinafter “OIPR”), the unit that represented the Justice Department before the FISA 

judges, served as the “gatekeeper” between the two investigative units. Externally, the FISA 

court judges, in their electronic surveillance orders, maintained a separation of the dissemination 

of information between the two units. The Justice Department was motivated to establish this 

“wall” by fear of rejection of its surveillance applications and potential exclusion of evidence in 

subsequent prosecutions. The FISA court judges adopted the “wall” procedures and applied them 

in individual cases, in part, in response to errors and omissions in surveillance applications they 

received over the years (Hardin, 2003; Pike, 2007).   

For the first fifteen years after the enactment of FISA, the unwritten, informal Justice 

Department “wall” procedures permitted some information sharing by the FBI with Criminal 

Division lawyers. However, these lawyers could not “direct” the intelligence investigations and 

played only a “defensive” role in coordinating their work with that of the intelligence officials. 
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These separation procedures were formalized in 1995 and the OIPR staff increasingly 

determined the types of information that could be shared between the intelligence and 

investigative units. The Justice Department’s subsequent attempts to increase the degree of 

information-sharing and collaboration between its intelligence and investigative officials were 

tempered by FISA judges’ view that a greater degree of separation was important in the 

application of FISA. After the September 2001 attack, the Justice Department found a more 

receptive audience in congress. The PATRIOT Act amendments to FISA provided the basis for 

the Department’s expansion of its information-sharing procedures between its intelligence and 

investigative officials. After initial rejection by the FISA judges, these expanded procedures 

were subsequently upheld by the FISA Court of Review, which has been described in the 

previous chapter. (Kris, 2006)  

Scholarly Support for FISA, as Amended 

Some scholars argued that the PATRIOT Act changes to FISA were necessary to 

improve the foreign intelligence gathering function. The pre-PATRIOT Act “wall” procedures 

were administratively complex and burdensome, making needed information sharing between 

intelligence and investigative officials slow and sometimes, impossible (Champion, 2005). A 

Justice Department report following the FISA Court of Review decision approving the new 

Justice Department information-sharing procedures reflected increased order, efficiency, and 

effectiveness in the conduct of intelligence-related investigations. Blended teams of intelligence 

and enforcement investigators now pursue terrorism investigations through the FBI’s counter-

terrorism division. Another Justice Department report reflected more than 122% increase in 

court-approved FISA applications between 2001 and 2005, with an additional 10% increase 

anticipated for 2006. The Department reported a 60% reduction in the backlog of pending FISA 
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applications since 2004 and a 35% reduction in the number of days required to process FISA 

applications. Facilitating some of these efficiency improvements regarding FISA applications, 

the Justice Department tripled the OIPR legal staff, automated drafting, and standardized 

pleadings (Banks, 2007). 

Other scholars believed that the PATRIOT Act amendments to FISA requiring only that 

foreign intelligence gathering be “a significant” purpose of the electronic surveillance and 

permitting greater collaboration and coordination between federal intelligence and investigative 

officials simply reflect the current reality of foreign intelligence investigations. Although 

decades ago, the federal intelligence and investigative functions might have been easily 

separated, that is not the case today. In light of modern crimes such as international terrorism and 

narcotics trafficking, there has been an erosion of the “jurisdictional firewall” that traditionally 

divided domestic law enforcement agencies from the intelligence community in this country. 

(Galloway, 2002, p. 960).  This creates a substantial overlap between intelligence and law 

enforcement communities even as they operate in significantly different ways to accomplish their 

respective duties. Although this overlap can give rise to procedural and evidentiary problems, the 

blurring of jurisdictional lines between these agencies will only become more pervasive with 

time, as the fight against international terrorism becomes the main threat to United States 

security. This new reality was reflected in the PATRIOT Act amendments to FISA (Galloway, 

2002). 

More than simply reflecting the new reality of foreign intelligence gathering, other 

scholars asserted that the PATRIOT Act amendments not only enhance security protection, but 

also better protect civil liberties. These scholars argued that the previous “wall” did not generally 

prevent FISA surveillance from being conducted, change the targets of such surveillance, or alter 



 

56 

the information sought through the surveillance. The “wall” simply limited access of some 

federal officials to the information gathering process, limited the dissemination of gathered 

information among federal officials, and limited the availability of criminal investigative tools, 

such as the grand jury, in national security investigations. As a result, the “wall” did not actually 

enhance the privacy protection of surveillance targets in terms of the surveillance conducted, but 

hampered successful subsequent prosecutions based on the information discovered (Kris, 2006). 

In addition to hampering successful subsequent prosecutions, these scholars maintained 

that the pre-PATRIOT Act separation between federal intelligence and investigative officials 

hampered national security efforts. In light of the complex nature of modern national security 

threats, the expertise of both intelligence and investigative officials is required to develop the 

most appropriate responses and techniques to neutralize these threats. The use of all of the 

federal investigative tools, including FISA surveillance, federal grand juries, and national 

security letters, is essential to mount the most comprehensive preventive actions regarding 

foreign threats and the most successful subsequent prosecution or other responses to uncovered 

threats (Kris, 2006; Seamon & Gardner, 2005). 

Moreover, these scholars argued that reducing the separation between federal intelligence 

and investigative officials actually enhances civil liberties. The involvement of federal 

investigative officials in these foreign intelligence investigations includes the involvement of 

more federal prosecutors who bring additional oversight to the investigations. It also expands the 

range of responses to uncovered threats, including traditional criminal prosecutions, with judicial 

oversight and a full array of constitutional protections (Kris, 2006). 

One scholar summarized the rise and subsequent fall of the “wall” of separation between 

federal intelligence and investigative officials: 
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The rise and fall of the FISA wall is a case study in our constitutional system of divided 
government. It took all three branches of the national government to build the wall: 
Congress had to express a policy preference for separating law enforcement and 
intelligence, courts had to issue opinions implicitly reading FISA to require such 
separation, and the Department of Justice had to accede to those interpretations and apply 
them internally. Correspondingly, it took all three branches of government to tear down 
the wall: Congress had to pass the Patriot Act (and the president had to sign it), the 
Justice Department had to take an unprecedented appeal advancing novel legal 
arguments, and the Court of Review had to issue its decision substantially agreeing with 
those arguments (Kris, 2006, pp. 528-529). 

This scholar concluded that the “wall” was never required by FISA or on constitutional grounds 

and did not further any reasonable policy goals. Its elimination and, by inference, the adoption of 

the “significant” purpose standard enhance national security and actually better protect civil 

liberties – without harm to the Fourth Amendment (Kris, 2006). 

Scholarly opposition to FISA, as amended 

Not surprisingly, other scholars have expressed concerns that the PATRIOT Act 

amendments to FISA raise Fourth Amendment concerns by creating more potential for abuse of 

the FISA surveillance process by the executive branch, with insufficient judicial or 

Congressional oversight to address it. For example, one scholar points to the fact that, for the 

first time, there were more FISA surveillance applications granted in 2003 and 2004 than those 

pursuant to the regular federal electronic surveillance process for criminal investigations. He 

suggests that this could be an indication that Justice Department officials were taking advantage 

of the more relaxed FISA process to avoid the rigors of the routine surveillance process – as the 

FISA court judges cautioned in their rejection of the expanded Justice Department collaboration 

process (Whilt, 2006). Moreover, the reports of errors in the government’s FISA applications 

noted in the FISA court judges’ opinion in 2002 have continued, including misstatements 

regarding and omissions of material facts (Pike 2007; Whilt, 2006).  
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These scholars believed that the potential for abuse has been increased by the adoption of 

the “significant” purpose certification standard and other PATRIOT Act amendments. The 

previous “primary” purpose standard and “wall” requirements “reinforced other protective 

mechanisms of FISA” (Hardin, 2003, p. 341). One scholar summarized this view:  

Despite the criticisms of FISA, the intricate framework it embodied provided the 
constitutional and political equilibrium to regulate lawful foreign intelligence 
surveillances consistent with the needs of both the executive’s national security powers 
and the individual’s Fourth Amendment rights. The new foreign intelligence purpose 
standard, however, has disturbed this equilibrium. While the issue of two small words 
seems to be a semantic one, the consequences are far-reaching. 

*** 

Simply put, the new foreign intelligence purpose standard is absent of the predominance 
that ensured individual protections were not forsaken at the expense of national security 
and, thus, antithetical to the protections that the Constitution provides. The result is an 
open season for law enforcement officials to conduct illegitimate and indiscriminate 
wiretapping on individuals without the threshold requirements mandated by the Fourth 
Amendment (Hardin, 2003, pp. 344-345). 

Scholars sharing this view have proposed a number of modifications to the FISA process 

to restore what they view as safeguards of the pre-PATRIOT Act FISA process. To more clearly 

separate the FISA surveillance process from that involving non-foreign intelligence 

investigations, some scholars have proposed clearly defining “national security” for purposes of 

the FISA process (Pike, 2007) or identifying a list of foreign intelligence crimes eligible for the 

FISA process (Daily, 2006). One scholar proposes limiting the FISA process to investigation of 

ongoing foreign threats and requiring use of the regular federal surveillance process regarding 

investigation of any crime that has already occurred, including a crime related to foreign 

intelligence (Champion, 2005). Some scholars propose restoring the “primary” purpose standard 

(e.g., Whilt, 2006) or narrowing it to a “sole” purpose standard (e.g., Pike, 2007). Some scholars 
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suggest that the previous “wall” between federal intelligence and investigative officials be 

restored (e.g., Pike, 2007). 

Scholars have made a number of proposals designed to increase the oversight of the FISA 

process. Some have suggested that FISA court judges conduct a substantive review of probable 

cause regarding whether the surveillance target is a foreign power or agent (Banks, 2007), as 

well as an additional review of probable cause that foreign intelligence will be found through the 

surveillance (Daily, 2006). Some scholars have suggested increasing the FISA court judges’ 

overall substantive review of FISA applications (e.g., Banks, 2007; Pike, 2007; Whilt, 2006). At 

least one scholar has suggested reducing the FISA judicial review to a review of the 

completeness of the application in favor of an expanded review by the federal district court if the 

government attempts to use FISA information in a proceeding (Champion, 2005). Several 

scholars have suggested expanding the federal district court proceedings and making them more 

like a typical suppression hearing, with disclosure of information to the defense (with appropriate 

safeguards for national security) and adversary proceedings (e.g., Banks, 2007; Breglio, 2003; 

Whilt, 2006). Scholars have also suggested expanded Congressional oversight of the FISA 

process (e.g., Banks, 2007). With these changes in FISA process and procedure, these scholars 

believe that FISA can once again effectively satisfy Fourth Amendment requirements.  

Conclusion 

 In conclusion, scholarly opinion remains divided regarding the effectiveness of post-

PATRIOT Act FISA in addressing Fourth Amendment concerns.  Some scholars believe that the 

amended FISA process continues to strike an appropriate balance between the needs of national 

security and civil liberty in this post-September 11 world. Other scholars feel that the balance has 

shifted too far in favor of national security interests as a result of the terrorist attack and suggest 
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ways to “re-shift” this balance. As one scholar noted, FISA itself was the product of 

congressional concerns about executive branch and intelligence agency abuse in intelligence 

gathering. The legislation was designed to “constrain the activities of the intelligence agencies 

and provide clear guidance on the constitutional limits of foreign and domestic surveillance” 

(Davis, 2003, p. 237). In attempting to better address terrorism, congress has again addressed the 

appropriate balance between national security and civil liberties in the PATRIOT Act 

amendments to FISA (Davis, 2003). This discussion is far from over. Scholars will continue to 

debate, and reviewing courts will continue to determine, whether the balance congress has struck 

between national security and civil liberty effectively satisfies Fourth Amendment requirements.  
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CHAPTER 5 

FISA AND ITS EFFECTIVENESS 

Judicial Review 

 Until the Supreme Court’s decision in Katz v. United States (1967), electronic 

surveillance achieved without a physical trespass was not deemed to be a search covered by the 

Fourth Amendment. After Katz, congress established a judicial authorization process for 

electronic surveillance conducted for federal law enforcement purposes (OCCSSA, 1968). The 

Supreme Court also concluded that an appropriate warrant procedure was required for domestic 

security electronic surveillance (United States v. United States District Court for the Eastern 

District of Michigan, 1972). However, federal appellate courts reached varying conclusions 

regarding the constitutionality of warrantless electronic surveillance conducted under executive 

branch authorization for the purpose of gathering foreign intelligence (e.g., United States v. 

Brown, 1973; Zweibon v. Mitchell, 1975). In the Foreign Intelligence Surveillance Act of 1978 

(hereinafter “FISA”), congress fashioned a judicial oversight system that nevertheless recognized 

the unique needs of the executive branch in the operation of foreign intelligence electronic 

surveillance. Executive branch authority to conduct foreign intelligence surveillance was further 

strengthened in the PATRIOT Act amendments to FISA in 2001 that permit more coordination 

and collaboration between federal intelligence and investigative officials. 

 This study was designed to assess the effectiveness of FISA’s judicial authorization 

process for electronic surveillance under the Fourth Amendment. In this connection, two 

research questions were identified:   

RQ1. Do the electronic surveillance authorization procedures established in the Foreign 

Intelligence Surveillance Act of 1978 violate the Fourth Amendment? 
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 RQ2. Have the electronic surveillance authorization procedures established in the Foreign 

Intelligence Surveillance Act of 1978 been applied in a constitutional manner under the Fourth 

Amendment?  

It was hypothesized that the FISA electronic surveillance authorization procedures do not violate 

the Fourth Amendment and that they have been applied in a constitutional manner. 

 This study primarily addressed these research questions by examining all of the federal 

trial and appellate decisions on this subject since the enactment of FISA, as well as the only 

reported decisions of the FISA court judges and the FISA Court of Review. As described in 

Chapter III, virtually every court has concluded that FISA itself, both before and after the 

PATRIOT Act amendments, is constitutional under the Fourth Amendment. In terms of the 

statute’s constitutionality, as applied, this study focused on several specific application issues: 

necessary disclosure of surveillance information, probable cause determinations by the FISA 

court judges, the requisite foreign intelligence purpose of the surveillance, and the required 

minimization of the acquisition, retention, and dissemination of surveillance information. Once 

again, virtually all of the reviewing federal courts found no Fourth Amendment violations in the 

application of FISA. Based on this judicial review, as a constitutional matter, the FISA judicial 

authorization process for electronic surveillance has been effective under the Fourth Amendment 

in balancing the need for national security and civil liberty. 

Other Measures of Effectiveness 

 This study also examined scholarly opinion to determine whether the FISA electronic 

surveillance authorization procedures have been and remain an effective mechanism to 

implement and monitor foreign intelligence surveillance under the Fourth Amendment. As 

discussed in Chapter IV, scholarly opinion is mixed regarding whether there are too many or an 
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insufficient number of safeguards in the judicial authorization process, especially following the 

PATRIOT Act amendments to FISA.   

One can also assess the effectiveness of the judicial authorization process by examining 

the actual activity of the FISA court judges since the enactment of FISA. In its annual report to 

congress, the Justice Department documents the number of applications for electronic 

surveillance submitted to the FISA judges and the action taken on them.  

Table 1 

Application Statistics 

Year Submitted Applications 
Submitted 

Applications 
Approved 

Applications 
Denied 

Applications 
Modified 

1979 199 207* 0 0 

1980 319 322 0 0 

1981 431 433 0 0 

1982 473 475 0 0 

1983 549 549 0 0 

1984 635 635 0 0 

1985 587 587 0 0 

1986 573 573 0 0 

1987 512 512 0 0 

1988 534 534 0 0 

1989 546 546 0 0 

1990 595 595 0 0 

                                        (table continues) 
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Table 1 (continued). 

Year Submitted Applications 
Submitted 

Applications 
Approved 

Applications 
Denied 

Applications 
Modified 

1991 593 593 0 0 

1992 484 484 0 0 

1993 509 509 0 0 

1994 576 576 0 0 

1995** 697 697 0 0 

1996 839 839 0 0 

1997 749 748 1 0 

1998 796 796 0 0 

1999 886 886 0 0 

2000 1005 1012 0 1 

2001 932 934 0 2 

2002 1228 1226 2 2 

2003 1727 1723 4 79 

2004 1758 1754 0 94 

2005 2074 2072 0 61 

2006 2181 2176 1 73 

2007 2371 2370 4 86 

(Federation of American Scientists, n.d.; *application approvals include carry-over applications 

submitted in the previous reporting year; **includes physical search applications as well as 

electronic surveillance applications beginning in 1995) 
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A total of 22,737 applications have been submitted to the FISA court judges since the enactment 

of FISA. A total of 12 applications have been denied by the FISA court judges throughout those 

years, a tiny fraction of the total number of applications.  Fewer than 2% of the total applications 

were modified, reflecting 398 modifications.  Based on these statistics, there are two ways to 

look at the effectiveness of FISA concerning the application process.  It could be said that the 

high number of application approvals shows that the Government is verifying its information 

critically before approaching the FISA court judges with an application for an electronic 

surveillance order. On the other hand, the limited number of application denials could be seen as 

a sign of insufficient judicial oversight of the application process. It is noteworthy that while the 

number of application denials has remained very low, the number of application modifications 

has risen substantially in recent years.  

Conclusion Regarding FISA’s Effectiveness 

After a review of the legislative, judicial, and scholarly material compiled for this study, 

this researcher concludes that the basic judicial authorization process for electronic surveillance 

Congress established in FISA in 1978 continues to be an important mechanism to ensure 

effectiveness under the Fourth Amendment. However, in light of the increasingly complex 

foreign intelligence threats facing this country, the amendments to FISA enacted in the 

PATRIOT Act in 2001 are essential. Collapsing the “wall” that previously separated intelligence 

and law enforcement officials and permitting increased collaboration between these officials in 

conducting investigations were welcome improvements in the intelligence gathering process.  

Abiding by the “wall” of separation between these officials was time-consuming and 

cumbersome.  Streamlining this process by removing the “wall” has increased efficiency and 
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proven to be a strong tool in the effort to prevent foreign threats to this country (Banks, 2007; 

Champion, 2005; Kris, 2006).  

 In addition, requiring that foreign intelligence gathering be only “a significant purpose” 

of FISA electronic surveillance rather than “the” purpose or a “primary purpose” better reflects 

Congress’ intent when it created FISA. It is also consistent with the expanded collaborative 

investigative model established by the PATRIOT Act amendments. As indicated, in this world of 

complex foreign intelligence threats, it is no longer easy or effective to completely separate the 

intelligence and enforcement functions (Galloway, 2002). Moreover, as technology advances, 

Congress must be willing to adjust the FISA provisions to continue to provide effective 

mechanisms to address the evolving threats (Dhillon & Smith, 2001). 

 Because the PATRIOT Act amendments provide enhanced security protections, they also 

provide better protections for civil liberties. Without the security of the United States, we would 

not have the ability to be the free society we are.  The Government’s ability to conduct national 

security investigations using all tools required to protect American interests, provides us with 

greater liberties. The PATRIOT Act amendments to FISA provide better means for the 

Government, not only to uncover threats, but also to protect civil liberties by applying better 

judicial oversight and other constitutional safeguards to the surveillance process (Kris, 2006). 

 In conclusion, the Foreign Intelligence Surveillance Act of 1978 was enacted to balance 

the government’s legitimate need to collect foreign intelligence through electronic surveillance 

with the need of its citizens to be secure from unreasonable governmental intrusions into their 

privacy.  This study found that FISA is effective as a constitutional matter under the Fourth 

Amendment and in operation. As the country continues to face foreign intelligence threats, 
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congress must continue to ensure that FISA provides the government with the necessary tools to 

address these threats while still protecting civil liberty under the Fourth Amendment.  
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