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This research sought to shed light on information systems security (ISS) by 

conceptualizing an organization’s use of countermeasures using general deterrence 

theory, positing a non-recursive relationship between threats and countermeasures, and 

by extending the ISS construct developed in prior research. Industry affiliation and 

organizational size are considered in terms of differences in threats that firms face, the 

different countermeasures in use by various firms, and ultimately, how a firm’s ISS 

effectiveness is affected.  

Six information systems professionals were interviewed in order to develop the 

appropriate instruments necessary to assess the research model put forth; the final 

instrument was further refined by pilot testing with the intent of further clarifying the 

wording and layout of the instrument. Finally, the Association of Information Technology 

Professionals was surveyed using an online survey. The model was assessed using 

SmartPLS and a two-stage least squares analysis.  

Results indicate that a non-recursive relationship does indeed exist between 

threats and countermeasures and that countermeasures can be used to effectively 

frame an organization’s use of countermeasures. Implications for practitioners include 

the ability to target the use of certain countermeasures to have desired effects on both 

ISS effectiveness and future threats. Additionally, the model put forth in this research 

can be used by practitioners to both assess their current ISS effectiveness as well as to 

prescriptively target desired levels of ISS effectiveness.  
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CHAPTER 1 

INTRODUCTION 

The importance of information systems security (ISS) for organizations has come 

about for numerous reasons including the mounting requirements for regulatory 

compliance in the wake of financial scandals (Abu-Musa, 2004), growing dependence 

on information systems (IS) to provide the backbone of organizational structures 

(Kankanhalli et al., 2003), and rising organizational dependence on ecommerce to 

conduct daily activities (Barsanti, 1999). However, despite ISS being viewed as largely 

a managerial issue (Hitchings, 1995), managerial concern for ISS is still inadequate, 

evidenced by its consistently low ranking as a key issue in IS management surveys 

(Ball and Harris, 1982; Dickson et al., 1984; Brancheau and Wetherbe, 1987; 

Brancheau et al., 1996; and Pimchangthong et al., 2003).  This has led some 

researchers (Dhillon and Backhouse, 2000) to call for greater involvement by 

management in ISS issues.  The hope is that such involvement would provide 

management with a greater appreciation for the complexities of ISS and ultimately result 

in a comprehensive organizational commitment.   

The complexity of effectively implementing ISS solutions contributes to the 

inability of management to effectively manage ISS.  There were three key findings as 

they relate to the complexity of implementing ISS solutions: managers are willing to use 

theoretically developed measures; managers that are aware of a wider variety of 

controls are more likely to use them, and that there are inherent risks within each 

industry (Straub and Welke, 1998; Goodhue and Straub, 1991).  The first finding is 
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important in that it signals to researchers that managers are not predisposed to practice 

only practitioner-oriented skills.  The second finding illustrates the importance of 

constantly reevaluating threats faced and potential countermeasures available because 

by being aware of both, managers can better manage their risk by determining the most 

economically effective countermeasure(s) to use for each threat.  The last finding by 

Goodhue and Straub (1991) suggests that there are inherent risks within each industry.  

These inherent risks exist due to the unique characteristics of each industry.  Industries 

such as the banking industry face different risks (such as substantial direct monetary 

loss) relative to other industries such as the healthcare industry (such as loss of 

personal patient information).  In order to combat the unique risks faced by various 

industries, a unique mixture of countermeasures appropriate to each industry must be 

identified.  In order to identify, inform, and build upon prior theory, an assessment tool 

needs to be developed to measure the effectiveness of ISS such that the effectiveness 

of countermeasures can be measured in relation to the reduction or elimination of a 

threat upon IS assets.  Therefore, the goal of this research is to develop a theoretically 

based model that can serve as a tool to measure ISS effectiveness, explore the non-

recursive relationship between threats and countermeasures, and further refine the role 

that industry affiliation and organizational size plays with respect to inherent risks. 

This research draws heavily on general deterrence theory (GDT) as its 

theoretical foundation.  GDT posits that individuals can be dissuaded from committing 

antisocial acts through the use of countermeasures, which include strong disincentives 

and sanctions relative to the act (Straub and Welke, 1998).  For example, an 

organizational employee may fail to follow procedure which leads to data loss, 
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destruction, or a failure of data integrity.  Using GDT as a guideline, countermeasures 

could be put in place to eliminate such a threat or at least mitigate some of the risk 

should the event occur.  Countermeasures such as education and training, backups, 

reprimands and so on can all serve as tools to eliminate or mitigate such risk.  The 

current research expands this conceptual view of GDT to include other sources of 

threats such as non-humans threats.  In this way, other threats such as natural 

disasters and technical failures can also be examined.  It is believed that this extension 

is valid because often times, preemptive planning can help to mitigate these threats as 

well.  For example, backups can replace lost data after hardware failure or a natural 

disaster. 

As its theoretical foundation, this research seeks to examine the following 

research questions:  How do organizational size, industry affiliation, and threats faced 

by an organization affect that organization’s use of countermeasures?  What is the 

corresponding impact on an organization’s ISS effectiveness? Lastly, is there a non-

recursive relationship between threats and countermeasures? 

This study is relevant to both researchers and practitioners as it proposes to 

extend current research in this area and provide practitioners with a parsimonious and 

intuitive model for explaining the relationship between threats, countermeasures, and 

ISS effectiveness.  This research extends the research conducted by Kankanhalli et al. 

(2003) in which they examined the role that organizational size, top management 

support, and industry type played in influencing an organization’s use of 

countermeasures (deterrent and preventive) and ultimately how each countermeasure 

impacted ISS effectiveness.  The instrument developed by Kankanhalli et al. (2003) to 
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assess ISS effectiveness subjectively does so by determining a manger’s perception of 

the degree of protection of an organization’s assets (defined as software, data, 

hardware, and computer services) has been afforded and the degree of effectiveness of 

both deterrent and preventive efforts.  This creates a six-item instrument.  However, 

Straub and Welke (1998) stress the importance of detection and remedy efforts and 

their ability to deter future computer abuse.  As a result, this research seeks to extend 

the model tested by Kankanhalli et al. (2003) by using all four GDT dimensions to 

assess ISS effectiveness.  Additionally, by incorporating threat components, greater 

insight can be gained by empirically testing the relationships proposed by Madnick 

(1978) in which counter-measures are described as being designed to decrease risk by 

either decreasing the probability of a threat or by decreasing the impact of the threat.  

Lastly, using partial least squares (PLS) and a two-stage least squares approach, the 

non-recursive relationship between threats and countermeasures were examined.  The 

results will help to further delineate the nomological aspects of each of the proposed 

constructs and provide a firmer foundation with which to conduct future research 

revolving around ISS effectiveness by framing complex, high-level constructs relative to 

one another. 

This research will also provide practitioners with an intuitive model that can be 

used to compare and contrast organizations in various contexts.  The context comes in 

the form of industry affiliation and organizational size.  Straub and Welke (1998) indicate 

that there are inherent risks within each industry, which, if known, can provide 

practitioners with a preliminary idea of which countermeasure(s) may be the most 

appropriate for a given set of threats. 
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With respect to organizational size, Thong et al. (1996) described small 

businesses as suffering from “resource poverty” in terms of their ability to obtain 

professional expertise and funding of information technology (IT) projects.  Their 

findings indicated that smaller businesses relied more heavily on vendor support and 

consultants relative to their larger business counterparts.  Resource poverty may also 

apply to smaller organizations’ ability to implement countermeasures, identify relevant 

threats, and ultimately to effectively manage their ISS.  This research will aid 

organizations by providing an assessment tool with which to determine their current 

state of ISS relative to similar organizations in terms of their organizational size and 

industry affiliation.  This research can also be used as a guide for organizations in the 

development of a risk management policy by helping it to establish a security posture in 

order to achieve a prescribed degree of ISS effectiveness. 
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CHAPTER 2 

LITERATURE REVIEW 

Interest in information systems security (ISS) has existed for some time but 

security projects are often demoted by practitioners relative to more glamorous projects 

which are often seen as “improving the bottom line.”  This can be seen by examining the 

numerous studies over the years in which top management concern has fluctuated over 

the importance of ISS.  For example Loch et al. (1992) noted that in 1981, ISS ranked 

14th among management’s concerns.  By 1985 concern for ISS had moved up to 5th.  

However, by 1989 it had fallen back down, this time to 19th as an issue of concern for 

management.  More recently in 2003, ISS was ranked 17th in developed countries 

(Pimchangthong et al., 2003).  When put into context with respect to the top concerns 

for management, it can be seen that while the focus on security has fluctuated in its 

importance, it has never consistently been considered to be of strategic importance.  In 

1989, Hoffer and Straub pointed out that legislators have paid more attention to security 

issues than practitioners by passing legislation at state and federal levels.  More 

recently, acts such as the Sarbanes-Oxley Act of 2002 (SOX) serve to illustrate that 

perhaps legislators are still more proactive with respect to security than practitioners.  

Acts such as SOX often have far reaching effects in that they often are designed to 

correct or regulate a particular issue but have unforeseen consequences in seemingly 

unrelated areas.  SOX in particular may be considered more surreptitious in that it 

dictates to public firms that they must attest to the accuracy of their financial records but 

gives little guidance with respect to how to secure records and properly implement 
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policies.  In order for an organization to comply, they must have established policies and 

controls in place in order to be able to document the soundness of their security 

implementations.  However, without an assessment tool to document the effectiveness 

of their ISS implementation, organizations are implementing solutions impromptu with 

little regard for a systematic approach (Hoffer and Straub, 1989) in implementing ISS.  

The goal of this research is to provide such an assessment tool by further developing 

the ISS effectiveness construct proposed by Kankanhalli et al., (2003) within the context 

of other relevant constructs.  Using the proposed path diagram in Figure 1 as a 

reference, each construct will be discussed below in terms of how they have been 

treated historically in the research literature.  The proposed research model consists of 

organizational factors (organizational size and industry affiliation), threats, GDT 

constructs (deterrence, prevention, detection, and remedy), and ISS effectiveness.   

Threat

Size

Industry

General 
Deterrence 

Theory

Deterrence

Prevention

Detection

Remedy

ISS 
Effectiveness

Figure 1. Proposed Path Diagram for ISS Effectiveness 
 



8 
 

General Deterrence Theory 

This research uses GDT as a theoretical lens with which to view an 

organization’s use of countermeasures in response to face threats faced by that 

organization.  Kotulic and Clark (2004) define countermeasures as “an array of 

organizational devices to deter, prevent, or detect security breaches” (page 599).   This 

makes use of GDT as a theoretical lens appropriate due to the four dimensions which 

make up GDT: deterrence, prevention, detection, and remedy.  While each dimension is 

discussed in greater detail below, a discussion of the origins of GDT and its applicability 

to information systems (IS) is warranted.  GDT originates from criminology and early 

work in that arena includes an examination of deterrence, prevention, detection, and the 

use of remedies to influence crime rates (Blumstein, 1978).  Pearson and Weiner (1985) 

include GDT as one of 12 “prominent contemporary criminology theories” and discuss 

the role that antecedents and consequences play in the performance of criminal 

behaviors.  As applied to IS, GDT suggests that threats can be mitigated in order to 

reduce risk through the use of deterrence, prevention, detection, and remedy 

techniques.  GDT has been extensively applied to research in ISS, most notably by 

Straub and company (Straub, 1986; Hoffer and Straub, 1989; Straub, 1990; Straub and 

Nance, 1990; and Straub and Welke, 1998).  Hoffer and Straub (1989) found that most 

security efforts are aimed at preventing computer abuse from occurring in the first place.  

They also found that relatively few organizations take a systematic approach to 

detecting computer abuse.  This point is consistent with Nance and Straub (1988) and 

Straub and Nance (1990) in which they described purposeful detection activities as 

being little more than “fishing expeditions” illustrating the need for a greater 
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understanding of the role that detection activities play in identifying breaches or 

attempted breaches.  They continue their investigation of detection activities and 

conclude that most detection of computer abuse occurs through normal system controls 

rather than by accident or purposeful investigation.  Put another way, a well-developed 

security implementation with well thought out system controls increases the chances for 

detecting computer abuse over not only accidental discovery, but even purposeful 

investigations.   Nance and Straub (1988) and Straub and Nance (1990) explored 

remedy efforts in terms of internal (reprimand, suspension, fine, or termination) and 

external (filing of a police report, prosecution, indictment, or conviction) sanctions.  The 

authors concluded that each act potentially serves as a deterrent for future computer 

abuse.  Remedies are discussed in detail in the next section. 

Remedy: Remedy is defined as “a legal order of preventing or redressing a 

wrong or enforcing a right” by the American Heritage Dictionary.  Remedies serve as a 

way for an organization to seek restitution in some fashion whether it is through internal 

sanctions or externally through the legal system.  Often, the mere “threat” of remedy 

actions can serve to deter computer abuse, such as the pirating of software (Cheng et 

al., 1997).  Straub and Nance (1990) identify three distinct categories of remedy actions: 

none, internal, and external.  None simply refers to an organization that does not take 

any remedial action when an ISS event occurs.  Internal remedy actions include 

reprimands, suspensions, fines, and terminations which most often would be applied to 

employees or business partners.  External remedy actions refer to the filing of police 

reports, prosecution, indictment, and conviction.  These may apply to employees or 

business partners but serve as the primary recourse against those who are not directly 



10 
 

affiliated with the organization.  It is interesting to note that while Straub and Welke 

(1998) note that remedy efforts are exceeded only by prevention efforts in terms of their 

use by organizations, that the amount of IS research into remedy efforts is relatively 

small compared to the other dimensions of GDT as can be seen in Table 1. 

Deterrence: Merriam-Webster Dictionary defines deterrence as “the inhibition of 

criminal behavior by fear especially of punishment.”  As applied to ISS, the goal of 

deterrent efforts is to provide disincentives for would-be computer abusers (Whitman, 

2004) in order to deter them from engaging in computer abuse activities.  Examples of 

deterrent efforts include “administrative policies, employee training, and visible security 

functions” (Nance and Straub, 1988).  These are appropriately described as “passive” 

techniques because they depend solely on the user for compliance and have no 

inherent mechanism for implementing enforcement (Straub and Welke, 1998).  This 

makes using deterrence as the sole means of security inappropriate.  In order for 

deterrent efforts to be effective, they must instill in users a realistic expectation of being 

caught, a fear of a corresponding sanction, and a reasonable expectation that the 

sanction be enforced (Whitman, 2004).  Because users can be internal to an 

organization such as an employee or external such as a customer, each user has 

different expectations with respect to being caught, severity of sanction, and certainty of 

sanction.  In order to address the shortcomings of deterrence efforts, other 

countermeasure techniques must be implemented which leads to prevention, which is 

discussed next. 

Prevention: The American Heritage Dictionary defines prevention as a hindrance 

or an obstacle.  These can include physical obstacles such as guards, locked doors, 
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and so on and/or software tools such as authentication devices and firewalls (Gopal and 

Sanders, 1997).  Of the four components of GDT, prevention is the most widely used 

(Hoffer and Straub, 1989; Straub and Welke, 1998) which is indicative of the volume of 

research conducted regarding its use as seen in table 1.  Kankanhalli et al. (2003) found 

that use of preventive efforts does indeed lead to greater ISS effectiveness.  However, 

use of preventive controls can impede business functions (Whitman, 2004) and even 

reduce a firm’s profits (Gopal and Sanders, 1997).  This suggests that there are 

strategic uses of prevention efforts that can minimize the impact on a firm’s operations 

while affording the firm a desired level of protection. 

Detection: The American Heritage Dictionary defines detection as the act or 

process of discovery.  As it relates to ISS, it is the process of attempting to discover 

security breaches within an organization.  Straub and Nance (1990) discuss three 

methods of discovering computer abuse: accidental discovery, discovery through 

internal system controls, and purposeful detection activities.  Of the three methods, it 

might seem intuitive that purposeful detection activities would yield significant results in 

terms of detecting abuse however, Hoffer and Straub (1989) point out that few 

organizations take a systematic approach to detecting computer abuses.  The result is 

that the majority of computer abuse incidents are discovered through normal system 

controls or by accident and that, most purposeful investigations serve little more than 

“fishing expeditions” in search of an abuse (Straub and Nance, 1990).   

Table 1 illustrates that the majority of GDT research, as applied to IS research, 

has been in the area of detection and prevention at the expense of remedy and 

deterrence.  Straub and Welke (1998) point out the importance of both detection and 
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remedy efforts in their ability to deter future computer abuse.  Given that organizations 

with proactive security functions significantly reduce their risks (Straub and Nance, 

1988), these two dimensions of GDT represent a gap in the existing literature. 

Table 1. Prior Research of GDT in IS 
 Constructs Research 
Deterrence Nance and Straub (1988) 

Straub and Nance (1990) 
Gopal and Sanders (1997) 
Straub and Welke (1998) 
Whitman (2004) 

Prevention Nance and Straub (1988) 
Hoffer and Straub (1989) 
Straub and Nance (1990) 
Baskerville (1993) 
Hitchings (1995) 
Gopal and Sanders (1997) 
Straub and Welke (1998) 
Kankanhalli et al. (2003) 
Whitman (2004) 

Detection Nance and Straub (1988) 
Hoffer and Straub (1989) 
Straub and Nance (1990) 
Baskerville (1993) 
Hitchings (1993) 
Straub and Welke (1998) 
Whitman (2004) 

Remedy Straub and Nance (1990) 
Loch et al. (1992) 
Cheng et al. (1997) 
Straub and Welke (1998) 

 

Threats 

Threats represent “a broad range of forces capable of producing adverse 

consequences” (Loch et al., 1992, p. 174).  Therefore, a threat creates risk by creating 

the capability, or probability, that a force will act, in the context of IS, adversely on that 

information system.  One of the aspects of threat analysis that makes it so difficult is 



13 
 

that it can be viewed from multiple dimensions: internal/external, human/non-human, 

accidental/non-accidental, and so on (Loch et al., 1992).  While this classification 

scheme provides an intuitive way for practitioners to classify threats, the dimensionality 

adds to the complexity when attempting to determine the most appropriate mix of 

countermeasures to be used.  Loch et al. (1992) and Whitman (2004) illustrated 

numerous threats to information systems including natural disasters, access of systems 

by competitors, inadequate control over media, to name a few.  Threats are also 

dynamic in the sense that they constantly change over time to adjust to the various 

countermeasure techniques used to combat them and when technology creates new 

capability and opportunity.  As an example of the dynamic nature of threats, one need 

only examine the weighted ranks of threats between the Loch et al. (1992) study and 

the study conducted by Whitman (2004).  See Table 2 for a side-by-side comparison 

and mapping of the threats from Loch et al. (1992) to Whitman (2004).  In the Loch et al. 

(1992) study, it was found that the entry of a computer virus only ranked fifth.  By 2004, 

Whitman found that deliberate software attacks had risen to number one.  There could 

be a semantic argument in terms of the definition of “deliberate software attack” versus 

“entry of a computer virus” but the nature of each threat is similar.  Similarly, Natural 

disasters had dropped from the greatest threat in 1992 to eleventh in 2004.  The 

dynamic nature of threats is likely caused by dynamic business environments, 

technology changes, and so on. 
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Table 2. Comparison of Weighted Threat Rankings in IS 
Loch et al., 1992 Whitman, 2004 

Entry of Computer Viruses (E) 5 Deliberate Software Attacks 1 

Poor Control of I/O (I) 9 Technical Software Failures or 
Errors 2 

Accidental Entry Bad Data by 
Employees/Accidental Destruction 
Data by Employees(I/I) 

2/3 Act of Human Error or Failure 3 

Access to System by Hackers 
Access to System by Competitors 
(E/E) 

6/12 Deliberate Acts of Espionage or 
Trespass 4 

Intentional Destruction Data by 
Employee/Intentional Entry Bad 
Data by Employee (I/I) 

10/11 Deliberate Acts of Sabotage or 
Vandalism 5 

Inadequate Control Over Media (I) 7 Technical Hardware Failures or 
Errors 6 

  Deliberate Acts of Theft 7 

Natural Disasters (E) 1 Forces of Nature 8 

Access to System by Hackers 
Access to System by Competitors 
(E/E) 

6/12 Compromises to Intellectual 
Property 9 

  Quality of Service Deviations from 
Service Providers 10 

  Technological Obsolescence 11 

  Deliberate Acts of Information 
Extortion 12 

Weak/Ineffective Controls (I) 4   
Unauthorized Access by Employees 
(I) 8   

Other Threats 13   
Note: This is a contrived mapping of threats from the Loch et al. (1992) study and the Whitman (2004) study.  While 
some threats mapped quite well (such as natural disasters and forces of nature), others matches did not make sense.  
As a result, unmatched threats are reported for each study in rows without a match to the corresponding study.  
Additionally, internal (I) and external (E) threats were also included for reference in the table as per the original Loch 
et al. article denoting from where the threats originate. 

Organizational Size 

Several organizational characteristics have been found to be related to an 

organization’s security posture.  For example, Kotulic and Clark (2004) and Keller et al. 

(2005) found that larger organizations were more likely to have an established security 
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program.  This should come as no surprise considering organizational size has been 

found to be directly related to the ability of an organization to conduct successful IS 

planning and that larger organizations are more likely to use information systems 

(Premkumar and King, 1994).  Organizational size has also been found to be positively 

related to the use of deterrent efforts, a countermeasure technique used to reduce the 

effectiveness of and/or likelihood of a threat being realized (Kankanhalli et al., 2003).  

An explanation could be that larger organizations have more resources with which to 

implement countermeasures in order to reduce the probability of threats from being 

realized and thusly, reducing risk and increasing ISS effectiveness.  Conversely, the 

literature suggests that smaller businesses do not fare as well and are more likely to fail 

after some catastrophic event due to the relative size of their budgets (Stephens, 2003).  

One seemingly apparent dichotomy to note is the finding by Hoffer and Straub (1989) 

that larger organizations experience more frequent and more significant computer 

abuses relative to their smaller organizational counterparts despite having larger 

security staffs.  This, combined with the finding by Stephens (2003) may lead one to 

surmise that smaller businesses face fewer threats but greater risks relative to their 

larger counterparts.  Individuals and smaller firms perceive themselves to be low-risk 

targets (Keller et al., 2005) which as a result may make them more vulnerable to certain 

threats.  This is in line with August and Tunca (2006) who found that individuals and 

smaller businesses are more susceptible to breaches but that their larger counterparts 

bare more of the costs associated with breaches.  Such findings make inclusion of 

organizational size necessary in any investigation of ISS. 
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The measurement of organizational size however warrants further discussion.  

An inconsistent definition of what constitutes a large versus small business has been 

applied in prior research.  Though Stephens (2003) discusses increased vulnerabilities 

faced by smaller organizations, no formal definition of small organization was provided.  

Thong et al. (1996) in their discussion of small business’s unique characteristics also 

note that there has been no formal definition of what constitutes a small business 

consistently applied in IS research.  They note that three commonly used criteria are 

number of employees, annual sales, and fixed assets.  Though these criteria are indeed 

used often, designations of specific levels to constitute large and small businesses 

seem arbitrary and vary among studies.  In an effort to address these shortcomings, 

one useful resource is the Small Business Administration (SBA).  They base their 

classification of whether or not a business is small based on varying degrees of number 

of employees or annual receipts depending on SIC industry classifications.  The 

assumption is that an organization representative of a small business in one industry 

may not be considered a small business in another industry even if organizational 

characteristics (size and annual receipts) are identical.  Use of such a definition of small 

business allows for a more accurate comparison of organizations across industries. 

Industry Affiliation 

Another relevant organizational characteristic is industry affiliation.  Hoffer and 

Straub (1989) found that certain industries were more susceptible than others to 

computer abuse.  Their research included an analysis of perpetrators’ occupations as 

well as motivations for committing computer abuse but threats as discussed above were 

not included.  However, not only was industry affiliation related to computer abuse, it 
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has also been found to be related to the deterrent efforts that organizations use to 

combat such abuse (Kankanhalli et al., 2003).  Along this same stream of research, 

Post and Kagan (2000) found that industry affiliation influenced management policies 

regarding the use of anti-virus tools and backup procedures indicating a distinct 

relationship between industry affiliation and the use of various countermeasures.  Some 

of an industry’s inherent risk (Hoffer and Straub, 1989) can possibly be explained by the 

research conducted by Premkumar and King (1994) in which they found that service-

oriented firms tended to have higher informational content in their products relative to 

manufacturing firms and as such rely more on their information systems.  Such 

distinctions may influence the perceived threats and risks that organizations face 

depending on their dependence on their information system.  Unfortunately, some 

industries such as the financial sector, tend to be reluctant to share breach information 

fearing negative publicity, copy-cat breach attempts, and the financial impact on 

company business that may or may not be realized (Hitchings, 1995).  Because industry 

affiliation is intimately related to the risks faced by organizations, the countermeasures 

organizations tend to use, and the unique threats that exists within industries, inclusion 

of an industry affiliation construct must be included in research into ISS. 

Countermeasure Efforts 

Mitigating the relationship between threats and ISS effectiveness are “modifying 

factors” (Loch et al., 1992) which represent internal and external forces that can 

influence whether or not a threat is able to be realized and/or affect the severity of such 

a threat if it were to occur.  Much of the literature refers to these as “counter-measures” 

(Schultz, 2004; Straub and Welke, 1998; Whitman, 2004; Hill and Smith, 1995; Hoffer 
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and Straub, 1989).  Countermeasures are used by organizations in order to influence 

the effect that a threat has on their information systems in order to reduce risk and 

increase ISS effectiveness (Madnick, 1978; Kankanhalli et al., 2003).  For each risk, 

there is one or more corresponding countermeasure(s) available in order to mitigate the 

threat from being realized (Madnick, 1978).  Mitigation is intended either to eliminate the 

threat all together or to limit the impact of the threat such that risk is reduced.  This 

research uses GDT to frame countermeasures in a theoretical framework.  The four 

components of GDT (deterrence, prevention, detection, and remedy) provide 

practitioners a theoretically based perspective with which to implement 

countermeasures.  Deterrence can proactively dissuade potential violators from 

implementing a threat by warning them about logging policies and warning of remedial 

actions.  Prevention also proactively seeks to protect information systems by hardening 

potential targets through use of firewalls, anti-virus solutions, and so on.  Detection is a 

reactive approach that aids in the identification of perpetrators should a threat be 

attempted.  Active and effective detection techniques can aid deterrence efforts by 

promoting both the ability and likelihood of catching violators.  Similarly, remedy efforts 

can also aid in future deterrence efforts by providing clear-cut means of doling out 

punishment for various infractions upon an information system.  Like detection, remedy 

efforts are reactive in the sense that they are in response to an event that has already 

occurred.  Having discussed the GDT constructs earlier in this section, attention will 

now shift to ISS Effectiveness. 
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ISS Effectiveness 

In an effort to help manage the effectiveness of the risk management process, an 

assessment instrument must be developed to efficiently and effectively assess ISS 

effectiveness.  Phelps (2005) and Kankanhalli et al. (2003) independently developed 

two instruments specifically designed to asses ISS effectiveness.  The assessment 

instrument developed by Phelps included 40 items with categorical responses covering 

several domains of ISS including: “organizational security, asset classification and 

control, personnel security, physical and environmental security, communications and 

operations management, access control, business continuity management, and 

compliance” (page 44).  Specific items were developed from established standards in 

ISO 17799/BS7799.  While quite complete, the instrument does display certain 

characteristics that make it inappropriate in the current study.  First, one of the goals of 

the current research is to develop a parsimonious model with which to explain ISS 

effectiveness.  The length of the instrument developed by Phelps (2005) makes 

inclusion of it difficult when considering the overall length of a survey instrument and the 

impact that it has on response rates.  Additionally, the categorical nature of the items 

does not allow for a degree of effectiveness to be determined.  Security measures are 

either being used or not being used.  This does not allow for the possibility that some 

security measures are partially implemented in which case their effectiveness is greater 

than without any countermeasures what so ever, yet less than if the countermeasure 

had been completely implemented.  Lastly, the items for each domain only inquire about 

the use of various policies, procedures, and other countermeasures in use by an 

organization.  There is no assessment of the ultimate goal of protecting various assets 
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whether they are hardware, software, computer services, and data.  Combined, these 

three shortcomings made use of the ISS Effectiveness construct developed by Phelps 

(2005) inappropriate for the current study. 

An alternative approach to measuring ISS effectiveness was developed by 

Kankanhalli et al. (2003).  Their instrument examined the role that deterrence and 

prevention played on ISS effectiveness.  Their research found that ISS effectiveness 

was positively related to deterrent and preventive efforts, both components of GDT.  

The ISS effectiveness construct (Kankanhalli et al., 2003) is used in order to determine 

the degree of protection to an organization’s assets (hardware, software, computer 

services, and data) and the effectiveness countermeasures used by an organization.  

The construct, as operationalized by Kankanhalli et al. (2003), serves as a major focus 

of this research, which seeks to extend the construct by including assessments of 

detection and remedy efforts as well.  Essentially, the ISS effectiveness construct is an 

assessment of the risk management process which is itself an assessment of the 

threats faced by a firm, a firm’s assets, the likelihood of loss, and the extent of damage 

should loss occur (Hill and Smith, 1995).  Kankanhalli et al. (2003) draw from Straub’s 

(1990) framework of IS assets by including abuse to hardware, software, computer 

services, and data in their ISS effectiveness construct.  These represent the 

fundamental components which an organization can assign value to and can assess 

losses should they be destroyed, modified, or denied access to.  A corresponding 

assessment must also be made of countermeasure efforts.  Because Kankanhalli et 

al.’s (2003) initial conceptualization of the ISS effectiveness instrument did not 

incorporate detection or remedy efforts, it does not completely assess a firm’s 
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countermeasure efforts.  Straub and Welke (1998) found that detection and remedies 

were both effective tools for reducing risk and attributed this to the effect that each has 

on deterring future computer abuse.  Incorporating both remedies and detection will 

further develop the ISS effectiveness instrument and provide for a comprehensive 

assessment tool of ISS effectiveness based on a sound theoretically driven framework.  

Table 3 below summarizes each construct discussed above and provides proposed 

modifications for use in the current study. 

Table 3. Summary of Constructs 

Construct Original Instrument Current Research Instrument 
Organizational 
Size 

Organizational size has been 
used in numerous studies 
examining ISS.  Kankanhalli et 
al. (2003), Keller et al. (2005), 
Kotulic and Clark (2004), and 
so on.  Thong et al. (1996) 
discussed several ways that 
may serve as distinguishing 
characteristics between large 
versus small businesses: 
number of employees, annual 
sales, and fixed assets.  Small 
businesses were determined to 
be so if they had 100 or fewer 
employees, annual sales of $9 
million (US), or fixed assets 
less than $7.2 million (US).  
Organizations that met two out 
of three of these conditions 
were deemed to be small 
businesses.  Thong et al.’s 
(1996) definition of small 
business outline in the 
preceding column does not 
account for changes in the 
value of money over time or 
potential cultural differences in 
investing in ISS as the study 
was conducted in Singapore.  
Loch et al. (1992) uses number 

The current research used the 
SBA’s definition of a small 
business.  The Small Business 
Administration (SBA) classifies 
small businesses based on 
number of employees or gross 
receipts with the 
acknowledgement that these 
characteristics vary by industry.  
So, a small business in one 
industry may have similar 
characteristics in terms of gross 
receipts and number of 
employees but be considered a 
large business by the SBA 
because of their industry 
affiliation.  This is beneficial in 
the sense that it includes 
automatically industry 
classifications used in 
determination of whether or not 
a business is considered small 
or not. 

Continued on next 
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Table 3. Summary of Constructs 

Construct Original Instrument Current Research Instrument 
of employees and a surrogate 
for firm size.  However, number 
of employees makes 
comparisons of large versus 
small business difficult across 
industries.   

ISS 
Effectiveness 

Operationalized by Kankanhalli 
et al., 2003.  The authors use it 
to assess the effectiveness of 
an information system by 
determining the overall 
deterrent effect, the overall 
prevention effect, and the 
effect on assets (Hardware, 
Software, Services, and Data; 
Straub, 1990).  Assessments 
were made using a 7-point 
Likert type scale.  Reliability 
statistics from Kankanhalli et 
al. (2003) included Cronbach’s 
alpha: .90; Variance extracted 
.76; and factor loading of each 
item of .75 or greater. 

The instrument was 
implemented as by Kankanhalli 
et al. (2003) with only a slight 
modification in order to include 
the other two dimensions of 
General Deterrence Theory 
(detection and remedy).  Each 
was assessed similarly to the 
way the other dimensions of 
General Deterrence Theory 
were assessed. 

Industry 
Affiliation 

Industry affiliation has been 
shown to be a relative 
construct to ISS.  For example, 
Post and Kagen, (2000) found 
that industry affiliation played a 
role in management’s 
decisions regarding trade-offs 
in antivirus strategies.  
Goodhue and Straub (1991) 
found that certain industries 
have inherent risks that are 
unique to that industry.  
Kankanhalli et al. (2003) found 
that industry affiliation was 
related to deterrent efforts.  
Goodhue and Straub classified 
firms as being in the financial 
industry and coded them as a 1 
otherwise they were 
categorized as a 0.  This is the 

This research attempts to build 
upon the findings of prior 
research and it is felt that simply 
categorizing a firm as ‘financial’ 
or ‘otherwise’ does not provide 
enough information with which 
to draw practical conclusions 
except for those in the financial 
industry.  Whitman (2004) 
provides a much more 
exhaustive list including 
education, legal, utility, other, 
and so on.  This research will 
use the SBA’s definition of small 
business which includes 
industry classification by SIC 
code.  Data is categorical 
(nominal). 

Continued on next 

Continued from previous 
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Table 3. Summary of Constructs 

Construct Original Instrument Current Research Instrument 
approach adopted by 
Kankanhalli et al. as well.  Data 
is categorical (nominal) and in 
this specific case, 
dichotomous. 

ISS Threats ISS threats were identified by 
Loch et al. (1992) through a 
Delphi technique using IS 
security executives and 
consultants.  In addition to 
identifying specific threats, 
Loch et al. classified threats 
using several dimensions 
including internal-external, 
intentional-unintentional, and 
human-nonhuman.  Whitman 
(2004) followed a similar 
technique using Chief 
Information Security Officers.  
In the final instrument, 
Whitman examined threats by 
asking respondents to rate 
each threat on a scale of 1 to 5 
with 1 indicating a non-
significant threat and 5 
representing a significant 
threat. 

Due to the recentness of the 
identified threats by Whitman 
(2004), his list was used as a 
starting point.  The list was 
provided to a convenient sample 
of network administrators to 
identify relevant threats and 
classify them as internal-
external, intentional-
unintentional, and human-
nonhuman threats following in 
the steps of Loch et al (1992).  
Open ended questions probed 
for any additional threats not 
identified by Whitman as well as 
any threats identified by 
Whitman that may no longer be 
seen as significant.  Interviews 
were conducted in order to 
collect data.  Operationally, 
identified threats were 
developed into items inquiring 
respondents to indicate the 
significance of each threat on 
their organization based on a 7-
point Likert Scale.  A summated 
scales was used to provide an 
overall threat level. 

General 
Deterrence 
Theory (GDT) 

 

Deterrence Kankanhalli et al. (2003) drew 
from Straub (1990) to assess 
deterrence efforts which used 
total man-hours expended on 
ISS purposes per week. 

GDT dimension items were 
initially developed during an 
interview process with the goal 
being to both identify and 
classify each countermeasure 
technique within the confines of 
GDT.  Survey respondents were 

Prevention Prevention efforts were also 
assessed by Kankanhalli et al. 

Continued on next 

Continued from previous 
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Table 3. Summary of Constructs 

Construct Original Instrument Current Research Instrument 
(2003) by drawing from Nance 
and Straub (1988) in which 
level of sophistication of 
security measures was 
assessed and deemed to be a 
measure of prevention efforts.  
Level of sophistication was 
assessed by asking 
respondents to acknowledge 
the highest level of security 
software used in their systems: 
embedded in the operating 
system, security embedded in 
database management 
systems, and specialized 
security software. 

then asked to identify the 
degree of use of each 
countermeasure on a 7-point 
Likert Scale. 

Detection Detection was examined by 
Straub and Nance (1990).  
They looked at method of 
discovery of computer abuse 
and included accidental 
discovery, normal system 
controls, and purposeful 
detection. 

Remedy Remedies have been 
examined by a number of 
authors most notably Nance 
and Straub (1988) and Straub 
and Nance (1990).  Remedies 
were examined in terms of 
none, internal, and external.  
None simply meant that no 
remedy action was taken.  
Internal remedies included 
reprimand, suspension, fine, 
and termination.  External 
remedies included filing a 
police report, prosecution, 
indictment, and conviction.  
These were assessed using 
descriptive statistics and Chi 
Square differences. 

 

Continued from previous 
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Complex Adaptive Systems (CAS) Theory 

Complex adaptive systems (CAS) theory is used to explain the hypothesized 

non-recursive relationship between threats, the use of countermeasures, and the 

subsequent changes in threats faced by organizations.  CAS theory has been used to 

explain complex systems in a variety of fields including Biology and Artificial Intelligence 

(Holland, 1992).  CAS theory suggests that, as applied to ISS, the complexity of threats 

combined with their dynamic nature due to numerous causes, interact with an 

organization’s use of countermeasures in such a way that the countermeasures in turn 

cause a change in the threats faced by an organization.  This cycle is then repeated 

pending other forces such as new technologies, changes in business practices, 

changes in potential computer abusers, and so on. 

In the context of ISS, the theory would suggest that threats are adapted to the 

use of countermeasures, which in turn adapt themselves to threats faced.  The volume 

of potential threats, the numerous potential countermeasures, and a host of other 

factors (such as organizational factors) add to the complexity of this system both in 

terms of the increased number of factors and in terms of the dynamic nature of most of 

these characteristics.  Additionally, Sun et al. (2006) suggest that even in the presence 

of countermeasures, that due to inherent weaknesses in such countermeasures, assets 

may still not be fully protected.  This “residual vulnerability” (page 112) makes it difficult 

to determine the effectiveness of countermeasures in mitigating the risk created by 

threats. 

Straub and Welke (1998) discuss the importance of feedback loops in the 

security arena as a way for management to constantly be aware of a changing 
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environment.  However, feedback is not limited to the internal workings of an 

organization.  As countermeasures are applied to neutralize threats, perpetrators in turn 

alter their tactics, tools, and skillsets to evade detection or take advantage of new 

weaknesses.  This creates a non-recursive relationship between threats and 

countermeasures.  This makes the analogy to CAS an appropriate choice for framing 

the non-recursive relationship proposed between threats and countermeasures. 

Ultimately, countermeasures are designed to reduce risk by mitigating the 

probability and severity of realized threats and to protect IS assets.  While threats can 

exist without risk, risk cannot exist without a corresponding threat to potentially carry out 

an action.  Though a reasonable goal might be to maximize ISS effectiveness, it should 

be noted that it is not a goal to be achieved but rather a gauge with which to monitor the 

current state of an ISS posture.  The application of CAS helps to illustrate the dynamic 

nature between threats and countermeasures. 

Research Model 

As outlined above, the research model consists of four primary constructs: 

organizational factors (size and industry affiliation), threats (discussed in detail above), 

the respective components of GDT (also discussed above), and ISS effectiveness.  The 

risk management process will lead to the application of various countermeasures to 

address threats.  As supported in the literature, threats drive the use of 

countermeasures (Schultz, 2004) suggesting a positive relationship.  Countermeasures 

can be logically framed around GDT’s deterrence, prevention, detection, and remedy 

constructs.  This application of countermeasures in turn changes the nature of threats 

faced.  The goal of countermeasures is to negate the effectiveness of a threat thus 
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indicating a negative relationship.  However, CAS suggests that the corresponding 

effectiveness of a countermeasure on a threat is met, not necessarily by a reduction in 

threats, but rather simply a change in the threats faced by an organization.  As a result, 

it is anticipated that a relationship exists but the directionality is not predicted.  

Additionally, effective use of countermeasures will be positively associated with the 

effectiveness of an ISS’s effectiveness.  Based on previous literature regarding size, 

organizational size should be positively related to the threats faced by an organization.  

Organizational size should also be positively related to ISS effectiveness due to 

increased security budgets.  Industry affiliation is posited to be related to both the 

threats faced by organizations as well as the effectiveness of an organization’s ISS 

program.  This leads to the hypotheses discussed below.  Finally, the research model 

can be seen in Figure 2 below. 

H1: Organizational Size will be positively associated with the use of each GDT 

construct. 

 H1a: Organizational Size will be positively associated with Deterrence. 

 H1b: Organizational Size will be positively associated with Prevention. 

 H1c: Organizational Size will be positively associated with Detection. 

 H1d: Organizational Size will be positively associated with Remedy. 

H2: Industry Affiliation will be related to each GDT construct. 

 H2a: Industry Affiliation will be related to Deterrence Efforts. 

 H2b: Industry Affiliation will be related to Prevention Efforts. 

 H2c: Industry Affiliation will be related to Detection Efforts. 

 H2d: Industry Affiliation will be related to Remedy Efforts. 
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H3: Threats will be positively associated with Organizational Size. 

H4: Threats will be related to Industry Affiliation. 

H5: Each General Deterrence Theory construct will be positively associated with ISS 

Effectiveness. 

 H5a: Deterrence will be positively associated with ISS Effectiveness. 

 H5b: Prevention will be positively associated with ISS Effectiveness. 

 H5c: Detection will be positively associated with ISS Effectiveness. 

 H5d: Remedy will be positively associated with ISS Effectiveness. 

H6: Threats will be positively associated with each General Deterrence Theory 

construct (Countermeasures). 

 H6a: Threats will be positively associated with Deterrence. 

 H6b: Threats will be positively associated with Prevention. 

 H6c: Threats will be positively associated with Detection. 

 H6d: Threats will be positively associated with Remedy. 

H7: General Deterrence Theory construct (Countermeasures) will be related to Threats. 

 H7a: Deterrence will be related to Threats. 

 H7b: Prevention will be related to Threats. 

 H7c: Detection will be related to Threats. 

 H7d: Remedy will be related to Threats. 

H8: Organizational Size will be positively associated with ISS Effectiveness. 

H9: Industry Affiliation will be related to ISS Effectiveness. 
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Figure 2. ISS Effectiveness Research Model 
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CHAPTER 3 

METHODOLOGY 

This chapter outlines the research methods used in testing the hypotheses 

presented in Chapter 2.  It describes the development of the instrument, an assessment 

of the reliability and validity of the instrument, the way data was collected and analyzed, 

and data analysis procedures.  The chapter has the following sections: 1) population 

and sample, 2) unit of analysis, 3) instrument design and development, 4) survey 

administration, and 5) data analysis strategy. 

Population and Sample 

Research into the area of information systems security (ISS) has drawn from a 

broad sample including network administrators, information security officers (Keller et 

al., 2005), chief information officers, chief security officers (Kotulic and Clark, 2004), and 

so on.  Because this research is measuring perceptual effects of threats, 

countermeasures, and ISS effectiveness, the sample was drawn from a similar 

population.  The Association of Information Technology Professionals (AITP) was used 

because of its size, the variety of information systems (IS) professionals, and its use in 

prior studies.  Formerly known as the Data Processing Management Association, the 

organization was used as a population by Nance and Straub (1988) and Straub and 

Nance (1990).  AITP boasts of members in various levels of information technology (IT) 

from mainframe systems to local area network (LAN) and wide area network (WAN) 

systems to microcomputers.  Members also span various facets of society including 

universities, banking, industry, retail, hospitals, military, local, state, and federal 
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governments, and so on.  Membership is approximately 3,600.  With membership 

including people from such diverse positions, it was hoped that the heterogeneity of the 

population would increase the external validity of the study.  Additionally, due to the 

mission of the AITP to bring technology professionals together, the sample has a more 

technical understanding of the relationships of threats, countermeasures, and the risks 

involved with protecting an information system than general managerial personnel or 

end users. 

Unit of Analysis 

The unit of analysis for this study was organizational.  The questionnaire inquired 

from individuals about their perceived organizational security posture with respect to 

threats, countermeasures, and ISS effectiveness within the context of their 

organizational size and industry affiliation.  The goal of using the organization as the 

unit of analysis was to provide findings that were useful to organizations in assessing 

their current state of ISS effectiveness, to provide a metric with which to compare 

organizations of similar characteristics, and provide a benchmark tool with which 

organizations could attempt to achieve predetermined levels of ISS effectiveness by 

manipulating their countermeasure arsenal. 

Instrument Design and Development 

Burns and Grove (2004) identified three sources of content validity: (1) literature, 

(2) representativeness of the relevant population, and (3) experts.  Ultimately, the 

determination of whether or not an instrument contains content validity is subjectively 

based on the opinions of experts (Nunnally, 1978).  In addition to the ability of the 
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content of a questionnaire to measure the trait of interest, the effectiveness of such an 

instrument is also affected by factors such as wording of questions, the ordering of 

questions, and so on.  Numerous techniques have been observed to improve an 

instrument and its ability to accurately capture the intended data.  One such approach 

suggested is the use of brief and concise questions (Armstrong and Overton, 1977).  

This reduces the likelihood of any ambiguity being “read into” the question.  Along this 

same line of thinking, Mangione (1995) suggested the use of clearly understood 

terminology.  Schuman and Pressor (1981) raised awareness that the ordering of 

questions can also play a role in the effectiveness of a questionnaire. 

The instrument developed for this study was developed through several stages.  

First, in order to better understand the relevant countermeasures and threats, a 

grounded theory approach was used to further develop countermeasures identified by 

Whitman (2004) and Loch et al. (1992) as well as threats as identified by Whitman 

(2004).  The goal was to identify current, relevant countermeasures and classify each 

into the respective dimension of GDT.  Structured interviews probing with open-ended 

questions were conducted for data gathering purposes in the initial stage of the study.  

The open-ended questions were guided using the framework of GDT by first defining 

each dimension and then asking the interviewee about the types of countermeasures 

that the interviewee had used or was familiar with that would be classified as that 

specific type of countermeasure.  After each of the open-ended questions had been 

answered, each interviewee was presented a table which listed each countermeasure 

identified by Whitman (2004).  The respondent was then asked to assess the list and 

identify any additional countermeasures that they felt might have been missing from the 
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list.  They were then asked to classify each countermeasure technique into the GDT 

framework. 

The list of threats were developed similarly.  The initial set of threats used as a 

starting point were those identified by Whitman (2004) due to the recentness of his 

findings.  The classification scheme developed by Loch et al. (1992) in a similar study 

was used as a way of categorizing each threat.  Their categories for threats included 

internal-external, intentional-unintentional, and human-nonhuman.  The interview 

included asking respondents to identify the threats that they face, to classify each threat 

based on the classification scheme developed by Loch et al., (1992), and whether or not 

the initial set of threats identified should be modified to exclude some of the previously 

identified threats or include threats not previously identified.   

A total of six interviews were conducted with individuals having titles such as 

“computer systems manager”, “information systems technical manager”, and “network 

and systems manager”.  Total interview time was 337 minutes and 59 seconds.  Each 

interview was recorded using a digital recorder and included some written responses in 

order to obtain the classification information.  The transcriptions averaged over 7200 

words each with a total of 43,696 words.  This equated to 96 pages of transcriptions or 

an average of 16 pages per interview.  Each individual referred to their role as being 

more managerial rather than technical though two specifically mentioned more of a 

balance between the two extremes.  Further demographics of the interviewees can be 

seen in Table 4 below. 
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Table 4 Interviewee Demographics 
 Interviewee 
 1 2 3 4 5 6 
Years with 
organization
? 

9-16 17-24 25+ 9-16 9-16 9-16 

Years in 
current 
position? 

9-16 9-16 25+ 9-16 9-16 9-16 

Managerial 
versus 
Technical in 
nature? 

Manageri
al 

Manageri
al / 

Technical 

Manageri
al 

Manageri
al 

Manageri
al 

Manageri
al / 

Technical 

Years of 
experience 
in IS? 

20 16 32 19 9 30 

Years of 
experience 
where 
security 
issue were 
a main 
component 
of that 
experience? 

12 6 32 3 9 25 

Interview 
Length 1:10:02 53:36 49:16 1:08:30 54:50 41:45 

Word Count 9859 7062 5877 9372 6751 4775 
Pages 20 16 13 20 16 11 

 

To analyze the data collected in the process, the initial digital recordings of each 

interview was transcribed to a rich text file format.  Each file was then imported into Max 

QDA, a qualitative data analysis software package was used to code and interpret the 

data.  Max QDA has been successfully used in data analysis in the social sciences 

(Randall, 2007; Sharp 2008) and is an accepted analysis tool.  Again using the GDT 

framework and the framework for threats identified by Loch et al. (1992), text segments 

were coded for each interview.  This allowed for a comprehensive identification of 

relevant threats and countermeasures faced by the group of respondents. 
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With the relevant list of threats and countermeasures determined, development 

of the survey instrument commenced.  This consisted of developing brief concise 

questions as per Armstrong and Overton (1977) that addressed the research questions 

outlined in Chapter 2.  Where terminology could have been misunderstood or foreign to 

respondents, brief definitions were included as part of the answer in order to clarify and 

reduce the potential for any ambiguity (Mangione, 1995).  Due to the potential for 

common method bias (CMB), questions measuring the dependent variable and 

independent variables were separated using other relevant questions not specific to the 

study (Podsakoff, 2003).  Additionally, to further address the potential for CMB, the 

instructions were intentionally vague with respect to what the goal of the study was. 

With the preliminary survey instrument developed, the next stage was conducted 

by having two IS security experts examine the survey for any ambiguity, misleading, or 

otherwise unclear terminology.  The first expert was an academic currently in the 

position of managing security at the university level in large Southern university.  He 

currently holds the Certified Information Systems Security Professional (CISSP) 

certification.  The second security expert is a security architect for a large international 

airline.  Following the same format as Phelps (2005), feedback from both experts was 

sought using the criteria in Table 5.  Based on feedback from the two information 

systems security experts to the review criteria detailed in Table 5, modifications were 

made in order to clarify items and make the directions more concise. 
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Table 5. Qualitative Pre-Test Instrument Review Criteria 
Directions 

• Are the directions concise? If no, please explain. 
• Are the directions clear? If no, please explain. 
• Are the directions complete? If no, please explain. 

Instrument Items 
• Are the items appropriate?  If no, please explain. 
• Are the items clear?  If no, please explain. 
• Would you revise and item(s)?  If yes, please explain. 
• Do you recommend deleting any item(s)?  If yes, please explain. 
• Do you recommend adding an item(s)?  If yes, please explain. 
• Other comments? 

 

Finally, a pilot test was conducted in order to determine approximate length of 

the survey in terms of time, as well as to further refine the instrument.  The pilot test was 

conducted using doctoral students due to both the convenience of their availability as 

well as their expertise with respect to survey instrument development.  Again, following 

Phelps (2005) the pilot test of the instrument included opportunities for comments 

relating to the clarity and content of the instrument, The instrument was finalized after 

making the necessary changes necessitated by the responses to the questions in Table 

6. 
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Table 6. Pilot Test Instrument Review Criteria 
Directions: For the following items, please indicate Yes or No about whether you 
found them effective, clear, and easy to understand.  If you answer No for any item, 
please specify the reason. 

Instructions?  Yes  No 
If no, please specify the reason: 
 
Test Question?  Yes  No 
If no, please specify the reason: 
 
Format?  Yes  No 
If no, please specify the reason: 
 
How long, in minutes, did it take you to complete this survey? 
 
Other comments? 

Survey Administration 

An online survey was used to obtain the sample data.  Surveys have been 

successfully used in numerous studies to investigate various ISS related studies 

(Hitchings, 1995; Nance and Straub, 1988; Kankanhalli et al., 2003).  The sensitive 

nature of security makes research into such an area difficult at best.  Several 

techniques were used to encourage participation.  First, it was explicitly stated in the 

instructions that participation was voluntary and that no identifying information would be 

gathered.  Additionally, in order to encourage participation, upon completion of the 

survey, respondents were directed to a password protected site which showed their 

responses in aggregate with others who had responded to the survey.  Also, an 

executive summary of the findings was provided to AITP for distribution to its 

membership at its discretion as yet another incentive to participate in the survey (Kotulic 

and Clark, 2004). 

Cresswell (1994) detailed a three-step procedure for the administration of a 

questionnaire.  The first step includes the initial mailing of the instrument along with a 
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cover letter explaining the purpose of the study.  The second step includes a second 

post card mailing two weeks after the initial mailing thanking those that had already 

participated and encouraging those who had not to do so.  Finally, two weeks after the 

second mailing, another cover letter asking for participation along with another copy of 

the instrument should be included. 

In this research, a similar approach was followed but adapted in such a way as to 

take advantage of the Internet for data collection as well as to conform to the 

requirements set forth by the AITP leadership.  Of particular note, the AITP leadership 

was concerned with SPAMMING its membership.  As a result, instead of three separate 

contacts via email with the population, email contact was limited to just two.  

Additionally, a link to the survey was provided in the AITP online monthly newsletter.  

While this modified approach almost certainly impacted the response rate, it was 

necessary in order to gain access to the population. 

Because the AITP membership represents a population intimately familiar with 

Web technologies, administration of the instrument via a Web based instrument was 

appropriate.  A Web based survey instrument allowed for faster data collection, the 

ability to control input, and the ability to reduce the expense that would be incurred 

using a paper-based instrument.  Using Cresswell’s approach as a guide, an initial 

email was sent to the 1000 professional AITP members explaining the purpose of the 

study along with the requisite statements that participation was voluntary and that no 

personally identifiable information was being gathered, and a link to the survey.  

Approximately three weeks after the initial email was sent, a follow-up email was sent 

thanking those who had already responded and encouraged those who had not to 
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please do so.  Approximately three weeks later, the monthly online AITP newsletter 

included a brief description of the survey and a link to the actual survey.  Data collection 

ceased approximately two weeks later after additional responses ceased. 

Data Analysis Strategy 

As with the instrument development, data analysis was also conducted in two 

stages.  During the instrument development stage, a qualitative data analysis (QDA) 

approach was used to develop items for the survey.  Max QDA was used in order to 

analyze the qualitative responses to several open-ended questions.  See Appendix 1 to 

see the Interview Protocol Template used in order to guide the interview process. 

The research model, as specified, required a structural technique to analyze the 

relationships.  PLS was used to analyze the data and was chosen for two fundamental 

reasons.  First, PLS’s ability to handle small sample sizes makes it an appropriate 

choice due to the characteristically small samples usually gathered in security related 

surveys.  Second, PLS does not impose homogeneity or normality requirements on the 

data (Chin et al., 2003).  Nominal data, such as industry, and ordinal data, such as 

organizational size, are unlikely to meet homogeneity and normality requirements 

needed by other techniques (Hair et al., 1998).  The same technique was used by 

Kankanhalli et al. (2003) for similar reasons. 

Before moving on to the discussion of results and analyses, a discussion of the 

unique problems posed by the proposed non-recursive relationship is warranted.  Such 

a relationship implies temporal precedence such that a threat occurs, followed by a 

countermeasure(s) technique at a later time, which is itself later followed by a change in 

threats.  To measure such a process, longitudinal data is typically required.  However, a 
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longitudinal approach creates problems with respect to resource availability and 

cooperation among sample organizations.  Additionally, such an approach increases 

other threats to validity including history effects.  Also, because there are no clear 

guidelines with respect to how long longitudinal data should be gathered to sufficiently 

establish the proposed relationships, cross-sectional data was used.  Paswan et al. 

(1998) note that considerable precedence has been established for the use of “testing 

processual hypotheses using cross-sectional data in the social sciences provided 

appropriate analytical tools are used” (page 131).  Paswan et al. (1998) developed their 

non-recursive research model using cross-sectional data and structural equation 

modeling (SEM).  This research followed a similar path.
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CHAPTER 4 

DATA ANALYSIS AND RESULTS 

The data analysis and results of the study are presented in this chapter which is 

organized in eight sections: 1) data collection and response rate, 2) analysis of non-

response bias, 3) sample characteristics, 4) threats instrument, 5) countermeasures 

instrument, 6) information systems security effectiveness instrument, 7) assessments of 

validity, 8) PLS Analysis, and finally, 9) hypothesis testing.  The first section presents a 

description of data collection procedures for the survey and a discussion of the 

response rate to the survey.  a summary of the demographic characteristics of the 

respondents.  The next section describes the response rate to the survey.  This is 

followed by a discussion of non-response bias which is in turn followed by various 

sample characteristics such as industries from which surveys were received, gender of 

those who responded, and so on.  Next is the discussion of the validity and reliability of 

the sample.  The chapter concludes with the results of the hypotheses. 

Data Collection and Response Rate 

To contact information technology (IT) professionals for the study, the AITP 

leadership forwarded and email to its 1500 professional members.  The email consisted 

of a brief description of the survey and the benefits of participating in the survey along 

with a link to the survey itself which itself contained additional information.  Of the 1500 

professional members, 73 completed surveys were received representing a response 

rate of 4.9%.  While this is a low response rate, the sensitive nature of the subject 

matter should be taken into account.  Additionally, though the response rate was low, of 
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those who actually clicked on the link to the survey (332), approximately 22% actually 

completed the survey.  A cursory examination of the demographics of the respondents 

reveals that a range of organizations, in terms of size, and industries are represented.  

Three weeks after the first email, a follow-up email was sent thanking those who had 

already participated and encouraging those who had not to please do so.  Finally, three 

weeks after the second email, a link was included in the AITP’s monthly online 

newsletter. 

Analysis of Non-Response Bias 

The purpose of performing non-response analysis is to attempt to identify 

characteristics that may differ between respondents and non-respondents in order to 

potentially ferret out any bias that may exist within a dataset.  While directly inquiring 

from non-respondents as to the reasons for not participating in the study would be ideal, 

it would be unlikely that such non-participants would respond to further inquiries given 

their lack of participation in the initial inquiry.  Another method of assessing non-

response bias is to compare early responders and late responders to the survey.  Table 

7 below displays a means comparisons between early and late responders.  An 

independent samples t-test was performed against responses to eight demographic 

variables.  The table illustrates that there are no significant differences at the .05 level of 

significance between early and late respondents.  
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Table 7. Independent Samples Test of Normal v Late Respondents 

 F Leven’s 
Test 

t-test Df Sig (2-
tailed) 

Mean 
Difference 

Std Error 

Age 5.06 .04 -.76 18 .45 -.40 .52
Gender 5.06 .04 1.40 18 .18 .30 .21
Industry .15 .70 -.19 18 .85 -1.40 7.50
Org. Size .00 1.00 .00 16 1.00 .00 .25
Security 
Budget 

3.12 .10 .00 18 1.00 .00 1.15

Employment 
Length 

.16 .70 .57 18 .58 3.20 5.65

Level of 
Education 

3.95 .06 1.90 18 .07 .60 .32

Org. Role .21 .65 -.34 18 .74 -.20 .59

 

Sample Characteristics 

Using the industry categories as established by the Small Business 

Administration, industry classification was gathered from each respondent.  An 

examination of Table 8 reveals that finance and insurance as well as manufacturing 

were the most well represented industries.  Several industries failed to be incorporated 

into the study including real estate, utilities, and wholesale trade to name a few. 

Table 8. Description of Respondents by Industry  

 Frequency % Cumulative 
% 

Services/Non-
Services 

Accommodation and Food Services 
(SBA 72) 

0 0 0 S 

Administrative and Support, Waste 
Management and Remediation 
Services (SBA 56) 

0 0 0 S 

Agriculture, Forestry, Fishing and 
Hunting (SBA 11) 

0 0 0 NS 

Arts, Entertainment and Recreation 
(SBA 71) 

0 0 0 S 

Construction (SBA 23) 3 4.1 4.1 NS 
Educational Services (SBA 61) 8 11.0 15.1 S 
Finance and Insurance (SBA 52) 15 20.5 35.6 S 
Health Care and Social Assistance 3 4.1 39.7 S 

Continued on next page 
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Table 8. Description of Respondents by Industry  

 Frequency % Cumulative 
% 

Services/Non-
Services 

(SBA 62) 
Information (SBA 51) 9 12.3 52 S 
Management of Companies and 
Enterprises (SBA 55) 

0 0 52 S 

Manufacturing (SBA 31-33) 10 13.7 65.7 NS 
Mining (SBA 21) 0 0 65.7 NS 
Professional, Scientific and technical 
Services (SBA 54) 

6 8.2 73.9 S 

Public Administration (SBA 92) 6 8.2 82.1 S 
Real Estate and Rental and Leasing 
(SBA 53) 

0 0 82.1 S 

Retail Trade (SBA 44-45) 3 4.1 86.2 NS 
Transportation (SBA 48-49) 3 4.1 90.3 S 
Utilities (SBA 22) 0 0 90.3 S 
Wholesales Trade (SBA 42) 0 0 90.3 S 
Other Services (SBA 81) 7 9.6 99.9 S 
Total 73    
* Note: SBA numbers with each industry classification identify the top level industry classification.  These were then further 
consolidated in the right-most column to indicate each industry as either services or non-services.  Classification as either service 
or non-service was based on information retrieved from the NAICS Web site at http://www.naics.com/info.htm retrieved 2-4-2009.  
This was done for later analysis in the PLS analysis. 

 
In order to efficiently and effectively incorporate industry in the analysis, it was 

necessary to classify various industries as either being service oriented or non-service 

oriented.  The SBA uses the North American Industry Classification System (NAICS) to 

identify and classify various industries.  Essentially, Standard Industrial Classification 

(SIC) codes were replaced by NAICS codes which standardize industry classifications 

for the United States, Canada, and Mexico.  Based on a comparison of NAICS sectors 

and SIC divisions listed on the NAICS Web site, NAICS codes were identified as being 

service oriented.  Those that were not classified as being service oriented were 

identified as being non-service oriented. 

Organizational size as defined by number of employees was bimodal with the 

majority or organizations having 100 or fewer employees or more than 1500.  However, 

for purposes of this research, organizational size was defined using the Small Business 

Continued from previous 
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Administration’s (SBA’s) definition of small and large businesses.  Using the SBA 

classification scheme to identify a business as either being large or small resulted in 31 

small businesses being identified while 36 large businesses were identified.  Six 

businesses did not fit into either classification as the respondents classified themselves 

as Public Administration which the SBA specifically does not classify in terms of either 

large or small.  The results are summarized in Table 9.  Organizational size by annual 

receipts are also reported in the table and indicate that approximately half of the 

organizations had annual receipts of less the $32.5 million.  

 
Table 9. Organizational Size 

# Employees Frequency % Cumulative 
% 

Small Business Administration 
Classification 

0-100 26 35.6 35.6 Small 31 
101-500 13 17.8 53.4 Large 36 
501-1000 6 8.2 61.6 Unclassified 6 
1001-1500 3 4.1 65.7 Total 73 
Greater than 
1500 

25 34.2 99.9  

Total 73   
   
Annual 
Receipts 

  

Less than or 
equal to $32.5 
million 

35 47.9

Greater than 
$32.5 million 

38 52.1

   

 
Respondents were also asked to identify the percentage of the information 

system (IS) budget which best reflects the amount spent of security.  Table 10 below 

details the responses.  Of particular interest is that a large percentage reported that 

security represented less 1 percent of the overall IS budget as well as the  large 
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percentage indicated that they did not know how much of the IS budget was 

represented by security.  The 19 respondents that indicated that security receives less 

than 1% of the IS budget could be an indication that effective risk management 

procedures are in place allowing for effective cost controls which limits expenditures.  

Conversely, it could be an indication that risk management procedures have not been 

undertaken and as a result, there is a fundamental lack of understanding as to the 

exposure that an organization may face.  At the other extreme, the 20 respondents that 

indicated that they did not know their organization’s security percentage of the IS 

budget could also indicate contrasting issues.  The fundamental lack of understanding 

of security issues and risk exposure could also be taking place at these organizations.  

However, it is possible that the risk management process has become so intertwined 

with other IS planning, analysis, development, implementation, and maintenance 

processes, that delineating what should be distinguished as emanating from the security 

budget and from the rest of the IS budget could be difficult if not impossible (Young, 

2008). 

 
Table 10. Security Budget as a Percentage of IS 
Budget 
 Frequency % Cumulative 
Less than 1% 19 26.0 26.0 
1%-2% 9 12.3 38.4 
3%-5% 6 8.2 46.6 
6%-7% 2 2.7 49.3 
8%-10% 8 11.0 60.3 
More than 10% 9 12.3 72.6 
Unknown 20 27.4 100.0 

 
In order to gain a further understanding of the relationship between 

organizational size and the percentage of the IS budget represented by security, a 
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cross-tab and chi-square test of independence was conducted.  Because one of the 

requirements for chi-square is that each of the expected squares must be five or 

greater, some of the categories for the security budget were combined.  Those that 

indicated unknown for their security budget were not included in this analysis.  Table 11 

below shows the results. The results indicate that there is in fact a relationship between 

whether or not an organization is large or small and the percentage of there is budget 

spend on security.  Small organizations tend to spend significantly less of their IS 

budget on security or significantly more of their IS budget on security than would 

statistically be anticipated.  Conversely, no small organizations were found to spend the 

more moderate amount of 1-7% of there IS budget on security.  Larger organizations 

tended to be better distributed though there was a tendency for the larger organizations 

to be more moderate than would statistically be expected. 

 
Table 11. Cross-Tab of IS Security Budget and Organizational Size 
 Percentage of IS Budget Spent on Security 
Organizational Size Less than 1% 1%-7% 8% or Greater Total 
Small     

Observed 11 0 9 20 
Expected 6.8 6.0 7.2 20.0 

Large     
Observed 5 14 8 27 
Expected 9.2 8.0 9.8 27.0 

Total     
Observed 16 14 17 47 
Expected 16.0 14.0 17.0 47.0 

     
χ2 15.613    
p-value .000    
Α .05    
Df 2    
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Additional insight was sought for the relationship between organizational size and 

industry in order to make certain that various industries were statistically well 

represented as either being either servicer or non-service.  A cross-tab query was also 

constructed to test the relationship between these two variables and can be seen in 

Table 12 below.  The results indicate that there was no relationship between 

respondents in terms of organizational size and industry classification which serves to 

strengthen any conclusions that are drawn as they relate to each of these constructs. 

Table 12. Cross-Tab of Organizational Size and Industry 
 Industry 
Organizational Size Non-

Services 
Services Total 

Small    
Observed 9 22 31 
Expected 9.3 21.7 31.0 

Large    
Observed 11 25 36 
Expected 10.7 25.3 36.0 

Total    
Observed 20 47 67 
Expected 20 47 67.0 

   
χ2 .018   
p-value .892   
Α .05   
Df 1   

 

 

The organizational roles of the respondents were fairly well distributed.  As can 

be seen in table 12, the vast majority of respondents, 48 out of 73, were responsible for 

various IS activities at their organization.  Only six identified themselves as Top 

Management while 19 did not fit neatly into one of the predefined categories. The 

average organizational tenure for respondents was 17.37 years suggesting 
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considerable organizational experience for most of the respondents.  Table 12 

illustrates that most of those sampled have been with their organization longer than four 

years. 

 
Table 13. Organizational Roles 
 Frequency % Cumulative 
Top Management 6 8.2 8.2 
IS Directors 20 27.4 35.6 
IS Middle Management 20 27.4 63.0 
Security Professionals 8 11.0 74.0 
Other 19 26.0 100.00 
Total 73 100.00  

 
Table 14. Respondent Tenure 

Years Frequency % Cumulative 
1 6 8.2 8.2 
2 3 4.1 12.3 
4 5 6.8 19.2 
8 3 4.1 23.3 
9 3 4.1 27.4 
10 8 11.0 38.4 
11 3 4.1 42.5 
12 3 4.1 46.6 
13 3 4.1 50.7 
15 2 2.7 53.4 
17 3 4.1 57.5 
19 3 4.1 61.6 
20 2 2.7 64.4 
24 2 2.7 67.1 
25 3 4.1 71.2 
27 3 4.1 75.3 
30 3 4.1 79.5 
33 3 4.1 83.6 
34 3 4.1 87.7 
35 6 8.2 95.9 
38 3 4.1 100.0 
Total 73 100.0  
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Threats Instrument 

The average response the question of ‘to what degree do each threat represent 

to your organization’ was 4.28.  Measured on a 7-point Likert scale, this indicated a 

slightly greater than neutral response.  Quality of service deviation from service 

providers represents the greatest threat to those who responded to the survey.  

Interestingly, this particular statistic also had the lowest standard deviation indicating 

more agreement among all of the respondents.   

 
Table 15. Descriptive Statistics for Threats  

Threat N Mean Rank Standard 
Deviation 

Quality of service deviations 73 5.52 1 1.492 
Technical software failure or errors 73 4.71 2 1.603 
Acts of human error of failure 73 4.64 3 1.576 
Deliberate software attacks 73 4.59 4 1.847 
Accidental destruction of data 73 4.55 5 1.811 
Accidental entry of bad data 73 4.42 6 1.885 
Failure to follow policies and 
procedures 

73 4.25 7 1.816 

Social engineering 73 4.23 8 1.696 
Deliberate acts of theft 73 4.16 9 1.856 
Deliberate acts of espionage or 
trespass 

73 4.11 10 1.976 

Forces of nature 73 4.10 11 2.063 
Disgruntled employees 73 4.10 11 1.909 
Accidental destruction of hardware 73 3.58 13 2.027 
Pandemics 73 2.95 14 1.817 

 

Countermeasures Instrument 

The average response the question of ‘to what degree does your organization 

use each countermeasure’ was 4.91.  Measured on a 7-point Likert scale, this indicated 

a slightly greater than neutral response.  While the rankings of some countermeasure 

techniques such as the use of anti-virus software should come as no surprise, others 
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such as user training and education is somewhat troubling given the numerous studies 

which discuss not only the effectiveness of user education and training, but it’s relatively 

low costs as well (Schultz, 2004). 

 
Table 16. Descriptive Statistics for Countermeasures  

Countermeasure N Mean Rank Standard 
Deviation 

Use of virus protection software 73 6.56 1 .943 
Use of firewalls 73 6.30 2 1.198 
Media backup 73 6.11 3 1.318 
Manage patch/update process 73 5.85 4 1.664 
Physical area security 73 5.70 5 1.738 
Password policies 73 5.36 6 1.946 
Use of rights management software 73 5.33 7 2.000 
Use of auto account lock/logoff 73 5.26 8 1.878 
Alarm systems 73 5.22 9 1.917 
Perform background checks 73 5.21 10 2.267 
Consistently apply security policy 73 4.99 11 1.975 
Use of internal measures to 
enforce/protect the organization’s 
interests 

73 4.74 12 2.041 

Publish formal standards 73 4.73 13 2.213 
Suspicious activity report 73 4.70 14 2.240 
Contingency planning 73 4.64 15 1.821 
Audits of various system logs 73 4.62 16 1.831 
Work with external legal/regulatory 
agencies to enforce/protect the 
organization’s interests 

73 4.53 17 2.062 

Penetration/Vulnerability testing 73 4.34 18 2.168 
Use of redundant assets and facilities 73 4.30 19 2.367 
Encourage violations reporting 73 4.25 20 2.184 
User training/education 73 4.23 21 1.997 
Use of cameras 73 3.78 22 2.540 
Drill procedures 73 3.60 23 2.271 
Warning signs 73 3.49 24 2.187 

Information Systems Security Effectiveness Instrument 

The final construct examined is the information systems security (ISS) 

effectiveness construct.  The means for each item in the construct averaged well above 
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what would be considered a neutral response.  One interesting observation that can be 

seen by examining Table 15 is that the asset categories defined by Straub (1990) 

seemed to consistently be scored higher than the dimensions developed from general 

deterrence theory. 

Table 17. Descriptive Statistics for Information Systems 
Security Effectiveness 

 

Effectiveness Dimension N Mean Rank Standard 
Deviation 

Overall deterrent effect 73 4.88 6 1.499 
Overall preventive effect 73 5.42 3 1.632 
Overall detection effect 73 4.75 7 1.847 
Overall remedy effect 73 4.66 8 1.974 
Effect in protecting hardware 73 5.73 1 1.004 
Effect in protecting software 73 5.48 2 1.029 
Effect in protecting computing services 73 5.32 4 1.212 
Effect in protecting data 73 5.30 5 1.738 

Assessment of Validity 

Construct validity is assessed by performing a factor analysis on each item in a 

survey and calculating the reliability of the resulting factors. Principle component factor 

analysis using direct oblimin with Kaiser normalization rotation method was conducted 

on the three measurement instruments. The direct oblimin rotation was use because 

according to Hair et al. (1998), oblique rotational methods are preferable when the goal 

of the factor analysis is to produce meaningful factors as opposed to item reduction.  

Table 17 shows the results of the factor analysis for the countermeasure construct as 

conceptualized using the four dimensions of general deterrence theory: Deterrence, 

detection, prevention, and remedy.  Four factors were identified all with eigenvalues 

greater than 1.  According to Hair et al. (1998), loadings of .5 or greater represent items 

of practical significance.  After examining the factor loadings, six items were removed 

because they failed to reach that level on any factor.  The remaining items did not 
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cross-load with any other items using .5 as the cross loading criteria and as a result, the 

countermeasure construct exhibits a high degree of discriminant validity.  Using an 

exploratory factor analysis approach to analyze the associations of each item, each 

factor was assigned to the appropriate dimension of General Deterrence Theory.  

Evidence of convergent validity is demonstrated by factor loadings greater than 0.5 

which are highlighted in Table 17.  

After the factor analysis, the Cronbach’s alpha of each factor was calculated in 

order to assess the reliability of each dimension of the countermeasures construct. 

Cronbach’s alpha measures the internal consistency of the items in the factor.  The 

lower limit for an acceptable Cronbach’s alpha is 0.7 (Hair et al., 1998) though 0.6 may 

be acceptable for newly defined scales.  The results are displayed at the bottom of 

Table 17.  All are well above the 0.7 threshold indicating that there is a high level of 

internal consistency in each measure.  The total variance explained is 75.43% indicating 

that these four dimensions account for a significant amount of the variance. 

Table 18. Countermeasure Factor Matrix 
Item Deterrence Prevention Detection Remedy

User (re)training/(re)education 
(Countermeasure 16) .896 .111 -.072 -.040 

Warning signs informing violators of 
possible protective measures and 
civil/legal remedies (Countermeasure 6)

.721 .147 -.328 .137 

Penetration/Vulnerability testing 
(Countermeasure 3) .656 -.288 .001 .264 

Use of auto account lock/logoff 
(Countermeasure 14) .519 -.439 .057 .129 

Suspicious activity reports generated 
from intrusion detection systems 
(Countermeasure 1) 

.490 -.392 .118 .237 

Use of firewalls (Countermeasure 17) -.134 -.962 -.030 -.110 
Use of virus protection software 
(Countermeasure 22) -.163 -.907 .100 .040 

Media backup (Countermeasure 18) .149 -.891 .012 -.016 
Continued on next page 
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Table 18. Countermeasure Factor Matrix 
Item Deterrence Prevention Detection Remedy

Manage patch and update procedures 
(Countermeasure 12) .042 -.835 -.201 .043 

Consistently apply organization's 
security policy (Countermeasure 8) 

.366 -.498 -.069 .237 

Plan for various contingencies 
(Countermeasure 9) 

.126 -.489 -.396 .298 

Password policies that enforce strength 
and frequency of change 
(Countermeasure 19) 

.194 -.452 -.404 .002 

Use of cameras to demonstrate 
monitoring of sensitive areas 
(Countermeasure 7) 

-.221 .072 -.825 .231 

Use of redundant assets and facilities 
(Countermeasure 13) 

-.131 -.090 -.800 .222 

Encourage violations reporting 
(Countermeasure 5) .280 .079 -.772 .020 

Drill to make sure contingency plans 
are effective (Countermeasure 10) .345 .039 -.644 .201 

Physical area security 
(Countermeasure 20) .272 -.336 -.594 -.295 

Alarm systems to protect from intrusion 
and fire (Countermeasure 2) .388 -.137 -.571 -.149 

Use of rights management to control 
access to workstation/network 
resources (Countermeasure 15) 

.101 -.417 -.564 -.368 

Audit of various system logs 
(Countermeasure 4) .347 -.295 -.382 .234 

Publish formal standards 
(Countermeasure 21) 

.253 -.308 -.321 .248 

Work with external legal and regulatory 
entities to enforce and protect the 
organization's interests 
(Countermeasure 23) 

.336 .017 .036 .816 

Perform background checks as 
condition of employment or promotion 
(Countermeasure 11) 

-.257 -.145 -.264 .745 

Use internal measures such as verbal 
warnings, reprimands, and termination 
to enforce and protect the 
organization's interests 
(Countermeasure 24) 

.243 .074 -.126 .630 

Eigenvalue 12.233 2.723 1.688 1.459 
Variance Explained 50.972 11.345 7.033 6.079 

Continued from previous 

Continued on next page 
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Table 18. Countermeasure Factor Matrix 
Item Deterrence Prevention Detection Remedy

Cronbach’s Alpha .870 .923 .903 .784 
Note: Highlighted blocks represent the items for each construct used in the PLS analysis.  Items not highlighted under 
any factor did not load sufficiently and as such was not used in the PLS analysis.
 

A principle component factor analysis using direct oblimin with Kaiser 

normalization rotation method was also conducted on the threats construct.  Table 18 

shows the results of the factor analysis for the threats.  The current research 

conceptualizes threats as uni-dimensional for ease of analysis however it should be 

noted that the results of the factor analysis identified four distinct factors all with 

eigenvalues greater than 1.  Again, adhering to Hair’s recommendation of loadings of .5 

or greater to represent items with practical significance all but a single item loaded on a 

single factor.  Social engineering cross-loaded on factors one and three and as a result 

was removed from the analysis.  The remaining items did not cross-load with any other 

items using .5 as the cross loading criteria and as a result, the threats construct exhibits 

a high degree of discriminant validity.  Because threats are treated uni-dimensionally in 

the current research, there was no attempt at identifying the unique characteristics of 

each dimension of the threat construct.  Evidence of convergent validity is demonstrated 

by factor loadings greater than 0.5 which are highlighted in Table 18. 

Due to the theoretical development of the research model, an additional factor 

analysis was conducted, this time constraining the number of factors to one.  This was 

done in order to ease the analysis in the PLS model.  Again using Hair’s .5 criteria, 

accidental entry of bad data, forces of nature, social engineering, and quality of service 

deviation were eliminated from the list of threats.  As a result, each highlighted threat in 

the “constrained” column in Table 18 was used in order to conduct the PLS analysis.  

Continued from previous 
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After the factor analysis was completed, the Cronbach’s alpha of each factor was 

calculated in order to assess the reliability of each dimension of the threats construct. 

The results are displayed at the bottom of Table 18.  All are well above the 0.7 threshold 

indicating that there is a high level of internal consistency in each measure.  The 

constrained items had a Cronbach’s alpha of .889.  The total variance explained is 

40.149% indicating that the constrained analysis still accounts for a significant amount 

of the variance in the model. 

Table 19. Threats Factor Matrix  
Item Factor 

1 
Factor 

2 
Factor 

3 
Factor 

4 
Constrained

Accidental destruction of data (3) .818 .051 -.203 .241 .699 
Accidental entry of bad data (1) .759 .205 .039 -.209 .463 
Accidental destruction of 
hardware (2) .586 .178 -.324 .090 .718 

Social Engineering (10) -.578 .413 -.539 .096 .437 
Quality of service deviations 
from service providers such as 
electricity, Internet, and so on. 
(14) 

.039 .780 .348 .228 .384 

Acts of human error or failure (7) .035 .701 -.075 .041 .598 
Disgruntled employees (8) .113 .694 -.031 .349 .689 
Failure to follow policies and 
procedures (4) -.037 .675 -.459 -.232 .759 

Technical software failures or 
errors (5) .424 .637 -.130 -.133 .752 

Deliberate acts of espionage or 
trespass (unauthorized access 
and/or data collection) (12) 

.018 .239 -.861 -.118 .815 

Deliberate software attacks (11) .193 -.236 -.819 -.026 .557 
Pandemics (9) -.015 .119 -.689 .350 .712 
Deliberate acts of theft (13) .477 -.067 -.619 .074 .706 
Forces of nature (6) -.011 .083 -.026 .907 .335 
Eigenvalue 5.621 2.199 1.601 1.003 5.621 
Variance Explained 40.15 15.71 11.44 7.17 40.149 
Cronbach’s Alpha .803 .772 .851 1.00 .889 
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Lastly, a principle component factor analysis using direct oblimin with Kaiser 

normalization rotation method was conducted on the IISS effectiveness construct as 

displayed in Table 19.  Similarly to the threats construct, ISS effectiveness is 

implemented as a uni-dimensional construct for ease of analysis.  However it should be 

noted that the results of the factor analysis identified two distinct factors all with 

eigenvalues greater than 1.  Though the factor analysis does not break neatly across 

theoretical dimensions as developed by Kankanhalli et al. (2003), it is close with a cross 

loading of only a single item. 

As discussed above, due to the theoretical development of the research model, 

an additional factor analysis was conducted, this time constraining the number of factors 

to one.  This for done in order to ease the analysis in the PLS model.  Again using 

Hair’s .5 criteria, all items loaded on the single factor.  The item loadings are detailed in 

Table 19. 

After the factor analysis for the ISS effectiveness construct, the Cronbach’s alpha 

was calculated in order to assess reliability. The results are displayed at the bottom of 

Table 19.  At .888, the ISS effectiveness reliability is well above the 0.7 threshold 

indicating that there is a high level of internal consistency in the measure.  The total 

variance explained is 59.94% indicating that as a single factor there is still a large 

amount of variance explained by the model. 
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Table 20. Information Systems Security Effectiveness Factor 
Matrix 

Item Factor 
1 

Factor 2 Constrained 

Overall detection effect (3) .932 .057 .771 
Overall remedy effect (4) .781 .103 .598 
Overall preventive effect (2) .778 -.135 .799 
Overall deterrent effect (1) .718 -.079 .699 
Effect in protecting data (8) .550 -.434 .854 
Effect in protecting hardware 
(5) -.128 -1.005 .746 

Effect in protecting software 
(6) .048 -.911 .821 

Effect in protecting 
computing services (7) .186 -.827 .870 

Eigenvalue 4.80 1.25 4.795 
Variance Explained 59.94 15.59 59.94 
Cronbach’s Alpha .861 .927 .888 

 

PLS Analysis 

PLS was used to analyze and assess the proposed research model and test the 

hypotheses set forth earlier.  PLS is has several advantages over traditional statistical 

techniques.  Similarly to other structural techniques, PLS is able to concurrently test the 

measurement and structural models.  Additionally, PLS is not constrained to data sets 

that meet homogeneity and normality requirements (Chin et al., 2003).  PLS also has 

the advantage in that it can handle smaller sample sizes relative to other structural 

techniques.  However, PLS is limited with respect to its ability to measure non-recursive 

relationships.  As recommended by W. Chin (personal communication, September 21, 

2008), a recursive version of the model was run.  The recursive model lacked the 

proposed relationships from each countermeasure back to the threats construct.  Using 

SmartPLS version 2.0 (Ringle, Wende & Will, 2005), the modified model was analyzed 

to assess the measurement model and the structural path between the constructs. In 
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order to obtain reliable results and t-values, 200 random samples of 100 were 

generated using a bootstrap procedure. Then, again following Chin’s suggestion, the 

non-recursive aspects of the model were assessed by taking the construct scores 

obtained from the SmartPLS output and importing them into SPSS for analysis.  A two-

stage least squares analysis was conducted in order to determined the R2 value for the 

threats construct as well as the path coefficients between each countermeasure and the 

threats construct.  Finally, the hypotheses were evaluated by assessing the sign and 

significance of the structural path coefficients using one-tailed t-test and two-tailed t-test 

statistics where appropriate.  SmartPLS does not calculate any goodness-of-fit values.  

Rather, R2 values were evaluated to assess the ability of various proposed relationships 

to predict a significant degree of explanatory power in each construct and t-values were 

assessed to determine the strength of the various paths.  Figure 3 below illustrates the 

results discussed above.  Table 20 below that summarizes the results of each 

hypothesis. 
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Figure 3. Structural Model with Standardized Path Coefficients 

 

Hypothesis Testing 
Table 21: Results of Hypothesis Testing     

Hypothesis Stdzd. 
path 

coeffici
ent 

t-
Value 

P α = 
.05 

H1a: Organizational Size will be positively 
associated with Deterrence. -0.226 3.527 0.005 * 
H1b: Organizational Size will be positively 
associated with Prevention. -0.142 1.667 0.070 X 

H1c: Organizational Size will be positively 
associated with Detection. -0.106 2.553 0.019 * 
H1d: Organizational Size will be positively 
associated with Remedy. -0.308 4.285 0.002 * 
H2a: Industry Affiliation will be related to 
Deterrence Efforts. 0.037 0.430 0.340 X 

H2b: Industry Affiliation will be related to 
Prevention Efforts. -0.284 3.064 0.009 √ 

H2c: Industry Affiliation will be related to Detection 
Efforts. -0.164 1.760 0.061 X 

H2d: Industry Affiliation will be related to Remedy 
Efforts. -0.059 0.756 0.237 X  

H3: Threats will be positively associated with 0.244 4.010 0.003 √ 
Continued on next page 
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Table 21: Results of Hypothesis Testing     
Hypothesis Stdzd. 

path 
coeffici

ent 

t-
Value 

P α = 
.05 

Organizational Size 
H4: Threats will be related to Industry Affiliation 0.073 0.745 0.240 X 
H5a: Deterrence will be positively associated with 
ISS Effectiveness. 0.322 3.460 0.005 √ 

H5b: Prevention will be positively associated with 
ISS Effectiveness. 0.643 8.622 0.000 √ 

H5c: Detection will be positively associated with 
ISS Effectiveness. -0.099 0.990 0.178 X 

H5d: Remedy will be positively associated with ISS 
Effectiveness. 0.119 2.185 0.033 √ 

H6a: Threats will be positively associated with 
Deterrence. 0.488 7.023 0.000 √ 

H6b: Threats will be positively associated with 
Prevention. 0.484 8.820 0.000 √ 

H6c: Threats will be positively associated with 
Detection. 0.391 3.697 0.004 √ 

H6d: Threats will be positively associated with 
Remedy. 0.660 14.15

0 0.000 √ 

H7a: Deterrence will be related to Threats. 0.052 0.368 0.714 X 
H7b: Prevention will be related to Threats. 0.280 2.381 0.020 √ 
H7c: Detection will be related to Threats. -0.065 -

0.465 0.644 X 

H7d: Remedy will be related to Threats. 0.484 4.135 0.000 √ 
H8: Organizational Size will be positively 
associated with ISS Effectiveness 0.107 1.238 0.128 X 

H9: Industry Affiliation will be related to ISS 
Effectiveness. 0.160 2.481 0.021 √ 

Legend: X = Not 
Supported 

 * = Significant in Opposite direction 
theorized 

 √ = Supported   

Continued from previous 
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CHAPTER 5 

DISCUSSION 

The results of the analysis illustrate the strength of the proposed model.  While 

some hypotheses were not supported such as the relationship between threats and 

industry affiliation, the majority of hypotheses were in fact supported.  Additionally, there 

were three relationships that were significant but contrary to the hypothesized direction.  

Each relationship between organizational size and each countermeasure were 

hypothesized to be positive indicating that the larger the organization, the greater the 

use of each countermeasure would be.  The logic behind these hypotheses was that 

resource poverty would limit smaller organization’s ability to develop comprehensive 

countermeasures relative to their larger counterparts.  However, this was not found in 

this dataset.  This dataset suggests that perhaps smaller organizations in fact do have a 

more comprehensive set of countermeasures in place relative to their larger 

counterparts.  This could be the result of fewer or less complicated assets requiring 

countermeasures but additional study would be required to ferret out the reasons for 

this finding.  Another possible explanation could be that smaller businesses are simply 

throwing money at the problem while their larger counterparts are more methodical with 

their security investments. 

Industry affiliation was found to be related to prevention efforts but not the 

remaining countermeasure techniques.  This suggests that each industry implements 

various countermeasures similarly with the exception of prevention countermeasures.  

With respect to remedies, which often take the form of reprimands, termination, criminal 
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or civil proceedings or are otherwise subject to legal requirements, similarities are likely 

common business practices and jurisdictional similarities.  What is interesting out of this 

finding though is that while industry does impact an organization’s choice of some 

countermeasures, they all face the similar threats.  Essentially, this means that each 

industry faces similar threats but that organizations within each industry address those 

threats differently.  This is likely due to different perceptions of threats across various 

industries and different priorities with respect to protecting information system (IS) 

assets. 

Each countermeasure construct was also hypothesized to be positively related to 

information systems security (ISS) effectiveness.  Both deterrence and prevention were 

found to be positively related to ISS effecctiveness similar to Kankanhalli et al. (2003).  

However, part of the goal of this research was to extend the model developed by 

Kankanhalli et al. (2003) to include detection and remedy countermeasures as well.  

While detection was not found to be significantly related to ISS effectiveness, remedy 

efforts were.  This suggests that remedy efforts can impact an organization’s ISS 

effectiveness meaning that clear, well defined, and well communicated policies 

regarding how an organization will address IS abuse will impact their ability to effectively 

protect their systems. 

Threats were hypothesized to be positively related to each countermeasure.  All 

four hypotheses were supported.  Essentially, the more threats an organization faces, 

the more of each type of countermeasure is implemented.  As for the non-recursive 

aspect of this relationship, the implementation of countermeasures tends to have less of 

an impact on threats.  Two of the four countermeasures were found to be significantly 
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related to threats: remedy and prevention.  So, countermeasures do influence threats 

faced and a non-recursive relationship does exist between some countermeasures and 

threats.  These results suggest that an organization should focus their attention on 

remedies and prevention efforts in order have an impact on the threats that they face 

but they should also focus on deterrent efforts to maximize ISS effectiveness.  Though 

detection efforts are intuitively appealing, the current research suggests they may serve 

to drain resources without contributing to a corresponding change in threats or an 

increase in ISS effectiveness.  This is consistent with (Schneier, 2004) who suggests 

that actions such as penetration testing are a waste of an organization’s resources.  

One possible explanation could be the inability of a firm to confirm that it has not been 

breached.  We simply do not know what we do not know.  As a result, we simply do not 

know how effective detection efforts are as we only have successful detections with 

which to compare our efforts against. 

Organizational size was not found to be positively related to ISS effectiveness as 

was industry affiliation.  This suggests that the size of an organization does not play a 

role in how effective an organization protects its information system.  When considered 

within the context of Hypothesis 1, smaller organizations seem to get less “bang for their 

buck” relative to their larger counterparts.  They tend to use more countermeasure 

techniques yet end up with similar results in terms of effectively protecting themselves.   

This combined with the finding that smaller businesses face fewer threats suggests that 

smaller business do indeed face fewer threats but face greater risks relative to their 

larger counterparts, despite their relative use of additional countermeasure techniques. 
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The results also indicate that certain industries are more effective at securing 

their information systems than others.  This is consistent with Hoffer and Straub (1989) 

who found that some industries are more susceptible to computer abuse that others.  

So again, even though industries face similar threats, each industry’s unique application 

of countermeasures leads to unique degrees of ISS effectiveness. 

Limitations of the Study 

As with all studies, this study is subject to limitations, which can potentially 

influence conclusions drawn from the dataset.  First, because the data is cross-sectional 

in nature, causal inferences should not be made regarding the effects of measured 

variables.  For example, rather than concluding that larger businesses have more 

effective information system security, it is more appropriate to conclude larger 

businesses tend to be positively related with more effective IS security.  Thus, only 

correlational inferences can be drawn.  

CMB is another possible limitation of the study.  CMB refers to the fact that 

potential respondent biases might constitute a systematic error.  This is common when 

using survey responses from the same source because a single respondent for each 

survey can only yield one perspective.  Others within the same organization may 

perceive conditions to be significantly different.  Thus, there might be spurious 

correlations (Bagozzi, 1980).  Following Podsakoff et al. (2003), several precautions 

were taken to minimize the effects of common-method bias.  The dependent variables 

and independent variables were separated into different sections of the survey 

instrument.  Different question formats were used for each set of variables.  Using a 
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Harmon one-factor test (Podsakoff and Organ, 1986) to test for CMB two factors were 

found indicating that CMB was not present in the dataset. 

Another possible limitation is the way threats are treated using the current 

research design.  For ease of analysis, threats were treated holistically meaning that all 

threats were lumped together and treated equally.  Realistically, this is not likely to be 

the case.  More likely, some threats are more serious than others in terms of potential 

damage, costs, and so on.  As a result, caution should be used when drawing 

conclusions from the results of this paper.  

Research Contributions and Implications 

 The model put forth in this research contributes in several ways to the research 

community.  First, it frames the use of countermeasures in the theoretical lens of GDT.  

Such a framing should allow for more accurate classifications of existing and future 

countermeasures.  By accurately classifying countermeasures, their strengths and 

weaknesses, gaps should be able to be identified more clearly in terms of which 

countermeasures have been researched and those which have not. 

 Another research contribution is that the current study extends the ISS 

effectiveness construct put forth by Kankanhalli et al. (2003).  By incorporating 

assessments of a firm’s remedy and detection efforts, a more thorough understanding 

of how each contributes to a firm’s ISS effectiveness is understood. 

 Lastly, the methodology used to assess the non-recursive model put forth in the 

current study is unique to the IS field.  Such an approach can be used to assess other 

circular relationships where longitudinal data collection may not be feasible.  While care 

should be taken with regard to causality as discussed above when using such an 
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approach, the ability to support or fail to support such relationships can shed light on 

whether or not to further pursue a particular direction of research. 

Practical Implications 

 The results of the current study are also relevant to practitioners.  First, the 

model can be used as an assessment tool for firms by enabling them to compare 

themselves to similar firms in terms of their size and industry.  Such an approach would 

allow a firm to compare specific types of countermeasures in use by their organization 

and compare that to those of their competitors enabling them to gain insight into how 

effectively they are managing their risk. 

 The model could also be used by firms prescriptively to gauge their current ISS 

effectiveness and their current use of various countermeasures.  Based on their 

analysis, they could then target specific types of countermeasures to obtain the 

prescribed degree of ISS effectiveness.  Such an approach would allow the firm to more 

judiciously allocate funding to those countermeasures specifically in need of funding 

while not continuing to “throw money” at other countermeasures already currently in 

place and being effectively used. 

Directions for Future Research 

In order to truly understand and be able to model the relationship between 

threats and countermeasures, we must be able to examine each from different 

perspectives.  Siponen et al. (2006) discusses developing secure information systems 

and suggest the idea of different levels of abstraction based on Iivari (1989).  These 

levels of abstraction include organizational, conceptual, and technical.  The model put 

forth in this paper could be expanded in order to accommodate each level of abstraction 
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where threats, countermeasures, and ISS effectiveness are all evaluated by examining 

each from an organizational, conceptual, and technical level.  Such an approach could 

help further refine our understanding of the dimensionality of threats, countermeasures, 

and ISS effectiveness.  For practitioners, it can provide a more thorough understanding 

of threats, countermeasures, and ISS effectiveness and provide terminology that can be 

used to more effectively communicate with different stakeholders within and across 

organizational boundaries. 

Another potential avenue for extending research along the lines of that 

conducted in this dissertation include using the framework developed by Loch et al. 

(1992).  This framework included classifying threats as internal or external, as human or 

non-human, and as intentional or un-intentional.  This framework could be used to 

further explore the relationship between threats and organizational characteristics.  

While industry affiliation was not related to threats in the current study, other studies 

have found such a relationship in very broad terms (Hoffer and Straub, 1988).  By 

identifying specific classes of threats, and key organizational characteristics, 

organizations could more effectively concentrate on specific classes of threats unique to 

their industry or size.  Characteristics such as service/manufacturing orientation which 

impacts the information content of an organization (Premkumar and King, 1994) could 

influence an organization’s portfolio of IS assets and perceived threats.  Combined with 

the knowledge regarding the various classes of countermeasures (deterrent, prevention, 

detection, and remedy) discussed in this dissertation, pin-point strategies could be 

developed by security professionals striving to effectively and efficiently combat threats 

specific to their type of organization. 
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Still another line of research that could be extended for this current research is 

the idea that firms adjust their security posture over time and essentially move through 

stages as they do so.  Essentially, extending the idea put forth by Nolan (1973).  

Though an attempt to establish a security stage model has been attempted (Young, 

2008), the hypothesized stages failed to be empirically verifiable.  Interviews with 

security professionals could shed light on key metrics which could possibly be used to 

identify the number of stages present as well as key characteristics that signify when a 

firm is in a particular stage and the conditions necessary for moving from one stage to 

the next. 

Conclusions 

The goal of this research was to extend the ISS effectiveness construct 

developed by Kankanhalli et al. (2003), to explore a unique methodology to the IS 

discipline, apply the theoretically developed General Deterrence Theory to the use of 

countermeasures in IS, and to empirically assess the relationships between threats and 

countermeasures.  The results of the analysis suggest that each goal was met with 

resounding success.  Organizations can use these results not only to compare their 

current operations, but also as a way to prescriptively achieve a desired level of ISS 

effectiveness by manipulating their use of various countermeasures relative to 

counterparts within their industry to organizations of similar size. 

Non-recursive models are seldom if ever seen in IS research.  The method used 

in this research can be used to explore the numerous complex phenomena that exist in 

the world of IS.  While LISREL is capable of handling non-recursive relationships, the 

difficulty associated with finding enough respondents can often force a researcher to 
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resort to the use of PLS because of its ability to handle smaller sample sizes, indicative 

of many security related surveys.  While PLS does not handle non-recursive relationship 

natively, the solution implemented in this research can serve as an example of how 

non-recursive models can still be analyzed using PLS.  This combined with the 

empirical evidence gathered in this research, help to refine our understanding of the 

relationship between threats and countermeasures. 

Finally, the use of general deterrence theory to frame an organization’s use of 

countermeasures was developed and empirically tested and shown to be effective at 

predicting an organization’s ISS effectiveness.  Further research into the relationships 

between threats and countermeasures and how organizational context affects ISS 

effectiveness can provide practitioners with valuable tools with which to combat 

computer abuses.   
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APPENDIX A 

INTERVIEW PROTOCOL TEMPLATE 
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Q.01 Employment Duration 
How long have you been employed in your current organization? 
____ Less than 6 months   ____ 5-8 years 
____ 6-12 months    ____ 9-16 years 
____ 1-2 years    ____ 17-24 years 
____ 3-4 years    ____ 25 years or more 
Q.02 Present Position Duration 
How long have you been in your present position in this organization? 
____ Less than 6 months   ____ 5-8 years 
____ 6-12 months    ____ 9-16 years 
____ 1-2 years    ____ 17-24 years 
____ 3-4 years    ____ 25 years or more 
Q.03 How Long in the Field 
How long have you been in the IS field in general? 
____ 
How long has security been a major focus of your position? 
____ 
Q.04 Primary Role 
What is your primary role on in your organization? 
___________________________ 
Q.05 Title 
What is your title? 
___________________________ 
Q.06 General Deterrence Theory as Applied to the Use of Countermeasures 
Deterrence activities are defined as “the inhibition of criminal behavior by fear especially 
of punishment.” Examples of deterrent activities include: policy statements and 
guidelines, guidelines on legitimate use of IS assets, and so on. 
Q.06a Deterrence Efforts 
Please describe the deterrent efforts used by your organization to protect the 
organization’s information systems. 
 
 
Prevention is defined as “a hindrance or obstacle. “ Examples of preventive efforts 
include: implementing security software to impede unauthorized access to and use of IS 
assets, designing physically secure IS facilities, locks on computer room doors, and 
password access controls. 
Q.06b Prevention Efforts 
Please describe the prevention efforts used by your organization to protect the 
organization’s information systems. 
 
 
 
Detection is defined as “the act or process of discovery.”  Examples of detective efforts 
include: Suspicious activity reports, system audits, and virus scanning reports. 
Q.06c Detection Efforts 
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Please describe the detection efforts used by your organization to protect the 
organization’s information systems. 
 
 
 
Remedy is defined as “a legal order of preventing or redressing a wrong or enforcing a 
right.”  Examples of remedy efforts include: reprimands, warning, termination, as well as 
criminal or civil suits. 
Q.06d Remedy Efforts 
Please describe the remedy efforts used by your organization to protect the 
organization’s information systems. 
 
 
 
 
Q.07 Threats as conceptualized using Loch et al.’s (1992) framework.  Considering 
threats as originating from a source (internal or external) by a perpetrator (human or 
non-human), with an intent (accidental or non-accidental), discuss each threat below. 
Source 
Q.07a Internal Threats 
In the context of information systems security, please describe the internal threats faced 
by your organization.  An example might be “a threat as a result of employee action or 
failure of an organizational process” (Loch et al., 1992, page 175). 
 
 
 
Q.07b External Threats 
In the context of information systems security, please describe the external threats 
faced by your organization.  An example might be “natural disasters: hurricanes, fires, 
floods, and earthquakes” (Loch et al., 1992, page 175) or hackers or competitors. 
 
 
 
 
Perpetrator 
Q.07c Human Threats 
In the context of information systems security, please describe threats created by 
human sources to your organization.  An example might be accidental entry of bad data, 
inadequate control over media, and so on (Loch et al., 1992). 
 
 
 
Q.07d Non-human Threats 
In the context of information systems security, please describe threats created by non-
human sources to your organization.  An example might be natural disasters or 
computer viruses (Loch et al., 1992). 
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Intent 
Q.07e Accidental Threats 
In the context of information systems security, please describe the accidental threats 
faced by your organization.  An example might be accidental destruction of data by an 
employee or accidental entry of bad data (Loch et al., 1992). 
 
 
 
Q.07f Intentional Threats 
In the context of information systems security, please describe the intentional threats 
faced by your organization.  An example might be intentional destruction of data by 
employees or intentional entry of bad data by employees (Loch et al., 1992). 
 
 
Consequences 
Q.08g Disclosure 
In the context of information systems security, please discuss the consequences of 
improper disclosure of information faced by your organization (Loch et al., 1992). 
 
Q.08h Modification 
In the context of information systems security, please discuss the consequences of 
improper data modification faced by your organization (Loch et al., 1992). 
 
Q.08i Destruction 
In the context of information systems security, please discuss the consequences of 
improper destruction of data faced by your organization (Loch et al., 1992). 
 
Q.08j Denial of Use 
In the context of information systems security, please discuss the consequences of 
denial of use faced by your organization (Loch et al., 1992). 
 
Q.09 Once the respondent has discussed the various countermeasures used above, 
have the respondent review the list below and have them discuss whether or not they 
use such countermeasures and if so, how they might be classified according the GDT. 
(Threats identified by Whitman, 2004) 
 Deter Preven

t 
Detect Remed

y 
Use 

(Yes/No) 
Rank

Use of passwords       

Media backup       

Employee education       
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Consistent security policy       

Use internally developed 
software only 

      

Virus protection software       

Audit procedures       

Encourage violations 
reporting 

      

No internal Internet 
connections 

      

Use shrink-wrap software 
only 

      

No outside network 
connections 

      

No outside dialup 
connections 

      

No outside Web 
connections 

      

Firewall       

Host intrusion detection       

Network intrusion 
detection 

      

Auto account logoff       

Publish formal standards       

Monitor computer usage       

Control of workstations       

Ethics training       

Others (List 
below): 
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Q.09 Once the respondent has discussed the various threats as described above, have 
the respondent review the list below and have them discuss whether or not they face 
such threats and if so, how they might be classified according the Loch et al. (1992). 
 
 Intern

al/Ext
ernal 

Human/
Non-

Human 

Accident/
Non-

Accident 

Consequ
ence 

Disclosur
e, 

Modificat
ion, 

Destructi
on, 

Denial of 
Use? 

Face 
(Yes/N

o) 

Ran
k 

Act of human error or 
failure (accidents, 
employee mistakes) 

      

Compromises to 
intellectual property 
(piracy, copyright 
infringement) 

      

Deliberate acts of 
espionage or trespass 
(unauthorized access 
and/or data collection) 

      

Deliberate acts of 
information extortion 
(blackmail of information 
disclosure) 

      

Deliberate acts of 
sabotage or vandalism 
(destruction of systems 
or information) 

      

Deliberate acts of theft 
(illegal confiscation of 
equipment or 
information) 

      

Deliberate software 
attacks (viruses, worms, 
macros, denial of 
service) 
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Forces of nature (fire, 
flood, earthquake, 
lightning) 

      

Quality of service 
deviations from service 
providers (power and 
WAN Quality of Service 
issues) 

      

Technical hardware 
failures or errors 
(equipment failure) 

      

Technological 
obsolescence 
(antiquated or outdated 
technologies) 

      

Technical software 
failures or errors (bugs, 
code problems, 
unknown loopholes) 

      

Others (List 
below): 
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Interview 1 
Schuessler: So, let’s go ahead and get this started.  OK, basically, just for formality, here’s the 
informed consent ... actually, let me go ahead and sign that so that you’ve got your copy.  Today’s 
the 23rd? 
 
Interviewee 1: 24th 
 
Schuessler: If I can get you to sign that one and I’ll have a copy for you.  Basically just saying that 
I’m not going to shock you or ... any psychological damage or anything like that.  And there you go.  
So, basically, what I am going to do, that’s your copy to keep.  So basically what I am going to do is 
talk to you about a couple of frameworks that kind of classify threats and countermeasures and have 
you talk about each one of those.  And then at the end, I’ll give you a list of some of the threats and 
countermeasures that have been seen, addressed in the literature, have you classify those, and then 
rank them.  And then if you can think of anything extra that you want to add or something like that. 
 
Interviewee 1: OK. 
 
Schuessler: So, first off, just a little bit of demographic stuff.  How long have you been in your current 
organization?  So ... 
 
Interviewee 1: Here, been, uh, it’s 2008, 16 years. 
 
Schuessler: 16 years.  And current position? 
 
Interviewee 1: Uh, Computer Systems Manager. 
 
Schuessler: No, uh, uh, how long have you been in your current position? 
 
Interviewee 1: Oh, um, I have to think back.  12 years. 
 
Schuessler: 12.  OK.  And how long have you, uh, been in the IS field in general? 
 
Interviewee 1: About 20. 
 
Schuessler: About 20. And how long has, I am assuming security has been a part of, of, uh a part of 
what you have to deal with.  How long has that been something?  About the same time or is has it 
really been less? 
 
Interviewee 1: I’d say 12. 
 
Schuessler: About 12.  And what’s your primary role in the organization? 
 
Interviewee 1: Make coffee.  Uh, actually, I don’t know if Rich told you, the way it’s laid out here a bit 
differently than COBA.  It’s pretty much similar to what Cengiz does over in COBA. 
 
Schuessler: OK 
 
Interviewee 1: I have my own network manager.  And he takes care of the servers and security for 
the servers.  Uh, Rich used to be in the capacity.  And then uh, somebody else, and then uh, ...  So 
ironically enough I manage money.  And I attend a whole bunch of meetings that uh, I really 
shouldn’t be attending. [laughter]  That’s just the way it goes. 
 
Schuessler: So, you’d classify it as more, more managerial? 
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Interviewee 1: More management rather than hands on to be honest. 
 
Schuessler: OK.  Yeah, I actually interviewed Cengiz as a trial run for this to try to work out some of 
the ... 
 
Interviewee 1: I have uh, Cengiz has been my guru.  When I got this job, initially, I sat down with 
Cengiz and uh, he’s the godfather on campus.  Pretty much. 
 
Schuessler: Yeah, he’s a great guy. 
 
Interviewee 1: Yeah he is. 
 
Schuessler: I had, that’s how I got my first job over at COBA, working down stairs for Mike 
Interviewee 6.  Uh, I had a class, Cengiz’s networking class and ... 
 
Interviewee 1: He’s the godfather on campus.  So pretty much everything in this school, we manage 
in this building, uh, Willis, a good portion of Willis, uh, a couple of other buildings on campus, CDL.  
And everything is laid out exactly the way Cengiz does it.  I mean exactly the way it’s done. 
 
Schuessler: He definitely seems to work things through. 
 
Interviewee 1: That’s the way you do it. 
 
Schuessler: Um, and what is your actual title? 
 
Interviewee 1: Computer Systems Manager. 
 
Schuessler: OK, so, to jump into some of the theories, basically, General Deterrence Theory says 
uh, it’s a theory borrowed from criminology and it basically kind of classifies countermeasures uh, in 
terms of deterrence efforts, prevention efforts, detection efforts, and then remedy efforts.  And so, I’ll 
give you a definition of what each one means and give you a couple of examples and then just kind 
of have you talk about that for a little bit.  See, just kind of what your impression of what you guys do 
here, uh you try to use, and things like that so.  Um, so deterrence efforts, well, General Deterrence 
Theory’s actually defined as the inhibition of criminal behavior by fear, especially of punishment.  So, 
examples of deterrent activities, policy statements, guidelines, guidelines on legitimate use of threats 
and things like that.  So, what type of deterrence efforts would you, do you think that you guys use 
here, that you try to use, uh, in order to try to prevent, or not, deter people from compromising your 
systems? 
 
Interviewee 1: Just to clarify, you say compromising systems, how exactly [inaudible], so that I know 
what response to give. 
 
Schuessler: Um, well, it’s things like policy statements or training um, so those are some of the 
examples.  You’re basically trying to deter it from havening in the first place.  Um, so, you’ll put up 
signs that say, you know, authorized personnel only.  Uh, things like that so, you’re trying to deter 
anything from happening in the first place.  Whether it’s you know, improper use, visiting Web sites 
that they’re not supposed to be visiting, uh, to stealing equipment, to uh, I mean there’s a variety of 
different things but your, at this point, you’re actually trying to deter them from ever happening in the 
first place. 
 
Mithiah: I think then, that would group it into a couple of different groups ‘cause there would be a 
deterrence for my staff, and then the deterrence for faculty and students, depending on the group 
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you’re referring to.  Uh, the only one that I really think I can address, would be the people that work 
for me.  Because as far as faculty, staff, and students, ‘cause the university has guidelines as to 
what can and cannot be done.  And that overrides anything I might say anyway. 
 
Schuessler: OK. 
 
Interviewee 1: As far as my staff go, um, even there, ironically enough, I require that they all attend 
the [inaudible] orientation that we go through.  And then they go through that security training that 
they, that Rich provides.  Rich’s group provides.  I don’t think I have any, I have, we have our own 
book of guidelines that we go through with them when they first get hired.  I’m trying to think and see 
if there’s anything that uh, we don’t allow any equipment to be taken off campus.  Nothing.  So, 
there’s no reason for them to move it. 
 
Schuessler: As far as the staff that you mentioned, they go through the security training.  You, are 
you talking about the actual lab personnel or the people who support the lab? 
 
Interviewee 1: See, again, that’s a, two different groups.  I have full time facult ... full time staff and 
then I have the part time lab monitors.  Uh, the lab monitors, since they’re hourly, we have a training 
session every semester, every long semester that goes through all these issues as to uh, Web sites 
you can and cannot visit.  In terms of Web, I pretty much go by the book.  In other words, whatever 
Rich’s department publishes [inaudible] UNT IT security, that’s what we go by.  Uh, so you do 
mention to them not to visit porn sites during work hours but it is a, I mean UNT as a whole, does 
allow for students to visit porn sites, if it is class related.  I mean it’s a, it’s really [inaudible].  Anything 
that UNT allows, I allow.  I don’t impose any, anything else but.  Uh, of course for full time staff, 
[inaudible] it’s an absolute no-no.  Because UNT says so.  In terms of uh, visiting, you talked about 
visiting Web sites, in terms of a, I send out a periodic email.  Rich’s group sends out, sends a recent 
one was a phishing attempt using the unt.edu email address.  They send it to us, they say could you 
forward this, in fact.  And I forwarded it to all the faculty as ... That’s the deterrent that we  use.  Uh, 
as far as full time personnel, of course, now that we’re on uh, on Novell, the assigning of group rights 
prevents them from doing whole bunch of things they shouldn’t be doing anyway.  You know, they 
have access to certain volumes, certain directories.  You only give them what they need.  [inaudible], 
I am not sure if I am answering your question or not that just uh, ... 
 
Schuessler: That’s actually moving on, we’ll get into the next one which is prevention.  Um, so I 
guess we can go ahead and move into that.  That uh, prevention is defined as a hindrance or an 
obstacle so an example includes implementing security software uh, to impeded unauthorized 
access, uh, to and use of IS assets.  Designing physically secure facilities, so putting locks on doors, 
um, password access controls, and things like that.  So, what types of prevention efforts do you use, 
would you like to use, that you think are good, and things like that? 
 
Interviewee 1: Um, I still, in terms of prevention, I really think that.  I’m a firm believer in not 
reinventing the wheel.  Uh, Rich’s department I think does an excellent job of uh, sending out the 
security bulletins every week as to what you should and should not do.  That is uh, entirely my 
network manager’s responsibility to make sure that those are implemented on the server.  When a 
security bulletin comes out.  Uh, as far as all of the machines, we automatically update them so 
everything should be on the, on a weekly basis, based on what um, they send out. 
 
Schuessler: So, like, from Microsoft or Novell or McAfee? 
 
Interviewee 1: Those should be done immediately.  Not a big fan of standing over people’s shoulder 
to see if the work is done.  But it’s their job to, you know.  You assign somebody to do something, 
you hope that they do it.  And uh, in the last eight years, I’ve never had, in fact, we’ve never had a 
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security breach.  Ever.  Since the day I walked in 12, 16 years ago.  And that’s also because Rich 
used to work here for 10 years.  [laughter] So, this is his server.  Uh ... 
 
Schuessler: So, when something goes wrong, you call him? 
 
Interviewee 1: Actually I can call Rich.  Uh, on a slightly small [inaudible].  Most of the people on 
campus are from here that you probably don’t even realize it.  That we all worked together.  Me, 
Rich, and you know uh, Jason [inaudible]?  That was doing Groupwise, the migration. Craig 
[inaudible]. 
 
Schuessler: No 
 
Interviewee 1: All the big shots on campus.  They’re now big shots.  Uh, going back to [inaudible], it’s 
kind of ironic how things have changed over the years.  Um, the basic security measure, ironically 
enough, still personnel files, information that I don’t want anyone else to see.  It’s obviously in these 
two file cabinets.  Uh, these two doors are the only two doors that do not work on the master key.  
Uh, these are also the only two doors that only one other person has a key to, apart from, whereas 
most of the other doors that lead into that, you know, that 5 doors to get into tech support.  Uh, 
they’re all 1 key that we give tech support.  But these two doors are off master.  I mean that’s as 
basic as it gets in terms of paper work.  As far as the server goes, obviously, we give rights only 
when needed.  Uh, only a couple of people can do certain things.  For example, submitting IP 
requests.  You don’t want everybody in tech support submitting an IP request.  So, we only give that 
to 2 or 3 people.  Just to make sure there’s some redundancy against [inaudible].  Uh, I am a big fan 
of uh, breaking it down by uh, in terms of what each person can do.  For example, only one person 
can create accounts.  That way I am sure that it’s done the same way, every single time.  You know, 
they know exactly what they are looking for and they have the rights to do it.  Uh, only one person 
has the right to submit jobs into Remedy.  So that way multiple people are not throwing things into 
remedy. 
 
Schuessler: Right, and again you end up that consistency. 
 
Interviewee 1: Exactly, so things are done one way, the same way, every time.  And we have, 
weekly staff meeting.  Like this migration that we’re rolling out.  Everything is planned, right to the T 
as to what we will even tell the user.  We created a Web site as to how it’s going to go.  I mean, just 
a quick example of what, how we manage anything around here.  I really like things to be done one 
way, so that everybody’s [inaudible].  And, that’s how we approach security. 
 
Schuessler: It’s kind of, almost like a checklist type of approach. 
 
Interviewee 1: Every time.  We plan it done to the T.  I’m a big fan of planning in out.  So, in terms of 
server security, going back to what we were, uh, actually, all the rooms, we manage all the 
classrooms in this building.  We manage all the conference rooms.  We manage everything in this 
building pretty much.  We are also the uh, the building reps.  I’m the building rep for this building.  
[inaudible] Like Cengiz.  Exactly like Cengiz.  Uh, we have uh, 12 security cameras running.  I’ll 
show you here in a minute.  And we record everything that stays on the server for 4 days straight.  
It’s viewable online.  We stream it.  So there’s actually, even when the days when we’re not here, we 
stream it to our houses to watch it.  We just kind of [inaudible]. But, uh, everything is streamed and 
... 
 
Schuessler: That’s why you don’t have a breach in 16 years. 
 
Interviewee 1: [laughter] ‘cause we watch ... I mean we’re not sitting there physically watching it 
obviously but if somebody calls, we can react instantly.  Um, I suspect that a lot of these questions 
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will change in about 6 months when we move away from Novell to Microsoft.  I think then I will, I 
think my perfect record will come to an end. 
 
Schuessler: [chuckle] I think there are probably a few people that are ... 
 
Interviewee 1: I suspect that, the only reason it hasn’t is because we’re on Novell.  Not too many 
people are intent on hacking Novell servers.  But it is going to happen.   
 
Schuessler:  You think the auto updates, I mean, I know that Mike over there, Mike Hatch, ... 
 
Interviewee 1: You work for Mike Hatch don’t you? 
 
Schuessler: I used to.  
 
Interviewee 1: Oh, ok. 
 
Schuessler: Yeah, I don’t anymore.  When I became a PhD student they didn’t want me to work 
down there, they wanted me to work for the department so.  Um, he does not automatically apply 
patches.  They download them, and you know, look at them, and try to see if it’s going to affect their 
systems because they, for example, in the classrooms, they have dual boot systems and stuff like 
that so, um, it’s just something, it’s a different approach.  I know on my machines, I automatically 
apply patches because I don’t have any kind of special, I’m not doing anything creative but ... 
 
Interviewee 1: Yeah, the machines in the lab, they check them out before they allow them to install.  
Uh, personal machines, we allow it to install automatically.  But, uh, as you say, the lab has different 
distributions.  Depends on where it is, what it’s doing.  You wouldn’t want IE 7 to be downloaded 
automatically, you know, a couple of months ago.  So, we check it before we let it through. 
 
Schuessler: OK, um, the next one is detection efforts.  Um, do it’s the act or process of discovery.  
So examples of would include suspicious activity reports, um, auditing virus scanning logs, the video 
tape, the, er, not the video tape but that you record, um.  So basically, going through the logs and 
identifying  patterns and things like that.  So, what types of detection activities do you guys do, what 
do you think are the most important? 
 
Interviewee 1: I’ll be honest with you and say we really do little if any detection, simply because um, 
the Groupwise, I mean the Groupwise servers were catching it all [inaudible].  Everything was 
coming in through, you know, the UNT’s primary Web site.  So, for example, when the uh, phishing 
attempt that UNT.EDU came, although we, I saw it in my mailbox that morning, within an hour, I had 
an email from their group.  ‘Cause they saw that whole stream of email.  We’re only getting whatever 
they send through.  So, it’s not like we are actually filtering the messages our selves.  Uh, from time 
to time, we may get a phishing attempt or, or something.  These days, it’s usually phishing attempts, 
that no one else on campus has seen [inaudible]. That is incredibly rare these days.  And those days 
have come and gone I think.  These days it’s just mass mails that uh, ... But, going back one step, 
uh, you mentioned about the security tapes.  As far as the server is concerned for security, we do a 
backup of all the major volumes and that’s taken off site, every three months.  Just to be sure that 
we have the users’ data in case the whole building crumbles and, ... I think that is critical.  You’ve got 
to have a backup somewhere.  So, we actually have two backups.  One here, and one in 
somebody’s else’s house.  Uh, and a third one that sometimes we take off campus as well just to 
make sure that ... and of course uh, Novell allows you for, to replicate those volumes across campus 
anyways.  So, you have three volumes on campus that have, that replicate their self.  But anyway, 
uh, so that’s in terms of redundancy.  In terms of their security again, uh, I don’t think we really do 
anything special.  I like to pretend like we do.  But, uh, I don’t think we do.  We pretty much do what 
they say.  If they say, send out a message, to your staff, we send out a message to our staff.  They 
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say we’ve noticed this particular message, you may want to be aware of, we’re aware of.  Uh, we go 
through our logs to make sure that we don’t see a pattern in terms of messages coming from third 
parties.  We, and of course the big one, of course, if we start noticing three, four faculty members all 
of a sudden, [inaudible] virus [inaudible] are gone, this is catching, at the moment it launches 
anyway so we make sure we update the epo agent but uh, that’s really it.  You know.  It’s something, 
I don’t think I’ve actually seen anything out of the ordinary, in the last five years.  That hasn’t been 
caught by the system almost instantaneously. 
 
Schuessler: When I, I, the other practice interview that I did was with Mike Hatch.  Um, and he had 
basically the same thing, that they don’t, they do not audit as much as they should.  Said he wished 
they did more, but they get so many reports from various things like McAfee so ... 
 
Interviewee 1: I’m not sure.  In fact if you asked me to go to my server now and audit, I’m not sure 
what there is to audit in all honesty.  I mean, I could look through the logs but I would have been 
notified if it was a stream of messages.  So I haven’t been notified in years, of anything abnormal. 
 
Schuessler: OK, and the last one, of this, of the countermeasures side of things is remedy which is 
legal order of preventing or redressing a wrong or enforcing a right.  So, things like, you know, if you 
had an employee that you know, for example, one of your, your tech guys was surfing a porn site, 
um reprimands, warnings, termination as well as possible criminal or civil suits.  Um, so, is that 
something that you see very often, is it something that you’ve had to do, um, obviously you can’t too 
specific, I understand that.  Um, but, what is the process?  How do you go through that? 
 
Interviewee 1: It’s kind of ironic I think.  My wife works at the health field, private company.  And uh, 
it’s strange how, I don’t want to use the word stable, but uh, the government system is really pretty 
much straight forward.  I’m a, again I’m a big believer in just doing exactly what it is the rules have 
been created for anyway.  It saves you, I’ve tried to not do that when I started and I, and it was 
dangerous.  It’s always easier to go by the book.  And I learned that the hard way.  You know, but ... 
You learn things as you get older.  You know what they say, no good deed goes unpunished.  That’s 
just the way it, so I’ve learned that sometimes, of course you know, empathy is important, in many 
cases, but um, unfortunately, that’s just not the way that it works.  Classic example, how do we do 
things in terms of what you mentioned.  If it’s, Texas is employment at will.  So, uh, one day, about 
five years ago, this is a real life example.  If course I won’t give names.  I walk in and uh, actually, 
one of my lab managers walked in.  This was a lab that we no longer even have.  And walked in and 
saw one of my employees, sitting in the dark, with all clothes off.  So, ... 
 
Schuessler: The names have been changed to protect the innocent. 
 
Interviewee 1: [laughter] You know but, uh, this was years ago and um, what do you do in such a 
situation?  I mean in a, so we just referred to the employee handbook and it says termination, 
because it is discovered by another employee who was disturbed by that image.  And, uh, it was 
termination on the spot.  Of course, if you catch an employee surfing, this happens all the time 
ironically, because we’re a 24 hour lab.  The cameras help a lot which is why they don’t surf 
anything, they know we’re watching.  We don’t really watch but.  Uh, I’ve had to deal with an 
employee surfing porn.  I tell them, please don’t surf porn.  We writ them up the first time.  Give them 
a verbal warning.  Second time written warning.  Same thing that human resource states you do.  
First verbal, then written.  Then third instance, you sit down and if termination is called for, you 
terminate.  Uh, but that only applies to part time staff.  The rules are totally different for full time.  
With full time, you give them verbal, written, you may take it to, you may want to get, not may want to 
get, you definitely have to HR involved at that point.  To make sure that you’re not doing anything 
wrong an uh, that they have recourse as well.  I usually would encourage them actually by the third 
time and say, you know, you may want to go talk to HR and make sure that they, before I terminate 
you ... 
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Schuessler: So you’re talking about the employee? 
 
Interviewee 1: Full time employee.  The rules are totally different with full time employees.  We just 
go by what ever HR.  Doesn’t matter what the offense is.  If it’s surfing porn or whether you’re 
stealing staplers.  It really doesn’t matter.  If it’s wrong according to UNT’s by laws, then it’s wrong. 
 
Schuessler: OK, that’s it for the countermeasure side of things.  Now we’re going to take a look at 
threats.  And basically, there’s, was a study done by a lady named Loche who tried to categorize 
threats from where they might, you know different sources and things like that.  So there’s a lot of 
overlap in the ones that we’re going to talk about here.  But basically, she talked about threats, 
where they might originate from so, internal sources versus external sources.  Um, human threats 
versus non-human threats.  Accidental threats versus intentional threats.  And then some of the 
consequences from those so, basically, you know, there’s going to be some overlap in some of your 
answers and stuff so don’t worry about that just kind of go with it and tell me what you think.  So the 
first one is internal threats.  Uh, so in the context of information systems, please describe the internal 
threats faced by your organization.  An example might be, uh, a threat as a result of an employee 
action or a failure of an organizational process to give you a couple of examples.  But they can come 
from just about anything internally. 
 
Interviewee 1: Internal IT threats? 
 
Schuessler: Yeah 
 
Interviewee 1: I would think the threats would be, from what I’ve seen, most of the time, problems, IT 
related, tend to come from lack of proper procedures and training.  There’s a tendency to always say 
my employees are callous or my employees don’t know what they’re doing, my employee screwed 
up.  I don’t subscribe to that notion.  I really think that it’s because you didn’t really train them 
properly.  Or you didn’t implement the proper security measures.  A classic one you know, that we’ve 
seen, is giving rights when you should not have given rights to that person for a particular thing that 
they’re doing or particular thing that they’re working on.  Uh, I’ll give you one classic example and 
that is uh, you allow your tech support employees to go out there and backup faculty data before 
they migrate a machine.  Move a machine to a new location.  When you have a new tech, uh, they 
don’t, simple things like how much space is on the volume is something they don’t think about.  Or, 
simple things like when you notice that a machine pops up with a virus message, don’t back it up 
onto the main, the primary volume.  ‘Cause you’re transferring that problem.  But simple things like 
that, that you should have as management taught them, prior to sending them out there in the field.  
But those are the threats that I’ve noticed.  Simple things like that.  You know, we make some visits 
to the faculty houses to look at their UNT owned machines and we get, issues like, there seems to 
be a virus on that machine.  So we teach them, don’t just copy the data over.  You know, things like, 
if the virus has affected the bios, you may want to take a disk with you, rather than just using McAfee 
which isn’t going to catch it anyway.  Uh, basic things like that.  But most of the threats I’ve noticed I 
wouldn’t call them threats, ... 
 
Schuessler: Failures of procedure, failure of training, ... 
 
Interviewee 1: Failure of management to provide clear cut procedures in training. 
 
Schuessler: OK.  Uh, and then external threats?  Um, some of the typical examples include natural 
disasters, uh, earthquakes, things like that.  But also hackers or competitors.  I don’t know exactly 
[about] competitors here.  But uh, ... 
 



86 
 

Interviewee 1: That’s the beauty of it.  No PL, no profit/loss.  Uh, external threats, always.  I mean 
uh, the, the nice thing is as you said, UNT manages all the Web servers.  So we don’t even have to 
deal with that.  So, you’re really looking at [inaudible] your Novell severs.  And, uh, occasionally, you 
get people, you can notice the people are, some are from the outside are doing an IP scan, port 
scan, you know, trying to see which is open.  But, uh, then again, you’re on Novell.  Nobody cares 
about Novell.  You know.  I’m sure it will change once we go to Microsoft but nobody cares.  Um, so 
there’s [inaudible] people doing [inaudible] port scanning and so it’s a definite threat, uh, viruses a 
definite threat.  People sending stupid messages for phishing attempts, uh, threats from the external 
world.  Um, some things to be aware of are sometimes you do have malicious students who come in 
and try to load software onto the machine, hoping that it’ll execute and run in the back ground.  But 
of course, we use DeepFreeze.  It cleans it out every time you reset it.  So, another procedure that 
we have is, every time a student exits a machine, it’s reset. 
 
Schuessler: Is that a process that’s run from the desk? 
 
Interviewee 1: Actually, ironically, we have to go and do it manually, at this point.  It’s not automated.  
As for the kiosks that we have across the building, those things are automated.  After every 30-40 
minutes, if it notices a lack of activity for 5 minutes, Inaquick goes in and just cleans out everything, 
resets everything, and resets, regardless of [inaudible].  That’s all I can think of. 
 
Schuessler: OK, yeah, Inaquick is ... you said DeepFreeze here, InaQuick there? 
 
Interviewee 1: I think uh, I’m not sure which one is which to be honest with you. 
 
Schuessler: Uh, we, we’re using InaQuick.  I don’t know if they’ve changed that or not but it’s, it’s an 
interesting product. 
 
Interviewee 1: Every other week, it’s a different ... It’s just that it changes constantly.  You know, 
there’s the only thing that’s constant about technology, it never stays constant. 
 
Schuessler: Uh, the other, uh, group, is human threats versus non-human threats.  So, human 
threats would be things like, um, accidental entry of bad data, or inadequate control over media, 
things like that. 
 
Interviewee 1: Accidental entry of bad data.  Uh, again, goes back to uh, I’m trying to think of 
situations that ... 
 
Schuessler: So for example, you mentioned earlier, um, entering tickers under Remedy.  You, by 
using the same person, you hopefully avoid the entry of bad data.  Um, but, you know, there, that’s 
one ... 
 
Interviewee 1: I’m, there’s only two examples I can think of: creation of accounts is something we do, 
managing Groupwise accounts is something we do.  Uh, I only have one person, to me it really 
comes down to having one person assigned to everything.  Uh, even the way we manage the 
departments in this building and in Wooten Hall and CDL.  For example, CDL is assigned to one 
person.  Of course I have a backup person if that person gets sick but, uh, in general, there’s always 
one person assigned to a set number of departments.  They are the contact person for those 
departments.  All year long, as long as they’re here.  It never changes.  So if you notice a pattern of 
mistakes, it’s very easy to narrow it down to the person.  Uh, so if a job comes in through Remedy, 
for example, it’s a [inaudible] we also do tech support for [inaudible], uh, the, I know who it is.  No 
one else goes to that department except this one person.  Uh, so it’s always very easy to pinpoint 
mistakes that way.  But, apart from those two or three, and the server person which is one, so, 
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remedy is just one, so, I think standardizing it has changed, it’s helped many of my problems.  I’m 
not sure how it solves other people ... 
 
Schuessler: So as far as those types of threats, you don’t really see them too much because you, 
you’re, ... 
 
Interviewee 1: We spend an inordinate amount of time making sure that they’re trained.  Try to put 
[inaudible] because this is the government sector.  People stay for ever.   
 
Schuessler: Yeah, tell me about it.  I’ve been here since ’88. 
 
Interviewee 1: You have? Oh goodness 
 
Schuessler: As a student so. 
 
Interviewee 1: You’ve been here a long time. 
 
Schuessler: I’ve been here a long time.  My parents are just off campus so, ... 
 
Interviewee 1: Yeah, ’88? Wow. 
 
Schuessler: Yeah, when I graduated high school, I, ... 
 
Interviewee 1: Wow, you’ve been here 20 years? 
 
Schuessler: Yeah.  So ... 
 
Interviewee 1: Well, I don’t know why I am preaching to the choir.  You know how this game works.  I 
mean these people stay here forever. 
 
Schuessler: That’s usually as a student.  Uh, I’ve been here as a student.  I didn’t start working here 
until, 2002, I think. 
 
Interviewee 1: To put it into perspective, the guy who does Remedy, [inaudible], he’s been here 
since 1994.  The lady who does the Groupwise and tickets, uh, Jackie, she’s been working for 
campus for the last 25 years.  Just to put it in perspective.  In terms of age, you know there’s like 
Mike Hatch and Cengiz, I mean, you do it for so many years, I mean it becomes routine.  I mean you 
could do it with your eyes closed. 
 
Schuessler: Um, let’s see.  We just did non-human, [no] we did human, so, non-human threats.  
Again, we talked about a minute ago uh, or a little bit ago, about uh, external threats.  This is kind of 
similar except we’re looking at non-human threats so again, natural disasters, viruses, things like 
that.  What are the types of threats that you see as far as non-human threats? 
 
Interviewee 1: Uh, the big one was recently when they had the bird-flu. Mania, everybody’s running 
around screaming bird flu.  But, UNT actually came up with a contingency plan that they sent out to 
all the deans.  The dean’s council saying that your school needs to have a contingency plan in case 
the entire university is shut down for an extended period of time.  Uh, there was one case, so, uh we 
drew up, we have contingency plans for everything.  We have a contingency plan for bird-flu, I have 
a contingency plan for something that I think uh, is just a matter of odds, a hurricane, a tornado.  Uh, 
you never, know.  I hate to believe that it’ll never happen.  So, we have a contingency plan for that 
and we drill.  We go through drills every semester for things like that.  Uh, this may seem a bit 
severe, but what we do is that we actually, every time there’s a power outage especially for over 10 
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minutes, we actually time it.  From the moment I see it, we run the clock, to see how fast we can 
bring all of the servers down.  So that you know that they don’t have an abnormal ... 
 
Schuessler: Shut them down gracefully. 
 
Interviewee 1: Yeah, how fast we can get the students out of here quietly, how fast, oh, and there’s 
something else.  All our machines, every single one of them, is on a power backup. 
 
Schuessler: Including the lab machines? 
 
Interviewee 1: Including the lab machines. 
 
Schuessler: Wow. 
 
Interviewee 1: Every single one. 
 
Schuessler: You’re one up on Cengiz. 
 
Interviewee 1: Ever one of them.  Every faculty machine, every lab machine is on, you don’t need 
one per, per station.  You can share 3 or 4 per station.  So we got the uh, people from facilities to 
come in, the electrical people to make sure that it was all grounded [inaudible] we’re not using too 
much power, what ever it is, I don’t know anything about electricity.  Uh, but every one of them on.  
So, we never have to worry about sudden, you know, down time.  Our servers can run for up to an 
hour.  But that’s pretty standard, without, on our battery backups. Uh, in terms of [inaudible] we are 
moving towards a RAID server.  I’ve already got the equipment in there so we’re going to make sure 
that, you know, we can put all the data on there so that way we have full redundancy, in terms of 
data protection.  I am a huge fan of protecting data, in case you can’t tell.  I really believe that you 
lose the data, you lose your client.  You’ve got to have that data, one way or the other.  And uh, so 
we go through tremendous amounts of redundancy.  But to answer your question uh, ... I don’t 
remember what I was talking about.  I hope that answers your question, since I lost track of it. 
 
Schuessler: I think, it gives me a lot.  Uh, that’s why I am really hoping to do multiple interviews and 
kind of put it all together, kind of group the answers together to see what kind of patterns I can get 
out of that.  Actually, the last part, is the most important part for this particular study but ... Moving on 
to the next part is really looking more at the intent of threats so accidental versus intentional.  So 
accidental threats um, might be accidental destruction of data.  So, you know, your imaging a 
machine to move it to a new machine and you know there’s a something happens and you don’t get 
a good image and the old one is gone.  Um, accidental entry of bad data, so somebody’s typing in a 
Remedy ticket and accidentally puts a, the wrong date in or something like that.  Um, so what type of 
accidental threats do you face. 
 
Interviewee 1: The same thing you mention, I mean, we uh ... We’re backing up a users data, you 
lose the backup.  Uh, putting in a ticket, you put in the wrong room number, uh, you’re doing a 
backup of the server, you didn’t test the backup to make sure it works.  You go back to pull up a file, 
it doesn’t work.  You find that you’ve got a bad backup.  Uh, of course that can be corrected by 
looking at the screen to make sure that you’ve got a good backup.  And then you’ve got to verify it to 
make sure it works.  And sometimes people don’t.  Uh, it’s the downside to having done a job for too 
many years.  You tend to take things for granted sometimes.  When you see it work repeatedly, you 
think it’s going to work this time.  Or you don’t go through the proper, I’ve seen this happen.  Before 
you wipe a user’s machine, make sure you have a proper backup of it, but sometimes, when you do 
it for 15 years, you, you don’t really verify.  And then you go back and you get a corrupted hard drive, 
corrupted file, and you’re like, well now there is nothing left to [inaudible] ‘cause you wiped the 
machine clean after you backed it up.  No matter what, amount of training you give, that’s going to 
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happen.  And it happens.  It’s just, that’s just the way that is.  Human error or something that, you’ve 
got to work into your plans. 
 
Schuessler: OK, and then intentional threats: intentional destruction of data by employees or 
intentional entry of bad data.  Um, what type of intentional threats do you face? 
 
Interviewee 1: The one that I really do not talk about, that I keep close to my heart is ... you always 
have to be, I personally feel that you always have to be cognizant that employees come in 
[inaudible].  Today you are good friends, tomorrow, you may not.  And it is just the nature of the ... 
So, for example, I don’t broadcast this but, uh, my network manager, he has full access to that 
server.  The server contains all the data for everybody in this building.  Now if for some unknown 
reason, tomorrow morning, he and I have a major problem, it is crucial that nothing goes wrong on 
that end.  Things happen.  You know, and uh, so I am always cognizant of that.  So, to make sure 
that things like that do not happen, I think it’s important for anybody in management, you must know 
the passwords to your server.  You must know the location of key files.  You must know where the 
backup is.  Uh, you must know some things.  ‘Cause if you don’t then you’ll be stuck in a hole uh, 
real quick if something goes wrong.  Uh, we also need to be sure that uh, your staff and faculty know 
that email can only general, for example in this many in the building, all email that goes to all faculty, 
the group ALL, only can come from me.  I attend the uh, chairs meeting.  They know that.  As simple 
as that sounds, sometimes you, ... bad blood can create some problems.  UNT learned that the hard 
way when staff would just, if they were fired, would send a message out to UNT ALL saying I’ve, this 
is my last day and so and so sucks.  You know, they put an end to that very quickly.  But uh, I think 
that really goes uh, making sure you know where everything is, I think is critical, both internally and 
externally. 
 
Schuessler: OK, the last part of this has four parts to it.  It’s called intent or excuse me, refers to 
disclosure, it is talking about uh, or excuse me, is talking about consequences, which includes 
disclosure, modification, destruction, and denial of use.  Uh, so, in the context of information 
systems, talk about the consequences of improper disclosure of information faced, that you guys 
face.  So, perhaps somebody calls in to ask about an employee or you have information about a 
student, if you, you know, what are the consequences if you disclose something you’re not supposed 
to be disclosing? 
 
Interviewee 1: Consequences. Major, I mean uh, ‘cause you’ve got UNT, again FERPA laws, whole 
bunch of other laws that we go by.  Uh, I really don’t know a lot about these laws.  I only know that 
I’m not supposed to disclose anything pretty much.  That much I know.  Uh, anything that comes in, I 
refer to HR.  To put it that bluntly.  If it’s something that refe, that needs to go to the uh, UNT’s 
general council, we refer it to them.  If it’s something that needs to go to the police department, we 
refer it to them.  Uh, in general, I handle very few, simply because I’m a big fan of sending it to the 
people who are actually trained to do it.  I think the danger comes in when try to, when you think 
you’re too smart.  And you can fix it.  You can’t.  I learned that also the hard way.  Send it to the 
people who are actually in charge of doing it.  And uh, classic example, when on repeated 
occasions, we’ve had employees, I get emails from someone saying well, so and so, I tracked the IP 
down to a machine in your LAN, give me, you’ may have seen this when you were working at COBA.  
I tracked the IP down, I got a threatening email and I tracked the machine down to an IP from your 
lab at this time, can you release the name of the person based on what’s in check in and based on 
what you have on your security cameras.  Of course I’m not going to release that.  And so the first 
thing I tell them is that well, since this is a threat, I can’t go and talk to the police, it’s your problem.  
Why don’t you contact the UNT police.  And on a number of occasions, as recently as a couple of 
months ago, the UNT police come to us and say, well, we need to know, we need you to release all 
the tapes, your security backup tapes, based on one machine for them.  We release everything to 
them too.  Simple as that.  So I am again a big fan of playing by the book when it comes to that.  It 
an HR thing, I’ve had instances where time sheets have been changed inappropriately and I refer 
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them automatically to HR.  I don’t even deal with it.  It’s a lot easier that way.  Provided there is a 
clear pattern of dishonesty.  Pattern of some problem, of course people make mistakes.  So you 
don’t want to get all bizerk and run around like a chicken with the head cut off.  But if we notice a 
pattern, then it’s best I think to let ... So, for example, security, going back to IT security, if I notice a 
user downloading, for example, a tremendous amount of porn, uh, way more than the normal 
person, also a faculty member or download ... 
 
Schuessler: Well, I mean if your doing a study on ... 
 
Interviewee 1: You know how faculty are.  You’re going to be one of them. 
 
Schuessler: Hopefully. 
 
Interviewee 1: You’ll be one I’m sure.  Uh, if we notice something out of the ordinary, we look at it, 
we see there’s something, uh, I’ve had to deal with 4 or 5 cases of uh ... Jim Glass was a recent one 
that showed up on the UNT, on TV.  Uh, the security team came in and said, we need to take the 
machine.  We asked no questions.  It’s not our problem.  So, um, I uh, every single time, I am a firm 
believer, especially in IT security, if you notice something, refer it to the people who have authority 
over it. 
 
Schuessler: OK, uh, the next one is modification.  Uh, so talk about the, you know, the 
consequences of improperly modifying data.  So, if somebody goes in to modify a user’s rights or 
something of that nature.  What are some of the consequences if they’re not modifying the data 
correctly? 
 
Interviewee 1: Um, from an IT standpoint, uh it seems, like more of a user’s standpoint.  Something 
a tech would do rather than something you would do for the entire ... modifying data.  So I’m trying to 
think what databases you actually manage that would really impact the [inaudible] I can’t think of too 
... 
 
Schuessler: The only thing I would, could think of would be things like improper, you know, issuance 
of rights, uh, or you know, typing in their, putting in their email address wrong, something of that 
nature, so that you know, that they’re not getting their email which, you know, most of the time, it’s 
not a big deal.  But, there might be a particular email that they’re looking for ... um, and you know 
faculty members can be fickle sometimes.  Um, so that’s the only thing I can really think of, is 
something of that nature. 
 
Interviewee 1: Well, you know that, as you know, it’s going to be a user by user basis.  Rarely is it 
going to affect the entire public, you know.  Account is created improperly.  That user isn’t receiving 
any email.  You know, you can go back and correct that but, uh.  I haven’t seen anything that, 
building wise. 
 
Schuessler: OK, so the, from your perspective, the consequences are pretty ... 
 
Interviewee 1: From, my perspective, uh.  I’m sure if you were managing the entire groupwise 
address book, that would be a far different problem.  But, from our perspective, I don’t see it as a 
problem. 
 
Schuessler: OK, uh, the next one is destruction.  So, improper destruction of data faced by your 
organization.  So, if, you know, you decided to, you’ve got multiple servers, you decide to wipe one 
and you accidently wipe the, the wrong one.  Uh, [you] wouldn’t hope that that could happen but, you 
know, you never know.  Uh, what are some of the consequences of, you know, improperly 
destroying data? 
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Interviewee 1: The consequence of that would be me losing my job probably.  I mean if I were to 
lose volume 1, that’s it.  I mean, it’s over.  Of course, you’ve got backups, but uh.  Consequences, 
probably pretty severe I would think.  I mean, uh, you’re entrusted to manage that server.  It’s your 
job.  Consequences are pretty severe. 
 
Schuessler: OK, and then the last one is uh, before we actually, at that point I’ll just turn it over to 
you, and kind of have you fill this out.  But uh, is a denial of use.  So, what are some of the 
consequences if you, you got hit with some kind of denial of use issue.  Not necessarily from the 
Web, but, you know.  If there was a tornado that came through and you couldn’t get to your systems, 
what would be some of the consequences that you would face? 
 
Interviewee 1: If it’s a natural disaster, I don’t think that, I don’t think there’d be any consequences in 
all honesty.  We can uh, remote in to all our servers, we bring everything down, automatically.  
That’s the first thing we would do, is bring everything down remotely.  Of course if we were here, 
we’d probably die together with the tornado.  That would be the ultimate consequence.  But, uh, no I 
don’t think uh, I think we have enough precautions in place that uh, the repercussions would 
probably be minimal.  If it was something that we could not avoid, uh, denial of service, those things, 
I teach a class and I use that term, denial of service.  I haven’t seen one of those in a while in terms 
of our servers.  Uh, but uh, no, I don’t, I think if it was a natural occurrence, I don’t think it would be a 
major, in terms of, ‘cause people know, I mean, what are you going to do?  I mean, it’s a tornado 
that came through, what do you expect me to do?  Run around and do tech jobs?  You know, I mean 
... 
 
Schuessler: As far as, Web based types of denial of service, is that something ... 
 
Interviewee 1: Not really that many, simply because, we don’t even manage our own Web sites 
anymore.  It’s all managed over there so uh ... I don’t see that many in terms of attacks.  Uh, of 
course they do scans.  Rich’s group does scans of all UNT Web sites.  For example, users send job 
request to the Web through our Web site.  And when we first came out, the Web site, of course we 
didn’t put enough security precautions in there so, one day we learned real quick when we came in 
and saw 4000 jobs.  Learned real quick.  And of course, the interesting thing is that even before we 
saw it, Rich’s group saw it.  So, they sent us an email and said it looks like uh, you’ve got a problem 
with this, so of course we took precautions and uh ... Simple things like that. 
 
Schuessler: OK, this last part is basically listing off, like for example, this next one is a list of various 
countermeasures.  So, things like passwords, media backup, employee education ... And, basically 
what I want to have you do is, just move down the list, classify each one that you think it is, if you 
happen to think that it goes in more than one, put one for the primary one that you think it goes in, 
put two for the second, third, you know, fourth.  Whether or not you face them.  And it comes all the 
way down to here.  If you can think of anything else that you think applies, go ahead and add that.  
And then come back and actually rank them from number 1 being the, the top threat, or top 
countermeasure that you think you should use, all the way down to ... And then I’ve got one for 
threats and then that’s it. 
 
Interviewee 1: Most of the security that we use right now, the servers Rich implemented so ask him. 
 
Schuessler: I’ve talked to Rich about that a little bit. 
 
Interviewee 1: He should’ve told you by now that these are his servers hasn’t he? 
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Schuessler: No, he didn’t tell me much.  We talked about this and he asked me what type of people I 
should, that I was interested in interviewing and ... Yeah, his idea on security for the most part is 
update, update, update.  Apply patches. 
 
Interviewee 1: Big time.  Apply, we apply religiously.  Um, let’s see.  So, for example, let me make 
sure that I do this correctly.  Use of passwords, for example, are they ... 
 
Schuessler: Do you think it’s a deterrence effort, or a prevention effort, a detection effort, or a 
remedy effort. 
 
Interviewee 1: Oh, I see.  I just put a tick? 
 
Schuessler: Yes, unless you think that it applies to more than one, if you do, then one, two, or three. 
 
Interviewee 1: I see. 
 
Schuessler: And then yes or no whether or not that’s something that, a countermeasure that you 
use. 
 
Interviewee 1: Remedy?  What does that mean? 
 
Schuessler: Uh, the remedy efforts.  Remember, we talked about earlier um, deterrence efforts, 
prevention efforts, detection efforts.  Remedy efforts are things like, employee, where you might 
reprimand an employee or you terminate them, something of that nature.  So, yeah, if it applies to 
more than one, just put one in the filed that you think it applies to most, and then two, and so on. 
 
 
Interviewee 1: Media backups, they prevent.  This remedy thing is a bit uh, [inaudible] 
 
Schuessler: Yeah, so like, here, do you think use of passwords is ... 
 
Interviewee 1: It’s a deterrent. 
 
Schuessler: Ok, so is that the primary ... it’s primarily a deterrent? 
 
Interviewee 1: Uh, huh 
 
Schuessler: So that would be one and that would be two. 
 
Interviewee 1: OK, I see what you are saying.  ... Consistent security policy. We use it.  It is definitely 
a deterrent. ... Use internally developed software only.  We don’t use any internally developed 
software.  Should I leave that empty? 
 
Schuessler: Uh, you can. 
 
Interviewee 1: Virus protection would be a ... prevention.  Detection.  Deterrent.  Audit ... You are 
talking about IT audit, not my time sheets and things of that nature? 
 
Schuessler: Right.  Yeah, you’re IT stuff, which could be paper based but I mean, it’s about your 
systems. 
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Interviewee 1: ‘Cause if that’s the case, I audit my time sheets religiously.  Audit procedures would 
be a prevention.  User ... Encourage ... would be a ... deterrent.  No internal Internet connections.  
What does that mean?  No internal Internet connections? 
 
Schuessler: That’s the same question that uh, guy over at the police department asked.  Uh, the way 
I read it, from the literature, was basically referring to things like wireless connections to a service 
that you don’t, you know, for example, you have an office machine that somebody puts a modem in.  
And they can dial out.  So, now they’ve got a different connection to the Internet than what you, your 
normal, you normally have.  Could get wireless connection. 
 
Interviewee 1: I have no, internal, that I know of. 
 
Schuessler: So, yeah, for example, I don’t know if you guys are standardized on you machines like 
COBA is, um, if they don’t come with modems, there better not be. 
 
Interviewee 1: Yeah, uh, we buy all the machines in this building.  So, same like COBA does, so 
there’s nothing on there that should not be on there.  You know how that changes but uh, ... I can’t 
think of any uh, internal Internet connections. I can’t think of anything.  Use shrink wrapped software 
only.  Would that refer to anything we download off of CC2? 
 
Schuessler: I, the way I interpreted it, is no, that’s different. 
 
Interviewee 1: OK.  If we were to buy something, it would be shrink wrapped.  I mean, we’re not 
going to develop it.  So, ... I would uh, ... Prevention.  Do we use it?  Occasionally.  No outside 
network connections.  I can’t ... I don’t want to leave too many of these empty ‘cause I know you’ve 
got to enter this into your ... 
 
Schuessler: No, actually, it’s, this is, again this is data validation.  So, I’m, essentially, what I am 
going to be doing is taking this list and getting rid of the ones that nobody thinks are important, 
adding the ones that people add, and then, I’ll create an online survey that will ... 
 
Interviewee 1: In that case I think I know what the answer to this is.  No internal Internet connections 
would be a major prevention. ...  That would be a ... No outside network connections.  No outside 
dial up connections.  Prevention, detection, deterrent, do I use it? No.  Outside Web connections.  
What does that mean?  What does no outside Web connections mean? 
 
Schuessler: I would assume, like an extranet. 
 
Interviewee 1: But uh, having no outside Web connections would be a prevention.  Firewall?  We 
use UNT’s firewall.  Say yes to that.  Firewall would definitely be prevention.  Deterrent.  Auto 
account logoff.  We don’t have that.  We had it.  Publish formal standards.  Monitor computer usage.  
Boy, monitor computer usage.  Shouldn’t say that aloud on campus.  We don’t do that and if we did, 
we claim absolutely no knowledge of it.  It would be uh, ... would be a deterrent.  Control of work 
stations.  Yes we do.  User workstations.  That refers to lab workstations? 
 
Schuessler: It’s in general so, I mean, in terms of your organization, so, it’s going to be different I 
would assume, faculty machines versus staff machines actual lab machines. 
 
Interviewee 1: Work stations would be a prevention.  Uh, software, a deterrent, detection.   Ethics 
training.  UNT provides.  It would be a deterrent.  It would prevent.  Now I rank them? 
 
Schuessler: Yeah, if you can think of any others, go ahead and add thos, if not, then just go ahead 
and rank them. 
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Interviewee 1: Rank in terms of which is the? 
 
Schuessler: The first, if you were going to implement these countermeasure, which is the first one 
that you would implement, then the second, and ... 
 
Interviewee 1: The first one I would implement is employee education.  Second would be ethics 
training.  The third would be a firewall.  Fourth thing I would do is make sure that all of my media is 
backed up.  Make sure I use passwords.  Consistent security policy.  This is hard to rank in this ... 
 
Schuessler: Yeah. 
 
Interviewee 1: You know, because so many that go together. 
 
Schuessler: Yeah, that’s why I think it’s going to be interesting to see, once I get enough of them 
together, I can kind of look to see what the similarities are.  And, it’s going to be interesting.   
 
Interviewee 1: Consistent security policy.  If you have a policy, then you’ve got to have a host 
intrusion, network intrusion. 
 
Schuessler: OK, doke.  This next one is a little bit shorter.  Uh, this one’s looking at uh, threats.  And 
also, internal/external, human/non-human, ... so basically just go through, if you believe this is an 
internal threat, just put an I, if you believe it’s external, put an E, if you think it’s both, put an I/E.  
Same thing for human, accidental, and then the consequences that you might face.  Whether or not 
it’s a threat that you face.  And then again, we’ll rank them.  I think there’s ... there’s fewer of these.  
There’s only 12, I believe. 
 
Interviewee 1: Under consequence, disclosure, modification, destruction, denial of use.  Should I ... 
 
Schuessler: Just basically, identify, if you think it’s one or more of those.  So, if you think it’s a 
consequence, put CON, something of that nature.  If you think it’s is a discloser, just put DISC, 
something like that. ... Yeah, if you could think of any others, if not then, just go ahead and rank 
them. 
 
Interviewee 1: So here, I was thinking, the biggest problem that I would would face or the biggest 
problem that uh, ... 
 
Schuessler: Yeah, the top, again, the same thing going from 1 down.  Uh, the top threat that you 
think you guys face.  Um, followed by the second, third. ... That it? 
 
Interviewee 1: That’s it. 
 
Schuessler: That’s it.  We’re done.  Thank you very much. 
 
END OF SESSION 
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Interview 2 
Schuessler: OK, so basically, what I am doing is I’m doing a study that’s looking at information 
systems security.  Um, specifically, I’m trying to look at the relationship, kind of a, circular 
relationship between threats and countermeasures and how threats influence our use of 
countermeasures which then in turn influences our, um, the threats that are faced.  And the effect 
that all that has on information systems security effectiveness.  Um, as far as, all I am doing right 
here is basically just validating lists of threats and countermeasures based on some of the stuff that 
I’ve seen in the literature. 
 
Interviewee 2: OK. 
 
Schuessler: And then I actually just trying to create a survey instrument that I can then go to a 
different group and survey and get their responses. 
 
Interviewee 2: OK 
 
Schuessler: So, uh, basically what I am going to do is go through threats, er, uh, scheme of 
classifying threats and a scheme of classifying countermeasures and just kind of have you talk about 
each one of those.  And then I’ll have you uh, go through a list that I’ve found in the literature and try 
to classify them based on that and rank them, and then we’ll be done. 
 
Interviewee 2: OK. 
 
Schuessler: So, to start off, I just want to get a little bit of uh, demographic stuff.  How long have you 
been here in, at UNT. 
 
Interviewee 2: At UNT, for, 19 years. 
 
Schuessler: OK, and in your current position? 
 
Interviewee 2: 13 
 
Schuessler: OK, and how long have you been in the IS field in general? 
 
Interviewee 2: Probably 16 years. 
 
Schuessler: OK, and how long has security been, somewhat of a major focus or priority? 
 
Interviewee 2: Probably only about like the last 5 or 6.  I mean it may have been a little bit longer but, 
just, it’s a lot more rampid. 
 
Schuessler: OK, and what’s your primary role that you do here? 
 
Interviewee 2: Um, desktop support and server management for the computing center. 
 
Schuessler: OK, and what’s your actual job title? 
 
Interviewee 2: Computer Systems Manager. 
 
Schuessler: Would you say it’s more, your position tends to be more managerial, or more technical, 
...? 
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Interviewee 2: It’s kind of about half and half.  It’s leaning more toward the managerial side.  Um, 
than technical.  I’m still, I have a team that works, does most of the desktops support.  But, I am still 
the server manager.  They don’t do anything with the servers. 
 
Schuessler: OK.  OK doke, well, we’ll just jump right on in as far as some of the countermeasures. 
 
Interviewee 2: OK 
 
Schuessler 2: Basically there’s a theory that was borrowed from criminology called General 
Deterrence Theory which breaks down uh, diff...if you want to apply it to countermeasures, breaks it 
down in terms of deterrence, prevention, detection, and remedies.  Um, so basically, what I’ll do is, 
I’ll define what each one of those means, one at a time, define it, give you a few examples, and then 
just kind of have you talk about that.  So, the first one is deterrence activities which are defined as 
the inhibition of criminal behavior be fear especially of punishment.  So examples include things like 
policy statements and guidelines, uh, guidelines on legitimate use of IS assets, and things like that.  
So, what type of deterrence efforts do you guys implement and use and do you think are the most 
important? 
 
Interviewee 2: Well I mean we have our university policy manual and I know like logging in to 
desktops and servers, you know, you get a pop up of what the official state use is um, that most 
people don’t read and don’t care about.  They just like, OK, and hit the OK button so they can get 
logged in.  Um, I would have to say most of them ignore the policies.  You know, there’s really not, 
until there’s some type of criminal behavior that’s been identified, we don’t really monitor their 
computer use.  You know, it’s up to the individual as to whether they’re following policy or not. 
 
Schuessler: OK.  Are there any other type of deterrent activities that you think are important? 
 
Interviewee 2: Not that, not that we use.  I mean, you know, like I said, we are very lax in that area 
and I think most areas at the university are because it’s up to an individual user to know if they are 
following the policy or not.  Yeah, there’s things that, that they’ll attempt to do and we’ll tell them it’s 
against policy but that usually, but that usually doesn’t um, you know, it’s um, that’s just up to an 
individual user.  You know, we make them aware but, but we don’t really have a lot of follow up. 
 
Schuessler: OK, the next one is prevention, uh, which is defined as a hindrance or an obstacle so 
examples of prevention efforts include things like security, using security software uh, to impeded 
unauthorized access, uh, designing physically secure IS facilities.  So, locked doors, and things like 
that.  Password access controls, things like that.  So, what type of prevention efforts do you use? 
 
Interviewee 2: Well, we do, I mean like, the area that we’re in is secure.  You have to have, you 
know, it’s controlled by a key card.  University ID that’s, that allows you into the area itself.  And then 
um, all of our individuals, the majority of our individuals have doors that are lockable.  Um, you know 
as far as PC use themselves, we’ve told them, make sure there’s a screen saver on, you know.  If 
you’ve left your office, don’t leave a computer unlocked where people can get in. 
 
Schuessler: You mean a locking screen saver? 
 
Interviewee 2: Yeah, yeah. 
 
Schuessler: OK, Uh, anything else? 
 
Interviewee 2: Not really.  You know, our people are really aware.  We’re good.  You know, if you 
see somebody wandering that you don’t recognize, we’re supposed to wear badges, most of us 
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don’t wear our badges.  But yeah, if you recognize, you know, if there’s someone you don’t 
recognize, we’re pretty good about asking. 
 
Schuessler: Yeah, when I worked for COBATech, I hated wearing my badge. 
 
Interviewee 2: That’s like some one the other day said something about our badge.  I’m like, you 
know, mine’s like at home in a drawer or something like that.  Oops. 
 
Schuessler: OK, and uh, detection.  It’s pretty much what it sounds like.  It’s the act or process of 
discovery.  So examples and things are things like looking at suspicious activity reports, uh, audits, 
virus scanning logs, and things like that. 
 
Interviewee 2: Yeah, we have access to virus scanning logs.  Our security team, they’re the ones 
that run logs for all the computers on campus and they’re really good.  You know, if something’s 
coming across that shouldn’t be, if there’s a lot of um, data traffic, we’ll get a call from the security or 
from our datacomm team, you know, saying heh, this is happening on this IP address, is it supposed 
to?  Um, you know, and so we’ll identify it, and that’s separate in each area.  You know they know 
which IPs I’m responsible for and we determine whether, what’s happening is legitimate or not.  Um, 
we don’t really have any of our own logs we look at.  Um, unauthorized detection through our severs, 
you know, we look through that but, but we have it set on pretty low threshold as far as you know, 
locking out accounts with wrong password attempts and so we can, we can trace that pretty quickly.  
You know, if some one’s getting locked out and they’re not trying to login, we know really quick. 
 
Schuessler: OK, um, and then the last one is remedy which is defined as, it’s defined as a legal 
order of preventing or addressing a wrong or enforcing a right.  Um, I don’t know how applicable it is 
in a university environment but uh, just for completeness.  Uh, examples include things like if you 
have an employee that’s accessing a site they’re not supposed to or something like that.  Uh, so 
examples would include things like reprimands, warnings, termination as well as possible criminal 
and of course civil suit.  Depending on, you know, what the violation was.  So, what types of 
remedies have you had to use or, or that you have available, you might be able to use. 
 
Interviewee 2: All of those.  I mean, reprimands, there’s been employee terminations, there’s been 
um, confiscation of equipment by the police department or outside legal entities.  You know, um, just 
depending on the severity of what, you know, when we determine that there’s something that they’ve 
been doing they’re not supposed to, typically we just, yeah, typically, my, my portion of that is, I 
never know details, I’m just told, you know, get this information off the hard drive and do this.  
There’s times if it’s internal ... 
 
Schuessler: So, go image it and ... 
 
Interviewee 2: Right, go image it and give us the image.  And, from there I never know anything.  
Then there have been some internal ones where [inaudible] like go through the hard drive and look 
for anything you might could find that looks like something we need. 
 
Schuessler: Yeah, when I worked for COBATech and had a similar situation and they just came and 
picked up the computer and, that was about all we could do. 
 
Interviewee 2: Yeah, we’ve had that.  We’re like ok, we need this computer, can you get it to us.  I’m 
like, yeah.  And we never get to know the details.  Which sometimes is better.   
 
Schuessler: Yeah.  Probably most of the time. 
 
Interviewee 2: Yeah [laughter] 
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Schuessler: OK, so that’s it as far as the countermeasures.  Uh, when we get to the end I’ll have you 
actually rank them and stuff like that. 
 
Interviewee 2: OK. 
 
Schuessler: Uh, the next part is threats and uh, there’s another researcher that basically looked at 
threats from a, several different perspectives.  Um, of internal versus external uh, human versus 
non-human, accidental versus non-accidental as well as some of the consequences.  So, I am going 
to ask you about each those and we’ll go through that. 
 
Interviewee 2: OK. 
 
Schuessler: So, the first one is internal threats.  So, um, examples are things like the result of an 
employee action or failure of an organizational process.  So, I mean, those are just a few examples.  
So, what type of internal threats do you possibly ... I should go back first.  Um, a lot of these are 
likely to overlap.  For example, you’re probably going to have internal threats that are human and or 
non-human so, I mean, there’s going to be a lot of redundancy in these.  But, as far as internal 
threats, what type of internal threats do you ... ? 
 
Interviewee 2: Well, I mean we have disgruntled employees.  Um, and then like you said, I guess, 
the accidental things that, you know, stuff happens to data or, or someone does something not 
knowing the effects it has across our whole system.  Um, and it’s kind of considered and 
external/internal.  We don’t have it quite as much on people actually bringing things from home.  
Flash drives, CDs, you know, not so much CDs.  Used to be diskettes.  You know, somebody at 
home gave them, they bring it and you know, we have virus issues there that replicate.  Um, 
internally, we really don’t, I don’t perceive that we have a lot.  You know, I mean, our employees are 
fairly well, they have a lot of freedom.  But, they know the boundaries.  You know, so, so anything 
internal I think for the most part is accidental. 
 
Schuessler: OK, um, the flip side of that being external.  So, things like natural disasters: hurricanes, 
fires, not too many hurricanes up here but you know. 
 
Interviewee 2: Tornadoes. 
 
Schuessler: Tornadoes, floods, earthquakes, hackers, or competitors.  Now, I wouldn’t expect 
competitors to be a big deal in this environment but you know, potentially hackers.  So, what type of 
external threats? 
 
Interviewee 2: Well, the hackers is one.  Weather is another.  You know. We’ve um, and even, and I 
guess it’s going back to internal a little bit, you know electrical issues. Where if you know, we’ve had 
electrical issues where it’s kind of a combination of both.  You know, some Denton feed has 
something happen and, and we’ve been you know, without electricity which, some systems are 
down, some are not.  And some of the security ones are down and then non-ones are up.  And so 
there, you know, that causes threats.  But, but weather and hackers are going to be the most really.  
And like I said, from my end, I don’t see that anymore.  Because I think our security team and our 
firewalls stop so much of that now.  We, we used to have it, you know.  I would see it daily.  And not 
so much, and the other external just um, you know, threats, just people going to sites they shouldn’t 
be to and stuff getting on the computers.  But, but again, you know, we’re, with our virus software 
that we use.  All that stuff is usually stopped before anything happens. 
 
Schuessler: OK, um, the next one is human and non-human.  So, we’ll start off with human.  Uh, 
human examples might be things like accidental, bad entry of data.  You know, they open, try to 
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open a ticket and they put somebody’s name in the wrong field or something, that type of thing.  Or 
inadequate control over media.  Things like that so.  Uh, what types of, of human threats do you ... 
 
Interviewee 2: Well we do have the inadequate controls a good one because we have people that 
you know, some friend of theirs gave them some software and it’s really cool.  You know, and they 
load that.  Then this is on a machine we’re supposed to support.  There’s problems um, they don’t 
like part of what we’ve installed.  They think, well they’ve got something better.  Um, you know, 
that’s, that’s a threat just because when we go to work on a machine that’s running a bunch of stuff 
that we haven’t authorized um ... Data deletion, [inaudible] an accidental pull something up like I 
said, make changes to, you know, several people may have rights to one file and if there’s a 
disagreement on what’s supposed to be entered, that’s you know, someone putting in what the other 
said they should be put in and just kind of that. 
 
Schuessler: OK, um.  Versus non-human.  So, things like, again, natural disasters, computer 
viruses, things like that.  So, what types of non-human threats? 
 
Interviewee 2: Coming back to the same thing again, you know, electrical issues.  Um, you know, we 
do have brown outs out here and black outs and the computers that aren’t on UPSs.  There’s 
problems there. 
 
Schuessler: They all kind of go nuts? 
 
Interviewee 2: Yeah, you know, it’s like ok, I was right in the middle of this and it’s gone.  Well, and 
yeah, and sometimes trying to recover that ... you can’t.  Um, and I guess another one too that is just 
backups.  Backups are done nightly but if there’s any problems there, you know, there’s not backups 
to do restores from.  Or if backups are done at night and some thing’s lost middle of the next 
morning, well it’s, it’s just lost.  There’s not, you know you have to try to ... 
 
Schuessler: You never have a chance to back it up. 
 
Interviewee 2: Yeah.  That has to try to be recovered.  Um, and then weather.  That’s not usually a 
big issue.  But, you know, it’s, it potentially could be. 
 
Schuessler: OK.  Um, the next one, we’re really kind of gets at intent.  So, we’re looking at 
accidental first and so accidental threats might include accidental destruction of data, accidental 
entry of bad data, things like that.  Other types of accidents.  What type of accidental threats do you 
... 
 
Interviewee 2: That’s probably the mos...you know.  Deletion of stuff on accident.  Putting in 
information that, you know, I mean, keying information in wrong is easy enough to do.  Um, you 
know, when you’re working with a lot of numbers and you know, things like that just keying in 
something wrong is easy to do and if there’s not any checks to, to see if the information is correct.  
Um ... 
 
Schuessler: What about hardware?  I mean accidental ... if you’re moving a machine and it gets 
dropped or ... 
 
Interviewee 2: Yeah, that doesn’t happen often.  We usually move our own machines because we 
had that problem with facilities when they move our machines.  Yeah, they’ve moved monitors from 
one building to the next and dropped a monitor.  Um, we’ve had one where a, the ceiling tiles had 
leaked and the computer was full of water ‘cause we actually picked it up and poured it into the trash 
can.  You know and the, and it was the hard drive and the users are supposed to backup their hard 
drives.  It’s their responsibility, that’s not ours.  Um, we tell them all information is to be up on the 
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network and they’re guaranteed to get backups and anything kept on their hard drive.  And most of 
them don’t understand and most of the stuff is on their hard drive and that’s not our responsibility.  
So, like everything on that hard drive was lost.  Um, so I guess that’s considered weather because 
its, all the rain got in the computer.  Um, yeah, dropping them.  Doesn’t happen often but it happens. 
 
Schuessler: OK, and then intentional threats.  Things like where somebody intentionally, you know, 
knocks, they want a new computer so they knock it off ... 
 
Interviewee 2: We’ve never had that, not that I know of.  We have intentional things from disgruntled 
employees that you know, are, are kind of knowing it’s coming and, and you know, we’re really... I 
don’t know that we’ve ever lost anything because of that because we’re really proactive on that.  You 
know, we’ll remove rights before employees are terminated.  You know like, it’s a coordination effort 
between, from the time they’re being told, we’re removing rights so that there’s no more access. Um 
... 
 
Schuessler: So, working with HR upfront to say ... 
 
Interviewee 2: With HR and with their supervisor, you know, I mean if their supervisor contacts me 
and says ok you know, I’m meeting with them at 4, remove rights.  And we’ve had some that if they 
know, have a feeling, they know what’s coming in that meeting, we’ll actually remove rights before 
hand.  Um, we’ve had police escorts of people, you know, I mean so, so they’ve been considered a 
threat and so we’ve had police on stand by to escort them from the building so that there aren’t any 
you know, physical problems or computer ... 
 
Schuessler: Nip it in the bud before ... 
 
Interviewee 2: Yeah, yeah. 
 
Schuessler: OK, the next one is, con, it’s the last one out of this group.  Uh, is consequences and 
they broke that into four different areas.  And the first one is disclosure.  So, in the context of 
information systems security, talk about the consequences of improper disclosure of information that 
you guys might face.  So, um, I don’t know, as far as an example, uh, somebody calls up on the 
phone and asks you some information about an employee.  You know, what are some of the issues 
of improper disclosure of information? 
 
Interviewee 2: Well, I think reprimand and termination are, I mean we’re really careful on anything 
we answer on employees.  There’s the FERPA, that the university goes by which is, you know, 
you’re not allowed to give that information.  It’s secure information.  Um, what is it, the Family... 
 
Schuessler: Yeah, I don’t remember what it stands for but I ... 
 
Interviewee 2: Something Public Access.  You know and there’s certain information you can disclose 
and some you can’t.  Everybody’s supposed to have gone, you know, there’s certain levels of stuff 
you can see on the computer that you, you don’t get that access until you’ve gone through that 
training.  You know, um. 
 
Schuessler: yeah, I remember having to do that kind of thing. 
 
Interviewee 2: Yeah, because like social security number you can’t disclose that and address and 
phone numbers and things.  Um, and I’m quite sure that you know, reprimand and termination 
would, if any of that information was disclosed, that wasn’t supposed to be, those would be in order.  
You know, just a lot of privacy stuff.  You know, there’s things that we know, things that I know that 
my team of students that work for me never have a clue.  You know, just it’s, I think a lot of that’s 
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common sense but, I’m sure if they found out then someone would talk to me.  Say, you’re not 
supposed to tell them that. 
 
Schuessler: So, it’s a ... so they don’t, it’s not an issue.  I mean, I don’t know how to phrase it.  
Basically, don’t answer, just refer it up to the boss type thing? 
 
Interviewee 2: Yeah, yeah, and like I know if people call um, if they call me to hire somebody, you 
know, I can answer very basic questions but anything in detail has to be referred to HR.  You know, 
there’s somebody else that you have to refer it to.  That’s stated in the policy manuals I think too.  
And like I said, how much people really read those and it really would just be one of those, if I 
answer something I wasn’t supposed to and they told somebody.  But I’m, I always err on the side of 
caution.  Just like, um, I can’t answer that.  Rather give them not enough information than too much. 
 
Schuessler: Exactly.  Ok, the next one is modification so what are some of the consequences of 
improper modification of data.  So, you know, faculty’s machine or something like that. 
 
Interviewee 2: Usually, just talking to them.  You know, we’ve never had a lot problem.  If there’s 
something on there that shouldn’t, supposed to, we let them know, you know, if they’re like, oh, well I 
didn’t know.  We take it off.  If there’s an argument, we go to their supervisor and then we leave it at 
that point.  You know, we leave it with their supervisor to do, to do what ever the proper procedure 
that they feel is ... You know, we’re kind of, we can kind of mandate um, but we always have the 
supervisor backing.  That you know, this is a product that we don’t support or, you know, that they’ve 
done this and it shouldn’t.  And it’s not our job to talk to that employee, it’s their supervisor’s job. 
 
Schuessler: So it’s really more of kind of an informal reprimand. 
 
Interviewee 2: Uh, huh. 
 
Schuessler: Uh, and then destruction? Uh, so what are some of the consequences of improper 
destruction of data?  Or hardware for that matter? 
 
Interviewee 2: Uh, I don’t know that we’ve ever had that.  And I guess, back to the same thing.  I 
would think, reprimand and termination could be a policy just depending on the, on the extend of 
what was destroyed. 
 
Schuessler: Depending on the degree? 
 
Interviewee 2: Yeah.  Yeah.  You know, back again it’s like, ok, if it was accidental and it could be 
recovered, but if it was something malicious, there would definitely be, you know, much more severe 
consequences than something accidental. 
 
Schuessler: OK, and then the last one is uh, denial of use.  So, um, what are some of the 
consequences of denial of use that you guys face?  Uh, for example, if somebody launched a DoS 
attack against you guys and you weren’t able to access your stuff.  Uh, or you know, even if it wasn’t 
necessarily and external attack but ... 
 
Interviewee 2: Well, internal, we have control over a lot more.  External we’ve actually had some.  
And I really can’t answer that because, you know, we do have a security team that, you know, we’re 
here, and they’re out here and they are the ones that deal with, with, you know, where ever that’s 
coming from.  We don’t ... 
 
Schuessler: So it’s really more ... 
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Interviewee 2: Well we’ve had span stacks and we have a messaging team and they’re the ones that 
deal with wherever that spam attack is coming from.  You know, and that goes both ways.  There are 
sites that we’ve been blocked from sending to because something has happened and there’s been a 
spam attack and we have a certain person on our messaging team that you know, works that out 
whether it’s incoming or outgoing.  And the same with our security team.  Any of our DoSs that we’ve 
had, you know, they’re the ones that do the research on that and, and sometimes there’s, you can 
find something and do something about it and other times you can’t.  You know, we can block what’s 
there but that’s, that’s not anything you know, like at the level that I’m at.  Because it hits further out.  
It doesn’t hit just in my area. 
 
Schuessler: Right.  Yeah, that’s interesting.  Being clocked, being blacklisted or blocked from a 
particular domain.  That, I used to work for the ISRC and one of the previous people that worked for 
it, used, signed everybody up on their listserv and somebody complained and it got to the point to 
where they were threatening to block that particular domain... 
 
Interviewee 2: Yeah, and we do that, well, ‘cause like I had a user the other day, and she’s like, ok, 
I’m trying to send something, you know, to AOL and it’s not going.  Well, yeah we were blocked 
because somebody was spamming them.  You know, we’ve, we’ve done that and you know, I’m the 
middle person there where you know I have somebody that tells me, someone else is trying to send 
something that’s saying they’re getting blocked.  You know, and then I just refer that to the person 
that takes care of that.  That does all of the mediation there. 
 
Schuessler: OK, the next part is pretty much you.  Um, again, we’ll go back to countermeasures and 
then we’ll do threats.  And so, I’ll just try to explain this to you real quick for this first part.  Um, 
basically, uh, right here, I’ve got a list of various countermeasures that uh, some of which we’ve 
talked about, but a list that I found in the literature.  So basically, what I’m going to do, is have you 
classify them as deterrent, prevention, detection, or remedy.  If you think it applies to more than one, 
put umber 1 in the one you think it applies to the most. 
 
Interviewee 2: OK. 
 
Schuessler: Number 2, or 2 in the one it applies to next and etcetera.  Uh, whether or not you use it, 
and then if you can think of any additional ones, add them.  Once you’re done with that, then you 
can come back and rank them.  Just the ones that you think are the most important, that if you were 
going to implement a countermeasure, that’s the first one you’d start with, 2, 3, 4.  I’ll let you keep 
that. 
 
Interviewee 2: OK. 
 
Schuessler: And that’s the long one. 
 
Interviewee 2: OK. 
 
Schuessler: The threats are actually shorter. 
 
Interviewee 2: Consistent security policy.  Yeah, normally.  OK, help me out now.  Use of passwords 
is a deterrent, prevention, detection, ... it’s not a, I mean, yes we use passwords on everything. 
 
Schuessler: Yeah, I am asking, what do you think, based on what we’ve talked about so far, of what 
each of those are, what, where do you think that, that goes?  If you think that it applies to more than 
one, put 1 in the one that you think it applies to most, and then 2 in the next one. 
 
Interviewee 2: OK. 
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Schuessler: So, if you think it’s a deterrent, uh, a deterrent effort, then you would place it in the 
deterrence field. 
 
Interviewee 2: OK.  Well, it’s kind of both.  I mean is it, can I do more than... 
 
Schuessler: Yeah, you can do all four if you want.  Like I said, I would just put 1 in the one that you 
think it applies to the most. 
 
Interviewee 2: OK.  ‘Cause it’s like mostly that’s a deterrent, I mean is that, am I getting that... 
 
Schuessler: Um, well if you want to go, let’s see if I can show you, we can go back and talk a little bit 
about what the actual definitions of each were. 
 
Interviewee 2: OK. 
 
Schuessler: That uh, deterrents are the inhibition of criminal activity by fear especially of 
punishment.  So, guidelines, and policies, and stuff like that.  Prevention is a hindrance or an 
obstacle.  So, locks on computer doors, password, access controls, ... 
 
Interviewee 2: OK, so it’s more of a prevention because if someone woks here and it’s an internal 
problem, the passwords not going to matter ‘cause they have a password to their computer. 
 
Schuessler: And then detection is, uh, the process of discovery.  So, suspicious activity reports, logs, 
and stuff like that. 
 
Interviewee 2: OK. 
 
Schuessler: And then remedy is punishment. 
 
Interviewee 2: OK. 
 
Schuessler: So, like I said, if you think it applies to more than one, that’s fine, there’s a number of 
those that seem that way to some people. 
 
Interviewee 2: OK.  Answers these first.  These are the easy ones. 
 
Schuessler: Yeah, it seems that’s the way a lot of people were doing them.  Kind of, when they come 
back and rank them too.  That the ones that they answered no to are typically ranked pretty low.  But 
that’s up to every individual. 
 
Interviewee 2: Monitor computer usage.  That’s going to be yes and no.  Probably more of a no.  Not 
unless we’re asked to...That’s a no...OK...OK...So, if it’s a no, OK when I’m putting over here where 
there’s deterrent, prevention, detection, like if it’s something we don’t use, just don’t there’s nothing 
to put there, correct? 
 
Schuessler: Uh, if you... 
 
Interviewee 2: I mean like, use internally developed software only.  Well, we don’t, we use, 
everything. 
 
Schuessler: Yeah, if you do not think that it is a, you know, really a relevant countermeasure, cross it 
out.  Um, if you think it is a relative countermeasure that you don’t use... 
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Interviewee 2: Well it would be but... 
 
Schuessler: Yeah, if you think that it is a relevant one, that you just don’t use, go ahead and classify 
it. 
 
Interviewee 2: OK. Yeah, I mean it just wouldn’t be feasible. 
 
Schuessler: Yeah, I, with the exception of some really highly classified government stuff, I can’t 
really imagine... 
 
Interviewee 2: yeah, yeah. 
 
Schuessler: ...that it would be applicable to most but that, that is one of the things that was in the 
literature so I included it. 
 
Interviewee 2: OK. Which is, Like you said, in some places, that’s, you wouldn’t have, that would be 
what you would have to do...OK, let’s see...OK, and help me out again here.  The one, like, because 
like, we do allow, this says no outside Web connections.  Well, that’s not something we use ‘cause I 
mean they have full access to the whole outside world. 
 
Schuessler: Um. 
 
Interviewee 2: If you use it, yes or no, I’ve answered no.  No outside Web connections so no.  Well, 
that would be answered...if you use, yes or no, no outside Web connections.  Well, yes.  ‘Cause we 
have outside Web connections? 
 
Schuessler: That’s the way I would read it. 
 
Interviewee 2: OK, ‘cause I answered those wrong then ‘cause I was like, yeah, we don’t use that 
and then it’s like, ok, we do use that ‘cause we have... 
 
Schuessler: As opposed to like there’s uh, outside, or dial up connections or something like that... 
 
Interviewee 2: Yeah, well we have that too, but yeah, these are saying no outside dial up 
connections but yes we do have that.  OK. Well if we didn’t, that would be really good.  Wouldn’t get 
a lot done but... 
 
Schuessler: Be a lot more secure. 
 
Interviewee 2: Yeah, it would definitely...so that one, like I would write that one a 1 as that’s definitely 
a prevention if we didn’t have any outside Web connections.  And that’s pretty much the same on all 
of them.  If we were just all internal, used our own software, then hey, that would be so much better.  
Ok, now the rank. 
 
Schuessler: Yeah, so in terms of countermeasures, which one you would start with, which ever one 
you think if you were building a new system or you just got hired, this is the first countermeasure that 
I’d want to make sure was implemented... 
 
Interviewee 2: OK. 
 
Schuessler: ...or implement.  And then just move on down.  Well, actually, if you can think of any 
additional ones first because you’d want to rank those as well. 
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Interviewee 2: OK.  Well, because now like this doesn’t list any types of physical access.  Would that 
be one that you would want listed?  As a others? 
 
Schuessler: Uh, absolutely. 
 
Interviewee 2: Yeah, ‘cause I know in our case, that’s, that’s a big one.  Um, you know just every 
room has its own key and...that’s more of a prevention.  I mean we still have people break in but that 
more of a deterrent probably...OK...I would like to be nice and say a No external internet 
connections, none of this... 
 
Schuessler: If you can rid of that and get rid of users, you’d be set. 
 
Interviewee 2: I know.  It’s like, here’s your computer, it has a hard drive, you have no connection to 
anything.  That would be really nice.   
 
Schuessler: It’s like I’ve told people on occasions, the university would be great if it weren’t for 
faculty and students. 
 
Interviewee 2: That is correct.  Or staff for that matter.  They cause us problems.  I don’t have to deal 
with any faculty really...Yeah, ‘cause like some of these, you know, for most places they wouldn’t 
even be feasible... 
 
Schuessler: That’s sort of the... 
 
Interviewee 2: I mean it would be really nice but then what could you do? 
 
Schuessler: ... it’s sort of the goal of this process.  Like I said, these were listed in the literature and 
I’m trying to validate them and, for my survey instrument, so that I can include the ones that are 
relevant and not worry about the ones that aren’t. 
 
Interviewee 2: Yeah.  Because yeah, like you said, you know, other than some really secure, 
government places, you know, no one’s going to use only internally developed software.  You know, 
and then, you’ll have some smaller businesses that can use shrink wrapped software only but...OK, 
wow, that was kind of hard.  OK. 
 
Schuessler: OK doke, and the last part is a little bit shorter.  It’s the uh, the threat side of things.  And 
it’s basically the same thing.  There is nothing on that page so, unless you can... 
 
Interviewee 2: OK. 
 
Schuessler: ...think of anything you need to add.  Um, and basically, internal/external, so if you think 
it’s an internal threat, just put E, if you think it’s both, put and I/E, and same thing for human/non-
human, accidental/non-accidental and then what the types of consequences might be.  If you think 
it’s a disclosure or modification or destruction or denial of use.  Uh, if you think it’s more than one, 
write multiple ones down.  Then whether or not you face them, whether or not can think of any 
additional ones, and then rank them. 
 
Interviewee 2: OK. 
 
Schuessler: There’s only I think 12 of those so it should go a little bit quicker. 
 
Interviewee 2: OK. 
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Schuessler: As far as how they’re listed, they’re listed and then I tried to give you a couple of 
examples and ... 
 
Interviewee 2: OK, accidents, mistakes, that’s like internal.  And typically, that’s human.  Sometimes 
it’s computer failure but then that’s not...OK and now explain again the consequence like if the 
[inaudible] human failures internal and its human, it can be accidental or non-accidental. 
 
Schuessler: Yeah, what do you think some of the consequences might be um, given an act of 
human error or failure. 
 
Interviewee 2: OK. 
 
Schuessler: Um, could that lead to disclosure, improper disclosure of information, could that lead to 
improper modification of information. 
 
Interviewee 2: OK, OK,OK, yeah.  So... 
 
Actually, if you want to make it easier, let’s just put a 1, a 1, like a 1, 2, 3, & 4. 
 
Interviewee 2: OK, OK, and then just put those in?  And then the face is what? 
 
Schuessler: Uh, is that a threat that you face.  So, yes or no. 
 
Interviewee 2: Oh yeah...deliberate acts...yeah, we’ve had some internal ones too.  Like to think we 
haven’t but...Now are these oh, ok, that’s different.  When I look at this weather one, forces of nature 
stuff and I know we’ve had all these big, meeting things on, what is it, the Bird-Flu.  We’re supposed 
to act like there’s a pandemic and do all that.  That’s not really a force of nature.  But, that’s, you 
know, like I said, we’ve had big scenarios.  We have to get in these big group meetings and OK, if 
there’s a pandemic and the university’s closed and if you have to work from home and 
blablablablabla.  I guess that could be considered an other?  Pandemics?  ‘Cause that’s what 
they’ve been calling them.  Or would you... 
 
Schuessler: I would, yeah, I mean I don’t, it’s not exactly a natural disaster... 
 
Interviewee 2: Yeah.  OK, well I added it as a other because and like I said, that just came to mind 
because I know that I am on part of the committee for... 
 
Schuessler: It’s interesting because I was talking to, one of the other interviews, uh, was with 
Ramu... 
 
Interviewee 2: Oh yeah, I know Ramu. 
 
Schuessler: ...and he was talking about that.  He didn’t bring it up in the same context uh, but... 
 
Interviewee 2: Yeah I just didn’t even think about it.  But, when I’m looking at this, and I thought, OK 
‘cause if there’s a fire in this building’s shut down, we have to do this and we’ve been in all these 
meetings on these pandemics... 
 
Schuessler: ...yeah, he was talking about all of the contingency plans that he has to come up with for 
that type of... 
 
Interviewee 2: Yeah, and we’ve had a bunch of those.  So, forces of nature are typically non-human. 



107 
 

 
Schuessler: Hopefully.  ‘Til we figure out a way to control the weather. 
 
Interviewee 2: That’s right.  That’s typically an accident. 
 
Schuessler: Actually, have you heard about the Chinese supposedly.  They can control the rain.  
They’re going to seed the skies for the Olympics.  To make sure that it doesn’t rain. 
 
Interviewee 2: Well, ok, that would be... 
 
Schuessler: I’m looking forward to seeing... 
 
Interviewee 2: Interesting. 
 
Schuessler: I’m looking forward to seeing how it works out. 
 
Interviewee 2: To see if how much rain there is. 
 
Schuessler: Do you think the things like contingency planning for things like pandemics and stuff, do 
you think that’s because it’s a governmental agency or the size of the university or ... 
 
Interviewee 2: I think maybe both.  And I’m really bad ‘cause I don’t ever take that stuff serious just 
because, I’ve been here long enough to know if it happens, nothing we have in writing, nothing that’s 
written down, will be followed.  It’s just ... 
 
Schuessler: You’re going to take the booklet to hold door open so everybody can get out. 
 
Interviewee 2: Yes.  I mean so, it’s like when it actually happens on paper, theoretically it looks 
incredible.  You know, step one through whatever.  And, but it never works like that.  You know, I 
mean kind of like with any disaster recovery plan I think, theoretically it looks good.  And you can use 
a lot of it but it’s some guidelines and you’re going to have to do a lot of deviation from that.  And my 
theory is ... 
 
Schuessler: Because if you knew what to expect, you would have been able to plan around it. 
 
Interviewee 2: Right.  And my theory is all of us have been here long enough, we know our jobs very 
well.  It would work.  And these would be general guidelines.  And kind of the same thing with the 
pandemic.  You know.  They’re like, oh, well, you know if you can’t get to the university and 
blablabla, well my first thought is I’m going to be worried about my family and the university can wait.  
My job does not come first.  You can give me this booklet but, my family will be my first concern and 
then I’ll let you know if I have time to work to work on getting the university back up and if that, the 
pandemic was an issue, who’s going to be like, oh my gosh, the university has to be back up 
because they’re all going to be worried about their families too.  You know, it’s not like you’re going 
to drop your family and everybody get the university back up and running because no one’s going to 
really care.  So, it’s like...  But yeah, they kind of, it just kind of came out of the blue when it came 
out.  I think probably, I think government organizations is probably a part of it because I think, you 
know, all the other non-educational government agencies had to do something like that and so it’s 
kind of mandated you know, if this were to really happen, what are you going to do? 
 
Schuessler: OK. 
 
Interviewee 2: Outdated technology... 
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Schuessler: I’ve heard that a time or two too. 
 
Interviewee 2: I think that’s the general consensus...and you can put human and non-human there. 
 
Schuessler: I’ve heard that a time or two too. 
 
Interviewee 2: It’s amazing how the university, everybody pretty much thinks the same...accident or 
non-accident.  OK, and then rank these also in... 
 
Schuessler: From the uh, the first, the threat that you think is the most serious that you guys face, 
and then... 
 
Interviewee 2: OK, well ones that we face more or the one that, ‘cause like some of these are 
serious but it’s not something we’ve ever had to face or... 
 
Schuessler: I would tend, the way I would rank it would be the one that you think is the most 
serious... 
 
Interviewee 2: Whether we’ve ever had to face it yet or not or... 
 
Schuessler: ...not in terms of whether or not you’ve never had to face it, in terms of um... 
 
Interviewee 2: Causing the most destruction, most disruption of stuff? 
 
Schuessler: ...yeah, what’s going to be the most damaging... 
 
Interviewee 2: I’ll put my pandemic last ‘cause I’m not going to care when I get to that point. 
 
Schuessler: OK-doke, that is it. 
Interviewee 2: OK. 
Schuessler: Thank you very much. 
 
END OF SESSION 
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Interview 3 
Schuessler: It's a study about Information Systems Security Effectiveness and looking at the use of 
threats and the impact that it has on countermeasures, that we implement countermeasures in 
response to those threats and how those two work together and their effect on information systems 
security effectiveness.  So, basically, all I am going to do is ask you a few questions about uh, a few 
demographic type stuff, then ask you about some of the threats, ask you about some of the 
countermeasures and uh, then just kind of have you rank them and classify them. 
 
Interviewee 3: OK 
 
Schuessler: So, how long have you been in, at North Texas? 
 
Interviewee 3: Since 1980. 
 
Schuessler: So ... 27-28? 
 
Interviewee 3: 27 years 
 
Schuessler: 27 years.  So, I’ll put you there.  Uh, and how long have you been in your current 
position? 
 
Interviewee 3: Uh, 27, the same yeah. 
 
Schuessler: OK, and how long have you been in the IS field in general? 
 
Interviewee 3: Uh, about 32 years. 
 
Schuessler: And how long has security been an issue, something that you’ve had to deal with or ...? 
 
Interviewee 3: 32 years 
 
Schuessler:  Same time. 
 
Interviewee 3: [laughter] 
 
Schuessler: Similar answers as Mike so far. 
 
Interviewee 3: That’s right. 
 
Schuessler: Um, and what is your primary role in the organization? 
 
Interviewee 3: I’m the Assistant Dean of Operations. 
 
Schuessler: And that’s your actual title? 
 
Interviewee 3: That’s my actual title and I’m, um, over the technology department in the College of 
Business. 
 
Schuessler: OK, so basically, I’m going to go through um, some of the various, uh, uh, 
countermeasures first, and just talk about them and basically, there has been some literature um, 
out there that kind of frames countermeasures in four different categories of deterrence, prevention, 
detection, and remedy.  And so basically what I am going to do give you a definition of one, and just 
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kind of have you talk about it.  Um, of what your ideas are about and how you think about it.  So, the 
first one is deterrence and deterrence activities are defined as the inhibition of criminal behavior by 
fear especially punishment.  So example might include policy statements and guidelines, guidelines 
of legitimate use of IS assets, and things like that.  So, kind of talk about deterrent efforts.  How we 
use them to protect COBA’s information systems. 
 
Interviewee 3: Well, obviously, there are state laws, University policies, and procedures with anyone 
working with the technology in the college of business is part of that big family.  Uh, as far as within 
the college, we do a background check when we hire people and make sure that they’re trustworthy 
and all of that.  And then they understand from day one that that behavior will not be tolerated.  
Either they’re part-time or not full-time people.  Uh, but I think it would be very harsh if anybody is 
misusing any information, not just on our systems but it expands all the way to the faculty offices and 
the behavior when you go in somebody’s office all the way to what you can look and see.  And, we 
are very very strict with it.  And we haven’t had to fire anybody, dismiss anybody because of that.  
And I think our systems anyway works well because we don’t get any complaints from faculty or 
anybody as far as people misusing or doing something or stealing something.  So we take it very 
seriously. 
 
Schuessler: OK.  Uh, is there anything else as far as deterrent efforts that you might, that comes to 
mind? 
 
Interviewee 3: Now as far as deterrent, I’m looking at it as far as the people are working for me.  
Within the system where they have maybe master key as well as some of the administrative 
accounts and those kinds of things.  Now if you take it outside of that group of people, somebody 
hacking in and getting into the systems or those kinds of things, obviously again, it is part of the 
University’s policies that the student is doing something they would get dismissed from the university 
or class or program depending on the severity of ... So, us, I think we’re depending on the, our 
security systems to make sure that those kinds of things don’t happen.  Trying to lock everything 
down. 
 
Schuessler: OK, um, one of the other classifications is prevention which is defined as a hindrance or 
an obstacle.  So, examples of preventive efforts might include security software to impede 
unauthorized access to and use of IS assets.  Designing physically secure IS facilities.  Putting locks 
on computer room doors and password controls, and stuff like that.  So, talk about, you know, how 
do we go about implementing stuff like that?  How do we make decisions about what preventive 
controls to use versus what not to use, that type of thing. 
 
Interviewee 3:  Well, preventive controls.  You have to be very careful.  You just have to first decide 
what are you trying to safeguard and what’s the value of it and all that stuff.  And, you don’t want to 
do an overboard in locking everything down so that people can’t have access to their files from 
Internet and print something from home or to the printers here.  You could very, very tight and 
people can't do their work.  So there are two sides of this thing and being in a university 
environment, college of business, we have to find a good balance of letting people have access to 
the information, do their work, but at the same time have it secured.  Uh, in our computer labs and 
facilities for instance, we have put in alarms in place and security cameras and connected to the 
police office, police station, and since 1980’s we haven’t lost any equipment from those areas.  Our 
server room is very secure.  Uh, again, behind a locked, alarmed areas.  Small closet but it is very 
secure area.  Only the people have access to it can get into it.  Uh, but besides the physical, what 
makes it difficult for us, just like any other place obviously is that faculty do tend to work 24 hours or 
late nights and weekends and securing the facilities becomes difficult.  You know, you can’t lock the 
place down and have the security guards walking around so people still have their D drives and 
computers, they leave it on for remote access and as well as they have things on their desks, 
drawers, thumb drives, and those kinds of things with a lot of data.  And, it’s very difficult to secure 
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those kinds of things and hopefully we just changed all of the locks recently just to make sure that 
key systems are new and some of the state of the art.  That they cannot duplicate the keys.  So we 
do those kinds of things.  Uh, but our password protections  and those kinds of things are I think is 
working out very well for who has what rights to what types of uh, what part of the storage areas.  
We’re keeping faculty and students and their file systems separate from each other and so, I think it 
works well.  As far as we know, it works well. [laughter] 
 
Schuessler:  Yeah, you don’t know about the breaches that you don’t know about. 
 
Interviewee 3: That’s right [laughter] 
 
Schuessler:  OK, uh, the next one is detection which is defined as the act or process of discovery.  
So examples include um, suspicious activity reports, system audits, virus scanning, trying to find out 
the stuff that you don’t know about. So, talk about that. 
 
Interviewee 3: It doesn’t matter how secure you got your environment.  There’s always going to be 
breach, I mean somebody going to find it if they really want something badly.  And, uh, in some ways 
we’re very lucky in the ways that I think we do not house very, very valuable information beyond the 
tests perhaps.  Uh, student grades and student information are on the other side of the university 
and behind firewalls and those kinds of things as far as the university goes.  But we don’t keep any 
valuable information here and faculty tests and those kinds of things are responsibility of each 
individual faculty.  We encourage everybody to put it on their H drive where we have it secured, on 
the network drive where we back it up regularly and secure it as possible, as much as possible.  But 
breaches is something very difficult to find and identify but uh... I think some things that we do is to 
kind of login with the accounts that they’re not supposed to be having certain rights to the certain 
areas of the servers and just to see how far can you get without it.  And, uh, we ask faculty to let us 
know if they see anything, uh, suspicious or if anybody opened their files and those kinds of things.  
But, it is very difficult to uh, know if somebody is in there and doing something. 
 
Schuessler: Ok, and the last one, as far as, in this line is remedy which is defined as a legal order of 
preventing or redressing a wrong or enforcing a right.  So, it includes things like reprimanding 
somebody or warning, or termination, as well as criminal or civil suits against somebody.  So it’s 
basically a way for an organization to seek something some kind of restitution if something actually 
happened. 
 
Interviewee 3: Sure.  I think that again depends on the severity of the, what the breach was.  Uh, or 
is, and obviously everything is so serious, even the minor things that you caught it soon, it didn’t cost 
you so much because it was early in the game.  However, in my mind, it’s not the size of the losses 
or what the breach was, it is the intent.  And if somebody is just testing and trying it out and if they’re 
successful, they’re going to take it to the next level and next level.  So it doesn’t matter how simple it 
is or how big it is.  I feel like the response should be very swift and punished in an appropriate way.  I 
think at least you have to let that person go immediately.  Change the locks, don’t let them know that 
your laying that person off.  Old days we just used to walk in in the morning and tell the person “don’t 
go in there, give me your keys, and here’s your stuff, and bye” type of, in the mainframes and those 
kinds of environments.  So, it is very serious and I think some people make a mistake saying uh, this 
was nothing.  You know “they shouldn’t be doing this but I mean, it’s just not a big deal”, but it’s just 
a deal. It actually is the personality and the kind of person that is doing those kinds of thing and...  
It’s a, it’s a very important to be able to immediately take care of it. 
 
Schuessler: OK, that’s it as far as the counter measures.  Now we’re going to look at it from the 
other perspective.  Of threats.  Um, and basically there’s a lady named Karen Loche that kind of 
framed threats from a few different perspectives and they’re not mutually exclusive.  Um, that 
basically she looked at threats as being either internal or external, human or non-human, um, and 
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let’s see, what was the other one, uh, accidental versus intentional.  So, you know, a lot of times, a 
threat is going to be say internal and human, and accidental.  You know, I mean, that’s a possible 
possibility of it, of a particular threat. So basically, I’m going to ask you about each type of threats, 
what types of threats, what types of threats do you perceive as being the types of threats we might 
face here, here at COBA.  So internal threats, um, so, an example might be, uh, a threat as a result 
of an employee action or failure of an organizational process.  So talk about internal threats. 
 
Interviewee 3: Well, I think of internal threats are, in my mind, are the most important ones because 
you hear it and see it all the time internally if you don’t have things secured and if you have people 
that they’re willing to do something destructive, delete things, or destroy things.  Uh, it’s very hard to, 
you know, control that kind of behavior because they’re working with you, they’re within.  Uh, so that 
makes it very, very difficult to deal with the internal issues, internal threats.  However, I think you can 
go back to the previous answers if you do good back-ground checks and if you really work with the 
people: what’s acceptable, what’s not acceptable behavior and those kinds of things.  Uh, you could 
try to help people not get even thinking about those kinds of things, hopefully.  But, if there are 
people in your organization going to do things behind your back, they are going to find ways of doing 
it.  Just one example, that European bank lost billions and billions of dollars in one trader.  You 
know, it’s an internal threat right there and how you know and what types of systems you should 
have had in place to be able to prevent that.  Very, very difficult.  Andy sometimes you just have to 
trust the people that doing the right thing.  And humans are a very important part of this. 
 
Schuessler:  OK, as far as external threats? 
 
Interviewee 3:  External threats in my mind are... 
 
Schuessler:  Let me give you a few examples first.  Uh, things like natural disasters: hurricanes, 
fires, floods, earthquakes. 
 
Interviewee 3:  Well those are the kinds of things again uh, pretty much, uh have related to the 
facilities and securing things.  Having backup systems obviously and backup tapes and those kinds 
of things off site.  How quickly you going to be able to recover from that obviously those are the 
kinds of threats you don’t know when it’s going to hit you and if you’re ready.  So you should be able 
to prepare not just getting the systems up, but how quickly you’re going to be able to put everything 
functional again.  And that takes a lot of planning and I think a lot of us in that areas, it’s kind of a 
weak as far as how they respond to them.  Now trying to prevent those kinds of things obviously you 
could build stronger buildings and don’t put computing centers and servers into the basements 
where you might have flooding and... But, you could do a lot of things to be able to deal with those 
as an external threat to the physical facilities.  Uh, but when they happen, I think the key thing is 
being ready to be able to rebuild it again quickly. 
 
Schuessler: OK, um, from looking at it from a perpetrator perspective, uh, human threats versus no-
human threats.  Talk about non-human threats now. 
 
Interviewee 3: Well, human threats, of internal or external? 
 
Schuessler:  It, a, it could be either one.  These are things like bad data entry or inadequate control 
over media, things like that. 
 
Interviewee 3: Yeah, well, it’s a, truly, I look at all of those kinds of things as human weakness.  And, 
if you have people that they really don’t care about their work, they’re going to type in things wrong, 
they don’t pay attention, they’re listening [to] music or talking to other people when they’re doing 
their work and those kinds of things again should be immediately taken care [of].  More you keep 
those kinds of people in place, the problems [are] going to happen, accidently somebody’s going to 
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delete something.  But, they way again, truly you can’t prevent that, human errors are going to 
happened and that’s why you have to have good backup systems or your systems need to be in 
place where you have multiple files are updates regularly at the same time.  So that if something 
happens to one side, the other side will be there.  So, human errors and human problems threats are 
the worst I think as far as day to day, everyday, could be possible.  But the other kind, you think it’s 
going to happen one every ten years or something.  But, the human threat, the accidents and those 
kinds of things, is just everyday, you could be attacked by that. 
 
Schuessler: OK, um, the next one is non-human threats.  So again, like I was talking about earlier, 
some of these kind of overlap.  Uh, so examples are natural disasters, computer viruses and ... 
 
Interviewee 3: Well, those are a little bit different types of things.  Uh, disasters again, uh, when it 
happens, uh, it will be devastating.  As far as whole operation, depending on the severity.  Whole 
data-centers or the whole building could be gone.  Fire or something could happen all of a sudden 
everything was in the building.  Versus viruses, virus threats, or something is going to delete 
something or somebody is changing something but it is not as severe as uh, the major disaster like 
big fire or flood obviously.  Uh, but it is, it happens more on the virus side.  I think, we spend a lot of 
money and time trying to keep up to date with the new versus of the softwares and making sure that 
everything’s safe.  It’s not cheap.  It’s very expensive and because of that, I think most of us are not 
having enough time to truly do disaster recovery plans and those kinds of things because we’re 
dealing with the small threats, constantly trying to patch, put a plug here, put a plug there.  But when 
the big, you know, river comes down, those plugs, they’re not going to be that good.  You need to be 
able to rebuild the whole system again.  And most of us are really not prepared for that I don’t think. 
 
Schuessler: OK, and the last two really kind of focus on the intent.  Uh, of a threat.  So the first one 
is accidental threats and so, perhaps the accidental destruction of data by an employee or accidental 
entry of bad data.  Us, so basically, accidents as opposed to intentional.  So... 
 
Interviewee 3: Well, the accident of uh, little types of things that in our operation we don’t really see 
that much of that.  Uh, because of our environment.  Uh, we don’t doo too much data entry and uh... 
 
Schuessler:  Well, it can apply to other things too though.  Uh, you know, dropping computer 
equipment, I mean, it’s an accident, somebody doesn’t intentionally drop a monitor um... 
 
Interviewee 3: Right, well it a, again, accidents will happen.  You just have to be ready to deal with 
the accidents.  That’s the thing.  That’s why you get an insurance policies.  And you can’t be sure 
you’re going to get home safely today once you get in the car.  So, those kinds of thing [are] going to 
happen.  However, the key thing here I think, if it’s happening too many times by [the] same people, I 
think that should be treated very seriously saying “we don’t need that kind of person in this 
operation.”  Keep them outside or keep that person outside.  And, first time it happens I think you 
need to let those people know that should be very careful and hopefully you have a way to recover.  
If it’s in hardware, you have another one as a backup to be able to keep the operation going.  If it’s a 
data entry, immediately I would have somebody checking the rest of the files to make sure 
everything is ok, entered correctly.  If there’s a pattern of a lot of errors and a lot of mistakes, that 
person needs to go.  Uh, so, uh, but sometimes some of the things are easier to know that there’s an 
error.  There, something happened like dropping a computer, hopefully, you could fix it immediately.  
And unfortunately some of the other kinds of things uh, and errors, data entry, deleting files, deleting 
records, uh, somebody doing something, you might not know [the] problem [for] several months 
down the road and it could be too late.  That person already left or they already did what they were 
trying to do and, and how you are going to deal with that situation becomes very, very difficult.  That 
could be [a] lot of information about your customers or your students.  How are you going to notify 
the people about that and what consequences are going to have on you so it’s a big issue, big deal.  
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But if that person is still working in your operation, obviously, that’s the kind of thing that I think it’s 
accidental but still I, I take it seriously.  But they need to be dealt with swiftly. 
 
Schuessler: OK, and then the last one is intentional threats so uh, they intentionally destroy data, 
they intentionally enter bad data, they intentionally are dropping computers. 
 
Interviewee 3: Oh, we don’t have people like that in the world do we?  Why would they want to do 
intentional ... [laughter] 
 
Schuessler: You would hope not.  Unfortunately, ... 
 
Interviewee 3: Well, then you’re in deep trouble.  Uh, you just...that’s the kind of thing that it just is, 
that it becomes part of not just a management issue, but the team issue.  You need to make sure 
that your operation ... everybody is watching everybody.  Uh, it could be a friend but if you see 
somebody doing something, hopefully you have a culture in the organization that’s saying that that’s 
not, that we can’t tolerate that immediately.  Everybody’s empowered to be able to do something.  
Otherwise, you’re not going to know what somebody’s doing.  And, most of the time, those kinds of 
people brag or talk to somebody and somebody else is not reporting it, is equally, to me, they knew it 
and if they didn’t report it or if they didn’t do something about it, is also absolutely a big problem.  So, 
but again, those are the kinds of things [that] develop from people not being happy or they feel like 
they [were] mistreated and everybody hates them and you’re not giving them a raise because you 
don’t like them.  Those kinds of things that you need to make sure that you’re keeping an eye on 
those people. [Because] somebody’s reprimanded and you didn’t give them a raise for one year 
because they were doing a lot of errors, are they going to escalate it to the next level.  And, how do 
you deal with that?  It’s a serious business. 
 
Schuessler: OK-doke, the last parts, basically, I’m just going to hand this to you and go through it.  
I’ve basically got a list of threats and a list of countermeasures.  And I basically just want you to 
classify them into, well, let me, it’d be better if I just showed it to you.  So basically this is just a list of 
countermeasures, various countermeasures out there.  And just classify it as whether or not you 
think it is a deterrent effort, or a prevention, or detection, or remedy.  Um, and then whether or not 
you use them, and what rank you, you might give that compared to the others.  So, it might be easier 
to classify them first and then go back and rank them and then I’ll tell you about the next list. 
 
Interviewee 3: OK, oh, this is just...is this one? 
 
Schuessler: It’s is that one and that one. And then if you can think of any others, we’ll add those.  
And then the others are, uh, actual threats. 
 
Interviewee 3: So these are the one’s here? 
 
Schuessler:  Yes. 
 
Interviewee 3: OK, you want me to do this now? 
 
Schuessler:  Yeah. 
 
Interviewee 3: Alright.  Uh, I have to come back and rank them. 
 
Schuessler: Yeah, I would probably go through and classify them first and then rank them. 
 
Interviewee 3: You only select one? 
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Schuessler: Yes and whether or not you use it. 
 
Interviewee 3: Or should I yes? 
 
Schuessler: You can just check it. 
 
Interviewee 3: Yeah. Education. Security policy. Is this means, you don’t trust the external software?  
Is this a trust issue?  You use internally developed software? 
 
Schuessler: Yeah, essentially you don’t have to worry about updates or anything like that because 
um, you’re the ones doing the updates so. 
 
Interviewee 3: [inaudible] detection problem. Audit process, you want to detect things after the fact.  
Encouraging violations reporting.  OK, reporting itself is a detection but encouraging is deterrent.  
Am I looking at the encouragement side of it? 
 
Schuessler: Yes. 
 
Interviewee 3: No internal Internet connections. I guess that could be after something happening...it 
could be a remedy [laughter].  Alright, no internal ... deterrence.  Use shrink wrapped 
software...again, that’s a deterrent. No outside network connections...deterrent, prevention.  Got no 
outside dial up connections...Web connections.  See firewalls could be detection as well as 
prevention.  Deterrent, host intrusion detection.  Host intrusion detection.  You have it in place so 
you are trying to prevent.  You’re not talking about the detection itself, right?  You have the system in 
place to detect network intrusion.  Network intrusion detection so you’re preventing it.  If that system 
works, you have a detection that’s a detection type of thing.  I’m assuming you’re saying network 
intrusion detection software.  Account logoff.  That could be again...none of these are, to me, unless 
if it really happened before that there were something that you were trying to fix it.  But having a 
logoff is a prevention.  Publish formal standards, uh...again prevention.  Monitor computer 
usage...uh, if you let people know that you’re monitoring, you’re deterring them or preventing it.  But 
if you find something, they’re doing something wrong, that’s a detection so I’m going to say by telling 
people that you’re doing that, that you’re deterring them to do something bad.  Control 
workstations...prevent.  Ethics training ... again, it’s a...ethics training to me is prevention.  How do I 
do?  I didn’t put anything under remedy because I’m assuming we’re dealing with putting the stuff in 
there.  Uh, firewalls and all that kind of stuff.  The reason you put it in there, you’re trying to prevent 
somebody from not coming in.  Alright, ranking end-wise.  Is it going to be one through eighteen type 
of thing? 
 
Schuessler: Uh, yeah. 
 
Interviewee 3: OK, again, this is in some ways, this should be a ranking of deterrents versus...but 
you’re going after what’s most important for the organization. 
 
Schuessler: Right, in your opinion, what would be the thing that you think would be the first um, the 
first countermeasure that you, you would want to implement, then the second one, the third... 
 
Interviewee 3: OK, well I’m going to take some different approach than probably, because I truly 
believe you have to train people.  If you don’t have the right people, it doesn’t matter how much of a 
firewall you got, it’s not going to work.  And once I take care of that, a lot of stuff is becoming media 
backup is very important.  Passwords are very important.  Consistent security policies...virus 
protection software ... [inaudible] ... this is very important ... alright, where are we?  Nine...you’re 
going to get all kinds of things on these aren’t you?  Everything else is pretty much ... That’s the last 
thing I think, in my mind.  Where are we, sixteen?  No internal Internet connection, geez.  They’re 
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pretty close at the end anyway.  All right.  Done.  Oh.  Do we use it or not?  Use internal no, virus 
protection, audit procedures, encourage ... We don’t use it anymore but we always had them so I’m 
not checking it because if people need it, we will give them a dial up connection.  No outside Web, 
firewall, we use them, host intrusion detection, I’m not sure what we got on there.  I guess we check 
there.  Audit logs, auto account logoff, some areas we do.  Publish formal standards, uh, monitor 
computer usage, control work stations, we do that in the labs.  And we do that.  There you go. 
 
Schuessler: And could you think of any others? Or what comes to mind? 
 
Interviewee 3: Uh, now, you asked some questions about disasters and those kinds of things.  Is it 
beyond this? 
 
Schuessler: That’s on this next part. 
 
Interviewee 3: Oh, OK.  OK. 
 
Schuessler: Yeah, these are the countermeasures that you would put in place so, something like 
backups you would put in place in case you a natural disaster.  So that you could restore your 
information. 
 
Interviewee 3: Alright.  That’s pretty good. 
 
Schuesssler: OK, and this is the last part.  This is the other side of things.  Threats.  Uh, so again, 
you’re classifying each one of these as being either internal or external, and either human or non-
human, and either accident or non-accident.  And then again, is this a threat that you face, yes or no, 
and then after your done go ahead and rank those. 
 
Interviewee 3: OK. 
 
Schuessler: So basically, you’re going to have entries in all the columns, or all three of those. 
 
Interviewee 3: OK, I would recommend you take this out.  Parentheses, oh you got a whole bunch of 
parentheses, OK.  Act of human error or failure. 
 
Schuessler:  Yeah, I was just trying to give you an example so you might see the types of things that 
might, that might represent. 
 
Interviewee 3: Well, if you’re asking for in single deal, these are, yes, it is an accident and human, 
you mean you can select multiple? 
 
Schuessler: Yeah, it’s going to, it’s going to be either internal, this is going to be either I or E. 
 
Interviewee 3: Oh, OK.  So you fill them, not just one. 
 
Schuessler: Right. 
 
Interviewee 3: OK, I’m sorry. I was thinking that it applies to all of them.  So, human error failure, well 
it could internal/external, depending on your operation. 
 
Schuessler: OK, so just put I/E. 
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Interviewee 3: Right, I want you to know that if you’re in a bank or something, your customer comes 
in and does something wrong or your student coming in external, so there’s a I/E, human or non-
human, human, is this what you want? 
 
Schuessler: Yes. 
 
Interviewee 3: OK, accident or non-accident.  Uh, what was this? 
 
Schuessler: Is that a threat that you face? 
 
Interviewee 3: Oh, OK.  Uh, absolutely.  Yes. Compromise, piracy, copyright, in most cases it would 
be internal in ours.  And compromise, human, uh, non-accident, somebody get it wanting it badly.  
Uh, I would say yes.  I/E again, it could be that human, uh, it’s a non-accident but it could be an 
accident if you don’t have the rights associate properly people could end up going into places like, “I 
shouldn’t be seeing this but.” 
 
Schuessler:  If you think it applies to both, do, the slash. 
 
Interviewee 3: Uh, well would that make it understandable is what I’m saying. 
 
Schuessler: Yeah 
 
Interviewee 3: Because, if somebody does, shouldn’t have the rights to payroll files and they’re 
seeing it accidently, and all of a sudden it’s going to encourage them to check it more often and do 
something with it perhaps.  Faced? I don’t think so.  Now here is the thing.  I need to read carefully.  
Deliberate act.  So, it’s not an accidental anymore when it’s a deliberate act.  Right? [laughter] 
Deliberate acts, so it’s not an accidental.  So you’re actually getting deliberate acts of extortion, 
blackmail, it could be either external/internal, somebody’s girlfriend/boyfriend ... uh, non-accidental.  
No, we haven’t. Overt acts of sabotage or vandalism.  Uh, internal or external.  Human, non-
accidental.  I’d say no, we’ve been pretty lucky people don’t destroy anything in the building.  
Deliberate act of internal/external.  Mostly internal.  Human, deliberate, non-accidental. And we’ve 
been lucky.  Deliberate software attacks.  Internal/External, human, non-accidental.  Again, it could 
be ...  
 
Schuessler: That’s a human or non-human one. 
 
Interviewee 3: Hmmm?  Human or non-human? 
 
Schuessler: Yeah.  Is that what you’re saying?  It could be either one? 
 
Interviewee 3: Well, I was going to say uh, if somebody is trying to deliberately start a fire, that’s a 
human, but if it’s lightning, you see, so I could say human if they start it.  If somebody gets made at 
you and burns the place down.  Uh, forces of nature, since we are talking about forces of nature, I 
am going to assume it is an accidental.  I think you need to clarify a little bit but forces of nature 
takes care of that.  If it’s a force of nature it’s not, I think you covered it there.  It’s happening from 
the nature. 
 
Schuessler: It’s actually how it was addressed in prior studies. 
 
Interviewee 3: OK, forces of nature, right.  Well, we all face that.  We don’t not [laughter].  Someone 
is watching us. 
 
Schuessler: The government’s not exempt? 
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Interviewee 3: No.  Quality of service.  Deviation from service providers.  Service providers.  External 
to us, it could be both non-human or human.  They might be having the forces of nature or 
somebody’s messing up with their stuff.  Accident or non-accident, it could be both.  Yes, sometimes 
we have it.  Technical hardware failures.  [Inaudible] equipment failures, that would be internal, 
human/non-human, unless if somebody’s causing it.  Accident/non-accident.  Again, somebody 
dropped it, it’s an accident.  So, it’s truly, these are difficult things you’re trying to compile, you 
know?  Face, yes.  Technological obsolescence, antiquated or outdated technology. 
 
Schuessler: Yea, my hope is that through the volume of interviews, that I’ll be able to ferrite all of 
that out. 
 
Interviewee 3: This is another tough one because you’re technology could be doing very well for you, 
you haven’t bought anything for five years but it is doing the job but it is obsolescence because the 
external, everybody’s moving into something new.  But usually it is an internal thing I would say.  Uh, 
non-human.  And, non-accidental.  And yes.  Technical software failure/errors, bugs [inaudible], I 
would say internal but it could be ... I would say humans wrote the software.  Non-accidental, they 
should’ve tested.  I’m tough on that.  And prioritize. 
 
Schuessler: Oh, and can you think of any others? 
 
Interviewee 3: Uh, no, I think you have a very broad areas you’re covering.  I might have a book or 
two that I could give you that list a [few] things that might be in there that you could pull out.  But I 
can’t think of anything.  Acts of error or employee mistake.  Now when you rank these things, is it 
ranking at seriousness of it or ranking it as it happens, is it a bigger issue for you? 
 
Schuessler: Rank it in terms of the issue that you think it as it relates to your organization. 
 
Interviewee 3: My organization.  OK.  All right.  Human errors, well I’m going to say humans could 
cause a lot of, this is very important for our faculty.  [Inaudible] Boy my organization, we’re really not 
having these that much. Up, see, it matched, right?  I’m coming over here I’m saying these are not 
important, I say we’re not facing it.  All right, it’s working out [laughter].  Deliberate software attacks.  
Uh, forces of nature.  I think this is, as I was telling you, this is more important but this is what we 
face all of the time.  Uh, technical hardware failures.  Uh, software failures, we don’t have that much.  
I think these are six, seven, and eight, probably.  And then these are pretty much the, in that order.  
Nine, ten, eleven, twelve.  Cool. 
 
END OF SESSION 
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Interview 4 
Schuessler: So, uh, as far as the study itself, basically, it’s uh, I’m, I’m using this as a way to validate 
a couple of lists of threats and countermeasures.  What I am looking at is um, I’m trying to look at a 
recursive relationship, or, depending on who you talk to, a non-recursive relationship, between 
threats and countermeasures and how threats influence our use of countermeasures which in turn 
influences the threats that we face.  And basically the effect that they have on information systems 
security effectiveness.  And so I’ve found a few lists and categories, or frameworks to classify threats 
and countermeasures.  So, basically what I am going to do is go through and, based on those 
frameworks, talk to you about them and ask you, your opinion, what you guys use, what you think 
are the most important, what you think is most important, things like that.  Uh, and then I’ve got a list 
of some of the threats and countermeasures that I’ve found in the literature.  And I’ll ask you to 
basically classify them based on those frameworks and kind of rank them and ... 
 
Interviewee 4: Alright, I’ll give it my best shot. 
 
Schuessler: OK, uh, first, a little bit of demographic stuff. How long have you been at North Texas? 
 
Interviewee 4: I’ve been here uh, 16 years. 
 
Schuessler: OK, and how long have you been at your current position? 
 
Interviewee 4: Uh, 12 years. 
 
Schuessler: OK, and how long have you been in the IS field in general? 
 
Interviewee 4: Uh, jeez, this just make me feel really old.  19 years. 
 
Schuessler: And, how long has security been a major focus? 
 
Interviewee 4: Major focus for our organization, like, where did it, where did it actually become like a 
larger priority or...? 
 
Schuessler: Within your, your career? 
 
Interviewee 4: Um, well, ok you know I’m director of computing so, we do, I mean, I’m not just 
security, OK. 
 
Schuessler: No, right, I understand that.  I just, as far as how long has it’s been something that 
you’ve had to pay attention to.  That you’ve had to monitor, that you’ve had work with somebody like 
Rich or something like that. Um... 
 
Interviewee 4: Yeah um, I’d say um, well, I can give you really pretty accurate date.  Let me 
[inaudible] just a second.  [casual conversation omitted] Yeah, I have to say that 2003.  ‘Cause we 
did this proposal 2004.  2003 is when we really, finally got to a point where we’ve said, ok security is 
a big enough of a problem that we’re losing money and we need to do something.  You know what I 
mean?  Before, it was always built into our, we built it into our infrastructure but we didn’t tackle 
some of the user end aspects of it until 2004 when our computing committee approved that. 
 
Schuessler: OK, so you’d say about 3 years. 
 
Interviewee 4: Yeah. 
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Schuessler: OK. 
 
Interviewee 4: That’s when we pulled everyone’s administrator privileges and ... 
 
Schuessler: Made everybody happy. 
 
Interviewee 4: Oh, yeah. 
 
Schuessler: Uh, and what’s your primary role, what is it basically that you do? 
 
Interviewee 4: I’m the Director of Arts and Sciences Computing.  And we’re responsible for um, 
supporting the structural and research needs of all the faculty and staff, as well as uh, curricular, you 
know the curricular needs through the general access labs. 
 
Schuessler: OK, so that’s your actual title and as far as what you do.  Would you say it tends to be 
more managerial or more technical or ... 
 
Interviewee 4: Oh, it’s definitely more managerial. 
 
Schuessler: Definitely more managerial? 
 
Interviewee 4: Yeah. 
 
Schuessler: I think that’s pretty much what everybody’s said so far [inaudible] 
 
Interviewee 4: Yeah, so you must be talking to the higher levels folks here then? 
 
Schuessler: Uh, let’s see.  So, the first thing I want to start to ask you about are basic 
countermeasures.  Um, and there was a theory basically borrowed from Criminology called General 
Deterrence Theory.  I don’t know if you’re familiar with it. 
 
Interviewee 4: No. 
 
Schuessler: But, uh, basically, they classified um, they identified 4 basic areas in General 
Deterrence Theory.  Deterrence, Prevention, Detection, and Remedy.  And I’m using that as a way 
to kind of frame countermeasures.  Uh, it’s been used before in IS research but...uh.  So, basically, 
what I’ll do is I’ll give you a definition of what each one is, uh, a couple of examples, and the just kind 
of have you talk about it, what do you use, what do you think is a good idea that, what do you think 
are effective, you know, measures and things like that.  Uh, so the first one is deterrence activities 
which are defined as the inhibition of criminal behavior be fear especially of punishment.  Uh, so 
examples are things like policy statements, user guidelines, acceptable use policies, and things like 
that. 
 
Interviewee 4: OK. 
 
Schuessler: So, you know, how, what type of, of, of deterrence measures do you guys use, do you 
think are the most important one? 
 
Interviewee 4: Uh, well, I think one of our most important ones is we don’t allow users to get an IP 
address automatically.  Our policy is, is that you have to register through us to get an IP address to 
use the network.  [inaudible] court cases.  We have some precedence on this too.  Saying that the 
only way that this person got access to the network is because the circumvented our built in 
procedures.  That’s one thing, I mean, that’s sort of a practical hands on kind of... I’m not sure if that 
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comes under deterrence or uh, preventative but uh.  As far as a, along more of the lines of what 
you’re talking about, the computer use policy is our primary tool for deterrence.  You know and, the 
thing that, well, like all policies, policies, at least in my experience are uh, are reactive tool.  I’ve 
never seen, you know, I don’t know anybody that we’ve had that’s said, oh, I’m not going to do that 
because, you know but I can’t say that I’ve surveyed people and said, you know, did you not do this 
because you’re worried about this policy?  I think it’s sort of a common sense thing that if you’re not 
jerking stuff around, then you’ll be ok.  But, the computer use policy is there for that type of thing.  
And that’s how our, the punishment is metered out.  You know, we take students through um, Center 
for Student Rights and Responsibilities.  And then up through that whole chain.  And computer use 
policy is the one that almost invariably, someone does something they’re not supposed to be doing.  
That’s the one we lean on for IT stuff. 
 
Schuessler: OK.  Um, the next one is prevention which is uh, probably a little bit more, you know, 
user friendly.  You know, everybody has their own idea of what it is.  Uh, it is defined as a hindrance 
or an obstacle.  So, more of a physical thing.  Things like locks on the doors, uh, password access 
controls, um, designing physically secure IS facilities.  Things like that.  So, what type of, of 
preventive efforts do you guys try to, try to employ?  Or would like to employ? 
 
Interviewee 4: Are we talking service systems?  Services from the desktops?  Or desktops only?  
What are we talking about? 
 
Schuessler: We’re talking about your IS infrastructure in general.  So, its going to include not only 
your desktops, but things like servers, things like your network cabling. 
 
Interviewee 4: Yeah, our most critical protection is physical area security.  Making sure doors are 
locked and things are kept closed uh, and sealed up.  Um, so for example, our machine room is off 
building master.  It has codes, we’ve got cameras.  You know what I mean?  We’re like typical kind 
of security stuff that’s in a room that has personnel outside.  So it’s got layers.  So, physical access 
is the most important thing.  And it even is in faculty offices.  When I have researchers talk to me 
about their concerns regarding their data and their data protection, the first thing we talk about is 
physical area security.  Uh, after that, I’ve got to say, it’s just sort of a universal thing.  I mean those, 
those, typically those are special cases.  I don’t go to every faculty member.  I do when the faculty 
intro.  Like we have a faculty introduction to UNT and we talk about security and one of, and that is 
the first thing on there but I don’t personally assess it with each person.  Usually what happens is a 
researcher comes and expresses a concern and then we start really addresses it and nailing it 
down.  Uh, but as far as a general deterrence, uh, administrator privileges was probably the single 
greatest thing that we did to reduce our costs related to security incidents.  And, I’ve got data that 
back that up.  Uh... 
 
Schuessler: Number of work tickets?  Remedy tickets? 
 
Interviewee 4: Yeah, exactly.  Number of Remedy tickets, number, the number of vulnerabilities 
reduced.  I mean it was just crazy.  And, not only just from users contaminating their own machines 
but inadvertently contaminating their machines through, you know some dist that they downloaded. 
 
Schuessler: Installing WeatherBug and stuff like that? 
 
Interviewee 4: Yeah.  Exactly.  So, that was, that was uh, probably the most ... 
 
Schuessler: As a little background, I used to work over at COBA uh, TECHSupport. 
 
Interviewee 4: Oh 
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Schuessler: So, yeah, I am kind of familiar with some of the stuff that the faculty and admin or uh, 
staff likes to do with their machines. 
 
Interviewee 4: Yeah.  Yup. 
 
Schuessler: Uh, anything else on prevention that you can think of? 
 
Interviewee 4: Prevention.  See uh, I don’t know if backups.  I mean I, I always feel like backups are 
a good you know, disaster kind of recovery that can be related to someone coming in and whacking 
all your files.  You know, you can, we’ve had people do that.  Um, had their account compromised 
somehow.  You know, and then someone goes and deletes all their files.  There’s been like that 
pulling it back from the back up.  So that’s a, I mean that’d be, that’s right, the third one’s recovery.  
‘Cause that be more of recovery I guess.  Um, let me see uh, policy... 
 
Schuessler: No, no.  The third one is detection.  The last one is remedy and remedy is... Interestingly 
enough the, the disaster recovery’s not really covered in the framework anywhere.  Unless, I was 
trying to think about that.  Unless you think about prevention uh, uh, putting it in prevention, uh, you 
know, which means you’ve got, because you know, in a sense, you are preventing it.  You’re getting 
the backups in the first place.  You have to be proactive about that.  You can’t make a backup after 
everything’s gone. 
 
Interviewee 4: Yeah but at the same time it’s kind of a remedy.  ‘Cause the reason, you know what I 
mean.  Like, the problem has happened.  Now I’ve got to pull the backups. 
 
Schuessler: Yeah, the only difference, the only problem is remedy is actually defined as legal 
recourse. 
 
Interviewee 4: Oh, OK. 
 
Schuessler: Being borrowed from General Deterrence Theory uh, or being borrowed from 
criminology, you’re looking at it from more of a criminal perspective. 
 
Interviewee 4: I see. 
 
Schuessler: So, it’s really dealing more with reprimands and termination and things like that. 
 
Interviewee 4: Yeah so administrator policy, I think that was the biggest thing.  I can’t measure this 
so I don’t know whether or not it helped at all but putting in the password protected screen savers.  
Um, that has also helped.  Um, just making peoples, because, because of that problem I mentioned 
before where I don’t, you know, I generally instruct people, but I don’t have one to one on them.  
Telling, you know, always lock your work station, when they run down the bathroom to the hall, run 
down the hall to the bathroom.  Or, spend some time in the office.  I have some comfort knowing that 
their workstation is going to get locked up.  So, uh, that kind of thing.  Limiting use of policy of using 
uh, well that goes back to computer use policy which is you, only you can use your account.  Not 
multiple people.  And once in a while, we do get people who are doing that.  Like a professor will 
say, well let’s just easier if I give my password to my students.  And at that point, we’re able to 
intercede and say, no, this is a horrible idea.  Stop doing it and here are the reasons why.  Um, but 
see, they’ve never read the policy.  So, once again, it’s a reactive kind of thing I guess. 
 
Schuessler: That’s a university policy isn’t it? 
 
Interviewee 4: Yup, yup. 
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Schuesler: Uh, the next one, the third one is detection which is the act or process of discovery.  So, 
things like checking logs, reviewing your logs, uh, looking for suspicious activity, access suspicious 
activity reports and things like that.  So, what type of, of, of detective, uh, detection efforts do you 
use? 
 
Interviewee 4: We do vulnerability testing uh, cyclically and that uh...  We go through and randomly 
strobe all of the networks in our college and find out where the vulnerabilities are.  And then, we act 
on getting those resolved.  And there’s been a lot of...well, I think, I think I’d call it controversy among 
some of the smart IT security folks.  About how effective that approach is.  To resolve your 
problems.  I think Bruce Schneier, I don’t know if you’re familiar with him but he’s got some very 
sound reasoning as to why that’s just a complete waste of time.  Uh, you know, so there’s uh...  And 
again, that’s sort of a reactive measure right, ‘cause you already have the vulnerability and what you 
should be doing is have a patch program in place that’s insuring those patches get deployed the first 
time.  But, failing that, you have to have something that says, the patches aren’t getting applied.  
Right?  Something’s failing on this system and the only way we know how to do that is by having 
them chase this vulnerability. 
 
Schuessler: It kind of becomes a measurement tool that you have to, you know, you’re, you’re right, 
you hope you’ve got everything patched up front.  But you need to be able to measure that to make 
sure that you’re getting everything patched and you can’t do that without, I mean, that’s sort of what 
a vulnerability assessment is. 
 
Interviewee 4: Yeah, exactly. 
 
Schuessler: OK, um, and then the last on is remedy, which is, they define as a legal order of 
preventing or redressing a wrong.  So, things like reprimands, warnings, termination or civil or 
criminal suits so.  Having an employee or a student or something of that nature walking off with a 
piece of equipment or using software inappropriately or going to the wrong Web sites, things like 
that.  Um, so what types of remedy efforts have you had to, to employ or options that you ... 
 
Interviewee 4: We’ve done things uh, through legal.  I mean through uh, well when they’re penal 
code violations, immediately, there’s two branches that happened immediately.  We have the legal 
branch and then we have the university branch.  And they’re investigated somewhat together but the 
findings are assessed separately.  So, we had a, for example, a professor who was, had child 
pornography on his computer and he brought a zip drive, disk in.  He, I guess he didn’t know that 
when someone puts in a sip disk, it brings up thumb nail view of the stuff that’s on there.  They saw 
these things and so we immediately started working with both the university and um, police 
detectives to you know, resolve that matter.  I, I, does that answer your question? 
 
Schuessler: Yeah.  That’s exactly the type of stuff that I’m looking for. 
 
Interviewee 4: Now students, when it’s just a policy violation, like we had a, um, when we’ve had, 
well, we’ve had students steal stuff from the computer labs and we had to figure out that.  And then 
we get the detectives involved and we refer them to Center for Student Rights and Responsibilities 
and start chasing it up that way.  Uh, when we’ve had, when it’s a faculty or staff member, we work 
with their supervisor, whoever that is.  So, if it’s somebody in a department, then we talk to their 
chair.  And if it’s the chair, which we have had happen, then we talk to the dean.  You know, we start 
working it up that way.  That’s the political chain on that side.  It’s different on the students.  I don’t 
know why but it is. 
 
Schuessler: OK.  So, that’s pretty much it as far as you know, looking at countermeasures.  At the 
end, we’ll kind of come back to that and I’ll have you go through list but.  Uh, so the nest part is, is 
looking at threats.  And, there’s another researcher that basically um, had four different perspectives 
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of trying to frame threats.  Uh, and there’s a lot of overlap between them because, you know, various 
things can, you know, for example, some of the threats she lists as, and she’s looking at the source, 
whether internal or external.  Uh, the type, the perpetrator, whether it’s a human or non-human 
threat.  Uh, things like that.  So, there’s going to be a lot of overlap between some of the answers.  
But uh, the first one is internal threats.  So, examples would include things like uh, a threat as a 
result of an employee action or failure of an organizational process or something like that.  Um, so 
what types of internal threats do see that you guys face right now? 
 
Interviewee 4: Um, I’d say that uh, one of the problems that [inaudible] for us now, at our stage of 
organization growth is, we have problems with peripheral organizations that don’t report to us but 
function within the college.  Not doing their job the way they should be.  For, example, I’ve got a 
department that has um, IT requirements, they never came and talked to us.  They set up their own 
little IT thing going on in... They have a few terabytes of data and I just found out a month ago that 
they’re not backing it up.  And, the person that they had working there’s long gone.  And, they’ve got 
a bunch of servers set up and now they’re like “oh, we need help.”  So, there’s, there’s 
organizational things like that, that happen that um, that’s a real threat to us in general.   And that’s 
why, over time, we’re starting a lot of these peripheral groups we’re starting to take a stronger stance 
with them in saying “yeah, no, you can’t do that anymore.”  ‘Cause the whole college, what happens 
is IT security comes to us and we’re held accountable so, so... I’m not going to let them go off and 
screw us up like that.  So, um, so that’s, that’s one of the problems that we have.  Uh, what’s 
another? Another problem that we have?  I think by and large, most of the stuff, uh, is working.  It’s 
hard to tell right now because the landscape of hacking has changed from a reputation thing to an 
economics thing and whereas before you wanted everybody to know you hacked and compromised 
a bunch of systems, now you don’t want anyone to know because you want to milk it for money.  
And you want to keep it on the down low.  And, and I think there’s a lot of naivety on campus 
especially among the technical staff regarding uh, Windows XP and its vulnerability.  Because 
Windows XP is incredibly vulnerable.  It’s got a very poor security architecture.  And, um, Vista, with 
the UAC is much more secure.  But, technical folks don’t like it because it’s very inconvenient.  And, 
uh, there could be a lot of systems compromised on campus right now and we wouldn’t even know 
it.  There’s just no way to determine.  It’s just the way the bot networks and things work these days.  
They’re very subtle, very clever.  Um, and I’m concerned that, that there’s a lot of leaks out there but, 
to some extend, the irony may be that because they want to keep things on the down low, maybe it’s 
not as much of a problem as long as they’re not stealing personal data, they’re just using them to 
send spam, right?  So, maybe it’s some sort of uneasy détente has been reached or maybe it is like 
the real world where there’s sort of this acceptable level of crime that goes on in certain areas 
where, you know ... 
 
Schuessler: It’s ok to steal, just don’t kill. 
 
Interviewee 4: Yeah or something like that.  So, so those are, I think those are the greatest threats 
that I see. 
 
Schuessler: OK.  Um, well, and that’s kind of what we were getting into there, there’s also external 
threats, is the flip side of that.  Um, other examples would include things like natural disasters, uh, 
we don’t have too much of a problem with hurricanes up here but, uh, tornados, fires, floods, 
earthquakes, uh, and then hackers or competitors.  I wouldn’t think you’d have too much of a 
competitor issue. 
 
Interviewee 4: No, we open the doors to competitors. 
 
Schuessler: But uh, um, issues as far as, as natural disasters, anything like that? 
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Interviewee 4: Uh, natural disasters, definitely a concern.  I mean, uh, we located our backup 
[inaudible], backup facility out at the research park which is four miles away.  Industry standard is, 
you’re supposed to be 30 miles away.  And, we did that, primarily because it was a new approach for 
us.  So we did that 3-4 years ago?  Something like that.  Four years ago I guess.  And uh, it worked 
really well for us.  Then, last summer, the City of Denton had some massive power problem.  And it 
cut off the power.  Even though we have redundant feeds here and we have a separate feed going 
out to the Research Park, it killed power here and it killed power out there.  So, had we needed to 
come back online or move equipment around, it would have been a very improvised procedure as 
opposed to a ”ok, bring up the site out there and we’re ready to go.”  So, what we looked at in this go 
around is moving our equipment down to uh, the System Center at Dallas.  Our, backup systems just 
to make sure that we were, within our guidelines of the, the uh... Now ironically when you move that 
kind of stuff, into a metropolitan area, in some sense, I think you’re probably ah... I don’t know the 
numbers on this but I’ve got to think you’re at probably a little more risk with regard to maybe a 
terrorist activity or something like that.  But, but uh, just the sheer distance protects us from the, from 
the uh, tornados and such. 
 
Schuessler: I hadn’t thought about the, the Dallas campus.  I was thinking Fort Worth. 
 
Interviewee 4: Fort Worth, we, we actually did an agreement with Fort Worth to do it down there.  
Um, but, they have more security measures that we have to drill through.  They have their own VPN 
that surr..., or wraps everything so we’re going to be going through a couple of VPNs whereas going 
down to the Dallas campus, there’s a better pipe and there’s um, we, we would have a DMZ that we 
could enter into and it was just...we have a better... The guy who runs the campus, used to work for 
me, so we have a working relationship there. 
 
Schuessler: That, that definitely, a big advantage. 
 
Interviewee 4: Yeah. 
 
Schuessler: Uh, the next kind of grouping is perpetrators, so the first one of that is human threats.  
So, uh, things like accidental entry of bad data.  So, somebody’s typing up a Remedy ticket and they 
accidentally put somebody’s name, put the wrong uh, room number or something of that nature.  Uh, 
or inadequate control over media.  Things like that.  Uh, so what types of human threats do you, do 
you face? 
 
Interviewee 4: The most common human threat, now there’s, there’s two.  And I, this uh, it usually 
has to do with users putting stuff place where they shouldn’t.  And they either doing it virtually or the 
do it physically.  I’ll give you a physical example.  I have a department that accepts donations via 
credit card.  And, they thought they were being really smart because they don’t store the credit card 
numbers on the network.  They put them on the local drive.  Then they back them up to an external 
drive.  And then they take that off campus.  Well, the guy left it in his car on the back seat.  Someone 
came by and did a smash and grab and took it out.  So, that’s, it’s, we’re seeing, as data becomes 
more portable, we’re seeing a lot more of those kinds of things.  And that, I would attribute to people 
putting things in the wrong physical place.  And in fact, I send out email, uh, I have a backup email 
that I send out that says that if you’re not using our network services, you’re responsible for back up.  
This is how you do it.  But then I also have one that talks about, that I send out each year, that talks 
about that risk.  Because we’re seeing more of it.  I mean, we’ve had notebooks stolen.  In fact, we 
recovered one that had been gone for 2 years.  They, someone had found it on the road side in 
Austin.  And it had a crystal meth ingredient list o it.  And uh, it got returned through the Dell Asset 
tag number.  Dell looked it up and said “hey, this is yall’s notebook.”  And brought it back to us.  Now 
that was kind of interesting.  But uh, so that’s our, that’s our biggest problem with that.  And then we 
have um, for example, people who take privileged information, confidential, HIPPA protected or um, 
uh, Gramm-Bliley, Leach is it?  I don’t know.  Uh, I mean, people putting those kind of uh, protected 



126 
 

information out into places where they shouldn’t.  So we had like, Google searchable social security 
numbers many years back when we used to key things off of social security numbers.  Uh, we don’t 
see that as much anymore.  We did have a problem like, last year with someone putting employee 
reviews.  Now that we’ve gone to empl IDs, technically, it’s a FERPA, 1976 violation to have those 
exposed.  But, practically, a criminal’s not really going to be able to do much with somebody’s on 
campus empl ID.  ‘Cause it’s so independent.  I mean, they can’t apply for student loans, or, you 
know what I mean?  It’s just so weird and UNT specific.  They don’t have any ...  You know, I really 
thought about it.  I was like, “what the hell could they possibly do with that?”  I couldn’t for the life of 
me figure that out.  So, um, so I think our risk has gone down from that.  But we still have people 
who slap things out there in the wrong places.  We still have to coach researchers to make sure they 
strip information out of uh, datasets that they don’t need.  Uh, from clients and things like that.  So, 
we have um, we’re very diligent up front, working well, like, I don’t know if you know this but we have 
two clinics.  We have a psychology clinic and we have speech and hearing sciences clinics.  So 
they’re both HIPPA related, um, well, they’re both impacted by HIPPA, both, well, they’re both 
impacted by the financial laws.  Um, because they do charge customers.  So, each of those we wok 
with them up front to make sure that things are locked down.  And we’ve never had a problem with 
anybody losing their stuff there.  Fortunately.  But the, but we do have problems with roles.  ‘Cause 
we have less control over, where people put you know, information that they just create themselves. 
 
Schuessler: Right.  Ok, and then the flip side of that is non-human threats.  So, again, natural 
disasters, but also things like computer viruses, and things like that. 
 
Interviewee 4:  Viruses, not really a problem any more.  In fact, sometimes I wonder if we really need 
McAfee virus scan.  The number of viruses has dropped down so dramatically.  I mean I, I’ve been 
keeping an eye on the logs over many years and it’s just dwindled down to hardly anything at all.  
Uh, everyone’s really concerned still, about the storms.  Because they don’t know who’s controlling 
it.  They don’t know what they’ll use it for.  Um, so, we have yet to see that one play out.  But uh, in 
general, that’s uh, that’s not nearly a problem like it used to be.  And especially since our users don’t 
have uh, administrator privileges, they uh, that helps a lot too.  ‘Cause the virus can’t infect a whole 
lot of stuff dirty, although [inaudible], it actually can if they were smarter about it. 
 
Schuessler: OK, uh, and the next one, it really kind of tries to get at the intent that uh, of some of the 
threats.  Uh, so the first one’s accidental threats.  Or uh, accidental threats and so, accidental 
destruction of data, um, accidental entry of bad data by an employee, something like that.  So, what 
type of accidental threats do you...? 
 
Interviewee 4: I have a recent example as a matter of fact.  Um, we were doing a big migration.  We 
were supposed to go live Tuesday of Spring Break.  Monday night, I had an employee who was 
really tired.  Been staying up a lot of hours and the sync file that was going to synchronize the 
permissions on the NTFS volumes from the Windows NFS volumes uh, fat fingered a command and 
over wrote the file and it was just gone.  And there was nothing we could do except rebuild the 
permissions and do it.  So it killed a whole day of productivity for everyone in the college who was 
still here.  Now, point of fact, it was Spring Break.  So, a skeleton crew in most departments.  So, it 
wasn’t a total loss but that’s a good example I think of a, of our own human beings and someone on 
my own staff who screwed something up.  And, uh, you know, it happens to everybody.  Um, is that 
kind of, the sort of thing you’re looking for? 
 
Schuessler: Yeah, yeah, it is, because the flip side of it’s intentional um, so that’s exactly.  I mean ... 
 
Interviewee 4: Well, that was unintentional.  He didn’t... 
 
Schuessler: Yeah, that’s what I’m saying.  That’s the epidemy of an accidental uh, type of threat that 
you can, you end up losing productivity because of, of stuff like that. 
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Interviewee 4: Yeah. 
 
Schuessler: And so, on the flip side, intentional threats uh, so it might be the intentional destruction 
of data or the intentional entry of bad data.  So, if he was mad at you or something like that and 
intentionally did something like that. 
 
Interviewee 4: Yeah... 
 
Schuessler: So, what type of intentional threats to you face? 
 
Interviewee 4: We have not, um, you know.  I can tell you that one that I’m always concerned with is 
the way that accounts are terminated here at the university.  Um, so far, it’s been pretty good.  When 
we have a department that has a, you know, someone who’s terminated for... When they know 
there’s going to be a possible issue resulting from the termination.  They contact us and we 
deactivate accounts.  Uh, so that hasn’t been a problem so far.  But there, I don’t think there’s 
anything in policy that says, you know, it has to be done right away or anything like that though.  We 
have, there’s some policies being put through the university now to make that, make sure that 
happens.  But, you know, SPPG which I’m on and then cooperation with security to uh, to specify 
guidelines for doing those kinds of things.  I think people in general are more sensitive about that 
component now. 
 
Schuessler: OK, uh and then the last part of this really has four areas.  And it’s trying to get at the 
consequences of, of some of these  different types of threats.  Uh, so the first one is disclosure.  So, 
what are some of the consequences of improper disclosure of information?  If, for example, 
somebody called up and wanted information from uh, uh, about a faculty member or, like you were 
talking about earlier, a faculty member posting student’s grades with their names and stuff, uh, 
online.  What, what are some of the consequences that you can get from that? 
 
Interviewee 4: Well, you might get student complaints.  That’s how we found out, I mean, about 
something, like, we’ve had instructors post grades based on social security number on the wall, 
right?  Not with the full social, but that last four digits and you’re not allowed to do that either.  I mean 
that would, and students would report them, you know, to legal and then legal would say, “take that 
down.”  So, um, those aren’t very big consequences but that’s a, you know, shame on, shame on the 
teacher kind of thing because they’re taught not, they’re taught not to do that.  And then uh, the 
consequences get bigger with the type of compromise.  I guess three years ago, housing had a 
database.  Uh, a un-patched Microsoft SEQUAL server.  Of all servers you want to keep patched, it’s 
Microsoft SEQUAL ‘cause the things just pounded a lot.  It got compromised and they lost all their 
data.  Uh, and there’s a state law called the Sunshine law.  And that requires the university to report 
things.  So, there’s a lot of bad press that goes along with that.  There’s a lot of um, and then the 
repercussion is, there’s an opportunity cost with it where, after something, after that happened, 
wheels were set in motion to make sure that, that pendulum ball swung all the way through the, the 
lowest point and came up on the other side so that, so that there were a bunch of additional policies 
and rules put in place that probably make administrators feel good but, I mean they wouldn’t really 
prevent something like that from happening again.  And it’s just extra work that people have to do.  
So, it’s a, those kind of penalties that come along as well.  So, I think for the institution, it’s bad 
press, it’s loss of money, uh, but fortunately, there’s a lot of organizations that suffer this problem 
now that we’re required to report it.  So, the press doesn’t, you know, people, my sense of things 
now, when I talk with them about uh, “you know, so what did you think about that compromise that 
happened at whatever?”  It’s more like “oh, yeah, another one of those places that got 
compromised.”  You know what I mean?  Whereas before, it was a little, it would stand out more.  
Like when Berkley, that, when that researcher lost, you know, a lot of data when the Air Force lost all 
that data, you know, we had in Britain that case last year.  Um, those really help offset our bad press 
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from it.  And I don’t think we’ve, I think now, I doubt you’d lose consumer confidence by having data 
disclosed like that.  I think, I think there’s more understanding out there, though they shouldn’t really 
accept it, I think they, people, do. 
 
Schuessler: Just become desensitized to it? 
 
Interviewee 4: Yeah, yeah. 
 
Schuessler:  OK, uh, the next one, modification.  So, uh, improper data modification, that, you know, 
somebody does it improperly, or changes somebody’s record improperly or changes, you know, 
student’s grades improperly or an employee’s record, um improperly.  So, what are some of the 
consequences of improper modification? 
 
Interviewee 4: Well, I can’ say that I have any examples of that.  Um, we’re really big on the principle 
of least privilege.  So, I’m not familiar of a, of any of that going on in our area. Uh ... yeah. 
 
Schuessler: OK, um, the next one is destruction.  So, uh, improper destruction data so, you’re going 
from one operating system to another.  You need to get rid of the old stuff for licensing agreements, 
or what ever.  Uh, so what are some of the consequences, you know, if you improperly destroy some 
data, that you really shouldn’t have. 
 
Interviewee 4: Well, that only comes to bite us when there’s an e-discovery going on which is a legal 
thing that we have to... In the state of Texas, there’s a document retentions law.  And, um, all the 
staff on campus were trained with regard to that law and how often they’re supposed to delete stuff.  
The kinds of things they’re supposed to delete.  I think the institution has actually at more risk not 
getting rid of stuff than they are of getting rid of stuff.  ‘Cause you know, the law was put in place to 
allow organizations to get rid of data because, as time goes on, laws change and then something 
that was perfectly acceptable 7 years ago is no longer acceptable.  And it’ll bite you in the butt.  You 
know, so you should, you have, there has to be some sense of uh, reason in the process where you 
can get rid of those old data.  Uh, and I don’t think enough people avail themselves of that.  I mean I 
talk to faculty periodically and I find out, “you’re archiving mail back to when?, What, are you crazy?”  
I mean you could have something that you said to a student in an email back then and you don’t 
want that crap you know, ‘cause that’s going to, they, in some other court case, they could use that 
to say “well, this describes this person’s character” you know.  This is a long term thing.  So you 
don’t want to keep that stuff around.  In fact, I was surprised ‘cause a couple of our deans archive 
their email.  Nothing too crazy but, I mean going way back but uh, one of the deans, I say, “yeah, so 
we’ve got this email conversion project going on, I said that, you know, are you concerned about 
your email archive?”  He says, I don’t keep an archive.  And he was, I think he was actually, I think 
he might be swinging the other way because even though email’s transitory, he is required by law to 
hold on to stuff that he thinks might be used, well, anything that’s used for policy decisions, budget 
decisions, and that you think might be used for a legal case in the future, you’re required by law to 
hold on to.  So, we had a talk about that.  So, that’s kind of 2, 2 perspectives of that same issue I 
think.  Um, I, I don’t know that we’ve had any problems, yeah like I said, my focus is not in, “how do 
we keep people from accidentally deleting stuff?” ‘cause we have lots of mechanisms to recover 
data and uh, rarely is it, like lost forever unless someone does something that’s not prescribed by us.  
Like we had a center that had installed their own computer, with their own uh, accounting software.  
It was more for registering people for a conference if I remember correctly.  And they lost the hard 
drive and lost that revenue stream with it.  They weren’t using any of our systems.  They never 
talked to us.  We had no idea it was going on.  It’s just gone and couldn’t be recovered.  So, uh, I 
guess that’d be a case of uh, destruction.  Um, but my concern, primarily, if they’re working within 
the systems that we’ve setup, you know, worked with them to setup, then, the data protection is 
really sound and good and we can, we can get stuff back pretty easily.  Uh, and like I said, our 
biggest risk is people not getting rid of the [inaudible].  You know, you’ve got to get rid of the stuff. 
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Schuessler: When I worked for COBA, that was the standard rule is don’t throw anything away. 
 
Interviewee 4:  Yeah. 
 
Schuessler: You get stuff in that you, don’t throw it away.  You, it’s just, you’re not supposed to. 
 
Christina: Yeah, yeah. 
 
Schuessler: Uh, and then the last one out of this and then I’ll actually, I’ll kind of turn it over to you, 
uh, that last one uh, is denial of use.  Uh, so, what are some of the consequences, you know, if you 
have a denial of use situation.  Not only, not just necessarily a denial of service attack uh, but you 
know, if you, if there was a tornado that hit and all of a sudden, all of your systems were down and 
faculty couldn’t access their machines.  What are, what would some of the, what are some of the 
potential consequences from something like that? 
 
Interviewee 4: Well, the thing that we’re taught, is, believe it or not, the thing that we’re more 
concerned with that tornado attack I think is, is a uh, pandemic disease.  Uh, because, how do you 
get people access to the data?  How do you continue to conduct business, cut pay checks, and 
things like that?  Uh, I think that, that’d be more likely than a tornado although I couldn’t tell you why 
but, I think it would be.  Uh, I guess maybe ‘cause I, I’m just waiting for the next big scary flu to come 
out.  But the uh, uh, so.  But either case, what would be the consequences?  Uh, you know, there’d 
be a productivity interruption of 3-4 days depending on how wide spread the problem was.  You 
know, if the building burned down, then, it’d probably be 2 days.  If the city is wiped out, it’s going to 
be 4 days for us to bring up another site.  Um, it, assume, when I say city, I mean Denton.  Not 
Dallas or Fort Worth.  Yeah, so, so, and then, after that, It’s over, you know.  I hope you have stuff 
on disk or something because, it’s not coming back otherwise. 
 
Schuessler: OK, uh, this last part is really up, um, you know just basically wherever you want to fill 
this out.  It’s basically just a checklist.  But, I’ll have you go through and...if you want... 
 
Interviewee 4: I figured I’d sit over here. 
 
Schuessler: So basically, what this one is, it’s just a list of various countermeasures that I’ve brought 
across from some of the literature.  Things like, use of passwords, media backups, things like that. 
 
Interviewee 4: OK. 
 
Schuessler: Uh, and then the various uh, General Deterrence Theory constructs that we were talking 
about.  So, basically, go through and try to classify it into each one that you think it might go into.  If 
you think it goes into more than one, that’s fine.  Just enter a 1 into the one that you think it primarily 
uh, should go into.  A 2 in the second one ... 
 
Interviewee 4: OK. 
 
Schuessler: If you think it goes into all four, you know, one through four.  And then whether or not 
you, uh, this is a countermeasure that you use, and then at the very end, if you can think of any 
additional ones, and then finally, go through and rank them.  Number one being, that’s the 
countermeasure, that’s the first countermeasure that I would, I would implement if I was 
implementing a new system or if I was just hired, taking this position and looking at my systems, 
that’s the first one I would want to check. 
 
Interviewee 4: OK.  Alright. 
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Schuessler: And then we’ll do the same thing for uh, for threats.  And, it’s a little quicker ‘cause 
there’s not as many. 
 
Interviewee 4: [laughter] Am I supposed to be doing anything with these? 
 
Schuessler: No, no, those are just cues for me to kind of go through the ... 
 
Interviewee 4: And this is principle of least privilege.  So in fact, you’ll find it in Wikipedia. 
 
Schuessler: Yeah, I’m, I’ve, run across it a few times. 
 
Interviewee 4: OK.  Uh...  
 
Schuessler: Yeah, basically, I was just jotting down notes so that when I’m going through and 
transcribing the audio, I can kind of have some clues of where I was at. 
 
Interviewee 4: Use internally developed software only.  I don’t know anybody that does that so I 
guess... 
 
Schuessler: Everybody I’ve talked to has, has made a similar comment.  Uh, it was in the literature 
so I included it just because, that’s the way it’s been addressed before.  Um, I was talking, did and 
interview this morning and I think basically that we were in agreement that, I guess if you’re a really 
highly classified governmental installation and... 
 
Interviewee 4: Or you has a special application like, if you had so much specialization, that these 
people work out in the field and they only use this thing, I could see that too. 
 
Schuessler: Yeah. 
 
Interviewee 4: Huh...Well, I mean, we have systems where there’s no internal Internet connection so 
we have some HIPPA protected labs.  But, in general, people have Internet connections.  So I don’t, 
I, I don’t know how to put that one.  ‘Cause we do both, it just depends on the situation. 
 
Schuessler: OK.  Your first impression is usually correct. 
 
Interviewee 4: [laughter] OK.  Uh, let’s see.  Put that up so I can see the categories. 
 
Schuessler: Yeah, I should’ve corrected that. 
 
Interviewee 4: That’s ok.  Use shrink wrapped software, only. 
 
Schuessler: The other extreme. 
 
Interviewee 4: Yeah, really.  Is this “no outside...” in other words, from, on the inside, you can’t get 
outside? 
 
Schuessler: No outside network connections. 
 
Interviewee 4: Yeah. 
 
Schuessler: Um, honestly, I don’t know, in the literature.  Uh, basically it was just giving a list of them 
and it didn’t, for most of them, it didn’t go into a lot of detail. 
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Interviewee 4: OK. 
 
Schuessler: One of the ones that they were talking about were things like the dial up connections in 
terms of, of being, having machines that are, are, you have your standard network access and 
Internet access through your um, through your network.  And then somebody happens to have a 
modem installed on their machine.  Uh, so they have an extra way out, that’s outside of the system. 
 
Interviewee 4: Yeah, I see what you’re saying.  I didn’t, you know... 
 
Schuessler: I’m just not sure exactly where that one falls in. 
 
Interviewee 4: And I guess this just means for us, like auto account logoff wouldn’t help us, I mean, 
‘cause we just lock the work stations, right?  So I’ve got to answer this, not in terms of general but 
just for our organization? 
 
Schuessler: Yeah, uh, the way I would interpret that is things like your screen saver popping up and 
locking it out... 
 
Interviewee 4: Oh, so you would count that as a auto-logoff? 
 
Schuessler: I would. 
 
Interviewee 4: OK, um. 
 
Schuessler: I’m more familiar with COBA.  What, what position would you say you hold, relative to 
over there? 
 
Interviewee 4: Cengiz. 
 
Schuessler: Cengiz’z? OK. 
 
Interviewee 4: Uh, huh. 
 
Schuessler: He’s a really nice guy. 
 
Interviewee 4: Yeah, he is.  Control of work stations.  Does that mean like the user has administrator 
privileges? 
 
Schuessler: It’d be things like that, yeah.  Locking down some of the policies, and things like that. 
 
Interviewee 4: OK. 
 
Schuessler: Yeah, I had a class from him, several years ago.  Great teacher.  It’s actually how I got 
my job over there. 
 
Interviewee 4: They list training on this list some place right? 
 
Schuessler: Um, I don’t see it. 
 
Interviewee 4: I saw it someplace.  I could swear I did.  Employee education.  That’s why, it’s called 
employee education.  Now I don’t know if that’s where the physical access part comes in or not.  I 
mean, ‘cause or do we just say, you know, um, physical access or ... 
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Schuessler: Um, I would tend to call employee education more of a training thing about, you know, 
a, for example, a clean desk policy, or backing up your own data.  Uh, if you think physical access 
isn’t really addressed, I’d definitely add it. 
 
Interviewee 4: OK.  [inaudible], use destruction, modification... I guess that’d fall under destruction.  
In fact, sadly, I had a professor who was really good about backing up her data onto zip disks of all 
things.  And she had a stack of them next to her computer and she always locked her door.  And 
someone popped open her ceiling tile, went in and stole her computer.  And took all of her backup 
disks.  Luckily she had some at home but they were really, much older than the stuff in her office, 
odd, sadly. 
 
Schuessler: I remember the last migration we did over at COBA.  Um, we had a professor that was 
very paranoid about losing all of his data that he had on his personal machine.  And he, he used, 
and was familiar with Ghost and created an image and was verifying the image as we showed up 
and decided to cancel it.  And ended up corrupting the image and we didn’t find out until after... 
 
Interviewee 4: Sadly. 
 
Schuessler: And if he’d have let us do it, it probably, everything should’ve been fine but... 
 
Interviewee 4: OK, I think that covers it. 
 
Schuessler: OK, so then just go through and try to ... 
 
Interviewee 4: Oh, I’ve got to rank them, that’s right, yeah.  Uh, and I’m ranking them based on... 
 
Schuessler: Which uh, which countermeasure do you think, if you were to start installing a new 
system or if you showed up to the job and you were trying to audit and find out uh, how the systems 
are here, what’s the first countermeasure that you would want to check on, what’s the first one that 
you would want to implement.  Uh, and then drill down from there. 
 
Interviewee 4: OK.  Wow, I’ve got to do all of them or the top five? [laughter]  You need them all? 
 
Schuessler: Yeah, the first, the last few go pretty quick. 
 
Interviewee 4: Oh, wow.  See, this is where my technical side gets in charge.  But, really, policies 
should be in here which is going to be the formal standards I think.  Um, consistent security policy.  
Well, this is really hard dude.  ‘Cause I mean, you know, some of this stuff that we don’t implement, 
it’s really hard to say, like for example, internally developed software only?  That’d be phenomenal if 
you could do that. 
 
Schuessler:  But, is that the type of thing that you would concentrate on?  Is that something that you 
would think would be feasible therefore, that’s something you would actively pursue? 
 
Interviewee 4: Yeah, I see what you’re saying. ... I assume this ethics training is for supervisors, 
network administrators too so ... 
 
Schuessler: Yeah, uh, I believe it would apply to pretty much everybody that’s using the system.  Uh, 
for example, your network admins, your support personnel, but also, even, really, employees uh, in 
terms of you know, what they’re using their systems for, for business purposes and, versus non. 
 
Interviewee 4: I think that’s all just impractical in our environment. 
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Schuessler: And then the last one, like I said, is shorter.  It’s only one page.  Uh, and if you can think 
of anything else.  Uh, basically, all I’ve done here is list each, each threat and then tried to give you a 
couple of examples just to kind of jog your memory.  And, in some cases, it’ll internal, some cases 
it’ll be both so just put and I/E if it is.  Same thing with human versus non-human and then the type 
of consequence that you might face if, it could be 1, 2, 3, 4 or any combination, whether or not you 
face them and then rank them. 
 
Interviewee 4: Oh, OK.  Whether or not our organization faces them? 
 
Schuessler: Yes. 
 
Interviewee 4: OK, so act of human failure, error, accidents, employee mistakes, um, ... 
 
Schuessler: And after that, that’s it. 
 
Interviewee 4: OK.  ... What does non-human mean exactly?  ‘Cause all of these are going to be 
human driven. 
 
Schuessler: Uh, well, it would be like a piece of failure, a, a, ... 
 
Interviewee 4: A hardware failure?  Oh, I see. 
 
Schuessler: Like a switch failing or ... 
 
Interviewee 4: I’m with you. 
 
Schuessler: Obviously, if a person cuts through your network cable, that’s human. 
 
Interviewee 4: I don’t know, internal or external threats, acts of nature.  I mean, we had a water pipe 
burst one time and flooded the whole building with hot mist.  Which is no good for computers.  So, is 
that an internal?  Or is that a force of, you know.  It’s weird.  I guess, I’ll just do external ‘cause it’s, 
being in the Western culture, we think of anything spiritual as being external for whatever reason.  
Uh, let’s see...  OK. ...  And I’m ranking these in terms of how likely they are to occur? 
 
Schuessler: Right, what are the, what are threats that you’re most likely to face, that you need to 
address. As opposed to the ones that are the most serious.  That are likely to wipe everything out.  
But, very unlikely to occur. 
 
Interviewee 4: All right, what else? 
 
Schuessler: That’s it. 
 
Interviewee 4: All right. 
 
Schuessler: It was interesting you mentioned pandemic earlier.  ‘Cause that actually came up earlier 
in another interview.  And I asked her, I was, what I was curious about, do you think that’s because 
uh, you know, contingency planning, for something is due to being a university environment, a 
government environment?  Or the size of the institution or uh, do you think it’s something that out in 
the commercial realm might or might not see? 
 
Interviewee 4: I, you, oh, so you’re saying if you went to some business, they wouldn’t consider that 
as a risk? 
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Schuessler: I don’t know.  I’m just curious as to what you think ... 
 
Interviewee 4: We’re required by law to have a plan... 
 
Schuessler: Because it’s government? 
 
Interviewee 4: Because it’s government, yeah.  So, um, I guess that’s maybe, yeah if I was a 
business, I would have never had that raised to my consciousness.  But, when we actually sat down 
couple of years ago and started thinking, “yeah, what would we do?”  And, what we were charged, I 
wasn’t on the committee or anything but what the university was charged to do is to figure out how 
we could continue to doing business and so it’s a, it’s kind of interesting when you start trying to “oh, 
ok so there’s a disaster, how do you keep doing business?”  Right? 
 
Schuessler:  When the building’s gone. 
 
Interviewee 4: Yeah, yeah, or, you know, it’s weird simple things.  After the Katrina disaster, talking 
to um, Tulane and asking them what their experiences were like, they had problem with just, that 
why, I think I mentioned you know, doing paychecks [inaudible] because that’s exactly the problem 
they had.  You know, these special paychecks that are there to prevent theft.  This goes to your idea 
of recursion.  The, you know they, so you can’t copy paychecks so, there’s special paper and special 
printers to do all that.  Well, they, everyone had to leave and abandon the campus, right?  Where the 
check printing machine was.  And so, to get the check, they had to actually get a armed escort and 
helicopter to go in and get the check printing machine and fly it back out again so that people could 
be paid. 
 
Schuessler: Where was this at? 
 
Interviewee 4: Uh, Tulane.  So they ended up having to um, I think it was Tulane.  I went and saw a 
few presentations at a conference that following year so, maybe I’m getting them jumbled up, some 
school there, but I think it was Tulane.  Uh, so after that, they’ve now abandoned all check printing.  
They’ve gone to uh, bank deposit.  Which is, you know, I don’t know how they do that for people who 
can’t get a bank account.  You know, they must get, just debit only accounts for them.  Just say, well 
the university is going to get a debit only account for you to use. 
 
Schuessler: Yeah, like I said, it wasn’t something I had thought about but it’s come up several times 
in some of these interviews so.  I just thought it was kind of interesting.  Kind of curious as to some 
of the impetus for it so.  Well, thank you very much. 
 
END OF SESSION 
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Interview 5 
Schuessler: Basically, I'm looking into information systems security.  Um, specifically looking at 
threats, countermeasures 
 
Interviewee 5: Right 
 
Schuessler: How they relate to each other and then um ... 
 
Interviewee 5: I'm just going to shut the door that way we don't get interrupted. 
 
Schuessler: Sure.  Um, and then basically, how they interact together and eventually how that 
affects an organization's information systems security effectiveness. 
 
Interviewee 5: OK 
 
Schuessler: And basically, all I am doing right now is interviewing, kind of validating some 
instruments and I’ll actually be doing a survey later on.  So this is basically just a validation of threats 
and countermeasures. 
 
Interviewee 5: OK 
 
Schuessler: So, basically I am just going to ask you, based on some of the literature that I found, 
some of the frameworks that they have out there for classifying threats and countermeasures.  What 
your experience is with those.  And then, you know, how familiar you are with them and what you do 
with them and things like that.  Which ones you think are more important and less important.  And 
then, I’ll finish up.  Basically, I’ve got, a little table that I’ll have you go through and classify a list of 
them and then if you can think of any additional ones or or if you think some that don’t apply, things 
like that and then rank them. 
 
Interviewee 5: OK 
 
Schuessler: So, I’ll start off the first with just a few demographics.  How long have you been here? 
 
Interviewee 5: At the department? I’ve been here eleven years...in June actually, so almost eleven 
years. 
 
Schuessler: OK, and in the current position? 
 
Interviewee 5: Eight and a half. 
 
Schuessler: OK, and how long have you been in the IS field in general? 
 
Interviewee 5: About eight and a half (chuckle).  I was a dispatcher for the police department before 
this and kind of ... 
 
Schuessler: Denton or ...? 
 
Interviewee 5: No, here and ... 
 
Schuessler: My ex wife is at the, at Denton ... 
 
Varco: Oh really. 
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Schuessler: She was a jailer, then she became a dispatcher, now she’s in charge of the evidence 
room ... 
 
Interviewee 5: Oh really? 
 
Schuessler: She kind of, depending on what they need, fills in where ever. 
 
Interviewee 5: Fills in records and all that stuff. 
 
Schuessler: Yeah. 
 
Interviewee 5: Yeah, I know how that, that’s the way it is here kind of sometimes so ... 
 
Schuessler: Um, and how long has security been a major focus of the position. 
 
Interviewee 5: Since I ever took over.  Um, and it was prior to.  Um, the guy that was in charge of it 
before me works for CITC now.  And so [phone rings], hold on one second, I’m sorry. 
 
Schuessler: Sure, that’s ok. 
 
Interviewee 5: 972, all right, so uh, the gentleman that I took over from actually, his main stress was 
security, making sure that the network was safe so. 
 
Schuessler: OK, um, and what’s your primary role over here?  What is it that you’re actually doing? 
 
Interviewee 5: Well, I manage uh, the department’s infrastructure locally here.  Um, and then 
coordinate with CITC of course as far as our outgoing and incoming traffic, um, through the 
university and out to the world basically.  We, uh, we have, you know, parking services database 
that we manage, we have of course the criminal records database that we manage, we have mobile 
video which is all the traffic stops that the police officers do, we have mobile data terminals in the 
cars, so we manage those, so there’s a lot of different components to the department that people 
probably don’t see on a day-to-day basis.  That kind of work, hand-in-hand with each other.   
 
Schuessler: Kind of behind the scenes ... 
 
Interviewee 5: Yeah 
 
Schuessler: And what’s your actual job title? 
 
Interviewee 5: Oh, Jesus, uh, what is it called?  My actual job title is Computer, what is it?  Inf ... uh, 
Information Technology Manager. 
 
Schuessler:  That’ll work. 
 
Interviewee 5: Yeah, it changes day-to-day. 
 
Schuessler: So, would you say that it’s more managerial or more technical? 
 
Interviewee 5: Um, it’s, it’s, I have two other people that work with me in the department.  Um, so it is 
managerial in the sense that you know, that I supervise some other, some people but we’re all 
cross-trained in all the areas of the, you know, to manage the department.  So that if one of us is out, 
there’s no slip up or anything like that. 
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Schuessler: OK 
 
Interviewee 5: But it is technical too. 
 
Schuessler: OK, as far as the actual frameworks on this stuff, there’s a guy names Straub that 
basically applied what they call General Deterrence Theory.  I don’t know if you’re familiar with that.  
But, basically it was just a way of categorizing um, some of the different countermeasures that are 
out there in terms of deterrence, prevention, detections, and remedy.  And, uh, basically, I’ll go 
through each one, talk a little bit about what it is, and then ask you about it.  So, deterrence activities 
are defined as the inhibition of criminal behavior by fear, especially of punishment.  So, examples 
include things like policy statements saying, you know, you should be .. you know, these are 
company computers, you should only be using them for company events, activities, and things like 
that.  Uh, guidelines on what is a legitimate use of IS assets and things like that.  So, describe types 
of deterrent efforts that you might use around here, that ... 
 
Interviewee 5: We do notification to when people login to the computer, uh, it actually points to the 
university’s, uh, use, usage guidelines as far as computer use.  You know, there’s no assumed 
privacy, and, the full computer usage policy as well as we have an Intranet online where our officers 
go to read there general orders and we also put a notice there that says by signing into this, which 
they have to do with their EUID and password, that they are agreeing to, that they are using this in a, 
you now, professional manner and it is restricted to police department personnel only so, ... Uh, we, 
we put notices on all the computers like as soon as they have to hit control, alt, delete, that they get 
the notice saying, you know, there’s no assumed privacy here. 
 
Schuessler: Ok, are there any other types of deterrent efforts that ... 
 
Interviewee 5: Not, not per se, I mean we.  We, uh, we try to limit that amount of usage here.  The 
departmental personnel that are using these computers and workstations so much, have all had a 
pretty thorough background investigation to begin with.  Um, now, as far as Web access and stuff 
like that, we really don’t have, bring any Web traffic into this building.  The only Web traffic we bring 
in is through an IIS server which is for our parking citations.  And there is of course, policy links to 
the university’s computer use policy, fair practices, stuff like that. 
 
Schuessler: Um, ok, the next one is prevention efforts.  And, it is defined as a hindrance or an 
obstacle.  So, things like using security software to impede unauthorized access, uh, designing 
physically secure facilities, locks on computer room doors, passwords, access controls, things like 
that.  So, um, describe the prevention efforts that you use. 
 
Interviewee 5: Well, as you can see by our facility, all our out, uh doors leading into the building are 
access controlled.  They’re managed through access control software that we manage, not the 
university.  It’s local, um, nobody has access to it except for the IT people.  Um, and directives come 
directly from the chief who gets access to what areas.  So, you must have your ID card and a four 
digit PIN.  So there’s no chance of somebody losing their ID card and somebody finding it and being 
able to get access to the building.  Our server room of course is guarded by not only one lock, but it 
is two doors.  It’s a, a lock that goes into a maintenance room where of course they are handlers, 
which we didn’t want, but that’s where it is for the air handler for that room, and then there’s a 
secondary door behind it on a different lock set altogether that’s off master so that the IT personnel 
again, have access to that room but nobody else does.  Um, as far as security software, we use 
firewall software on all computers.  And, it’s managed by group policy.  We send out group policies 
to every machine in our system.  Um, we’re on the Windows Active Directory domain so we manage 
everything by group policy.  And, depending on what type of workstation it is, if it’s a workstation 
behind a door, or if it’s a public workstation where our police officers use to write reports, the policy 
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is pushed out accordingly.  Um, and the we also work with CITC where uh, some of our machines 
are behind the UNT firewall.  We’ve given them the IP addresses and they’re actually protecting us 
at their level instead of at the local level. 
 
Schuessler: So, you have both host based as well as network based? 
 
Interviewee 5: Physical, yeah. 
 
Schuessler: OK, uh, anything else you can think of ... 
 
Interviewee 5: For the most part, that’s the main, main security that we use.  Of course, we use 
strong passwording, uh, we require it.  Um, we uh, have, uh, have linked our active directory with the 
university’s EUID system so that whenever somebody’s required to change their password, they 
have to go out to AMS.UNT.EDU to change their password and of course, meet their requirements 
for strong passwording.  That way, there’s one level of passwording that’s being used across the 
board. 
 
Schuessler: OK, the next one is detection which is defined as the act or process of discovery so, um, 
suspicious activity reports, system audits, virus scanning reports, and things like that so, kind of talk 
about those ... 
 
Interviewee 5: As far as virus scanning, we use the university’s e-policy with McAfee and it notifies 
the IT staff if there’s any intrusions um, or suspicious, spyware, malware, or anything like that.  Um, 
we do scanning quite often on our servers, just to do preventative maintenance as well as make sure 
that all the updates are going out through McAfee because every once in a while, they’ll push out 
something that wasn’t supposed to go out and [we’ll] have to pull it back or what ever.  So, we work 
well with the security team as far as anti-virus, Glenn Thorpe I think is his name.  And ... to make 
sure that we get the updates that we need to do and not do the updates that may open us up to 
other threats.  Um, as far as logging and auditing of logs, we monitor as far as the server side goes, 
log, we monitor them on a daily basis.  We check all the firewall logs daily, just to make sure that 
there’s no unwanted traffic.  And if there is, that we can log it, go out and find out where this IP 
address is located, see what it is, and if we need to, you know, report it to who ever.  As far as the 
local machines, they’re restricted to far enough down that we’re really not concerned ... they’re dumb 
terminals basically for most of the work stations.  Uh, but we do also monitor the event logs to make 
sure that the workstations that are accessing our servers are within our building or within our 
domain. 
 
Schuessler: OK, and then that last one is remedy efforts and I don’t know how much that’ll apply 
here but, it is defined as a legal order of preventing or redressing a wrong or enforcing a right.  So, it 
is things like, you know, if you have an employee or something that’s doing something that they’re 
not supposed to be doing.  Reprimanding them, warning them, termination as well as criminal or civil 
activities.  So, how does that ... 
 
Interviewee 5: We, as far as legal remedies, or anything like that, we, work on more of a training and 
education basis, whereas we’re not, we’ll give you one or two times to slip up, make a mistake.  I uh, 
downloaded this or what ever, um, our criminal investigations division has, you know, basically, four 
machines that they work on then they have a dumb terminal where they go out on that machine.  If it 
goes out and grabs porn or whatever it might be, it is understood that that’s for investigative 
purposes because we know that that’s the workstation that they’re going to use to do that 
information, to go out and do their criminal investigations because they deal with all sorts of 
computer crimes now days with myspace and facebook and everything else so, when they’re 
investigating these types of computer harassment or what ever it is, they have to go out and 
checkout what it is.  So, they’ll let us know, Hey I’m going on number 5, this is where we’re going.  
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They’ll send us an email.  Uh, for the most part, the other staff, they work pretty well for going out for 
training and education as far as learning the newest operating systems that we’re putting in, the 
newest office suites that we’re putting in.  Um, we don’t have a lot of misuse here because it’s such 
a regimented department as far as what the job is, what information is contained on computers, what 
computers can access through applications that we have loaded.  So, most of the use, the 
departmental people know that ... I’m not going to mess around on these computers.  So, they, 
really, we don’t have any, I think in the eight and a half years that I’ve been here, I think we’ve have 
one instance where I’ve had to right a memo to an individual saying, you’re using your computer 
improperly.  This is the proper way.  And it was just not, it wasn’t even a reprimand, it was more of 
an information, let’s put it in your file, and let’s move on from here. 
 
Schuessler: Right.  OK, us, that’s it pretty much as far as the countermeasures.  Uh, looking at it 
from a different perspective of threats, there was another researcher that basically classified them 
basically as a, ... looked at them in terms of the source, whether they’re internal or external, uh, 
perpetrators, whether they’re human or non-human, um, and then the intention of threats so, 
[inaudible] can be the intent whether or not they’re accidental or on purpose.  Um, so basically, 
internal threats, in the context of information systems, describe internal threats faced by your 
organization.  A threat might be a result of an employee action or failure of an organizational 
process. 
 
Interviewee 5: Well, I think the biggest threat that we have is when we terminate somebody, um the 
notification process of getting the information out ... 
 
Schuessler: From a human resources issue? 
 
Interviewee 5: Yes, exactly.  Um, we are pretty good here.  Uh, I usually get notified by either the 
chief or deputy chief that we’re calling this person in.  When you see him enter the building, go 
ahead and disable not only his building access, [but also] network access, email access, everything 
else.  And then he’ll be escorted out of the building.  So, from that stand point, we’re in pretty good 
shape.  Um, another internal threat would be people bringing in outside media.  USBs, MP3 players, 
laptops that may be infected.  Um, and that’s always something that we have to look at, especially, 
we have eaglenet inside our building so, people can connect and start downloading stuff to their 
computers and all of a sudden, they’ve infected that machine, they boot it up, now they’ve infected 
three more machines because it’s one of the, you know, denial of service attacks or whatever it 
might be.  So, the biggest threat for internal would be somebody bringing in an outside device, I 
think, and plugging it in to our network. 
 
Schuessler: OK, uh, as far as external threats.  Some of the examples I have listed are things like 
natural disasters, um, hackers or competitors, things like that. 
 
Interviewee 5: The, uh, we’ve run into hackers a couple of times in this department.  Uh, we, the 
biggest issue we’ve had with the hacking issue is um, software vendors not changing default 
passwords for database systems.  Um, and we ran into that on one occasion, seriously, uh, where 
as soon as we brought up the system that we were bringing up, it was hacked.  I mean, we literally, 
within four hours got a call from the security team on campus saying we’re seeing some information 
come across from this machine, you need to go unplug it.  You know, so we, as soon as that 
happened, we of course then responded accordingly and unplugged it and got it over to them so 
they could see it.  But for the most part, the outside would be, weather, the elements, the building, 
not being accessible, because we do not have a secondary storage for our data.  Uh, we’re working, 
as a matter of fact I just finished a response this morning to the chief about working on getting a 
secondary location for redundant servers and mirroring and everything else and so.  That would be 
my biggest threat, would be the elements. 
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Schuessler: OK.  Um, as far as perpetrators, things like, specifically at this point, human threats, um, 
so things like accidental entry of bad data, inadequate control over media, things like that ... 
 
Interviewee 5: We, us, inaccurate data entry, the good thing with most of the data entry that we do, 
it’s all out in the field.  Um, so it’s basically, they’re seeing, like, for example, our ticket writers have 
ticket machines.  They enter the data as they’re looking at it.  So, we’re relying on them to enter the 
data properly.  Most of the inaccurate data entry that we do get is after somebody writes a hand held 
ticket and can’t read it and they go, OK, that’s got to be a Y and it turns out to be a seven or 
something like that.  Um, we really don’t run into data entry issues because of the nature of our job.  
Uh, the dispatchers have to be very vigilant as far as doing the call taking into the database system 
that we use.  Um, the police officers, when they enter information into our records management 
system, they have to be very vigilant as well because the information we enter could affect 
somebody else if it’s not correct.  So, uh, let’s say running Joseph Schuessler through our system, 
and all of a sudden, there’s a Joseph P. Schuessler, but we don’t put the P in there and he’s wanted 
for an offense.  Well if we don’t identify that person correctly, so the officers are trained from the get 
go, when they’re working with the database, and the dispatchers as well, to make sure that they 
identify and double check their stuff before they submit the document into our system. 
 
Schuessler: OK. Um, and then non-human threats.  Uh, some of these overlap obviously as you can 
tell and when we get down to actually having you identify or going through that list, you’ll see that 
some threats are you know, that there’s a lot of overlap.  They’re non-human, internal, etc so, Um at 
this point non-human, so example would natural disasters, computer viruses, and things like that. 
 
Interviewee 5: Well, natural disasters would be our number one threat.  Um, something that would 
happen, and of course we’re in kind of tornado alley here in Denton [inaudible] out to the plains.  
Um, natural disasters uh, denial of service attacks that hit the university on a campus wide level can 
sometimes bring us to a choke hold point here.  Uh, we’ve gotten to a point now where we’ve 
actually gotten off of their main campus network feeds so that if they go down, we can still operate 
internally.  So we’re not as reliant as, on the network staying up and running for the campus.  Um, 
and in the near future, we’re putting in um, hardware firewalls within our building so that we can 
actually segment off even further from the university uh, just because it is a learning environment, a, 
student centered learning environment too, where most of the students that get online and go out 
and do stuff around here, know that there’s a police department in the area and so we’re taking more 
precautions to kind of separate ourselves from the university as far as the network goes. So people 
can’t discover us.  [Chuckle]  Even though, I mean, if you try hard enough you can, you know I mean 
but, we’re trying to do it as vigilantly as possible on our end because we do notice traffic so ... 
 
Schuessler: OK, um, the next group is intent.  Uh, so accidental threats versus intentional threats.  
So, for accidental threats, uh, things like destruction of data by an employee, accidental entry of bad 
data, we kind of talked about that a little bit earlier but, this is really looking at more the intent side of 
things.  Um, of accidental threats so ... 
 
Interviewee 5: I think the biggest accidental threat that we would have is, is an employee bringing 
something into the building and not knowing what it is before they put it into their computer. 
 
Schuessler: So, going back to the USB devices. 
 
Interviewee 5: USB devices, working on investigations where they go out to Wal-Mart or Target to 
get a video and then bring it back here and it’s on a DVD that had some other stuff on it and they 
load it up onto their computer assuming it’s all good.  They can crash their system.  Uh, the 
compatibility issues with software that we already have on our computers here in the building.  I think 
that’s the biggest, you know, accidental threat. 
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Schuessler: OK, versus intentional, where somebody intentionally destroys data um, intentionally 
enters bad data, something like that. 
 
Interviewee 5: Um, we just finished rewriting our media retention policy.  Um, for our digital video 
and our communications recording system, where we record phone lines and stuff.  And I think the 
biggest issue would be if we weren’t documenting the files that, or the media that we were 
destroying.  Um, so we had to kind of research that a little bit as far as uh, we have a time period as 
far as how long we can hold on to media.  And I think now that we’ve identified that and got it in 
writing, we need to log the file, the DVDs or the CDs that we destroy when we’re destroying them 
because we have to identify when that video or audio was removed from the system so.  I think that 
would be the biggest accidental threat of not logging the destruction of media in according to our 
retention schedule. 
 
Schuessler: OK that last group, there’s actually four  of them but it’s a, these are consequences so 
disclosures, modifications, destruction, and denial of use.  So, in the context of information systems, 
discuss the consequences of improper disclosure of information.  That you guys face. 
 
Interviewee 5: We, as a law enforcement agency, if we disseminate information inappropriately, or 
not, or out to the public that’s not supposed to be disseminated, we can not only lose our 
accreditation statuses that we have but we can also lose access to the state and national databases 
that provide us that information.  So, as far as the consequences, they can be very heavy.  I mean, 
they can pretty much limit you to a security office instead of a police department.  So, our 
consequences are high. 
 
Schuessler: OK, uh, and then modification.  Um, the consequences of improper modification, data 
modification that you guys might face. 
 
Interviewee 5: I think the biggest consequence would be if we modified data that uh, like a, I 
reference back to, if we modified your data in our database and then all of a sudden [we] didn’t 
modify it correctly, or didn’t modify it with the proper information, let’s say you were served with a 
warrant, you took care of the warrant, but we didn’t pull it out of our database.  Well, all of a sudden, 
we can arrest you again just on the status that, in our database, it shows you have an active warrant.  
So, it can actually be a very liable process that we could go through if we actually make the mistake 
of not modifying the data.  So, uh, it could be very costly for the department. 
 
Schuessler: OK, and you were talking about this one a little bit ago but, destruction.  Um, destruction 
of data.  Uh, consequences of improper destruction of data faced by your organization. 
 
Interviewee 5: If we, if we do not destroy the data properly, um, the release of the information, 
criminal records, personal history information, background information and um, some secure um, 
case information that we actually do for the university.  Uh, we could be really open to law suits um, 
we could be, again, a removal of our accreditation status because we’re not following our statutes 
that say that we will destroy it in this way.  And also, again, the state could remove us from having 
access to their, that national database and the FBI can also remove it from our access as well.  So, I 
mean it could be again, literally handcuffing the department as far as the information that we can 
gather outside and working with other agencies. 
 
Schuessler: Right.  And the last one before we actually get to the classification stuff, is denial of use.  
So, consequences of denial of use that would be faced.  So, if all of a sudden, officers couldn’t 
access the systems, some of the systems that you’ve already talked about, could access those. 
 
Interviewee 5: I think the biggest consequence would be officer safety.  Um, if they’re out in the field 
and they can’t access the software that we need them, or to get the information from the state and 
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national databases, I think the biggest issue would be officer safety.  Of course the second issue 
would be, um, the completeness of the work that they perform because we do have a backup 
system where they can actually perform written reports that you know, no officer want to have to do.  
I mean let’s face it, they don’t want to have to write out a full narrative when they can type it out in 15 
minutes.  Um, so I think the completeness of the work might be hindered, which would actually then 
hinder the investigation, which would actually then hinder the outcome of the case of course.  So, I 
mean it’s just like a steam rolling type of problem there that you would have where it would just, one 
problem would affect another would affect another so I think the biggest part would be the 
effectiveness of the investigation being hindered. 
 
Schuessler: OK, well, this last part is basically pretty much just all you.  It’s just classifying um, a list, 
the first one is the, a set of just various countermeasures.  And, basically, it just starts here and 
comes on down here.  And basically, all you’re trying to do is classify, like the use of passwords.  Do 
you think it is a deterrent effort, a prevention effort, a detection effort and a remedy effort?  Is it 
something that you use?  And then after you’ve done all that, you’ll probably then want to come back 
and actually do a ranking.  If you don’t think they apply, then just put no or n/a and if you can think of 
anything else that you think might uh, be a threat that’s not, or excuse me, a deterrent, or a 
countermeasure effort, go ahead and list that.  And then we’ll do the same thing for threats and then 
we’re done 
 
Varco: OK.  Alright.  And this, how long is this paper, theses, or you’re working on? 
 
Schuessler: Uh, well, I’m at about 70 pages right now and I haven’t, this is the first level of data 
collection, so I’ve got a lot more to do. 
 
Interviewee 5: Oh my gosh.  Now can I check more than one box?  If I think if it applies to more than 
one area? 
 
Schuessler: Yeah, just put one for the one that you think it applies to primarily, and the second and 
then second and third. 
 
Varco: OK, perfect, ok. 
 
Schuessler: Left handed?  I know the feeling. 
 
Interviewee 5: Yeah.  Yeah, sometimes you uh, have to crank your stuff around and ... Now when 
you say use internally developed software only, is that only like as far as that’s the only stuff you 
use? 
 
Schuessler: That’s the only stuff you use. 
 
Interviewee 5: OK 
 
Schuessler: Most people are going to answer no to that. 
 
Interviewee 5: Yeah 
 
Schuessler: It’s not one I would’ve considered putting on the list except for in the literature it was 
specifically there so. 
 
Interviewee 5: Yeah, and I think some agen...some areas, I mean I can see that maybe the clinic, 
the health clinic, maybe using some internally, you know, but not only because I know they use a full 
medical records system over there so, I can see some areas having just kind of build something up 
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from selves, especially smaller departments that don’t have the funding that other areas do so.  Now 
the ones that I say no on, do you want me to rate them as well as far as what I think they might do? 
 
Schuessler: Once you get down to that point... 
 
Interviewee 5: No, I’m talking about like in the prevent, deter, ... 
 
Schuessler: Yeah. 
 
Interviewee 5: OK, just want to make sure.  Now I use no Internet connections on some machines, 
should I say yes for that then? 
 
Schuessler: Where? 
 
Interviewee 5: Where it just says no internal Internet connections. 
 
Schuessler: Yeah, I believe what they’re actually referring to there would be things like eaglenet.  
Somebody bringing in a laptop and, you know they could use dial out, dial up or some kind of 
wireless from external to the facility so I believe that’s what it is referring to. 
 
Interviewee 5: OK, so you’re not talking about workstations inside not having physical access to the 
Internet or something like that. 
 
Schuessler: Right. 
 
Interviewee 5: OK.  Nobody uses shrink wrapped software anymore.  They all download it from the 
Web.  Um.  People still use dial up? [chuckle] 
 
Schuessler: I did until 6 months ago.  I live out in the middle of nowhere. 
 
Interviewee 5: My mom still uses it but, I mean, all she needs it for is checking email so... 
 
Schuessler:  They just put in DSL out...I live between St. Jo and Nocona. 
 
Interviewee 5: Oh my gosh. 
 
Schuessler: I couldn’t believe they put in DSL out there.  The second they did was the second 
signed up. 
 
Interviewee 5: One of our deputy chiefs lives out in Tioga.  And they still don’t have it.  And he’s had 
to revert to getting the satellite broadband. 
 
Schuessler: I seriously considered that. 
 
Interviewee 5: That stuff is expensive though. 
 
Schuessler: Yeah. 
 
Interviewee 5: I was like, you can do whatever you want but I wouldn’t ... Now, I don’t publish formal 
standards, but the university does and I use their standards.  Do I need to say yes for that then? 
 
Schuessler: I would say yes for that. 
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Interviewee 5: OK.  Just want to make sure I’m not corrupting the ... 
 
Schuessler: No, hopefully, I will have enough interviews that it, any little errors that come up will ... 
 
Interviewee 5: The percentage will ... kind of balance it out or ... 
 
Schuessler: Yeah. 
 
Interviewee 5: OK, now you want me to rank these. 
 
Schuessler: Yeah, [also] if you can think of any additional ones, list those and then go ahead and 
rank them. 
 
Interviewee 5: And how many of them are there right now of these? 
 
Schuessler: Uh, I think there’s about eighteen?  Somewhere around there. 
 
Interviewee 5: Damn it.  And any other ones? 
 
Schuessler: Yeah.  If you can think of any. 
 
Interviewee 5: I guess, forcing periodic changes of passwords would still be part of quote use of 
passwords, right? 
 
Schuessler: Um, if, I think I would list that if you, I mean, ... 
 
Interviewee 5: I think it, I mean, ‘cause we do it, I mean, I get complaints on how often we do it 
because we do it so often. 
 
Schuessler: That’s how you know you’re doing it right. 
 
Interviewee 5: Right.  Exactly, and that way you know, people are like Jes, I got to change it again 
and, didn’t I just change this and um, but, all our software we force our users ... 
 
Schuessler: I think I would probably tend to list that. 
 
Interviewee 5: OK, I just ... I don’t want to be duplicating any of your work. 
 
Schuessler: Right.  Well, this is all literature based stuff, so, I mean if you list that, that means I’ll 
have to go back and look at it and see if they, exactly what did they mean by that and they may not 
say.  So, if they don’t say, then I will probably break that out because that means to some people 
there’s a distinction between just the use of passwords versus password policies of how difficult, 
strong ... 
 
Interviewee 5: How about I just say that, password policy, you know as far as, and I’ll put like in 
parentheses, ‘case that’s what my next question was going to be was the strength of passwords.  
So, ok 
 
Schuessler: Now can you separately control how often that they have to change their passwords 
relative to the university? 
 
Interviewee 5: Yes 
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Schuessler: Since you force them to login to the university [inaudible] 
 
Interviewee 5: Yea, uh, through our active directory, we manage the users ok, and the way it works 
is actually we’re not syncing our passwords up to AMS, we’re syncing down to.  So, if we wanted to, 
we could force locally, them to change their network password and they could change it on AMS as 
well. 
 
Schuessler: And then they go out and change it.  OK, cause they change over there like every four 
months or something. 
 
Interviewee 5: Yeah, every one hundred twenty days I think is what it is.  We, right now, we do every 
ninety days here.  But they kind of, every once in a while, they’ll sync up.  So, yeah, they get notified 
from AMS that their password is expiring via email, they’re like Jes-Louise, here’s another one you 
know.  So uh ... Now you want me to rank them as, in seriousness or ... 
 
Schuessler: The ones that you think are the most, uh, the ones that you believe are the, if you, once 
you’re building a system or you’ve got a system in place, you’re going to try to protect it.  What’s the 
first thing that you’re going to try to do, and then what’s the next thing that you’re going to try to do. 
 
Interviewee 5: I got you, ok.  OK. 
 
Schuessler: OK, and then the next one, next one, last one is almost exactly the same thing except 
that it’s looking at uh, at threats and basically you’re just trying to classify them as either internal or 
external or it could be both if you put both, if for example just put an I if it was Internal, if was both 
internal and external, just put an I/E.  Same thing for human and non-human, accidental and non-
accidental, and then the consequences that you think whether, the, whether it might lead to 
disclosure, modification, destruction, or denial of use.  Whether or not you face it, and then again, 
come back and rank them.  There’s only twelve of those. 
 
Interviewee 5: Oh, Jez 
 
Schuessler: Yeah, only twelve. 
 
Interviewee 5: I feel bad for you man. 
 
Schuessler: Na, it’s not too bad actually. 
 
Interviewee 5: So just, I mean, if it’s an internal, I can just put I, external? 
 
Schuessler: Yeah 
 
Interviewee 5: OK, got you. 
 
Schuessler: Yeah, just as long as I can identify it.  So I think it’s easier just to put I and E.  And in 
some cases it will, some people think they can be both. 
 
Interviewee 5: Right.   
 
Schuessler: And yes, this is the hard part. After this, the survey is online.  That’s the, that’s easy.  I’ll 
just send that out to my, the group that’s going to do it and let them login and click a bunch of stuff. 
 
Interviewee 5: And prey that they pay attention, right? 
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Schuessler: Yeah 
 
Interviewee 5: No, I’m joking. 
 
Schuessler: Well, hopefully if my numbers are high enough it shouldn’t matter. 
 
Interviewee 5: Right.  Yeah, you’ll get rid of the ones that are just clicking for the heck of it. 
 
Schuessler: Right.  And it is a professional organization so hopefully they’ll be motivated. 
 
Interviewee 5: Most of them are, yeah.  I think every one of these should be, could be non-accident 
and accident, I mean, well I haven’t gotten too far so ... 
 
Schuessler: Yeah, there are a few of them that specifically say, I mean they’re kind of ... 
 
Interviewee 5: Deliberate vandalism, that’s not a non-accident. 
 
Schuessler: Exactly. 
 
Interviewee 5: Got you. 
 
Schuessler: Again, not my wording.  That’s how it came from the literature so ...  
 
Interviewee 5: Hm, everyday, we face the obsolescence. 
 
Schuessler: I used to work for COBATech over in the College of Business and yeah, they would 
keep old machines around because they’d have a professor, one or two professors that wanted to 
still be able to dial in or something like that. 
 
Interviewee 5: Well, we have a video system here in our building that we got when we moved in here 
five and half years ago.  And it’s pretty much reached its end of life already.  And it’s you know, five 
and a half years old.  And we paid quite a pretty penny for it.  And now you can pay a third of what 
we paid for it and get state of the art ... 
 
Schuessler: a lot more functionality 
 
Interviewee 5: ... and all the functionality that you want.  So, we’re actually looking at starting to write 
some of these things off and go, up, you know, the next line up which is digital.  We’re on analog 
now and it’s just ... so yeah, we face that all the time. 
 
Schuessler: I think that, obsolescence I think is the nature of ... 
 
Interviewee 5: Technology 
 
Schuessler: Anything that has ... 
 
Interviewee 5: Six months old, I mean as soon as it comes out on the market, there’s already 
something else to replace it so.  And I think some of it might be human obsolescence so I am going 
to say yes to both of those. ... What about things like social engineering where somebody calls up 
and says hah, this is Joe from accounting, what’s your password? 
 
Schuessler: Right. 
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Interviewee 5: Are those types of threats that you still want to look at here or ... 
 
Schuessler: Yeah, if you don’t think any of those address that then, yeah, definitely add it. 
 
Interviewee 5: Well, I think it’s almost its own, ‘cause now with all the SPAM that you get ... 
 
Schuessler: Phishing 
 
Interviewee 5: ... yeah, Phishing, and you know, I mean, we get one about every other day from 
AMS that looks like it’s from AMS, it says you need to change your password. 
 
Schuessler: I get all the ones from various banks. 
 
Interviewee 5: Yeah, exactly, so.  I going to ... 
 
Schuessler: I always fill them out. 
 
Interviewee 5: Yeah, well, even if I don’t have a bank account, I’m like hey did I have a bank with the 
bank of the west or ... 
 
Schuessler: No, I fill them out with bogus information, just for fun. 
 
Interviewee 5: Just to make it harder for them. 
 
Schuessler: Yeah, well I figure that you know.  They’ve got to go through their database and sift 
through all the garbage. 
 
Interviewee 5: Yeah, I like the people that register online for permits and stuff like that and make 
their email email@email.com.  Yeah, that’s my favorite stuff that we get to filter out here. 
 
Schuessler: Some of them are pretty slick though.  They’ll check the credit card for the right number 
of digits, the right type of formats, stuff like that. 
 
Interviewee 5: Yeah, and they’ll reject it, Ah man, this is too much work. 
 
Schuessler: Yup. 
 
Interviewee 5: No, is this for me again, personally, what I rank as my, the highest priority or what I 
think small business ... 
 
Schuessler: For your organization. 
 
Interviewee 5: All right. 
 
Schuessler: OK doke, that’s it. 
 
Interviewee 5: Is that it? 
 
Schuessler:  That’s it.  That wasn’t too bad was it? 
 
Interviewee 5: No, that wasn’t too bad, not too painful. 
 
END OF SESSION 
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Interview 6 
Schuessler: Um basically it's a study. I'm looking at information systems security effectiveness. I’m 
looking at um, threats and countermeasures and how they interrelate with each other and their effect 
on information systems security effectiveness.  And so that's basically what I'm doing in two stages.  
I'm trying to uh, I'm trying to first use these interviews to validate a couple of the instruments and 
then I'll actually go online with an online survey to actually collect the data for the main part of the 
study.  So, that's what I am doing here. 
 
Interviewee 6: OK 
 
Schuessler: Um, at this point, let me just get a little background stuff.  How long have you been with 
North Texas?  Uh, let me actually give this to you so you can probably just mark them off would be 
the easiest on these first things. 
 
Interviewee 6: OK.  Oh, there’s ranges so I am the 9-16 years. How long in your present position in 
this organization? 9-16 years.  How long in the IS field in general?  I don’t know that I’ve got enough 
fingers to count that high. 
 
Schuessler: [you] could take off your shoes. 
 
Interviewee 6: Yeah, yeah, that still won’t be enough.  Um, I mean because I’ve been involved in 
some aspect of computing since the late ‘70s.  So we’re talking 30 years? 
 
Schuessler: 27-29?  About 30 years? 
 
Interviewee 6: That’s not a good thing. 
 
Schuessler: Yeah it is. 
 
Interviewee 6: It’s like at DCSNP somebody was saying they were looking at CMS which is Contact 
Management Systems as everybody knows it currently.  And somebody said “oh boy, could that be 
Course Management System” and then somebody else said “oh, but what was that old thing we 
used to have on the mainframe?” And everybody said (uh, oh, um – grumbling basically crowed 
noises).  And I said “Conversational Monitor System”? “Yeah that was it.” And I never even used it 
here.  It was just on a system I used way back when.  How long have I been in the IS security field?  
Well I’m not sure I would say I’m “in” the security field. 
 
Schuessler: Right. Um. 
 
Interviewee 6: Other than it is an aspect of  
 
Schuessler: Right.  How long would. [I] Would probably augment the question to basically say “How 
long has security been part of your job function?” 
 
Interviewee 6:  Right, OK.  And I’d say that’s probably been 25 years anyway.  What is your primary 
role?  System Manager.  You should probably be writing these because it’s words and you may not 
be able to read my writing.  What is your title?  [You] Want to write it down? 
 
Schuessler:  Sure 
 
Interviewee 6: My actual title is, is Network and Systems Manager.  That’s my internal title.   
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Schuessler: I’m not sure I’ll be able to read my own writing. 
 
Interviewee 6: Now my computer classification is Systems Manager but that is the state 
classification. 
 
Schuessler:  OK, so the first part of those that I was gonna start talking about were basically 
countermeasures and there’s there’s some research that basically um I’m using General Deterrence 
Theory which basically has some classifications and I’m trying to use that as a way to look at 
different types of countermeasures.  And basically they break that up into four areas: Deterrent 
Deterrence Efforts, Detection Efforts, Prevention Efforts, and then Remedy Efforts.  Um, so, 
basically, deterrence activities are defined as the inhibition of criminal behavior by fear especially of 
punishment.  Uh, so with that in mind, what type of deterrent efforts would you, are you trying to 
employ that you use that you consider using to protect our systems here? 
 
Interviewee 6:  And what’s the second one?  Deterrent, then? 
 
Schuessler:  There’s deterrence, prevention, detection, and remedy.  You want me to define each 
one first so you can? 
 
Interviewee 6: No, that’s all right.  So deterrents are things like you have a consequence for 
prevention is measures that just try to block. 
 
Schuessler: Try to block.  Examples of prevention would be things like a locked door on the server 
room, uh, authentication, having to login um versus deterrence would be visible security functions.  
Something like uh, a camera up in the corner of the server room so you could monitor people 
coming in and out. Uh, signs that say “you will be prosecuted if you, you know, use our systems 
illegally.  Things like that. 
 
Interviewee 6:  Uh huh, um, Alarms then probably fall in the preventive as opposed to? 
 
Schuessler: Uh, alarms? Yeah unless it was a case of um, you know, like I said putting signs up 
saying “alarmed by such and such company”.  You’re really trying to deter ‘em at that point. 
 
Interviewee 6: Right.  Well, so then yes we do.  The doors have a sign that says “This area is 
alarmed”.  Um, and that’s probably the extent cause we don’t have cameras uh, I mean we used to 
have some cameras out in the uh check in areas but it wasn’t monitored at night it was more for you 
know, policing staff activity during the day.  Uh, so I’d say right now, our only deterrent is, is a sign.  
Um, unless there are some other examples of deterrents? 
 
Schuessler:  Those are really the ones that I’ve run across in some of the literature that I was 
reading about it, some of the examples. 
 
Interviewee 6: OK 
 
Schuessler:  And that is something I’ll probably add here so I can, I have that as a reference point. 
 
Interviewee 6: Right 
 
Schuessler:  For other interviews. 
 
Interviewee 6:  So then, as far as preventive, then we have an alarm. 
 
Schuessler:  Right, that’s defined as a hindrance or an obstacle.  So yeah, physical security function. 
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Interviewee 6:  OK, the server room is kept locked.  Uh keys are controlled or limited as to who you 
know, like not everybody in this office has a key to get in.  Um, obviously we have authentication 
required for all of our systems.  Uh, for some resources we have um, firewalls or policies in place to 
restrict what ports or what source IPs can connect to a given resource.  Um, that’s probably it. 
 
Schuessler:  Pretty much it? 
 
Interviewee 6:  The extent of prevention. 
 
Schuessler:  OK.  Uh detection is the act or process of discovery so uh things like logs and uh you 
know reviewing video tape or something would be examples of that. 
 
Interviewee 6:  Well than that’s something I guess we don’t do as good a job as we could.  I mean 
obviously we do log a variety of things. Uh, the operating systems keep logs of who’s logged in, 
who’s logged out, changes to you know, accounts and that sort of stuff.  Um, you know, McAfee I 
guess is a preventive but then its logging would fall into this category.  Uh, so it keeps track of, um, 
some buffer overflow situations, um, obviously malware and that kind of stuff.  But, where we are not 
doing good enough a job is monitoring those things.  For example, the problem that I was dealing 
with yesterday and today was one of our domain controllers was compromised.  Well apparently it 
had been there a long time.  Uh, when I went to go in and look at things, I found that McAfee had 
detected one of the payloads as a virus or as a Trojan and had been reporting it every day it scans.  
Um, but that didn’t raise any alarms.  It wasn’t obvious on the screen ‘cause I guess while we make 
it pop up on client machines, on servers it doesn’t automatically pop up.  Um, so, you know, there 
would have been an opportunity to have noticed that shortly after we’d’ve gotten on the machine but 
um, since we don’t have a procedure of someone in charged with policing protections.  ‘Cause 
typically most of the detections we get from McAfee are as a result of browsing.  And, McAfee is 
stopping that so we don’t worry about it too much.  On this particular case, it detected it as Trojan 
but then couldn’t get rid of it.  So, it just kept reporting it.  “Detected, Clean Failed, delete Failed.”  
You know, everyday.  So, we ended up having to blow it away and having to rebuild it which, for a 
domain controller, is not a lot fun.  Um, so that’s something we do need to do but. 
 
Schuessler:  Do better, do more of? 
 
Interviewee 6: Yeah. 
 
Schuessler:  OK, and then the last aspect of that is what they call remedy efforts which is a legal 
order of preventing or redressing a wrong or enforcing a right.  Um, so basically the way it’s been 
discussed in the literature, it’s something along the lines of an act an organization might take once a 
violation’s been found.  Uh, for example, if you have an employee, you have internal things that you 
can do in terms of sanctioning them, firing them, fining them, you know, different measures there.  
To filing a police report, you know, having them prosecuted, and things of that nature. 
 
Interviewee 6:  Well, I’m sure there are those kinds of things available to us.  We’ve never had to, 
um, other than and again, it not directly in response to um, you know, an illicit activity but we had a 
number of part time students depart us in the Fall so we went through and changed the passwords 
that they would’ve known about.  Um, and we delayed letting them, uh, know that they weren’t 
gonna be returning or at least two out of the three, uh, until we had things in place to have changed 
the passwords so that there wouldn’t have been the opportunity to do anything malicious. 
 
Schuessler:  So almost like a Human Resources type approach of knowing ahead of time so you 
could take preventive, really preventive measures. 
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Interviewee 6:  Yeah, yeah. Um, so, you know, if it were to ever crop up, I’m sure that those 
sanctions you talked about, dismissals or whatever, would all be an option.  Um, we’ve just never, 
knock on wood, had to worry about that. 
 
Schuessler:  That’s good. 
 
Interviewee 6:  Yeah. 
 
Schuessler: OK, the other aspect of what I was trying to validate were um the threats side, the 
opposite side what you’re implementing countermeasures to try to prevent.  And there’s a framework 
that a lady came up with basically where she looked at threats from different perspectives: of internal 
versus external, or human versus non-human or accidental versus intentional.  Um, so basically I 
wanted to ask you about each one of those, those uh points of view.  So, like the internal threats: 
what kind of internal threats do you um, normally face? I mean that would be internal would be 
employees, would be students, would be people in the organization so in this case I guess the whole 
university uh, what type of threats do we see there?  Is it things like viruses, or things like misuse 
or...? 
 
Interviewee 6:  Well, I mean, somewhere in your literature you may have found that, and I’ve heard, 
don’t know that I’ve actually read it myself, that a lot of exposure to malicious activity is from internal.  
Um, now maybe I tend to think people are good and until they prove otherwise, I would believe that 
they are good.  Um, so um, I’m, you know, we’re restrictive on who we share passwords with, you 
know, but for example, I’ve got three new part-timers that’ve started. They need to work ‘cause I’ve 
only got one returning so we having to share with them passwords so that they can work.  Um, I 
would’ve preferred to, you know, have them work a little while to prove themselves before they start 
... 
 
Schuessler:  Handing out the keys so to speak? 
 
Interviewee 6: Well, keys we will hold off because I can, you know, because they shouldn’t be here 
 
Schuessler:  Figurative keys. 
 
Interviewee 6:  Yes, yes.  The logical key.  Um, but we’re doing some work today that for them to 
help with that, they needed to be able to login and so um, they’re getting privileges that maybe I 
wouldn’t have otherwise done so quickly.  But, um, so internal threats, I’m not as concerned about.  
Um, we don’t let people work by themselves or um, you know, give them access to the server room 
and say “have at it” or ... 
 
Schuessler:  It’s almost like in accounting, checks and balances type thing, you know having one 
person authorize a purchase and somebody else make the purchase. 
 
Interviewee 6:  Right. 
 
Schuessler:  And then external threats?  Um, what types of external threats? 
 
Interviewee 6:  Since we use Windows or Microsoft products, it’s every threat imaginable (laughter).  
Um, I mean there’s obviously the potential for um, you know, external hacking, um, again we try to 
deal with those by you know, firewalls or access policies or those kinds of things.  Um, the campus 
keeps us informed of vulnerabilities as they are discovered.  Um, but for example the vector that 
they believe was used to get into our domain controller was a database application that is little 
known, wasn’t a particular version that the vulnerability specifically referred to but it was part of a 
third party application that we had no choice, I mean that was the database that they used.  Um, and 
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we thought we were ok because it didn’t you know, fit the profile that they had for the vulnerability in 
terms of the version number of the database but.  Um, so I mean there’s plenty of people out there 
that all they do is try to break into vulnerable systems and ... 
 
Schuessler:  They’ve got plenty of time on their hands. 
 
Interviewee 6:  Yeah, yeah. 
 
Schuessler:  OK, uh as far as human threats, I mean human versus non-human, what types of 
human threats versus non-human threats do you, do you encounter, do you see, that you think are 
an issue? 
 
Interviewee 6:  Well if it is specifically security, and not just, um, you know, like power failures, you 
know, that’s a threat to operability but not really what you’re talking about.  You’re talking about more 
security threats. 
 
Schuessler:  Well actually, that’s part of it and I’ll get into that at the very end where basically where 
I’ll give you a list of the stuff that’s in the literature of the stuff that I’ve run across and basically have 
you say “no we don’t have those problems” or “yes we do” or “this isn’t in your list, add it” type thing. 
 
Interviewee 6: Right.  Well, so, if um, threats to operability are included we have UPSs that try to 
maintain power in the event of a power failure.  Um, we’ve talked about providing a standby 
generator for longer term outages.  Um, you know, we have dedicated air conditioning, um, in the 
room, so it’s uh, in the server room, so it’s not dependent on the building’s system and we can 
maintain the temperature.  Um ... 
 
Schuessler:  So these are really environmental threats? 
 
Interviewee 6:  Right, Um. 
 
Schuessler: Or, non-human. 
 
Interviewee 6:  Non-human, external kinds of things.  Um, you know, beyond that, you know, even 
intrusion attempts or those kinds of things, they may be automated, but there’s somebody behind 
them.  So I guess I would tend to categorize those as human threats.  Uh, so, I’m not sure what else 
would fall into non-human other than environmental problems.  Um. 
 
Schuessler:  OK, and then the last uh, group is accidental versus non-accidental.  And again, some 
of those, you’re gonna see a lot of overlap ‘case some are gonna be human, external, accidental, 
you know, so there should be some overlap but ... 
 
Interviewee 6:  Well, and, I mean, the accidental is, you know, somebody deletes a file.  Uh, 
somebody, you know, does maintenance on the server improperly and, and crashes it.  You know, 
those kinds of things uh, you know, can happen, by anybody.  Intentional, again, I wouldn’t think, 
other than the hacker that’s intentionally trying to do something, I don’t think we have an issue with 
that kind of stuff. 
 
Schuessler: OK, and the last two parts are basically looking at the lists of stuff that I’ve run across. 
 
Interviewee 6: OK 
 
Schuessler:  Um, so, it might be easier for you to kind of look at that and basically try to identify 
whether, in the case of threats, um, whether or not you’d classify that as a detection or deterrent, 
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remedy, or prevention for each of these threats and whether or not you can think of something that 
should be added to it or something that you really don’t think um, is something that you face. 
 
Interviewee 6:  So again, on this first list, your instructions just say whether we use them and if so 
how, oh, and then how they might be classified and that the ... 
 
Schuessler:  Prevention, detection, remedy, and deterrence. 
 
Interviewee 6: Deterrence. OK, well the first one, use of passwords, we do use, obviously, um.  And I 
guess that fell into the preventive, right?  Media back ups.  Didn’t mention that before but yeah, we 
do do that.  Um, I guess that again would be a preventive, to protect yourself in the event of a loss of 
data.  Uh, employee education.  Um, its deterrent, preventive ... 
 
Schuessler:  Deterrent, preventive, detection, and remedy. 
 
Interviewee 6: Detection and remedy.  OK, so employee education I guess would be in as a 
preventive in my mind.  You’re trying to give them the education so that they don’t do uh, something 
bonehead.  Um, security, consistent security policy, um, I’m not sure where I would put that one.  
Um, we do have it, um.  I guess that is, um, the preventive again.  Security, in terms of physical 
security to the room, um, policies in terms of restricting access uh, remotely and that kind of stuff.  
Internally, use of internally software only, no, uh, and at this particular point we probably have very 
little in house produced software.  Um, I’m not sure how that relates to being a security um, feature, 
or countermeasure.  Um, virus protection, yes we use it.  It’s preventive.  Uh, procedures, us, we 
don’t use it as well as we should.  Um, though we do audit accounts on a periodic basis and try to 
close those accounts that aren’t needed anymore.  Um, that’s one thing, uh.  Violation reporting.  I 
don’t guess I encourage that necessarily.  Um, No internal, internal Internet connections.  Obviously 
every machine we have is connected to the Internet by way of the campus connection so. 
 
Schuessler:  I believe the way I was uh, from what I recall about that, they’re basically referring to 
like a modem, dial up modem.  You have your network connection for Internet connectivity but 
somebody has their own modem and they can go out to their own dial up service or something of 
that nature.  Uh, so basically introducing another um, window to the Internet, a back door so to 
speak 
 
Interviewee 6:  Yeah, so as far as alternate paths to the Internet, we don’t have.  As far as, the other 
way I was reading into that was like you have all your machines NATed so they don’t have exposure 
to the Internet.  And, we don’t have that.  Uh, protection either.  Uh, use only shrink wrapped 
software.  For the most part, that’s true.  Um, and again, in the environment uh, in our environment, 
um, I guess those are two, the internally developed software only or shrink wrapped software only 
are probably extremes and more applicable to like an accounting firm or a health clinic or you know, 
whether so whether they buy something from somebody that’s custom for their you know industry or 
whether they buy Quicken or that sort of stuff.  But again, neither one of those necessarily, I think, 
relate to our purposes.  So, no outside network connections.  No outside dial up.  No outside Web.  
You know, all those are, we don’t, we have to have those to function.  Firewall we have, it’s 
preventive measure.  Host intrusion, detection.  We don’t have internally here, but the University 
does and again, that’s how they were able to find out about our compromised domain controller.  
Um, and I guess that’s obviously another detection category.  Intrusion, network intrusion detection, 
again, we don’t have it here directly. Uh, but the University does.  The information security team. 
 
Schuessler:  At Rich’s office over there? 
 
Interviewee 6:  Yeah.  Auto account logoff, um.  That does exist on our servers, or at least auto lock.  
Uh, we have talked about auto lock on client desktops and we can never arrive at an equitable or 
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mutually agreeable time or those kinds of thing.  Cause with Windows 2000, we’d actually pushed 
the infrastructure out.  We just needed to turn it on.  And we never did turn it on.  Uh, but we created 
our own little screen saver with the University’s login ... 
 
Schuessler:  I remember that.  I thought we actually had it turned on for a brief period. 
 
Interviewee 6:  We did, internally with us just for testing deployment.  But, we never did implement it 
any place else.  Uh, publish formal standards.  We’re not real big on documenting things here.  We 
probably don’t do that but we probably should.  Um, standards would probably fall into, depending 
on what you are talking about, deterrence because you might outline what your uh, consequences of 
uh violation alerts, preventive cause your trying to provide education as to what they’re doing, um, 
detection, possibly because you’ve you know, outlined what kinds of things we’re going to police.  
Monitor computer usage, um, when we stumble on in.  You know, anytime I’m on a system, I’ll 
typically glance at uh, who the last user was, or when they last logged in, or those kinds of things.  
But that’s not terribly formal.  Um, control of work stations.  Why don’t you may expand on that a little 
bit. What does that mean? 
 
Schuessler:  Um, from, well, from what I recall, basically, it’s um about controlling whether or not 
applications can be installed on that by the end user, um ... 
 
Interviewee 6: So, yeah, we do do that.  Administrative access to machines is not granted 
unilaterally or globally.  Um, its, we’ve probably granted it more to more stations than I would like but 
your colleagues in your department in particular um, claim the need and so we’ve granted it.  Um, 
though I try to drag my feet as much as possible to get them to just be ... 
 
Schuessler:  As any good Network Admin should. 
 
Interviewee 6:  Yeah, as well all should, that’s right.  Um, and again that’s a preventive because 
you’re trying to prevent stuff from being installed. Training, um, that’s available on campus.  I don’t 
know that we’ve you know, required people to go.  Actually, there may have been one time that we 
did require people to go.  But it’s not very regular.  Uh, and again, as training things go, it’s probably 
preventive or also deterrent because telling them what the consequences of violating things would 
be.  And that’s all on that list. 
 
Schuessler:  OK.  And then the last one is the other classification: internal versus external, um, 
human versus non-human, accidental versus purposeful acts, threats. 
 
Interviewee 6:  OK, act of human error or failure.  Accidents or employee mistakes.  Yes, we’ve had 
that.  Um, and I guess that falls in the human versus machine and also in the accidental versus 
intentional categories.  It would have to overlap there. 
 
Schuessler:  Yeah, there should ... 
 
Interviewee 6:  You know, didn’t we have our measures like backups to try to recover from at our ... 
 
Schuessler:  I think what I’ll do in the subsequent versions of this is basically have a grid on the side 
of with check boxes and it’ll be easier. 
 
Interviewee 6:  Uh, compromises to intellectual property like piracy of copyright infringement.  Um, 
well I guess, we do that to some extend because we ask if somebody wants to install something, 
where the source of their license is so that we know that they’re not pirating something.  Now in 
terms of people taking things away from us, um, I mean the University’s real gray on who owns 
rights to intellectual efforts.  Um, I’ve never seen a definitive “if you work on this on University time 
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this belong to the University ...” or you know it’s like grading course material or whatever, you’re 
creating something original whether you as a faculty member gets to keep it.  But, um, but we don’t 
worry too much about those kinds of things ‘cause it’s for the faculty to worry about.  And, as far as 
which of those, there’s four of them? Again? 
 
Schuessler: Uh, yeah, there’s internal versus external, well, there’s a total of six. 
 
Interviewee 6:  And that would fall into both. 
 
Schuessler:  Human versus non-human and accidental and intentional. 
 
Interviewee 6: OK, it would probably fall in the human.  It could be both accidental or intentional.  So, 
there’s the three pair? 
 
Schuessler:  Yeah, uh, internal/external, human/non-human, and accidental/intentional. 
 
Interviewee 6: OK, so.  You know, I already said which way they went.  In some cases it was both 
members of the pair. I guess in the human, non-human characterized on the human side.  Uh, 
deliberate acts of espionage or trespass such as unauthorized access or data collection.  Again, 
that’s going to be human.  It’s going to be uh, it says deliberate so it’s not accidental.  And uh, it 
could happen internal or external so.  Deliberate acts of information extortion like blackmail of 
information disclosure.  I guess that’s, um, that could be the same thing.  Human only, internal or 
external, and it says deliberate so it’s intentional.  Deliberate acts of sabotage.  Destruction of 
systems or information.  I’d say those fall in the same arrangements.  Uh, deliberate acts of theft.  
Illegal confiscation of equipment or information.  Same thing.  Human, it’s internal or external, and 
it’s deliberate.  Cause it says it is.  Uh, deliberate software attacks like viruses, worms, macros, or 
Denial of Service.  I guess in terms of like a mail worm or a something like that, one might construe 
that to be non-human because an infected machine propagated it.  But I guess I would still say the 
machine didn’t create it in the first place, a human did.  So, I would characterize that as a human 
only, not machine.  Um, could happened both internally or externally and it is deliberate so.  And 
then forces of nature: fires, flood, and earthquake.  Well, obviously those are going to be external, 
not internal.  Um, they’re non-human and they’re not deliberate.  They’re accidental.  Quality of 
service deviations from the service provider like power or campus datacom or whatever.  Well, 
they’re by nature, external, they could be accidental or intentional, on the part of some third party out 
there.  Um, could be human or non-human in that a tree falls on a power line or you know, when a 
storm blows down our fiber out to the research park, or whatever, so.  Technical hardware failures or 
errors like equipment failure.  Well, it’s non-human cause it’s an equipment failure.  It’s, I’m not sure 
how internal/external relates to that, um, because obviously the equipment is within our operation.  
So does that constitute it as being an internal? 
 
Schuessler: That’s how I would classify it. 
 
Interviewee 6: OK.  Then it would be internal and whether it is accidental or intentional, it’s a 
equipment failure so that would be accidental unless um, it was the result of having not maintained a 
piece of equipment properly.  Um, and then in that case I guess it could be intentional.  Um, software 
failures like bugs, code problems, or unknown loopholes.  Um, I’d say that’s human cause humans 
created the software.  It could be internal or external depending on the source of the software.  And 
it could be accidental or intentional depending on you know, in terms of the unknown loopholes, if 
someone had intentionally put in a back door to something.  Technical obsolescence.  Boy we have 
a lot of that.  We try not to um. 
 
Schuessler: Is that the equipment of the personnel? 
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Interviewee 6: Yeah, that too.  Uh, equipment is what I would characterize that um.  Um, so I guess it 
could be human or non-human in terms of well, training that’s antiquated so people aren’t being kept 
up to date.  So that’s a human problem.  Uh, non-human would be that you’ve got servers that are 
fourteen years old and should’ve been retired ten years ago.  Um, internal versus external, either 
way in terms of our small operation in terms of COBA because we’re dependent on other 
technologies that the campus provides or that the information industry provides.  Um, and then 
accidental versus intentional.  Um, again, now that could go either way if somebody you know, 
withholds funding intentionally because they just, you know, want to use those funds for other 
purposes.  So they’re intentionally denying the ability to keep technologies current.  Uh accidental 
could be you know, you just didn’t realize that piece of equipment had been surpassed in terms of 
newer technologies. 
 
END OF SESSION 
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General Deterrence Theory: Assessing Information System 
Security Effectiveness in Large Versus Small Businesses 
Thank you for taking the time to respond to this survey.  The Association of Information 
Technology Professionals (AITP) partners with educational institutions and others in 
order to provide information that advances the knowledge of IT professionals.  The 
purpose of this research study is to compare and contrast how small versus large sized 
businesses address their information systems security concerns.  The approximate time 
to complete this survey is 10-20 minutes.  You must be 18 years of age or older to 
participate in this study.  If you choose not to participate in this study there will be no 
adverse consequences and your consent is provided by completing the survey 
instrument.  No individual responses will be reported and data will be reported on a 
group basis only.  As compensation for your efforts, you will be provided with immediate 
feedback by being directed to a Website that contains your responses along with a 
summary of the responses of others who have participated in this research study.  
Please remember, no identifying information will be reported.  Additionally, the AITP will 
be provided with an executive summary of the findings for dissemination to the 
membership.  If you wish, you may complete part of the survey and continue again at a 
later time without losing your responses.  Simply re-click the link in the email and follow 
the on-screen instructions.  However, only after submitting the completed survey will 
you be directed to the site containing the results of the survey.  If you have questions 
regarding this study, please contact Joseph H. Schuessler at 
joseph.schuessler@unt.edu or 940-565-3128 in the ITDS department of the College of 
Business.  Alternatively, you may contact Dr. John Windsor at john.windsor@unt.edu or 
940-565-4147 in the ITDS department of the College of Business.  This research project 
has been reviewed and approved by the UNT Institutional Review Board (940) 565-
3940.  Contact the UNT IRB with any questions regarding your rights as a research 
subject. 

 

Using the definitions below, please rate on a scale of 1 to 7 (1 being for 
the least effective and 7 for being the most effective) the effectiveness of 
your organization's efforts in protecting it's Information System assets. 
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Deterrence is defined as “the inhibition of criminal behavior by fear, 
especially of punishment.” In other words, deterrence activities provide 
disincentives for would-be computer abusers. Examples of deterrent 
efforts include “administrative policies, employee training, and visible 
security functions” 
 
Prevention is defined as a hindrance or an obstacle. These can include 
physical obstacles such as guards, locked doors, and so on and/or 
software tools such as authentication devices and firewalls. 
 
Detection is defined as the act or process of discovery.  As it relates to 
information systems (IS), it is the process of attempting to discover 
security breaches within an organization by examining system logs, 
monitoring suspicious activity reports, and so on. 
 
Remedy is defined as “a legal order of preventing or redressing a wrong 
or enforcing a right.”  Remedies serve as a way for an organization to 
seek restitution in some fashion, whether through internal 
sanctions such as reprimands or termination, or externally through legal 
or regulatory systems. 

 
Least Effective 

(1)  
2  3  4  5  6  

Most Effective 
(7)  

Overall deterrent effect         

Overall preventive effect         

Overall detection effect         

Overall remedy effect         

Effect in protecting hardware         

Effect in protecting software         

Effect in protecting 
computing services         

Effect in protecting data         

 
The information security function is primarily viewed as:  

an administrative job focused on granting user access and establishing degrees of 
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privilege.   

critical to the long-term survival of the organization with emphasis on maintaining 
relationships with employees, business partners and government regulators.   

technically oriented with an emphasis on addressing authentication and authorization 
issues and maintaining physical security of computer resources.   

as a resource to maintain compliance with information security standards and best 
practices.   

The senior information security manager is:  

a part-time position with the duties to implement technical solutions to authentication 
and authorization issues and physically secure the computing resources.   

a full-time position with the administrative duties of granting user access and 
monitoring authentication issues.   

a full-time position where the primary duties consists of conducting periodic risk 
analysis, implementing ‘best practices’ and monitoring user compliance.   

a full-time position where the primary duty is establishing and maintaining relationships 
with employees, business partners, information security vendors, management and 
government.   

Please indicate the frequency of top management’s participation in 
information security planning:  

almost always   

frequent   

infrequent   

seldom   

Please indicate the frequency of user participation in information 
security planning:  

almost always   

frequent   

infrequent   

seldom   

The performance criteria for the information security function are:  

long-term impact on the organization and support of organizational goals and 
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objectives.   

there are no performance reviews of the information security function.   

ability to address authentication and authorization issues and minimizing costs.   

compliance with ‘best practices’ and information security laws.   

The development or implementation of information security controls is 
primarily triggered by:  

perceived need on the part of the information security manager.   

an information security budget and a need to get the ‘most bang for the buck’   

a need to comply with ‘best practices’ and information security laws.   

needs identified during long-term business planning.   

The senior information security manager is __________ levels below the 
CEO:  

One   

Two   

Three   

Four or more   

Please indicate the frequency of the senior information security 
manager’s participation in business planning:  

almost always   

frequent   

infrequent   

seldom   

Please indicate by selecting the appropriate number the extent to 
which you agree or disagree with the following statements as they relate 
to your organization's portfolio of existing information systems (1 
meaning strongly disagree and 7 meaning strongly agree).  
 

 
Strongly 

Disagree (1)  
2  3  4  5  6  

Strongly 
Agree (7)  

IS is used to offer significant new 
features to the existing product        
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line  

IS is not vital to our organization.         

IS is looked at as a competitive 
resource         

IS breakdown for extended periods 
will affect organizational activities 
severely  

       

Our company relies heavily on IS 
for efficient operation         

IS breakdown will critically affect 
one or more functional 
departments  

       

IS breakdown will affect our 
database access         

IS breakdown will affect overall 
coordination within our 
organization  

       

Please indicate by selecting the appropriate number the significance of 
the following items as components of your portfolio of planned system 
development projects (1 being least significant and 7 being most 
significant). 

 

Least 
Significant 

(1)  
2  3  4  5  6  

Most 
Significant 

(7)  

Projects involving applications of 
new technologies         

Projects involving development of 
new areas of application         

Projects involving cost 
displacement or cost reduction         

Projects focusing on routine 
maintenance to meet evolving 
business needs, new regulatory or 
legal requirements  

       

Projects focusing on existing 
systems enhancements         

Projects whose primary benefit is 
providing new decision support        
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information to top management  

Projects whose primary benefit is 
providing new decision support 
information to middle and lower 
levels of management  

       

Projects which will allow the 
company to develop and offer new 
products or services for sale  

       

Projects which enable development 
of new administrative control and 
planning process  

       

Projects which offer significant 
tangible benefits through improved 
operational efficiencies  

       

Projects which appear to offer new 
ways for company to compete         

 
Please rate on a scale of 1 to 7 (1 being the lowest degree and 7 being 
the highest degree) the degree to which each potential threat listed 
below has on your organization's information system. 

 

Lowest 
Degree 

(1)  
2  3  4  5  6  

Highest 
Degree (7)  

Accidental entry of bad data         

Accidental destruction of hardware         

Accidental destruction of data         

Failure to follow policies and 
procedures         

Technical software failures or errors         

Forces of nature         

Acts of human error or failure         

Disgruntled employees         

Pandemics         
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Social engineering         

Deliberate software attacks         

Deliberate acts of espionage or 
trespass (unauthorized access and/or 
data collection)  

       

Deliberate acts of theft         

Quality of service deviations from 
service providers such as electricity, 
Internet, and so on.  

       

 
Please indicate whether your organization:  
 Yes  No  

Has an information systems security policy    

Has scheduled, periodic reviews of the information systems security policy    

Has a management framework to initiate and control implementation of IS 
security    

Has an accounting of all information, software, and physical assets    

Reinforces information security responsibilities to employees throughout their 
career    

Has a formal reporting procedure for identified security incidents and 
weaknesses    

Has a formal reporting procedure for identified software malfunctions    

Has established physical and environmental security controls for hardware 
assets    

Has established incident management procedures for information system 
security incidents    

Plans for procurement of new information systems when capacity dictates    

Has formal acceptance criteria for new information systems acquired    

Has a formal policy requiring compliance with software licenses    

Has a formal policy to protect against risks associated with obtaining files from 
unauthorized sources    
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Has installed and regularly updates anti-viral software    

Conducts regular reviews of systems that contain identifiable patron information, 
and the presence of any unapproved files or unauthorized amendments is 
investigated  

  

Checks any electronic mail attachment for malicious software before use    

Has a management procedure to deal with reporting and recovering from viral 
infections    

Backs-up copies of essential information and software on a scheduled basis    

Has a written access control policy that dictates authorized information system 
privileges    

Has set user access management policies on each system, including password 
requirements    

Has a system policy on password selection and use    

Has a system requirement for password expiration    

Has a password requirement for password length and complexity    

Has a requirement that no passwords are stored in any automated log-on 
process    

Has a system requirement that controls the access rights of users    

Has a written policy on appropriate network use, authorization procedures, and 
management controls    

Limits menu and submenu items on terminals    

Has a system requirement that prevents unlimited network roaming    

Has a system requirement that enforces specified application systems and/or 
security gateways for external network users    

Has a system requirement that requires source to destination communications 
via security gateways (firewalls)    

Has a system requirement that allows access only to specified network ports    

Has a system requirement that does not display system or application identifiers 
until a user has successfully logged on    

Has a system requirement that displays a general warning notice that the 
computer should only be accessed by authorized users    

Has a system requirement that does not display help messages during the logon   
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procedure that would aid an unauthorized user  

Has a system requirement that logs both the system and security events    

Has procedures for monitoring both system and security logs    

Has a system requirement for clock synchronization    

Has a business continuity plan    

Has established and implemented policies to ensure compliance with copyright 
law    

Regularly audits the information systems for compliance with security standards    

 

Countermeasures are defined as an array of organizational devices to 
deter, prevent, or detect security breaches.  With this in mind, please 
consider the following question: 
 

Please rate on a scale of 1 to 7 (1 being little or no use and 7 being used 
extensively) your organization's use of each countermeasure listed 
below. 

 

Little 
or no 
use 
(1)  

2  3  4  5  6  
Used 

extensively 
(7)  

Suspicious activity reports generated 
from intrusion detection systems         

Alarm systems to protect from intrusion 
and fire         

Penetration/Vulnerability testing         

Audit of various system logs         

Encourage violations reporting         

Warning signs informing violators of 
possible protective measures and 
civil/legal remedies  

       

Use of cameras to demonstrate 
monitoring of sensitive areas         

Consistently apply organization's        
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security policy  

Plan for various contingencies         

Drill to make sure contingency plans are 
effective         

Perform background checks as condition 
of employment or promotion         

Manage patch and update procedures         

Use of redundant assets and facilities         

Use of auto account lock/logoff         

Use of rights management to control 
access to workstation/network 
resources  

       

User (re)training/(re)education         

Use of firewalls         

Media backup         

Password policies that enforce strength 
and frequency of change         

Physical area security         

Publish formal standards         

Use of virus protection software         

Work with external legal and regulatory 
entities to enforce and protect the 
organization's interests  

       

Use internal measures such as verbal 
warnings, reprimands, and termination 
to enforce and protect the organization's 
interests  

       

 
Please indicate your organization's primary industry affiliation.  

ACCOMMODATION AND FOOD SERVICES   

ADMINISTRATIVE AND SUPPORT, WASTE MANAGEMENT AND REMEDIATION SERVICES   
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AGRICULTURE, FORESTRY, FISHING AND HUNTING   

ARTS, ENTERTAINMENT AND RECREATION   

CONSTRUCTION   

EDUCATIONAL SERVICES   

FINANCE AND INSURANCE   

HEALTH CARE AND SOCIAL ASSISTANCE   

INFORMATION   

MANAGEMENT OF COMPANIES AND ENTERPRISES   

MANUFACTURING   

MINING   

PROFESSIONAL, SCIENTIFIC AND TECHNICAL SERVICES   

PUBLIC ADMINISTRATION   

REAL ESTATE AND RENTAL AND LEASING   

RETAIL TRADE   

TRANSPORTATION   

UTILITIES   

WHOLESALE TRADE   

OTHER SERVICES   

 

Average number of employees in your entire organization? 

0-100   

101-500   

501-1000   

1001-1500   

Greater than 1500   

Average annual receipts of your organization (in millions of dollars)? 

$0 - $0.75   

$.76 - $2.0   

$2.1 - $3.5   

$11.6 - $12.0   

$12.1 - $12.5   

$12.6 - $13.0   

$23.1 - $23.5   

$23.6 - $25.0   

$25.1 - $25.5   
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$3.6 - $4.5   

$4.6-$6.5   

$6.6 - $7.5   

$7.6 - $8.0   

$8.1 - $9.0   

$9.1 - $10.5   

$10.6 - $11.0   

$11.1 - $11.5   

$13.1 - $13.5   

$13.6 - $15.0   

$15.1 - $16.5   

$16.6 - $17.0   

$17.1 - $18.5   

$18.5 - $19.0   

$19.1 - $21.0   

$21.1 - $23.0   

$25.6 - $26.5   

$26.6 - $27.0   

$27.1 - $31.0   

$31.1 - $31.5   

$31.6 - $32.5   

Greater than $32.5   

Are your organization's financial assets (as reported on your organization's 
annual financial statements) worth over $165 million dollars? 

Yes   

No   

What portion of your IT budget is spent on IT security?  

Less than 1%   

1%-2%   

3%-5%   

6%-7%   

8%-10%   

More than 10%   

Unknown   

How long have you been employed by your organization (in years)?  

 
Format: 99 

What is your occupational role in your organization?  

 

What is your AITP membership classification?  
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Gender  

Male   

Female   

What is your age?  

18 - 20   

21 - 24   

25 - 29   

30 - 34   

35 - 39   

40 - 44   

45 - 49   

50 or older   

What is the highest level of education you have attained to date?  

High school graduate or less   

Attending/attended college 1 - 3 years   

Graduated from 4 year college   

Postgraduate study or degree   
Thank you for completing the survey.  Your responses will help academicians and 

practitioners alike in assessing information systems security effectiveness as well as the 
relationships between various threats and countermeasures.  Should you have any 

questions, please feel free to contact Joseph H. Schuessler at 
joseph.schuessler@unt.edu or at 940-565-3128.  Again thank you for your time and 

responses. 
 

Please note, when you click the submit button below, you will be redirected to a site 
providing you with immediate feedback about your answers as well as those provided 
by others taking this survey.  Please save the URL as a bookmark or favorite so that 
you may revisit the site as more surveys are received.  The password for the site is 

"GDT" without the quotes.
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