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NMCC Workshop J . W. Tape

Personal Views on Integrated Safeguards
and the Status of Safeguards R&D in the United State s

J. W. Tape
Los Alamos National Laborator y

Personal Views on Integrated Safe ug ard s

Nearly one year ago, the International Atomic Energy Agency (IAEA) completed the
conceptual framework for integrated safeguards .' This important document, which was
the product of extensive efforts by the Secretariat, the Director General's Standing
Advisory Group on Safeguards Implementation (SAGSI), and outside experts over a
number of years, provides a basis for discussions of proposed approaches to integrated
safeguards . I will refer to this framework paper to share with you my personal views of
integrated safeguards .

Perhaps the most important observation about integrated safeguards is that it is a work in
progress . Whatever anyone thinks integrated safeguards are, or should be, or might
become, they are likely to change with time as experience is gained and lessons are
learned. From the beginning, safeguards have evolved with the growth of the nuclear
fuel cycle, the development of safeguards technologies, and with experience gained from
practical implementation . Integrated safeguards will be no different . It is in everyone's
interest to have effective and efficient safeguards . When techniques and approaches are
found to be inadequate, they must be changed and improved . At the same time, cost
considerations and resource limitations dictate that unnecessary measures should not be
continued . Thus, all aspects of safeguards need to be examined for improvement on a
continuing basis .

The background for the development of integrated safeguards is well-described in the
Introduction of the conceptual framework paper :

The discoveries in Iraq after the 1991 Gulf War - as well as later revelations
involving the Democratic People's Republic of Korea - shattered the assumption
that the threats to the nuclear non-proliferation regime lay only outside its ranks .
But, more importantly, they made it clear that the IAEA verification system
rooted in the Treaty on the Non-Proliferation of Nuclear Weapons, with its focus
on declared nuclear activities and its limited rights of access to information and
sites, was neither sufficiently robust nor comprehensive . This new reality
prompted the international community to adopt a number of measures to
strengthen the system. The measures developed in this regard, and in particular
those reflected in the Model Additional Protocol approved by the Board of
Governors in May 1997, give the Agency additional authority and important new
tools to make safeguards more effective and efficient . . . .

1 "The Conceptual Framework for Integrated Safeguards," IAEA Report by the Director General to the
Board of Governors GOV/2002/8 (8 February 2002) .
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. . .The aim of "integrated" safeguards is to provide the most efficient means to
realize the full effectiveness of the strengthened safeguards system . The measures
of the Model Additional Protocol were never intended to be simply superimposed
as a new "layer" of activity on top of safeguards as implemented under
INFCIRG153 (Corrected)2 and earlier strengthening measures . Given the
additional assurances provided under an additional protocol, the need to avoid
undue burden on States and facility operators, and the need for maximum
efficiency in the light of the prevailing resource constraints, the new measures
were to be "integrated" with existing ones. Effectiveness and efficiency have
therefore each been given full consideration as approaches for integrated
safeguards have been developed . . . .

. . .[Integrated safeguards] is defined as the optimum combination of all safeguards
measures available to the Agency under comprehensive safeguards agreements
and additional protocols which achieves the maximum effectiveness and
efficiency within available resources in fulfilling the Agency's right and
obligation in paragraph 2 of INFCIRC/153 (Corrected) .

The strengthening measures, especially those that can be implemented for States with an
additioual protocol in place, are designed, inter alia, to improve the Agency's ability to
detect undeclared nuclear materials and activities. The fundamental premise of integrated
safeguards is that, as confidence is gained regarding the absence of undeclared activities
required to convert declared nuclear materials into weapons materials, the intensity of
safeguards on these declared materials might be lessened. The debates and discussions
surrounding the application of integrated safeguards concern the degree of confidence in
the absence of undeclared activities in the State and the corresponding lessening of
safeguards intensity on the declared nuclear materials .

As a specific example, consider spent fuel . To recover the plutonium contained in spent
fuel for potential use in a nuclear device requires some form of separations facility .
Under conventional safeguards, spent fuel safeguards must assume the possible existence
of a reprocessing facility and monitor the spent fuel frequently to ensure that is has not
been diverted to a clandestine separations plant . Under integrated safeguards, when there
is confidence in the absence of undeclared activities for the State as a whole, inspection
criteria, such as the frequency of inspections, can be relaxed .

The Secretariat's conceptual framework paper describes a number of key points
regarding integrated safeguards that are important to keep in mind as detailed integrated
safeguards approaches are developed. These are discussed briefly in the following text .

Non-Discrimination Between States-- One of the promises and opportunities of integrated
safeguards is the development of safeguards systems tailored to each state, taking into
consideration an evaluation of the state as a whole ; however, nondiscrimination betwee n

Z"The Structure and Content of Agreements Between the Agency and States Required in Connection with
the Treaty on the Non-Proliferation of Nuclear Weapons," IAEA Information Circular INFC IRC/153
(Corrected) (June 1 972) .
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states must remain a fundamental principle . Thus, the same guidelines and criteria will be
applied in a consistent fashion for each state, and any differences in safeguards application
will derive from technical distinctions between states . Safeguards must remain technically
driven and non-political .

Information Review and Evaluation--The acquisition and analysis of all information about a
state available to the Agency is fundamental to strengthened safeguards . This is a very
difficult task that must be done well to have any degree of confidence in the absence of
undeclared activities in a state . As I mentioned at the beginning of this paper, integrated
safeguards is a work in progress, and much of that work and much of the learning is taking
place in the area of information review and evaluation . The current Agency policy is that
integrated safeguards will be applied only after some period of evaluation and analysis that
leads to a conclusion of the absence of undeclared activities in the state as a whole . This is a
very important and difficult decision, which in my view, needs to be taken carefully to
protect the Agency's credibility . Press reporting on the recent and ongoing inspections in
Iraq, which are much more intrusive than anything envisioned under strengthened safeguards,
provides a sobering reminder ofjust how difficult it is to find clandestine activities in a state .

Coverage of Acquisition Paths--An acquisition path describes the route from any source
material to nuclear weapons materials . Under integrated safeguards, there is the possibility
of reducing the intensity of safeguards on declared materials if there is confidence in the
absence of undeclared facilities and activities along the acquisition path involving those
materials . However, a fundamental principle of great importance is that the safeguards on the
declared portions of the acquisition path are never reduced to zero . Removing all safeguards
from declared spent fuel inventories, for example, would only make sense if there were
ongoing, 100% confidence in the absence of any undeclared facilities and activities
associated with diversion of the plutonium in the spent fuel . Such absolute confidence is not
possible, and therefore, removing all safeguards is unwarranted .

Nuclear Material Accountancy--Nuclear materials accountancy remains a fundamental
safeguards measure under integrated safeguards . As already described, the intensity of the
verification of reports and other safeguards measures on declared materials may be reduced
under integrated safeguards .

Using these key points for guidance, and an understanding of all the safeguards methods
made available under the authority of comprehensive safeguards agreements and
additional protocols, the Secretariat is in the process of developing integrated safeguards
approaches for key facilities and for the state as a whole . It is in the development of
these approaches and associated inspection guidelines and criteria that the discussions
and debates mentioned previously take place .

I have confidence that the collective wisdom of the international safeguards community,
as expressed during the development of integrated safeguards approaches, and the
implementation of new technologies (some of which are discussed in the next section of
this paper) will result in a more effective and efficient safeguards system under integrated
safeguards .
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The Status of Safeguards R&D in the United States

The United States has a long history of contributions to safeguards technologies through
the support of research and development, as well as field testing, technology transfer, and
training.

Safeguards technologies, to be effective, cannot be developed in a vacuum; close
collaborations between the developers, the facility operators, and the inspectors are
necessary . For these reasons, U .S . development activities are generally organized either
around bilateral cooperation agreements, or under the auspices of direct support to the
IAEA Safeguards Department . Among the most successful of our bilateral partnerships
has been our cooperation with Japan

. The Department of Energy and its national laboratories have provided much of th e
technology base for safeguards technology development ; however, the increasing
participation of private industry, especially in implementation, is to be noted . It has been
very rewarding for me both professionally and personally to have been associated with
these development activities for nearly 28 years .

Time and space do not permit a complete review of all of the activities under way in the
U.S. In this very brief overview, I will concentrate on the development of some example
technologies that support strengthened and integrated safeguards and those that involve
the very important collaborations with Japan .

First, it is useful to review the priorities of the U .S. support program to IAEA safeguards
(USSP) as communicated to the IAEA in April 2002 :

• Quality Assurance and Product Testing
• Training
• Implementation of Safeguards at the Rokkasho Reprocessing Plant
• Surveillance, Unattended and Remote Monitoring
• Environmental Sample Analysi s
~ Information Systems and Analysi s
• Strengthened and Integrated Safeguard s

The first two of these, although essential for the ongoing implementation of safeguards,
do not directly require R&D. The other five priority areas are a good outline of the
thrusts of safeguards R&D in the U.S.

The major challenge of safeguarding the Rokkasho Reprocessing Plant (RRP) is, of
course, its size and the associated safeguards resource implications . Technology can play
a major role in meeting this challenge, and in this case, developments are being
undertaken directly with the facility operator (Japan Nuclear Fuel Limited), the Nuclear
Material Control Center of Japan, (NMCC), and with the IAEA . Some of the technology
needs are unattended data acquisition systems, intelligent data review capabilities, and
unique detectors, all of which must be integrated with the facility and meet IAEA
requirements .

4of8



NMCC Workshop J . W. Tap e

One example for RRP is the "Camera and Radiation Detector" (CRD) for the Integrated
Head end Verification System (IHVS) . The IHVS is a key component of the safeguards
approach, designed to monitor the movement of spent fuel assemblies and leached hulls
through the plant . It is an NMCC-owned system which will be used by the IAEA . The
CRD incorporates in one unit a radiation-tolerant video camera and neutron and gamma-
ray radiation detectors . Through the use of these sensors and associated data analysis
software, the direction and speed, as well as the neutron and gamma-ray emission rates of
these highly radioactive materials found in the head end of RRP can be determined .

Figure 1 . Photograph of Camera and Radiation Detector (CRD) which can be installed
through a hotcell shielding wall .

The IHVS at RRP is not the only example of surveillance, unattended, and remote
monitoring technology . The U .S . is developing and testing a number of UNARM -
Unattended and Remote Monitoring systems . One of these, to be used by the IAEA to
monitor the transfer of Chernobyl spent fuel from the reactor spent fuel stores to a
conditioning facility, through the conditioning process, and then into long-term dry
storage, is currently the largest single effort under the USSP . One of the more interesting
challenges of this project is to maintain continuity of knowledge over the spent fuel
during unattended rail transport . The system development and integration is a
collaboration between Sandia and Los Alamos national laboratories, Sonalysts, and
Aquila Technology Group .

[possible Chernobyl picture ]

Environmental sample analysis is one of the most important of the new tools being used
by the IAEA for strengthened safeguards to detect undeclared activities . Recently, in a
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joint collaboration with the Japan Atomic Energy Research Institute (JAERI), a clean
laboratory was completed at Tokai that will become part of the IAEA's Network of
Analytical Laboratories (NWAL) . The CLEAR-Clean Laboratory for Enviroruilciltal
Analysis and Research-will expand the IAEA's independent analysis capability .
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Figure 3 . Interior corridor of the JAERI "CLEAR" laboratory at Tokai .

Modern safeguards systems are encountering a problem common to other disciplines in
the information age-data overlo ad . An essential enabling technology for safeguards is
the development of information management and analysis systems . There has be e n
pioneering work in this area undertaken collaboratively between Japan and the U . S . to
support unattended monitoring . At the Rokkasho Spent Fuel Receipt and Storage facility,
safeguards systems acquire information on spent fuel movements from radiation data,
video data, and operator declarations . Automated reconciliation of these numerous and
complex safeguards transactions can greatly reduce inspector effo rt to analyze safeguard s
data, resulting in overall savings .
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Figure 4. Rokkasho Spent Fuel Receipt and Storage facility .
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Figure 5 . Data acquisition systems can overload inspectors with information . Automated
analysis systems at the Rokkasho spent fuel facility reconcile operator declarations with
video and radiation monitoring data, saving inspector resources .

Finally, to link the two parts of my presentation, I want to note the work carried out in the
U.S . in support of integrated safeguards evaluation methodologies . Answering the
questions posed by the implementation of integrated safeguards is difficult and complex,
with many variables to be considered . As described in the discussion of my views o f
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integrated safeguards, there will be ongoing debate regarding the trade-offs between
safeguards on declared materials and efforts to detect undeclared materials and activities .
The Integrated Safeguards Evaluation Methodology (ISEM) was developed to provide a
standard analytical framework in which to evaluate the likely effectiveness of alternative
safeguards proposals . ISEM research developed a disciplined approach to analyzing the
safeguards that could be applied along each credible acquisition path for a particular
state, taking into account state-specific information . It also attempted to address the very
difficult problem of assessing detection probabilities for undeclared activities . The
development and demonstration of ISEM for the Agency has influenced Secretariat
analysis approaches and has made important contributions to the evolution of integrated
safeguards

. In closing, I would like to stress the need for continuing safeguards R&D to support th e
constantly evolving safeguards system, and to emphasize the importance of conducting
this R&D under international collaborations .
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