
 
 
LA-UR-04-4522 
Approved for public release;  
distribution is unlimited. 

Title: 
 
Material Control and Surveillance for High Frequency Access 
Vaults Project 
 
 
 
 
 

Author(s): Victoria L. Longmire 
Rebecca Stevens 
Benny Martinez 
Gilbert Butler 
John Huang 
Chris Pickett 
James Younkin 
Janelle Dunnigan 
Jane Gaby 
Roger Lawson 
 

 
 
 

Submitted to: Proceeding of the 45th Annual Meeting of The Institute of Nuclear 
Materials Management, Orlando, Florida, USA, July 18-22, 2004 
 
 
 
 
 
 
 
 
 
 

 
Los Alamos National Laboratory, an affirmative action/equal opportunity employer, is operated by the University of California for the U.S. Department of  
Energy under contract W-7405-ENG-36. By acceptance of this article, the publisher recognizes that the U.S. Government retains a nonexclusive, royalty- 
free license to publish or reproduce the published form of this contribution, or to allow others to do so, for U.S. Government purposes. Los Alamos National 
Laboratory requests that the publisher identify this article as work performed under the auspices of the U.S. Department of Energy. Los Alamos National 
Laboratory strongly supports academic freedom and a researcher's right to publish; as an institution, however, the Laboratory does not endorse the  
viewpoint of a publication or guarantee its technical correctness. 

FORM 836 (10/96) 
 



LA-UR-04-4522
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ABSTRACT
The “Material Control and Surveillance for High Frequency Access Vaults” project
sponsored by United States Department of Energy’s Office of Security Policy, Policy
Integration and Technical Support Program (SO-20.3) focuses on enhancing nuclear
materials control and surveillance in vaults that are frequently accessed.  The focus of
this effort is to improve materials control and accountability (MC&A) while decreasing
the operational impact of these activities.  Los Alamos and Y-12 have developed a test-
bed at the Los Alamos National Laboratory for evaluating and demonstrating integrated
technologies for use in enhancing materials control and accountability in active nuclear
material storage vaults.

An update will be provided on the new systems demonstrated in the test-bed including a
“confirmatory cart” for expediting the performance of inventory and radio-frequency
actuated video that demonstrates the concept of automated data entry for materials
moving between MBA’s.

INTRODUCTION
The United States Department of Energy’s Office of Security Policy, Policy Integration
and Technical Support Program (SO-20.3) has sponsored a project where nuclear
material inventory, control and surveillance systems are evaluated, developed, and
demonstrated in an effort to provide technologies that reduce risk, increase material
assurance, and provide cost-efficient alternatives to manpower-intensive physical
inventory and surveillance approaches for working (high-frequency-access) vaults.

This Fiscal Year has been largely focused on evaluating and developing components of
two sub-systems that could be used either separately in nuclear material vaults or as part
of a larger integrated system for nuclear materials accountability, control and
surveillance.

DEMONSTRATION OF AUTOMATED TRACKING OF THE MOVEMENT OF
NUCLEAR MATERIALS, PERSONNEL AND AUTOMATED ACCOUTNING
As part of the mandate to demonstrate technologies that not only enhance nuclear
material surveillance but also reduce manpower requirements, a system was designed to
demonstrate the concept of automated item and personnel tracking and recording. This
pilot included the use of passive RFID (Radio Frequency Identification) ags as the item
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identifier and  trigger for a video camera above the portal.  Since RF tags can be shielded,
containers must have additional means of identification, including a confirmation of the
material that is being transferred.  Future work will integrate a radiation detector into the
portal system as an additional verification of the nuclear material passing from one area
to the next.  Team members at Y-12 have also used RF tags to identify individuals
passing through portals.  Several types of passive RF tags were tested for this application.
The best performance so far was obtained with two Intermec RF ID readers (one reader
that had been modified to increase the range of the read to ~6 ft.), and RF tags
specifically designed by Marconi for metal cans.  RF technology is evolving very quickly
and performance is highly dependant on the environment and how the tags are used.  This
pilot was done simply to demonstrate the concept of capturing and validating individuals
and items moving through a portal and the ability to communicate that information for a
real-time transaction.

Figure 1.  Portal for Automated Inventory Transfer

NUCLEAR MATERIAL CONFIRMATORY/INVENTORY CART
An important activity in all active nuclear material storage vaults is the performance of
inventory.  This activity involves authenticating the identity of the inventoried items,
verifying or confirming the presence of nuclear material, and for items that have tamper
indicating devices (TID’s) validating the serial number of the TID and the integrity of the
TID.  Since the performance of inventory can be a labor intensive, time consuming
activity, the team looked at ways of expediting the inventory process.  The team
developed a prototype of a mobile platform that contained all of the needed inventory
equipment along with computer and software tools.
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The team discussed what were the critical elements needed to facilitate inventory taking
in an active vault. The elements identified were:

•  The ability to move the equipment easily from one area to another.
•  The ability to perform accountability quality mass measurements of

containers that range in size from a few hundred grams to 60 kg.
•  The ability to identify the containers either by bar-code or radio-frequency

identity tags.
•  The ability to collect and analyze high quality spectral data on each item

in storage for as a confirmatory measurement and,
•  The ability to obtain and record inventory results and spectral data in an

automated fashion.

To meet these requirements purchased the following materials:

•  A mobile cart to transport this equipment
•  A CdTe cooled gamma ray detector for isotopics
•  Electronic balances for rapid weighing of containers

- One with capacity of 16 kg (+/- 1g)
- One with capacity of 60 kg (+/- 1g)

•  Portable RFID/Barcode readers, and
•  A laptop computer and a tablet PC.

Figure 2.  Confirmatory Cart Schematic
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Spectral data can be analyzed using the FRAM isotopic code, producing a high quality
confirmation measurement on materials moving into and out of the vault.  The portable
balances allow for an additional high quality confirmatory measurement to be made and
recorded via the on-board laptop computer.

In addition, inventory files from the accountability system can be uploaded and a
software package has been developed that allows inventory personnel to

Figure 3 – Electronic Balances, Inventory Tablet, and Readers

easily locate inventory items and record and tabulate inventory results.  Once the
inventory is complete the inventory tablet can generate the results of the inventory as
soon as the inventory is competed.
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Figure 4 – Inventory Tablet Display

The highly portable confirmatory cart will bring all the necessary tools to where the
inventory is performed.  In the case of the High Frequency Access Vault Project, this cart
is envisioned being used in a Category I or II vault area, but this cart could be deployed
anywhere within a facility.

Although this report focuses on the confirmatory cart and the inventory tablet, it should
be noted that several other technologies reside in this testbed including technologies
developed at Y-12 including the Continuous Automated Vault Inventory System
(CAVIS™) for Accountability for Special Nuclear Material and the GraFIC Facility
Management Software.
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