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1 Executive Summary 
This project focused on developing a low-cost wireless infrastructure for monitoring, diagnosing, 
and controlling building systems and equipment.  End users receive information via the Internet 
and need only a web browser and Internet connection.  The system used wireless 
communications for:  1) collecting data centrally on site from many wireless sensors installed on 
building equipment, 2) transmitting control signals to actuators and 3) transmitting data to an off-
site network operations center where it is processed and made available to clients on the Web 
(see Figure 1).  Although this wireless infrastructure can be applied to any building system, it 
was tested on two representative applications:  1) monitoring and diagnostics for packaged 
rooftop HVAC units used widely on small commercial buildings and 2) continuous diagnosis and 
control of scheduling errors such as lights and equipment left on during unoccupied hours.   
This project developed a generic infrastructure for performance monitoring, diagnostics, and 
control, applicable to a broad range of building systems and equipment, but targeted specifically 
to small to medium commercial buildings (an underserved market segment). 
 
The proposed solution is based on two wireless technologies.  The first, wireless telemetry, is 
used for cell phones and paging and is reliable and widely available.  This risk proved to be 
easily managed during the project. 

The second technology is on-site wireless communication for acquiring data from sensors and 
transmitting control signals.  The technology must enable communication with many nodes, 
overcome physical obstructions, operate in environments with other electrical equipment, 
support operation with on-board power (instead of line power) for some applications, operate at 
low transmission power in license-free radio bands, and be low cost.  We proposed wireless 
mesh networking to meet these needs.  This technology is relatively new and has been applied 
only in research and tests.  This proved to be a major challenge for the project and was 
ultimately abandoned in favor of a directly wired solution for collecting sensor data at the 
building.  The primary reason for this was the relatively short ranges at which we were able to 
effectively place the sensor nodes from the central receiving unit.  Several different mesh 
technologies were attempted with similar results. 

 
Project Participants 
NorthWrite is an Application Service Provider (ASP) for facility management and building 
services.  NorthWrite’s background in integrating wireless monitoring products into an ASP 
framework was ideal for this project.  

Pacific Northwest National Laboratory has contributed to DOE buildings R&D for over 20 years.  
The PNNL team has been a leader in developing automated diagnostic applications for building 
systems. 

Dust Networks is a provider of wireless mesh network devices.  Dust’s principals have extensive 
experience in successfully performing projects for the Federal government.   
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Wireless Telematics has extensive experience in integrating, designing, developing and 
manufacturing a broad range of wireless solutions for commercial and industrial applications.  
Wireless Telematics has thousands of wireless monitoring devices in use today.  

Texas A&M University Energy Systems Laboratory is widely respected for research into building 
systems and equipment.  Energy Systems Laboratory staff members have conducted research 
on HVAC equipment for decades and have expertise in instrumentation, monitoring, and testing 
of HVAC systems and equipment. 

Trane is an internationally recognized leader in the manufacturing of HVAC systems for 
residential and commercial buildings with current annual sales approaching $5 billion.  The 
research group participating in this effort specializes in small packaged rooftop units.  

 
Hardware Development 
Two hardware devices were created during the original performance period of the project.  The 
first device, the WEB-MC, is a master control unit that has two radios, a CPU, memory, and 
serves as the central communications device for the WEB-MC System (Currently called the 
“BEST Wireless HVAC Maintenance System” as a tentative commercial product name).  The 
WEB-MC communicates with the local mesh network system via one of its antennas.  
Communication with the mesh network enables the WEB-MC to configure the network, 
send/receive data from individual motes, and serves as the primary mechanism for collecting 
sensor data at remote locations.  The second antenna enables the WEB-MC to connect to a 
cellular network (“Long-Haul Communications”) to transfer data to and from the NorthWrite 
Network Operations Center (NOC).   

A third “all-in-one” hardware solution was created after the project was extended (Phase 2) and 
additional resources were provided.  The project team leveraged a project funded by the State 
of Washington to develop a hardware solution that integrated the functionality of the original two 
devices.  The primary reason for this approach was to eliminate the mesh network technical 
difficulties that severely limited the functionality of the original hardware approach. 

Software Development 
There were five separate software developments required to deliver the functionality needed for 
this project.  These include the Data Server (or Network Operations Center), Web Application, 
Diagnostic Software, WEB-MC Embedded Software, Mote Embedded Software.  Each of these 
developments was necessarily dependent on the others.  This resulted in a challenging 
management task—requiring high bandwidth communications among all the team members.  
Fortunately, the project team performed exceptionally well together and was able to work 
through the various challenges that this presented—for example, when one software tool 
required a detailed description of the output of a second tool, before that tool had been fully 
designed. 
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Diagnostics Development  
PNNL was the primary team member focused on the specific diagnostics applications chosen to 
demonstrate the WEB-MC system.  Four different diagnostic modules or Data Fusion Engines 
(DFE’s) have been developed for this project.  They include the following: Air-Side Data Fusion 
Engine (ADFE), Refrigerant-Side Data Fusion Engine (RDFE), Efficiency Data Fusion Engine 
(EDFE), and Schedule Data Fusion Engine (SDFE).  Three of the DFE’s focus on identifying 
faults and improper operation of packaged HVAC systems (ADFE, RDFE, and SDFE).  The 
fourth engine (SDFE) is more generally applicable to any major load in a building. 

 
Laboratory Tests  
The project team felt that it was important to conduct additional testing of the PNNL diagnostic 
algorithms as a part of moving the technology closer to commercialization.  Texas A&M 
University was chosen as a project team member for this role.  They have a well-know HVAC 
and controls testing laboratory at a special-purpose facility near the university.  TAMU ultimately 
delivered a subset of the originally anticipated test results.   

 
Pilots/Field Tests   
Nike Inc. chose two 300-ton packaged units at their corporate campus in Beaverton, OR for the 
initial demonstration.  The testing ran into difficulties due to the communications limitations of 
the mote technology chosen.  As a result, full-scale testing was delayed until the second phase 
of the project where the redesigned technology was deployed on 150 packaged RTU’s 
throughout Washington State.  This testing is proceeding into 2010 and results from those tests 
will not be available for this report. 
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2 Project Summary 
 

Current state of building operations:  

The state of repair of systems in commercial buildings is generally dismal.  Economizers often 
don’t modulate dampers and two-by-fours prop open outdoor-air dampers1,2, valves leak 
causing simultaneous heating and cooling, excess  reheat is used during cooling because the 
set-point for air leaving air handlers is too low, and air-conditioning systems are improperly 
charged or operate with dirty filters and heat exchangers3.  Lights and building systems 
commonly run 24-hours per day even though the building is unoccupied for many hours each 
day.  Although there are no reliable nationwide data on energy impacts associated with 
inefficient operations, there is a general consensus that 10 to 30%4,5 of the energy is being 
wasted. 
 
Less than 10% of the commercial buildings in the U.S. have central building automation 
systems (BASs)6.  The rest may have distributed controls, such as stand-alone controllers and 
time clocks, but they are not integrated to provide a convenient way to monitor performance and 
detect faults.  As a result, systems degrade, problems go unrecognized, and equipment faults 
go unnoticed for months or even years.   

 
 

Summary of Project Activities:  

This project focused on developing a low-cost wireless infrastructure for monitoring, diagnosing, 
and controlling building systems and equipment.  End users receive information via the Internet 
and need only a web browser and Internet connection.  The system used wireless 
communications for:  1) collecting data centrally on site from many wireless sensors installed on 
building equipment, 2) transmitting control signals to actuators and 3) transmitting data to an off-
site network operations center where it is processed and made available to clients on the Web 
(see Figure 1).  Although this wireless infrastructure can be applied to any building system, it 

                                                 
1 Katipamula, S., M.R. Brambley, N.N. Bauman, and R.G. Pratt.  2003.  "Enhancing Building Operations 
through Automated Diagnostics: Field Test Results."  In Proceedings of 2003 International Conference for 
Enhanced Building Operations. 
2 Lunneberg, T. 1999.  “When Good Economizers Go Bad.” E Source Report ER-99-14, E Source, 
Boulder, Colorado. 
3 Houghton, D. 1997.  “Operating and Maintaining Rooftop Air Conditioners.” ASHRAE Journal, 39(12):50. 
4 Ardehali, M.M. and T.F. Smith.  2002.  Literature Review to Identify Existing Case Studies of Controls-
Related Energy-Inefficiencies in Buildings.  Technical Report: ME-TFS-01-007.  Department of 
Mechanical and Industrial Engineering, The University of Iowa, Iowa City, Iowa. 
5 Claridge, D.E., M. Liu, Y. Zhu, M. Abbas, A. Athar, and J.S. Haberl.  1996.  “Implementation of 
Continuous Commissioning in the Texas LoanSTAR Program:  Can You Achieve 150% Estimated 
Retrofit Savings Revisited.”  In Proceedings of the 1996 ACEEE Summer Study.  ACEEE, Washington, 
DC. 
6 Energy Information Administration (EIA). 2002. 1999 Commercial Building Energy Consumption and 
Expenditures (CBECS), EIA website: http://www.eia.doe.gov/emeu/cbecs/detailed_tables_1999.html 
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was tested on two representative applications:  1) monitoring and diagnostics for packaged 
rooftop HVAC units used widely on small commercial buildings7 and 2) continuous diagnosis 
and control of scheduling errors such as lights and equipment left on during unoccupied hours.   
This project developed a generic infrastructure for performance monitoring, diagnostics, and 
control, applicable to a broad range of building systems and equipment, but targeted specifically 
to small to medium commercial buildings (an underserved market segment). 

 

Need--Monitoring and control  

Why monitor and control packaged rooftop systems?    
Packaged rooftop systems are often found with inoperable dampers, dirty/clogged filters and 
coils, incorrect refrigerant charges, failing compressors, failed fans, missing enclosure panels, 
incorrectly implemented controls, etc. These failures and energy waste leading up to them, are 
often preventable.  
 
Avoiding failures by properly maintaining equipment reduces repair costs, increases operating 
efficiency, extends equipment life, and ensures comfortable, healthy conditions.  However, this 
requires awareness of equipment condition and servicing needs.  With increasing pressure to 
reduce operation and maintenance (O&M) costs and with reduced operation staff in today’s 
facilities, regular visual inspection is out of the question.  Without a lower cost solution, package 
units are likely to continue to be maintained poorly and operated inefficiently. 
 

                                                 
7 A small commercial building is defined as a building with floor area less than 50,000 square feet (sf). 
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Figure 1.  Performance monitoring, diagnostics, and control infrastructure. 
 

Review of insurance and service records found that the most common faults were electrical, 
whereas the most costly were compressor failures.8,9  These reports identified “hard” failures, 
which require a service call.  Several studies though have also noted that packaged rooftop 
units often operate under degraded conditions caused by insufficient refrigerant charge, broken 
dampers, stuck dampers, miscalibrated sensors, failed sensors, lack of controls (e.g., proper 
schedules) and clogged heat exchangers1,2,4.  These faults generally do not result in occupant 
discomfort because the systems compensate by working harder (and expending more energy), 
and therefore, are not reported or corrected.  Many of these so-called “soft” faults can be fixed 
with minor adjustments to controls or schedules.  The first of the two proposed applications 
addresses both types of faults by providing an affordable infrastructure to continuously monitor 
and diagnose rooftop HVAC units. 
                                                 
8 Stouppe, D.E., and Y.S., Lau. 1989. Air Conditioning and Refrigeration Equipment Failures. National 
Engineer 93(9): 14-17. 
9 Breuker, M.S., and J.E. Braun. 1998. Common faults and their impacts for rooftop air conditioners. 
International Journal of Heating, Ventilating, Air Conditioning and Refrigerating Research 4(3): 303-318. 
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Why monitor and control unscheduled operation of systems?   
 
Many small commercial buildings lack centralized control to monitor and control lights and other 
building systems, and often operating hours of systems exceed the intended operating hours.  If 
a system is needed for 16 hours/day but instead runs continuously 24 hours/day, it will use 
~50% more energy than necessary.  The second proposed application addresses this issue. 

 
Major issues and key risks in development of the technology: 

 
The proposed solution is based on two wireless technologies.  The first, wireless telemetry, is 
used for cell phones and paging and is reliable and widely available.  This risk proved to be 
easily managed during the project. 

The second technology is on-site wireless communication for acquiring data from sensors and 
transmitting control signals.  Wireless communications between sensor nodes on building 
systems and a central receiver have been proven to work but have not been widely tested10,11.  
The technology must enable communication with many nodes, overcome physical obstructions, 
operate in environments with other electrical equipment, support operation with on-board power 
(instead of line power) for some applications, operate at low transmission power in license-free 
radio bands, and be low cost.  We proposed wireless mesh networking to meet these needs.  
This technology is relatively new and has been applied only in research and tests.  This proved 
to be a major challenge for the project and was ultimately abandoned in favor of a directly wired 
solution for collecting sensor data at the building.  The primary reason for this was the relatively 
short ranges at which we were able to effectively place the sensor nodes from the central 
receiving unit.  Several different mesh technologies were attempted with similar results. 

 
Project Participants 

 
NorthWrite is an Application Service Provider (ASP) for facility management and building 
services.  NorthWrite’s background in integrating wireless monitoring products into an ASP 
framework was ideal for this project.  NorthWrite’s principles are former Honeywell senior 
technology and marketing executives who understand the economics of this industry as well as 
new product creation.  NorthWrite has already developed and successfully marketed several 
wireless monitoring control products.  

                                                 
10 Kintner-Meyer, M, M. R. Brambley, T. A. Carlon, and N. N. Bauman.  2002.  "Wireless 
Sensors: Technology and Cost-Savings for Commercial Buildings."  In Teaming for Efficiency: 
Proceedings, 2002 ACEEE Summer Study on Energy Efficiency in Buildings: Aug. 18-23, 2002, 
Vol.7; Information and Electronic Technologies; Promises and Pitfalls., pp. 7.121-7.134.  
American Council for Energy Efficient Economy , Washington, D.C. 
11 Kintner-Meyer, M, and M.R Brambley.  2002.  "Pros & Cons of Wireless."  ASHRAE Journal 
44(11):54-61. 



 

Executive and Project Summary 8 

 

  
 

Pacific Northwest National Laboratory has contributed to DOE buildings R&D for over 20 
years.  As part of this work PNNL has developed several software tools including Softdesk 
Energy, the Whole-Building Diagnostician, Federal Energy Decision System (FEDS), 
REScheck, and COMcheck, as well as others.  The PNNL team has been a leader in 
developing automated diagnostic applications for building systems. 

Dust Networks is a provider of wireless mesh network devices.  Dust’s principals have 
extensive experience in successfully performing projects for the Federal government.   

Wireless Telematics has extensive experience in integrating, designing, developing and 
manufacturing a broad range of wireless solutions for commercial and industrial applications.  
Wireless Telematics has thousands of wireless monitoring devices in use today.  

Texas A&M University Energy Systems Laboratory is widely respected for research into 
building systems and equipment.  Energy Systems Laboratory staff members have conducted 
research on HVAC equipment for decades and have expertise in instrumentation, monitoring, 
and testing of HVAC systems and equipment. 

Trane is an internationally recognized leader in the manufacturing of HVAC systems for 
residential and commercial buildings with current annual sales approaching $5 billion.  The 
research group participating in this effort specializes in small packaged rooftop units.  

 
Summary of Technical Activities: 

 
Hardware Development   
Two hardware devices were created during the original performance period of the project.  The 
first device, the WEB-MC, is a master control unit that has two radios, a CPU, memory, and 
serves as the central communications device for the WEB-MC System (Currently called the 
“BEST Wireless HVAC Maintenance System” as a tentative commercial product name).  The 
WEB-MC communicates with the local mesh network system via one of its antennas.  
Communication with the mesh network enables the WEB-MC to configure the network, 
send/receive data from individual motes, and serves as the primary mechanism for collecting 
sensor data at remote locations.  The second antenna enables the WEB-MC to connect to a 
cellular network (“Long-Haul Communications”) to transfer data to and from the NorthWrite 
Network Operations Center (NOC).   

Wireless mesh networking for low data rate applications, such as sensing and most control, is 
rapidly emerging.  Most development to date has focused on creating the underlying 
communications infrastructure—communications protocols, hardware, and software.  
Establishing a vendor for the core mesh networking technology proved to be the key technical 
hurdle to overcome on the hardware development.  Three different vendors were engaged.  The 
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first, Dust Networks, was the original technology choice.  However, upon further examination, it 
became clear that there were two insurmountable hurdles in utilizing Dust’s approach.  First, the 
functionality of their motes proved insufficient for the data collection needs of the WEB-MC.  It 
was not clear when these data collection problems were going to be addressed.  The second 
issue was just as problematic—they had a completely proprietary system.  We had no 
commercially viable way to insert our WEB-MC into their architecture.  Implementation with a 
Dust mesh would require purchasing their motes as well as a gateway device which was a 
rudimentary WEB-MC.  Since their gateway was redundant with (and much reduced in 
functionality) to our WEB-MC, it would introduce additional (and unacceptable) costs into the 
end product.  Our second choice of mesh network was from Crossbow.  They had an open 
architecture—which we wanted.  However, after we received their development 
hardware/software, it became clear that their technology was not mature enough to integrate 
into our WEB-MC System.  In fact, we were unable to get their system to work in a configuration 
that is required to implement our diagnostics applications.  Finally, we settled on technology 
from Ember.  Their motes and the associated software have proven to work reliably and 
effectively—albeit, with insufficient communications range to be commercially viable at the time 
of implementation. 

A third “all-in-one” hardware solution was created after the project was extended (Phase 2) and 
additional resources were provided.  The project team leveraged a project funded by the State 
of Washington to develop a hardware solution that integrated the functionality of the original two 
devices.  The primary reason for this approach was to eliminate the mesh network technical 
difficulties that severely limited the functionality of the original hardware approach. 

Detailed descriptions of the hardware requirements, designs, etc. are presented later in this 
report. 

 

Software Development 
There were five separate software developments required to deliver the functionality needed for 
this project.  These include the Data Server (or Network Operations Center), Web Application, 
Diagnostic Software, WEB-MC Embedded Software, Mote Embedded Software.  Each of these 
developments was necessarily dependent on the others.  This resulted in a challenging 
management task—requiring high bandwidth communications among all the team members.  
Fortunately, the project team performed exceptionally well together and was able to work 
through the various challenges that this presented—for example, when one software tool 
required a detailed description of the output of a second tool, before that tool had been fully 
designed. 

The project originally envisioned developing software that would run on a hand-held device and 
be used to configure the WEB-MC system during installation.  After a great deal of discussion 
and analysis, it was decided that creating a separate application for this purpose would create 
additional support issues and also likely be obsolete soon after introduction.  Due to the rapid 
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proliferation of wireless broadband networks, it was decided that field configuration would use 
the same Web Applications that are being developed for configuration and data viewing via a 
desktop browser.  Technicians with a laptop and a wireless broadband card will be able to 
effectively utilize this application for field installation. 

The decision was made early on to create the Web Application as a tool built upon NorthWrite’s 
WorkSite platform.  While this puts some constraints on the overall form and function of the 
software we develop, it has a number of advantages.  First, all of the security can be handled 
using the existing framework.  The overall “look and feel” did not need to be developed from 
scratch.  Also, the users of the BEST Wireless HVAC Maintenance System will also have 
access to a number of related software tools such as Preventive Maintenance, Energy 
Benchmarking, Utility Bill Manager, etc. which we believe will improve the overall value 
proposition in the marketplace.   

Detailed descriptions of the software requirements, designs, etc. are presented later in this 
report. 

 

Diagnostics Development  
PNNL was the primary team member focused on the specific diagnostics applications chosen to 
demonstrate the WEB-MC system.  Four different diagnostic modules or Data Fusion Engines 
(DFE’s) have been developed for this project.  They include the following: Air-Side Data Fusion 
Engine (ADFE), Refrigerant-Side Data Fusion Engine (RDFE), Efficiency Data Fusion Engine 
(EDFE), and Schedule Data Fusion Engine (SDFE).  Three of the DFE’s focus on identifying 
faults and improper operation of packaged HVAC systems (ADFE, RDFE, and SDFE).  The 
fourth engine (SDFE) is more generally applicable to any major load in a building.  The SDFE 
also includes the ability to provide outputs which will be used to control loads within buildings.  
Prior to going to field test sites, the BEST system was to be tested at NorthWrite’s Portland 
facility as well as in the laboratory at Texas A&M.  The testing took place at NorthWrite’s offices.  
However, due to schedule delays at Texas A&M, testing of the BEST system did not take place 
at their facility. 

Detailed descriptions of the diagnostics requirements, a, etc. are presented later in this report. 

 
Laboratory Tests  
The project team felt that it was important to conduct additional testing of the PNNL diagnostic 
algorithms as a part of moving the technology closer to commercialization.  Texas A&M 
University was chosen as a project team member for this role.  They have a well-know HVAC 
and controls testing laboratory at a special-purpose facility near the university.  TAMU ultimately 
delivered a subset of the originally anticipated test results.   

Detailed descriptions of the TAMU testing results are presented later in this report. 
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Pilots/Field Tests   
Nike Inc. chose two 300-ton packaged units at their corporate campus in Beaverton, OR for the 
initial demonstration.  The testing ran into difficulties due to the communications limitations of 
the mote technology chosen.  As a result, full-scale testing was delayed until the second phase 
of the project where the redesigned technology was deployed on 150 packaged RTU’s 
throughout Washington State.  This testing is proceeding into 2010 and results from those tests 
will not be available for this report. 

 



 

 

 

 

 

 

 

 

Attachment 2 
Acceptance Test Requirements 

Description of hardware testing which was conducted to determine acceptability of 
delivered equipment. 

 

 

 



 

Acceptance Test Requirements 1 

 

1 Executive Overview 
This document describes the requirements for acceptance testing of the WEB-MC system.  
Acceptance testing will require subsystem tests as well as an “end-to-end” test validating overall 
system functionality.  For the purpose of acceptance testing, the subsystems will be defined as 
follows: 

1. WEB-MC Hardware 
2. WEB-MC Software 
3. Mote Hardware 
4. WEB Applications and Network Operations Center 

 

Each subsystem must display the minimum performance indicated in Sections 2 through 4 
below.  In addition, Section 5 describes the “end-to-end” test which must be passed before the 
entire system is accepted as “delivered” to NorthWrite and the DOE for initiation of the Field 
Testing phase of the project. 
 

2 Mote Acceptance 
Motes must pass the following tests: 

I/O Configuration 
The motes must be able to accept the following inputs/outputs: 

(3) 0-10 VDC Inputs 

(4) 1K Platinum RTD Inputs 

(1) Pulse Input 

(1) Digital Output (0/24VDC switching for off/on) 

The Pulse Input and Digital Output channels can be “either or” and need not be simultaneously 
available. 

Power 
Motes must be powered off 110VAC line power or 24VAC step-down.  110 VAC power should 
be provided via “wall-wart” with a connector.  24 VAC connections should be provided via 
terminal strip. 

Device must run continuously with all channels active (i.e. monitoring) without interruption or 
reset for 7 days. 
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 Device should be capable of elegantly responding to a loss or power.  This will be shown by 
configuring the mote to collect 1-minute data on all channels.  The power will be cycled, and the 
device will begin transmitting 1-minute data on all channels again. 

Wiring 
Motes must provide terminals to connect power and all sensors.  There should be clearly 
labeled terminals and the ability to “fully wire” a mote with 8 I/O’s. 

Indicator Lights 
Motes should provide two externally visible LEDs to indicate the following: Power up and 
Connectivity to the Mesh Network. 

Power-Up Light 
Power-up light will come on when device is connected to power either via the wall-wart or direct 
24VAC connection to the terminal strip.  Light will go off when power is disconnected. 

Mesh Network Light 
Light indicating healthy Mote operation and connection to the network will come on only under 
the following conditions: Mote is connected to the mesh network, and mote has a pathway to 
communicate to the WEB-MC.  Also, this light will only come on if the Mote successfully boots 
and can execute the code.  Hence, a test of this light will require the mote be successfully 
executing its embedded code and a work-around where the light can be triggered through 
hardware-only means will not be accepted.  This will be tested by moving a motes around in 
different configurations until it can be shown that the network light will come on in either a direct 
connection (of that mote to the WEB-MC) or indirect connection (via another mote). 

Sampling Intervals 
Motes must be able to sample the voltage and temperature channels at an arbitrary interval.  
Minimum interval will not be less than 1 minute.  Maximum interval will not be greater than 24 
hours.  Intervals selected must be evenly divisible within an hour or day.  For Example, 1, 2, 3, 
4, 5, and 6 minute intervals are acceptable, but a 7-minute interval is not since it doesn’t divide 
evenly into 60 minutes.  Likewise, for intervals greater than 60 minutes—they must be evenly 
divisible into a 24-hour period.  Log files showing each channel sampling at 1-minute, 1-hour, 
and 24-hour intervals shall be produced for each channel.  Log files must show the time stamp 
of the data point and the value of that sample to the specified accuracy.  Sampling intervals 
must “align” with a 60 minute hour.  If you sample at 1-minute intervals, samples should be 
logged at 1.00 minutes, 2.00 minutes, 3.00 minutes, etc.  Slight deviations from the hour are 
acceptable (since a mote network will require a certain amount of time to cycle), however, 
deviations by more than 5 seconds will not be acceptable.   
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Accuracy Validation of Mote Channels 
Accuracy of sampling will be verified as follows. 

Voltage Channels 
Three reference voltages (0.0, 1.0 VDC, 5.0 VDC, 7.5, and 10.0 VDC) will be applied to each 
voltage input channel and the channels will be sampled for 2 hours at 1-minute intervals.  The 
measured voltages shall be within +- 0.5% of the reference voltage for all samples.  Samples 
should be “instantaneous” value of voltage at the sample interval. 

In addition to accuracy testing, each voltage channel will be subject to a noise filtering test 
where 60 Hz line noise will be added to the 5VDC reference voltage (by adding a signal with 
amplitude of +- 5V).  Mote should record 5VDC with +- 0.5% accuracy as in previous test. 

Temperature Channels 
Each temperature channel will be tested by placing a calibrated 1K Platinum RTD in an 
insulated ice-bath made from distilled water and containing distilled water ice cubes.  The 
channels will be sampled for 1 hour at 1-minute intervals.  The measured temperatures 
(converted to engineering units) shall be 32.0F +- 0.5F for all samples.  Samples should be 
“instantaneous” value of temperature at the sample interval.  Likewise, the probe will be placed 
in distilled water that is boiling.  The channel will be sampled for 1-hour at 1-minute intervals.  
The measured temperatures (converted to engineering units) should be T = 49.161 * Ln (in. Hg) 
+ 44.932 F (where in. Hg is the atmospheric pressure in inches of mercury).  The accuracy 
should be +- 0.5 F. 

In addition to accuracy testing, each temperature channel will be subject to a noise filtering test 
where 60 hz line noise will be added to the ice bath reference voltage and boiling point 
reference voltage (by adding a signal with amplitude of +- 5V).  Mote should record 32.0F +- 
0.5F accuracy as in previous test. 

Pulse Channel 
The pulse channel will be tested by two mechanisms. 

Manual Pulse Input 
A mechanical switch will be connected to the pulse input channel.  The pulse channel will be 
sampled at 1-minute intervals.  The switch will be toggled (at no faster than 1 Hz) and the 
number of toggles will be counted and recorded for five 1-minute intervals.  The mote should 
provide an exact pulse count for each 1-minute interval. 

Calibrated Pulse Input 
The pulse input channel will be connected to a calibrated pulse generator.  The pulse channel 
will be configured to 60-minute sampling intervals.  The pulse generator will be set to 0.1, 1.0, 
and 5 Hz.  Each frequency will be sampled for two complete hours and the results will be 
compared to the known number of inputs.  The pulse counter should be exactly accurate for 
each of the two whole-hour sampling intervals. 
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Digital Input Channel 
This channel monitors a terminal and provides a true (or on) indicator when the voltage of that 
input goes to the value of the wetting voltage (3.2 VDC).  This must be tested in conjunction with 
the WEB-MC which will actually determine a true/false.  This will be tested by placing the input 
in the following configurations: 

1) Sample the Digital Input channel at 1 minute intervals for 24 hours in the open (no 
connection) state and ensure that all samples are false (or off) indicating an open 
circuit. 

2) Sample the Digital Input channel at 1 minute intervals for 24 hours in the closed (3.2 
VDC connected to input) state and ensure that all samples are true (or on). 

3) Sample the Digital input channel at 1-minute intervals for 15 minutes switching the 
input between open (no connection) and closed (3.2 VDC) and ensure that the 
samples match the manually induced states for the 15-minute interval. 

Digital Output Channel 
This channel provides an ability to switch on/off a device or relay by applying a voltage (DC) to 
that device when commanded.  This will be tested by placing the output in the following 
configurations: 

1) Place the device in an open state for 24 hours and ensure that no state changes 
occur by connecting to a fuse (or similar one-time indicator) which will blow when in 
closed state.  Fuse must be in tact after 24 hour period. 

2) Place the device in a closed state for 24 hours and ensure that no state changes 
occur by connecting to a one-time indicator which will trigger when in open state.  No 
state transitions may occur during the 24 hour period. 

3) Placing the output in an open state, program the following changes (connecting to a 
Watt Stopper Relay): 

i. Cycles between open and closed every minute for 60 minutes (i.e. 
seconds 0-59 (open).  Seconds 60-119 (closed).  Seconds 120-179 
(open), etc.) 

ii. Cycles between open and closed every hour for 24 hours. (i.e. Minutes 0-
59 (open).  Minutes 60-119 (Closed).  Minutes 120-179 (open), etc.) 

 

3 WEB-MC Acceptance 

Power 
WEB-MC must be powered off 110VAC line power.  110 VAC power should be provided via 
“wall-wart” with a connector. 

Device must run continuously—communicating with both the mesh network and cellular carrier 
without interruption or reset for 7 days. 

Loss of Power/Reset.  Device should be capable of elegantly responding to a loss of power.  
This will be shown by configuring the WEB-MC to collect the required sensor inputs for a 
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complete RTU/Schedule diagnostics application.  Once the WEB-MC is shown to be accurately 
operating and the diagnostics code is producing the expected results, the power will be cycled.  
Upon power-up, the WEB-MC should continue collecting sensor inputs and diagnostics 
applications should continue producing the expected results as before. 

Indicator Lights 
The WEB-MC should provide the following indicator lights:  

• Power up 
• Cellular Network Signal Strength (4 lights) 
• Connectivity to Mote Network 

Power-Up Light 
The Power-up light will come on when the device is connected to power via the wall-wart.  Light 
will go off when the power is disconnected. 

Cellular Network Signal Strength 
These will be 4 lights which will light up according to the strength of the signal between the 
device and the nearest cellular tower.  The # of lights lit should correspond to known signal 
strengths.  This functionality will be tested by comparing the number of lights to signal strength 
on a device on the same network with the ability to provide a numerical measure of the signal 
strength.  The comparison must be made in at least three different locations.  The signal 
strength indicated on the WEB-MC should approximately the same as the signal strength on the 
test device (assuming the gain of the WEB-MC antenna is greater than the test device).  Also, 
disconnection of the WEB-MC antenna should result in a significant reduction of the number of 
bars. 

Mesh Network Light 
Light indicating healthy WEB-MC operation and connection to the network will come on only 
under the following conditions: WEB-MC is connected to the mesh network (excluding the mote 
attached to the WEB-MC via serial port) and the WEB-MC successfully boots and can execute 
the code.  Hence, a test of this light will require the WEB-MC be successfully executing its 
embedded code and a work-around where the light can be triggered through hardware-only 
means will not be accepted.  This will be tested by moving a mote into and out of range of the 
WEB-MC. 

Minimum unobstructed distance:  The Mote should connect to the WEB-MC at an unobstructed 
line-of-sight distance of 150 feet. 

Multi-Mote Communications 
The WEB-MC shall be capable of simultaneous communications with at least 10 Motes.  This 
shall be tested by placing 10 Motes in a mesh network connected to a single WEB-MC.  The 
WEB-MC will collect 1-minute samples from every channel of all 10 motes.  The test will be 
conducted for a 24-hour period.  No data should be lost during the test period. 
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Configuration of Motes 
The WEB-MC must be capable of configuring the Mote Network.  It should be possible to 
configure the following parameters for an arbitrary number of Motes: 

• Number of Motes in Network 
• Descriptive Names of each Mote 
• Descriptive Names of each Channel 
• Active Channels for each Mote 
• Engineering Units for each Channel (e.g. psi, W, kWh, F, %RH, and application 

status—see next) 
• Conversion table from: 

o Voltage to Engineering Units (includes Temperature Channels) 
o Voltage to Application Status (e.g. on/off, normal/alarm, etc.) 
o Counter Value to Engineering Units (e.g. pulses to kWh) 

• Sampling Interval for each Channel 
 

This will be shown by actually connecting a mote to the following sensors: 

• 1 1-K Platinum RTD (F) 
• 1 Veris Pulse Meter (kWh or kW) 
• One Humidity Sensor (%RH) 
• One Pressure Sensor (psi) 
• One switch (configured as “On/Off”) 

 
These sensors will be sampled at 1-minute intervals for 1 hour.  An output file will be created 
showing each sample from each channel with the proper engineering units. 

GPRS Communications 
The WEB-MC communicating on the cellular network.  It should be capable of registering with 
the network as well as sending and receiving files from the Network Operations Center. 

Registering on the GPRS Network 
Upon power-up, the WEB-MC must be capable of connecting to the GPRS network (and placing 
itself in a state where it can send and receive messages/files).  This will be demonstrated by: 

• Placing the WEB-MC in the off state 
• Turning it on 
• Having it go through its power-up cycle 
• In the steps above, the only human intervention will be the act of turning on the 

WEB-MC. 

Receiving Files from the NOC 
The WEB-MC must be capable of receiving configuration files from the NOC upon boot-up or 
when new configurations are instituted.  This will be demonstrated by: 
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• Software on the NOC will generate unique configuration files according to user input.   
• Upon submittal by the user, a configuration file will be created in an FTP directory on 

the NOC 
• The NOC will then generate an SMS notification message that will be sent to the 

address associated with that particular WEB-MC.    
• Upon receipt of the SMS message, the WEB-MC will get the file via FTP from the 

NOC FTP directory. 
• There may be multiple configuration files in the FTP directory for different 

applications on different RTU’s on different WEB-MCs. 
• The above steps should take place without human intervention at the WEB-MC from 

the moment of power-up. 
• Locally (via serial communications), the file will be retrieved from the WEB-MC and 

compared to the original file on the NOC—the two files should be identical—this is 
primarily to ensure the file was, in fact, transferred. 

Sending Files to the NOC  
The WEB-MC must be capable of transmitting data files to the NOC.  This will be demonstrated 
by: 

• Creating a unique data file and placing it on the WEB-MC via serial communications 
locally. 

• The file will be uploaded via FTP to the NOC to a designated data directory. 
• The NOC will periodically check the data directory for files. 
• When a file is found, software on the NOC will parse the file put the data in the 

database. 
• With the exception of placing the file on the WEB-MC, the previous steps should take 

place without human intervention on the WEB-MC 
• The file will be retrieved from the NOC and compared to the original file on the WEB-

MC—the two files should be identical. 
 

4 Diagnostic Engine Acceptance 
This section describes tests to ensure that the WEB-MC properly creates input files for the 
diagnostics software, runs the diagnostic software correctly and produces the correct output 
files for specific inputs. 

The diagram below provides a view of the diagnostic software system.  The WEB-MC Logger 
takes the data from the motes and creates the MeasuredData.csv file.  The MeasuredData.csv 
and the configuration files (ModuleConfig.cfg, AirDx.cfg, RefDx.cfg, EffDx.cfg and SchDx.cfg, 
which are created from user inputs) then serve as inputs to the diagnostic software, which 
produces the set of diagnostic output files. 
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Requirements on WEB-MC 
The WEB-MC must be able to process the following data concurrently: 

• a continuous stream of measured data from the motes for no less than three (3) 
HVAC units at one minute intervals 

• a continuous stream of data from no less than two on/off indicators and 15 
occupancy sensors at five minute intervals 

• one ModuleConfig.cfg file and diagnostic configuration files for no less sensor points 
and corresponding equipment than specified in the first two bullets 

 

The WEB-MC must correctly run the diagnostic software for a continuous stream of 
MeasuredData.csv files and the corresponding configuration files and produce Diagnostic output 
files in the correct format and with the correct values corresponding to the input files.   

The WEB-MC Logger must create MeasuredData.csv files in the correct format and with the 
correct values corresponding to the correct variables for a continuous stream of data from no 
less than the number of motes required to monitor three (3) HVAC units,  two on/off indicators, 
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and 15 occupancy sensors.  This may be tested with streams of data simulating the data from 
these motes. 

Test for Creation of Measured Data.csv 
This will be tested by having the WEB-MC process a sequence of input data simulating data 
from motes on three HVAC units, two on/off indicators, and 15 occupancy sensors.  The data 
will represent data from these devices collected over a two hour period at one-minute intervals.  
The MeasuredData.csv file generated for these two hours will be compared to the 
corresponding MeasuredData.csv file for the same data stream prepared by PNNL separately 
offline.  Successful completion of the test will be indicated by the file generated by the WEB-MC 
and the PNNL file being identical, having identical structure and identical values in each position 
in the structure. 

Test for Diagnostic Processing 
This test will verify that the WEB-MC properly processes data in a MeasuredData.csv file and 
returns the correct outputs for a six-hour stream of input data.  The test will be performed by: 

• The WEB-MC processing a sequence of six pre-created MeasuredData.csv files, 
each corresponding to the data for approximately one specific hour in the sequence, 
and the corresponding pre-created configuration files.  The input files will be provided 
by PNNL and will correspond to files over six hours for three HVAC units, two on/off 
indicators, and 15 occupancy sensors and the corresponding configuration files. 
 

• Compare the resulting output files (AirDx.out.csv, Ref.Dx.out.csv, EffDx.out.csv, and 
SchDx.out.csv) for each hour to the corresponding pre-created output files provided 
by PNNL from processing offline for the same MeasuredData.csv and configuration 
files.  The values of the ControllerActionOut over the same time period will also be 
compared to values provided by PNNL  All outputs from the WEB-MC processing 
must be identical to the output files and control action output values created offline 
for the entire six-hour period. 
 

5 WEB Applications/NOC Acceptance 
 

The web applications and NOC will provide mechanisms for the following: 

• Provide a user interface for entering configuration information for the diagnostic 
engine on the WEB-MC 

• Provide a user interface for viewing the results of the diagnostic engine on the WEB-
MC 

• Transmit configuration files to the WEB-MC 
• Receive result files from the WEB-MC 
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Creation of Configuration Files for Diagnostic Engine 
The web applications on the NOC must be capable of creating an accurately formatted set of 
input files for each RTU and Schedule Diagnostics application on the WEB-MC.  Using a 
complete set of sample input files (provided by PNNL) for the RTU and Schedule Diagnostics 
applications, the configuration tool will be used to create a duplicate set of input files.  These 
files will be compared to ensure that they are identical to the sample input files.  There are 3 
configuration files per RTU and 1 configuration file per Schedule Diagnostics application. 

Transmittal of Configuration Files to WEB-MC 
The web-based configuration tool must be able to select a given RTU or Schedule Diagnostics 
application and transmit the relevant configuration files to the appropriate WEB-MC upon 
demand.  To test this, two WEB-MCs will be placed in service—one the target, the other a 
“dummy.” The configuration tool on the NOC will select the appropriate WEB-MC and download 
two sets of configuration files (modeling two RTUs and two Schedule Diagnostics applications 
running on a single WEB-MC).  These files will be removed form the WEB-MC via a direct serial 
connection and compared to the files on the NOC.  All 8 configuration files should be identical to 
what was transmitted from the NOC.  The “dummy” WEB-MC will also be inspected to ensure 
that no files were transmitted to that unit. 

Transmittal of Diagnostics Results to NOC 
The NOC must be able to successfully retrieve output files from the various WEB-MCs that are 
in the field.  To test this, a WEB-MC will be configured as if it were generating output files for 
two RTUs and 2 Schedule Diagnostics applications (or 8 output files in all).  Through the 
communications mechanism between the NOC and WEB-MC, these files will be uploaded to the 
NOC.  The files uploaded will be compared to the files placed on the WEB-MC.  All 8 output files 
should be identical. 

Simulating On-Going Operation 
The two-way transmittal of files between the NOC and the WEB-MC is something that must 
occur in an on-going (or continuous) fashion to adequately represent the actual operation of the 
system.  To test this, the system should be placed in the mode where the files transmitted in 
Section 5.3 are uploaded to the NOC once daily for a week.  A total of 7 x 8 = 56 files should be 
transmitted during the 7-day period.  Of the 56 files, there should be 7 sets of the same file 
which will only differ by the date it was created on the NOC (i.e. uploaded). 

Display of Diagnostic Results 
The Web applications running on the NOC should archive and display data from the output files 
received from the WEB-MC.  The user should have the ability to step back and forth through 
time to view their data.  The functionality of the web applications will be demonstrated by the 
following: 
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• Output files simulating 1 day of data from 2 RTU’s and 2 Schedule Diagnostics 
applications will be placed in the proper directory to simulate upload from the WEB-
MC. 

• The data file will be processed and placed in the NOC DB 
• The data will then be viewed using the web application U/I’s.  Each data item will be 

compared to the values in the output files.  In all cases, the data should be identical. 
• Output files simulating 1 month of data from 2 RTU’s and 2 Schedule Diagnostics 

applications will be created by replicating a set of sample files.  This data will be 
placed into the NOC DB to simulate the collection of output files over time.  You 
should be able to view all this data using the web application.  All the data should 
look the same since the data files for each day should be identical. 

 

6 End-To-End Acceptance 
 

Final acceptance testing of the WEB-MC system will be done by employing a WEB-MC and 
sufficient MOTES to: 

• Fully monitor the RTU at the Portland Office of NorthWrite to provide data sufficient 
to meet the requirements of the three RTU diagnostics modules of the PNNL 
software. 

•  Instrument the upstairs hallway and offices with occupancy sensors and relays to 
control the hallway lighting using the Schedule Diagnostics functionality of the PNNL 
software. 

 

The final end-to-end acceptance testing will include the following elements: 

 
• The entire system should run without interruption for a period of 7 days. 
• There should be no missing data for the test period. 
• All the data from the output files should be archived in the NOC DB 
• Intermediate files:  MeasuredData.csv, AirDx.csv, RefDx.csv, EffDx.csv, and 

SchDx.csv) will be archived up to NOC for troubleshooting 
• Spot testing by introducing known faults into the RTU or improper operation of lights 

in the Schedule Diagnostics should produce the correct response from the system.  
These faults will be discussed with the PNNL team prior introducing them into the 
system. 

• Occasional changes to the configuration files should be properly generated by the 
web applications, transmitted by the NOC, and accepted by the WEB-MC. 

• The web interface should be able to retrieve and display all of the data from the 
output files for this test period. 
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Definition of Terms 

The following table provides a definition of terms used throughout this document, the XML 
schema documents and the database. 

TERM DEFINITION 

Field Device A Field Device is a sensor network hardware communication 
node.  Examples of Field Devices are a WebMC and Motes. 

Data Channel A channel of Input/Output data made accessible through a Field 
Device. 

Point An abstraction of one or more data channels that is used to 
describe a single engineering parameter or state variable. 

EngUnit Short hand used to refer to Engineering Unit. 

Gateway The field device responsible for consolidating/coordination all 
sensor network communications.  It is also the only node capable 
of direct communications with the data center. 

NOC Network Operations Center 

SN Sensor Network 

SNID Sensor Network Identifier 
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1 Executive Overview 
 

This document describes the requirements for the development of the NorthWrite Network 
Operations Center (NOC) data server.  Its intent is to describe the technical specifications and 
requirements to a level that is sufficient to begin implementing the various sub-systems. 
 
 

2 System Description 
 

NorthWrite’s top level functional diagram is shown in the following figure. 

 

 

 
 

 
Figure 1.   NorthWrite Top Level Functional Diagram 

 

NorthWrite is a network that provides customer enterprise level access to customer field site 
information.  Customer field sites may be spread across the global or centrally located within a 
single location.  These sites are bound together using the customers dedicated data network, 
the Internet or the GPRS cellular wireless communication provider networks.  All devices 
contained in this network shall support TCP/IP. 

Data server to/from field site communication will provide system configuration, data trending and 
alerting functions.   These functions will be exposed using Web Services to allow for 
interoperation with non-heterogeneous systems.   

Data server to Customer system communication will provide system configuration and data 
exposure functions.  These functions will be called from various vertical market applications to 
facilitate data visualization. 

The initial data server design shall be able to handle the following requirements. 

• Field Sites – 1,000 
o 1 WebMC per site. 
o 4 Motes per site. 
o 2 Points per mote. 
o 1 Alarm per day per point. 



 

NOC Specifications  3 
 

o 1 Trend per mote sampled every 10 minutes. 
o Persistent storage for 6 months of trend data shall be supported. 

• All Network Communication shall uses protocols supported by TCP/IP. 
 

The following outlines several additional top level design requirements/constraints. 

• Trended data shall be stored using time signatures in UTC.  
• Point data shall be stored in the configured engineering units. 
• Engineering unit conversion routines shall be provided to facilitate unit conversion. 
• All customer correspondence shall be provided in a manner that is easily branded 

with their name and logo. 
• Static database text content shall be tailored to the customers preferred language. 
• All software procedures/functions shall be instrumented with tracing mechanisms 

that can be disabled/enabled at runtime. 
  
 

3 NorthWrite Data Server 
 
Top level services provided by the data server are shown in the following figure.  A description 
of these services is provided below.  Detailed descriptions of each are then presented in the 
subsequent sub-sections of this document. 

 

Data Server

Data Services

Field Installation Vertical Market 
Apps

Sensor Services

Transactional DB  
 

Figure 1.  NorthWrite Data Server Services 

Sensor Services 
Sensor Services exposes field site sensor network configuration, data trending and alerting 
information.  Information content will be described in XML format and transmitted via Web 
Services calls from the Field Device to the data server.  These Web Services shall be secured 
using the OASIS WS-Security standard specifications.  See Appendix “A” for more details. 

The data server shall construct and maintain a ‘Field Device Message Queue’ (FDMQ) and a 
‘Data Server Message Queue’ (DSMQ) queue.  These queues provide persistent storage for the 
asynchronous message communication between field devices and the data server.  These 
queues shall be implemented using database tables.  
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Messages are placed into the FDMQ by APIs associated with User Interface applications.  
These messages will be asynchronously accessed by the field devices on a periodic basis (See 
GetMessages Web Service request).   

Message are placed into the DSMQ by field device making various Web Service requests.  
These web services simply insert the messages into the queue and return.  These messages 
will be asynchronously processed by a transactional database message processing job.  The 
following figure depicts the FDMQ and DSMQ queues. 

 

Field Device Message Queue

Type GMT Priority Body

1

2

3

4

.

.

N

ID

Discover 3/1/2005 12:00 1 N/A

ChannelConfig 3/1/2005 14:00 1 See FieldDeviceMessageQueue.xsd

UploadPointLog 3/1/2005 15:00 1

UploadAlarms 3/1/2005 15:01 2

N/A

N/A

. . . ..

. . . .

. . . .

. . . .

Get Messages User Interface Application APIs

Data Server Message Queue

Type GMT Priority Body

1

2

3

4

.

.

N

ID

Discovery 3/1/2005 15:00 1

HeartBeat 3/1/2005 17:00 1 See DataServerMessageQueue.xsd

PointLogs 3/1/2005 19:00 1

PointAlerts 3/1/2005 20:01 2

. . . ..

. . . .

. . . .

. . . .

Discovery
See DataServerMessageQueue.xsd

See DataServerMessageQueue.xsd

See DataServerMessageQueue.xsd

HeartBeats

PointLogs

PointAlerts

Transactional Database

FID

.

.

.

.

142.xxx.yyy.1

142.xxx.yyy.25

142.xxx.yyy.87

142.xxx.yyy.95

FID

.

.

.

.

142.xxx.yyy.1

142.xxx.yyy.25

142.xxx.yyy.87

142.xxx.yyy.95

 
 

Figure 2.  NorthWrite Data Server Message Queues 
 

Commands 
Various types of commands need to be communicated from the data server to the field devices.  
These commands provide processing instructions and configuration information.  All commands 
are expressed in XML format as defined in the schema file SensorDeviceCommands.xsd.   

The following figure shows a graphical overview of the XML command structure. 
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Message types supported. 

• InitiateDiscovery – Initiate a sensor network channel discovery process. 
• TransmitPointLog – Transmit current point log to data server request. 
• NetworkConfig – Sensor network point configuration request. 

 

The Data Server shall expose the following Web Service method that will be used to transfer 
these messages. 

Calling Syntax Pseudo Code:  

[WebMethod] 
string GetMessages(string szDeviceId) 

 

Return: 

XMLCommands; This parameter will be validated against the schema definition in 
file FieldDeviceCommands.xsd. 

 

Parameter Definition: 

szDeviceId:  Field device unique identifier. 
 

Status 
Various types of messages can be communicated from the field device to the data server.  
These messages have various meanings that are described in each of the following sub-
sections.  Messages are expressed in XML format as defined in the schema file 
DataServerMessages.xsd. See Appendix B. 

The following figure shows a graphical overview of the XML message structure. 
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Message types supported. 

• Discovery - Available data I/O channels are described by this message. 
• HeartBeat – Times associated with the last known communications occurrence are 

described by this message. 
• PointLog – Point trend logs are communicated to the data-server through this 

message. 
• PointAlerts – Point alerts are communicated to the data-server through this 

message. 
 

The Data Server shall expose the following Web Service method that will be used to transfer 
these messages. 

Calling Syntax Pseudo Code:  

[WebMethod] 
int FieldDeviceMessages(string szDeviceIP, string XMLMessage) 

 

Return: 

0 = Failure. 
1 = Success. 

 

Parameter Definition: 

szDeviceIP:  IP Address of field device. 
XMLMessage; This parameter will be validated against the schema definition in 
file DataServerMessages.xsd. 
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Transactional Databases 
Two independent but related data storage units shall be used to stored the system 
configuration, trending and alert information.  The Component database shall store all 
transactional information that is not related to trending or alerting.  The Point database shall 
store all time related information.  This partitioning is required to allow the Point database to be 
separated onto a separate data server when required. 

No data shall be stored within the operating system file system to avoid security risks 
associated with file shares. 

Component Database 
NorthWrite configuration and customer support information will be persistently stored in the 
Component database.  This section describes this database’s tables and inter-relationships. 

Tables 
The following figure shows the tables and foreign key relationships for the Component 
database.  Top level descriptions for each of these tables are presented following the schema 
diagram.  Table column descriptions are provided as an integral part of the Visio database 
schema model document.  Please refer to the file NorthWriteSchema.vsd for additional details.  
This schema is only a starting point for the development of the NorthWrite product line.  Hence, 
additional schema definition will need to be added as new business requirements are defined. 
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Figure 3.  Component Database 
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Component:  The basic philosophy of the Component database is to store system information 
in hierarchically organized relational database tables.  The Component table’s ParentKey 
column provides this hierarchical decomposition.  This column will be null for all root 
components.   

Specializations of this table provide for additional detail where required. The FieldDevice and 
Point tables derive from the Component table.  I.E. these tables will always have corresponding 
records in the Component table. 

Address:  Various components may require that address information be associated with them.  
This table provides the repository for this type of geographic data.   

ComponentAddressMap:  Mapping table used to associate addresses with various types of 
components.  An additional attribute is providing the type of address. I.E. street address or 
mailing address.     

User:  Table used to stored user login and profile credentials.   

UserRole:  This table provide a mapping from users to components with type identifier that will 
be used to enforce system permissions.   

EnumGroup:  Enumeration identifier.  All enumerations contain an entry in this table so that the 
text associated with each of the NorthWrite supported languages can be defined.  This supports 
the customization of user interface control elements. 

EnumValue:  Enumeration value identifier. All type definitions shall have a corresponding 
record in this table to support referential integrity and multiple languages. 

FieldDevice:  This table provides the representation for the various types of field data 
aggregation hardware components support.  The WebMC is an example of the type of 
component that is represented by this table.  Note: this table can be used to support other types 
of field hardware. 

DataChannel: This table specifies all of the available data channels associated with a Field 
Device.   

Point: This table specifies the points of data to monitor within each of the SensorModules.   

 
Point Database 

All trend and alert point information shall be stored in this database.  The following diagrams 
shows the tables used to store this information.  Note:  multiple tables with identical schema 
definitions are shown.  These tables are then indexed and views created to join them together 
into a single pseudo table.  This basic technique shall be supplanted by the more powerful 
partitioning schemes when supported by the deployed database platform. 
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SensorPointValue

PK SensorPointRef int
PK GMT datetime

EngValue float

vwSensorPointValue

SensorPointRef int
GMT datetime
EngValue float

SensorPointAlarm

PK SensorPointRef int
PK GMT datetime

EngValue float
Type int
Threshold float

vwSensorPointAlarm

SensorPointRef int
GMT datetime
EngValue float
Type int
Threshold float

 
 

 
Figure 4 Point Database 

 

Tables 
SensorPointValue & vwSensorPointValue: This structure provides persistent storage for 
sensor point engineering values.  Tables shall be indexed and partitioned into sized appropriate 
for the deployed database system. 

 

SensorPointAlarm & vwSensorPointAlarm:  This structure provides persistent storage for 
alarms, warnings associated with sensor point engineering values.  Tables shall be indexed and 
partitioned into sized appropriate for the deployed database system.   
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Data Services 
Data services expose field sites sensor network configuration, data trending and alerting 
methods for consumption by vertical market configuration, control and reporting applications. 

A data service abstraction layer shall be developed that exposes all information to end user 
applications.  This abstraction layer shall provide access using an object oriented paradigm.  
The following figure shows the various data services access layers. 

 

 
WebPage Application

Page / Class

SensorIQ Object Model

OLEDB

TCP/IP

SQL Server / Oracle / MySQL ...

TCP/IP

 
 
 

Figure 5 Data Services Data Access Layers 
 

End user applications will interact with the data system using objects instantiated from .NET 
classes.  These classes will be delivered as a .NET assembly and support database access 
using OLEDB data libraries.  The following diagram shows the hierarchy of classes. 
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SIQComponent

Meter FieldDevicePoint

DataChannel

SIQObject

EnumGroup EnumValue AddressInputVariable

PointEngUnit PointDiscrete

PointEngUnitInput PointEngUnitOutput PointDiscreteInput PointDiscreteOutput

PointCalculated

Trends Alerts

PtCalcEngine PtCalcVariable

 
 

Figure 6.  Data Services Class Hierarchy 
 
 

4 Case Study Example 

Requirements 
To assist in understanding the contents of this document the following example will be used.  A 
multi-national customer ‘AMCE Corp’ desires to equip two of its buildings with monitoring and 
control instrumentation.  The following figures/tables provide the definition and requirements for 
the data to be collected/controlled at each of these sites. 
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Figure 7 ACME North American Region – Test Sites 
 

ACME Requirements 

• Provide customer login for ‘Fred Nelson’ UID=fnelson, PWD=fnelson 
• Provide operations login for ‘Sam Adams’ UID=sadams, PWD=sadams 

 

Lake Oswego Requirements 

• NorthWrite headquarters building. 6025 SW Jean Rd, Lake Oswego OR 97035 
o Monitor Whole Building Energy Consumption for the building. 

 Pulse electric meter installed in main utility room on first floor. 
 Sampling Interval is every 15 Minute Intervals synchronized with the 

top of the hour. 
 Customer building manager (John Smith) requires internet access to 

the energy logs with a maximum latency of 24 hours. 
o Monitor Roof Top Unit Efficiency Consumption for the NorthWrite 

headquarters building. 
 PNNL-RTU-Algorithm 
 1 Discrete Points Input 
 Compressor Input Temperature and Flow monitoring 
 Compressor Output Temperature and Flow monitoring 
 Evaluate every 15 seconds and send alarm if less than 60% efficient 

o Provide customer login for ‘John Smith’ UID=jsmith, PWD=jsmith 
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o Provide field installations login for ‘Karen Temple’ UID=ktemple, 
PWD=ktemple 

 

Minneapolis Requirements 

• St. Anthony Main building. 219 Main St SE, Mpls, MN 55414 
o Monitoring Tenant Electric Load for 3 Tenants. 

 Franks Jewelry 
• Suite 32 

 Hungry Man Steaks 
• Suite 154 

 Patti’s Patio   
• Suite 846 

o Suite 32 and Suite 154 are powered from Electric Panel A located in the Main 
Utility Room #12. 

o Suite 846 is powered from Electric Panel B located in the Mid Tower 
Distribution Room #624. 

o Electric Load shall be measured every 15 minutes. 
o Customer facility manager (John Smith’) requires internet access to the 

energy logs with a maximum latency of 4 hours. 
o Provide customer login for ‘John Smith’ UID=jsmith, PWD=jsmith 
o Provide field installations login for ‘Clint Northwood’ UID=cnorthwood, 

PWD=cnorthwood 
• Maple Grove Cub Foods. 8700 Wedgewood Drive, Maple Grove, MN 55394 

o Monitor the temperatures of the following. 
o Produce 

 Aisle 1,  Refrig units 1 – 8 
o Meats 

 Aisle 3,  Refrig units 9 – 11 
 Aisle 4, Refig units 12 - 15 
 Aisle 4,  Freezers 1 – 4 
 Aisle 5, Freezers 5 - 10  

o Dairy 
 Aisle 9, Refrig units 16 – 20 
 Aisle 10, Refrig units 21 - 25 
 Aisle 11 Freezers 11 - 18 

o Frozen Foods 
 Aisle 12 Freezers 18 – 25 
 Aisle 13 Freezers 26 - 35   

o Provide customer login for ‘Tom Control’ UID=tcontrol, PWD=tcontrol 
o Provide field installations login for ‘Clint Northwood’ UID=cnorthwood, 

PWD=cnorthwood 
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Installation Diagram 
The following shows the physical NorthWrite components required to instrument this example’s 
two field sites. 

 

Lake Oswego

Mote 1

Mote 2

Mote 3

WebMC

Electric
Panel

RTU

Minneapolis

Mote 1

Mote 2

WebMC

Electric
Panel

A

Electric
Panel

B

Internet

A
C

M
E 

W
AN

SensorIQ NOC

Cellular Provider NOC
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Component Hierarchy 
Based on the requirements the following component hierarchy is obtained. 

 

• ACME Corp (Type = Organization) 
o North America (Type = Organization) 

 Lake Oswego (Type = Building) 
• Main Meter (Type = Meter) 

o Consumption (Type = PointEngUnitInput) 
• Roof Top Unit (Type = GenericEquipment) 

o PowerState (Type = PointDiscreteInput) 
o CompInputTemp (Type = PointEngUnitInput) 
o CompInputFlow (Type = PointEngUnitInput) 
o CompOutputTemp (Type = PointEngUnitInput) 
o CompOututFlow (Type = PointEngUnitInput) 

• WebMC (Type = FieldDevice) 
 Minneapolis (Type = Building) 

• Suite 32  
o Tenant Meter (Type = SubMeter) 

 Consumption (Type = PointEngUnitInput) 
• Suite 154 

o Tenant Meter (Type = SubMeter) 
 Consumption (Type = PointEngUnitInput) 

• Suite 846 
o Tenant Meter (Type = SubMeter) 

 Consumption (Type = PointEngUnitInput) 
• WebMC (Type = FieldDevice) 
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5 Appendix “A” OASIS WS-Security 
 

Phase 1)  PNNL Demonstration.  Web Service calls shall be made using a non-secure HTTP 
connection. 

Phase 2) Production Version 1.  Web Service calls shall be made passing a symmetric 
encrypted username-password token as part of the SOAP header. 

Phase 3) Production Version 2.  Web Service calls shall be made fully secure using a 
asymmetric encrypted SOAP username-password token and body. 

 

6 Appendix “B” FieldDeviceCommand.xsd 
 

<?xml version="1.0" encoding="UTF-8"?> 
<!-- edited with XMLSpy v2005 sp2 U (http://www.altova.com) by Paul Bursch (Bursch Consulting Services) --> 
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> 
 <xs:element name="Commands"> 
  <xs:annotation> 
   <xs:documentation>Field Device Command Message Root Node</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Command" minOccurs="0" maxOccurs="unbounded"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="InitiateDiscovery" minOccurs="0"/> 
       <xs:element name="TransmitPointLog" minOccurs="0"/> 
       <xs:element name="NetworkConfig" minOccurs="0"> 
        <xs:complexType> 
         <xs:sequence> 
          <xs:annotation> 
           <xs:documentation>Contains</xs:documentation> 
          </xs:annotation> 
          <xs:element name="Device" maxOccurs="unbounded"> 
           <xs:complexType> 
            <xs:sequence> 
             <xs:element name="Inputs" minOccurs="0"> 
              <xs:complexType> 
               <xs:sequence> 
                <xs:element name="PtEngUnitIn" minOccurs="0" maxOccurs="unbounded"> 
                 <xs:complexType> 
                  <xs:attribute name="PointDSID" type="xs:int" use="required"/> 
                  <xs:attribute name="DeviceSNID" type="xs:string" use="required"/> 
                  <xs:attribute name="ChannelSNID" type="xs:string" use="required"/> 
                  <xs:attribute name="SourceFunction" use="required"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="AnalogInput"/> 
                     <xs:enumeration value="HighToLowPulseCounter"/> 
                     <xs:enumeration value="LowToHighPulseCounter"/> 
                     <xs:enumeration value="AnyTransitionCounter"/> 
                     <xs:enumeration value="SerialInput"/> 
                     <xs:enumeration value=""/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="EngUnit" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnitText" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnitScaleFactor" type="xs:double" use="required"/> 
                  <xs:attribute name="EngUnitOffset" type="xs:double" use="required"/> 
                  <xs:attribute name="SamplingIntervalMilliseconds" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogFunction" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Min"/> 
                     <xs:enumeration value="Max"/> 
                     <xs:enumeration value="Avg"/> 
                     <xs:enumeration value="Sum"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="LogType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Periodic"/> 
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                     <xs:enumeration value="ChangeOfValue"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="LogCOVThreshold" type="xs:double" use="optional"/> 
                  <xs:attribute name="LogStoreIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogUploadIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="AlarmLow" type="xs:double" use="optional"/> 
                  <xs:attribute name="AlarmHigh" type="xs:double" use="optional"/> 
                  <xs:attribute name="AlarmReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="WarningLow" type="xs:double" use="optional"/> 
                  <xs:attribute name="WarningHigh" type="xs:double" use="optional"/> 
                  <xs:attribute name="WarningReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                 </xs:complexType> 
                </xs:element> 
                <xs:element name="PtDiscreteIn" minOccurs="0" maxOccurs="unbounded"> 
                 <xs:complexType> 
                  <xs:attribute name="PointId" type="xs:int" use="required"/> 
                  <xs:attribute name="ChannelId" type="xs:int" use="required"/> 
                  <xs:attribute name="SamplingIntervalMilliseconds" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Periodic"/> 
                     <xs:enumeration value="COVHighToLow"/> 
                     <xs:enumeration value="COVLowToHigh"/> 
                     <xs:enumeration value="COVAnyTransition"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="LogStoreIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogUploadIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="AlarmStateIncrease" type="xs:boolean" use="optional"/> 
                  <xs:attribute name="AlarmStateDecrease" type="xs:boolean" use="optional"/> 
                  <xs:attribute name="AlarmReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="WarningStateIncrease" type="xs:boolean" use="optional"/> 
                  <xs:attribute name="WarningStateDecrease" type="xs:boolean" use="optional"/> 
                  <xs:attribute name="WarningReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                 </xs:complexType> 
                </xs:element> 
               </xs:sequence> 
              </xs:complexType> 
             </xs:element> 
             <xs:element name="Outputs" minOccurs="0"> 
              <xs:complexType> 
               <xs:sequence> 
                <xs:element name="PtEngUnitOut" minOccurs="0" maxOccurs="unbounded"> 
                 <xs:complexType> 
                  <xs:attribute name="PointId" type="xs:int" use="required"/> 
                  <xs:attribute name="ChannelId" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnit" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnitText" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnitScaleFactor" type="xs:double" use="required"/> 
                  <xs:attribute name="EngUnitOffset" type="xs:double" use="required"/> 
                  <xs:attribute name="EngValue" type="xs:double" use="required"/> 
                 </xs:complexType> 
                </xs:element> 
                <xs:element name="PtDiscreteOut" minOccurs="0" maxOccurs="unbounded"> 
                 <xs:complexType> 
                  <xs:attribute name="PointId" type="xs:int" use="required"/> 
                  <xs:attribute name="ChannelId" type="xs:int" use="required"/> 
                  <xs:attribute name="DiscreteValue" type="xs:boolean" use="required"/> 
                 </xs:complexType> 
                </xs:element> 
               </xs:sequence> 
              </xs:complexType> 
             </xs:element> 
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             <xs:element name="Calculated" minOccurs="0"> 
              <xs:complexType> 
               <xs:sequence> 
                <xs:element name="PtCalc" minOccurs="0" maxOccurs="unbounded"> 
                 <xs:complexType> 
                  <xs:sequence> 
                   <xs:element name="InputVariable" minOccurs="0" maxOccurs="unbounded"> 
                    <xs:complexType> 
                     <xs:attribute name="VariableName" type="xs:string" use="required"/> 
                     <xs:attribute name="PointId" type="xs:int" use="required"/> 
                    </xs:complexType> 
                   </xs:element> 
                  </xs:sequence> 
                  <xs:attribute name="PointId" type="xs:int" use="required"/> 
                  <xs:attribute name="CalcFunction" use="required"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="RTUDiagnostic"/> 
                     <xs:enumeration value="Function2"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="EngUnit" type="xs:int" use="required"/> 
                  <xs:attribute name="EngUnitText" type="xs:int" use="required"/> 
                  <xs:attribute name="EvaluationInterval" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogFunction" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Min"/> 
                     <xs:enumeration value="Max"/> 
                     <xs:enumeration value="Avg"/> 
                     <xs:enumeration value="Sum"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="LogType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Periodic"/> 
                     <xs:enumeration value="ChangeOfValue"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="LogCOVThreshold" type="xs:double" use="optional"/> 
                  <xs:attribute name="LogStoreIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="LogUploadIntervalMinutes" type="xs:int" use="optional"/> 
                  <xs:attribute name="AlarmLow" type="xs:double" use="optional"/> 
                  <xs:attribute name="AlarmHigh" type="xs:double" use="optional"/> 
                  <xs:attribute name="AlarmReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                  <xs:attribute name="WarningLow" type="xs:double" use="optional"/> 
                  <xs:attribute name="WarningHigh" type="xs:double" use="optional"/> 
                  <xs:attribute name="WarningReportType" use="optional"> 
                   <xs:simpleType> 
                    <xs:restriction base="xs:token"> 
                     <xs:enumeration value="Immediate"/> 
                     <xs:enumeration value="WithLog"/> 
                    </xs:restriction> 
                   </xs:simpleType> 
                  </xs:attribute> 
                 </xs:complexType> 
                </xs:element> 
               </xs:sequence> 
              </xs:complexType> 
             </xs:element> 
            </xs:sequence> 
            <xs:attribute name="DeviceUID" type="xs:string" use="required"/> 
            <xs:attribute name="DeviceDBID" type="xs:int" use="required"/> 
            <xs:attribute name="WatchDogTimeoutMinutes" type="xs:int" use="required"/> 
            <xs:attribute name="HeartBeatMinutes" type="xs:int" use="required"/> 
           </xs:complexType> 
          </xs:element> 
         </xs:sequence> 
        </xs:complexType> 
       </xs:element> 
      </xs:sequence> 
      <xs:attribute name="GMT"/> 
     </xs:complexType> 
    </xs:element> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 
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7 Appendix “C” DataServerMessages.xsd 
 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> 
 <xs:element name="Messages"> 
  <xs:annotation> 
   <xs:documentation>Data Server Messaging Root Node</xs:documentation> 
  </xs:annotation> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Discovery" minOccurs="0"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="Device" minOccurs="0" maxOccurs="unbounded"> 
        <xs:complexType> 
         <xs:sequence> 
          <xs:element name="Channel" minOccurs="0" maxOccurs="unbounded"> 
           <xs:complexType> 
            <xs:attribute name="Channeld" type="xs:int" use="required"/> 
            <xs:attribute name="Type" use="required"> 
             <xs:simpleType> 
              <xs:restriction base="xs:token"> 
               <xs:enumeration value="AnalogInput"/> 
               <xs:enumeration value="AnalogOutput"/> 
               <xs:enumeration value="DiscreteInput"/> 
               <xs:enumeration value="DiscreteOutput"/> 
               <xs:enumeration value="Counter"/> 
               <xs:enumeration value="RTUDiag"/> 
               <xs:enumeration value="SerialComm"/> 
              </xs:restriction> 
             </xs:simpleType> 
            </xs:attribute> 
           </xs:complexType> 
          </xs:element> 
         </xs:sequence> 
         <xs:attribute name="GatewayIP" type="xs:string" use="required"/> 
         <xs:attribute name="DeviceId" type="xs:int" use="required"/> 
         <xs:attribute name="Type" use="required"> 
          <xs:simpleType> 
           <xs:restriction base="xs:token"> 
            <xs:enumeration value="NorthWriteWebMC"/> 
            <xs:enumeration value="NorthWriteMote"/> 
            <xs:enumeration value="SonyGT48ControlTerminal"/> 
           </xs:restriction> 
          </xs:simpleType> 
         </xs:attribute> 
        </xs:complexType> 
       </xs:element> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
    <xs:element name="HeartBeats" minOccurs="0"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="HeartBeat" maxOccurs="unbounded"> 
        <xs:complexType> 
         <xs:attribute name="DeviceId" type="xs:int" use="required"/> 
         <xs:attribute name="GMT" type="xs:dateTime" use="required"/> 
        </xs:complexType> 
       </xs:element> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
    <xs:element name="PointLogs" minOccurs="0"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="PointLog" maxOccurs="unbounded"> 
        <xs:complexType> 
         <xs:sequence> 
          <xs:element name="PLVAL" maxOccurs="unbounded"> 
           <xs:complexType> 
            <xs:attribute name="GMT" type="xs:dateTime" use="required"/> 
            <xs:attribute name="VAL" type="xs:double" use="required"/> 
           </xs:complexType> 
          </xs:element> 
         </xs:sequence> 
         <xs:attribute name="PointId" type="xs:int" use="required"/> 
        </xs:complexType> 
       </xs:element> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
    <xs:element name="PointAlerts" minOccurs="0"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="PointAlert" maxOccurs="unbounded"> 
        <xs:complexType> 
         <xs:sequence> 
          <xs:element name="PAVal" maxOccurs="unbounded"> 
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           <xs:complexType> 
            <xs:attribute name="GMT" type="xs:dateTime" use="required"/> 
            <xs:attribute name="VAL" type="xs:double" use="required"/> 
            <xs:attribute name="Threshold" type="xs:double" use="required"/> 
            <xs:attribute name="Type" use="required"> 
             <xs:simpleType> 
              <xs:restriction base="xs:token"> 
               <xs:enumeration value="Alarm"/> 
               <xs:enumeration value="Warning"/> 
              </xs:restriction> 
             </xs:simpleType> 
            </xs:attribute> 
           </xs:complexType> 
          </xs:element> 
         </xs:sequence> 
         <xs:attribute name="PointId" type="xs:int" use="required"/> 
        </xs:complexType> 
       </xs:element> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
</xs:schema> 
 
 
 
 

8 Appendix “D” Enumerated Types 
-- Component Type Enumeration. 

Declare @nGroupKey int 

Set @nGroupKey = 0x000000 

 

Insert Into EnumGroup(EnumGroupId, NameEnglish) 

 Values(@nGroupKey, 'Component Type') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0001, @nGroupKey, 'Organization') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0002, @nGroupKey, 'Meter') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0003, @nGroupKey, 'Point') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0004, @nGroupKey, 'Field Device') 
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Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0005, @nGroupKey, 'Region') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0006, @nGroupKey, 'Building') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0007, @nGroupKey, 'Generic Equipment') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0008, @nGroupKey, 'Tenant') 

GO 

 

-- Component Status Enumeration. 

Declare @nGroupKey int 

Set @nGroupKey = 0x010000 

 

Insert Into EnumGroup(EnumGroupId, NameEnglish) 

 Values(@nGroupKey, 'Component Status') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0001, @nGroupKey, 'Active') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0002, @nGroupKey, 'InActive') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 
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 Values(@nGroupKey + 0x0003, @nGroupKey, 'Delete') 

GO 

 

-- Component Language Enumeration. 

Declare @nGroupKey int 

Set @nGroupKey = 0x020000 

 

Insert Into EnumGroup(EnumGroupId, NameEnglish) 

 Values(@nGroupKey, 'Language') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0001, @nGroupKey, 'English') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0002, @nGroupKey, 'Spanish') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0003, @nGroupKey, 'French') 

GO 

 

-- Component Address Type Enumeration. 

Declare @nGroupKey int 

Set @nGroupKey = 0x030000 

 

Insert Into EnumGroup(EnumGroupId, NameEnglish) 

 Values(@nGroupKey, 'Component Address Type') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 
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 Values(@nGroupKey + 0x0001, @nGroupKey, 'Street') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0002, @nGroupKey, 'Mailing') 

GO 

 

 

-- Actor Role Type Enumeration. 

Declare @nGroupKey int 

Set @nGroupKey = 0x040000 

 

Insert Into EnumGroup(EnumGroupId, NameEnglish) 

 Values(@nGroupKey, 'Actor Role') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0001, @nGroupKey, 'Customer') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0002, @nGroupKey, 'Operations') 

 

Insert Into EnumValue(EnumValueId, EnumGroupKey, NameEnglish) 

 Values(@nGroupKey + 0x0003, @nGroupKey, 'Field Technician') 

GO 

 



 

 

 

 

 

 

 

Attachment 4 
Diagnostic Software Specification 

Specification for diagnostic algorithms that are running on the WEB-MC Hardware. 
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1 Introduction 
This report provides the specification for inputs, outputs, and other requirements for the 
diagnostic and controls software system developed by Pacific Northwest National Laboratory 
(PNNL) for the US Department of Energy sponsored project on  “Wireless Infrastructure for 
Performance Monitoring, Diagnostics, and Control of HVAC and Other Energy-Using Systems in 
Small Commercial Buildings,” performed in collaboration with NorthWrite Inc.  The report 
contains an overview of the software system followed by specifications for the software 
applications. 

2 Diagnostic and Control Software System 
The diagnostic and control software system (WEB-MC) has two main software application 
suites:  1) the “Aggregator” and 2) the “WebMCDx.”  An overview of the diagnostic and control 
software system is shown in Figure 1.   

The Aggregator application reads measured data and produces aggregated data that the 
diagnostic modules require.  The measured data must be in engineering units and are expected 
to be at one-minute intervals, although the aggregator can handle data at any frequency.  As 
shown in Figure 1, the Aggregator application reads the data from a text file 
(MeasuredData.csv) and creates as outputs separate files that serve as input files for each of 
the four diagnostic modules.  The diagnostic modules read these files from the Aggregator and 
process the data to generate diagnostic results, which are written to an output file for each 
diagnostic module.  The Aggregator application as well as the diagnostic modules require 
configuration information, which is provided by the user and stored in a text file.  The 
specifications of all files (configuration, input and output) for the Aggregator application and the 
individual diagnostic modules are described in the next section. 
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Figure 1.  Overview of the Diagnostics and Control Software System 
 

3 Aggregator Application Specification 
The aggregator application processes measured data and produces aggregated input data in 
the format required by diagnostic modules (described later in this report).  The aggregator uses 
a module configuration file to identify the measured data variables to be aggregated according 
to the aggregation type and using the pre-defined output frequency for each diagnostic 
application.  Both sums and averages are supported by the aggregation module.  The output 
from the aggregator module is provided in four data files, one specific to each diagnostic 
application.  Figure 2 shows the software architecture of the aggregator module and the 
following sections describe in detail the command line arguments and file formats for the input 
and the output files. 
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Figure 2.  Software Architecture of the Aggregator Module (WmcAgg) 
 

The aggregator application requires two input files:  1) the module configuration and 2) the 
measured data files.  The configuration file is read once to create a structure of the building, 
system, and sensor variables.  Then the aggregator function is executed at a 1-hour interval to 
read the sensor data and output data that serve as inputs to the diagnostic modules. 
 

Module Configuration File Format 
The module configuration file (ModuleConfig.cfg) identifies the sensor points that the Aggregator 
application needs to process.  It also identifies the system IDs and diagnostic module to which 
each specific measured sensor point is associated.  This module also provides the ability to 
conditionally aggregate some or all data points.  If conditional aggregation is specified for a data 
point, then that point is used in the aggregation only if the aggregation criterion is met.  
Aggregation criteria are currently supported using all status variables such as ‘compressor 
ON/OFF status” or “supply fan On/Off status”.  For example, if the data point “suction pressure” 
is dependent on “compressor status,” then the suction pressure is aggregated subject the 
criterion that the compressor status equals “ON” (i.e., only for over times during which the 
compressor status is “ON.” 
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If a sensor point is not defined in the ModuleConfig.cfg file and values associated with this 
sensor are found in the input file, they are ignored by the Aggregator.  A sensor point can be 
associated with more than one diagnostic application by defining the sensor point for each 
application separately.  This is done separately because the aggregation frequency for the 
sensor data could be different for the various applications..   

The configuration parameters are: 

BuildingId – Alphanumeric text 

SystemId – Alphanumeric text 

VariableName – Alphanumeric text 

AggregationType – one of ‘sum or avg’ – ‘sum’ is cumulative for the default aggregation interval 
(or frequency) specified for the application and ‘avg’ is a simple average of the number of data 
points within the aggregation time interval 

DependentVariableName – either blank or an already defined ‘VariableName’ for conditional 
aggregation. 

ApplicationName – one of ‘AIR, REF, SCH or EFF’ 

All variable names/Id strings are case sensitive.  No spaces, commas or new line characters 
can be used as part of the strings.  The AggregationType and ApplicationName are not case-
sensitive. 

An example module configuration data entry is: 

Bldg1, RTU1, Tout, avg, NULL, REF  

This example defines the variable Tout to be aggregated as an average and is needed by the 
REF diagnostician.  If more than one diagnostician requires this variable, then it needs to be 
defined again as the aggregation frequency for each diagnostician could be different. 
 

Measured Data File Format 
The measured data file provides sensor data that the Aggregator module processes to generate 
the diagnostic input.  Each record in the measured data file consists of building, system and 
sensor identifiers, date and time of the data, and the sensor value as listed below: 

BuildingId - Alphanumeric text 

SystemId - Alphanumeric text 
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date - Numeric text (format: mm/dd/yy) 

time - Numeric text (format: hour/min/sec) 

VariableName - Alphanumeric text 

value - Numeric text (missing values can be represented as NULL) 

All variable names/Id strings are case sensitive.  No spaces, commas or new line characters 
can be used as part of the strings.  The data in each line should be comma delimited.   The 
variable should have been identified in the configuration file.  If unidentified in the configuration 
file, the data will not be aggregated. 

An example measured data entry is: 

Bldg1, RTU1, 4/25/2005, 9:15:00, Tout, 76.5  

In this example, the value of Tout for RTU1 in Building 1 at 9:15 on April 25, 2005 is 76.5.  This 
value will be included in the averaging of Tout by the Aggregator module over the aggregation 
interval that includes this specific time.  True/False or ON/OFF entries should be represented 
using values of 1 for True/ON or 0 for False/OFF. 
 

Output 
The aggregator application output creates diagnostic input data files for AirDx, RefDx, EffDx and 
SchDx diagnosticians.  The default filenames and frequencies for creating these input files are: 

AirDx.csv -  60 minutes 

RefDx.csv -    5 minutes 

EffDx.csv -  60 minutes 

SchDx.csv -  15 minutes 

As each record is read from the measured data file, the data are aggregated based on the 
module configuration settings for the variable aggregation type and the module to which the 
data applies (e.g., AirDx or RefDx, etc.).  An internal clock is checked for the aggregation 
interval and the diagnostic input records are added to the specific input file to which the record 
corresponds.  The following is a list of output variables for the diagnostic input files: 

AirDxInput: 

BuildingID, SystemID, DateStamp, TimeStamp, Tout, Tmix, Tret, CompressorStatus, 
CoolingOnFraction, FanOnFraction, DamperPosition, Rhout, Rhret, Tsupply, HeatingOnFraction 

RefDxInput: 
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BuildingID, SystemID, DateStamp, TimeStamp,Tout, DischargeTemperature, 
LiquidLineTemperature, CompressorStatus, Compressor Power, FanStatus, 
DischargePressure, SuctionPressure, Tmix, MixedAirHumidity, SupplyAirHumidity, Tsupply, 
CondSatTempMeasured, EvapSatTempMeasured, SuctionTemperature 

EffDxInput: 

BuildingID, SystemID, DateStamp, TimeStamp, CompressorStatus, SupplyFanStatus, 
PRUPower, Tsupply, Tmix, MixedAirHumidity, SupplyAirHumidity 

SchDxInput:  

BuildingID, SystemID, DateStamp, TimeStamp, SystemElectricPower, 
SystemOffVerificationVariable1, SystemOffVerificationVariable2,  … 
SystemOffVerificationVariableN 

 

4 HVAC Diagnostics  
 

The WebMcDx has four diagnostic modules:  1) AirDx, 2) RefDx, 3) EffDx and 4) SchDx.  AirDx, 
RefDx, and EffDx are referred to as HVAC diagnostic modules, and SchDx is referred to as the 
schedule diagnostics and control module.  In this section the inputs, outputs and other 
requirements of the HVAC diagnostic modules are described. 

The WebMcDx application processes aggregated measured data and produces diagnostic 
output to alert the user to faults in packaged rooftop HVAC units (RTUs).  The WebMcDx 
application is designed to read a module configuration file and an input file and generate an 
output file for each of the three HVAC diagnostic modules.  The module configuration file is 
used to initialize static input variables.  The input files for the diagnostic modules are the outputs 
from the “Aggregator” application.  The output from the WebMcDx application provides 
diagnostic codes, energy impacts, and cost impact, and optionally outputs the values of all 
inputs.   
 

Air-Side Diagnostics (AirDx) Module Specification 
The AirDx module processes aggregated measured air-side data and produces diagnostic 
output to alert the user to faults in the RTU.  The configuration inputs, measured inputs, and 
outputs generated by the AirDx are shown in Figure 3.   The configuration inputs include:  1) 
building ID, 2) system ID, 3) economizer type, 4) occupied damper position (fraction open), 5) 
occupied outdoor air fraction, 6) rated supply fan air flow rate (in cfm) 7) rated coefficient of 
performance, 8) compressor schedule, 9) supply fan schedule, and 10) electricity energy price 
(in $/kWh).   Configuration inputs with optional default values include:  1) cost impact threshold 
(in $/hr), 2) sensitivity setting, 3) economizer dead band (in oF), 4) mixed-air sensor position, 5) 



Diagnostic Software Specifications    7 

 

maximum damper position (fraction open), 6) minimum damper position (fraction open), 7) 
maximum outdoor air fraction, 8) minimum outdoor air fraction, and 9) temperature rise across 
the supply fan (in oF).  Configuration inputs that are conditional (i.e., based on the economizer 
type) include:  1) economizer high limit set point (in oF or Btu/lb, for temperature controlled and 
enthalpy controlled economizers, respectively), 2) outdoor-air humidity sensor type and 3) 
return-air humidity sensor type. 

A sample configuration file for the AirDx module follows. 

# Sample AirDx configuration file - terminate end of data in each line with a ';' 

BuildingID = "TestBuilding"; 

SystemID = "RTU1"; 

EconomizerType = "I"; # integrated "I", non-integrated or no economizer "N" 

#CData members must have the following sequence of values specified: 1) value, 2) unit, 3) 
reliability (certainty), 4) lower-limit, 5) high-limit, 6) accuracy lower side (-), and 7) accuracy on 
the higher side (+) 

OccupiedDamperPosition = 0.1, "ratio", 1.0, 0., 1., 0.0, 0.0;  

OccupiedOAF = 0.1, "ratio", 1.0, 0., 1., 0.0, 0.0; 

SupplyCFM = 1000, "CFM", 1.0, 0., 10000, 0.0, 0.0; 

CoolingEfficiency = 3.0, "COP", 1.0, 0., 10.0, 0.0, 0.0; 

ElectricEnergyPrice = 0.1, "$/kWh", 1.0, 0, 10.0, 0.0, 0.0; 

CostThreshold = 1, "$", 1.0, 0., 100., 0.0, 0.0; 

SensitivitySetting = 2;   # value range from 0 to 4 

CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 
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Figure 3.  Schematic Showing the Air Side Configuration Inputs, Measured Inputs, 
and Outputs 

 

CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

FanSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

FanSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

FanSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # Saturday 
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# optional parameters 

EconomizerStartDifferential = 1.0, "F", 1.0, 0., 5.0, 0., 0.; 

OutdoorAirControlBasis = "D"; # "D" damper, "O" outdoor-air fraction 

EconomizerControl = "D";  # high-limit "H" or differential "D" 

EconomizerControlBasis = "D"; # dry-bulb "D" or enthalpy "E" 

MixedAirSensorPosition = "A"; # after "A" or before "B" 

 

The measured inputs for the AirDx module include data in the following order:  1) building ID, 2) 
system ID, 3) date stamp, 4) time stamp, 5) outdoor-air dry-bulb temperature (in oF), 6) mixed-
air dry-bulb temperature (in oF), 7) return-air dry-bulb temperature (in oF), 8) RTU power (in kW), 
9) supply fan status (Boolean), and 10) damper position signal (% or fraction open).  Optional 
measured inputs for the AirDx module include:  1) outdoor-air humidity (in % relative humidity or 
dew-point temperature in oF), 2) return-air humidity (in % relative humidity or dew-point 
temperature in oF) and 3) supply-air temperature (in oF).  A sample measured data file for the 
AirDx module follows. 

# Sample measured data file 

Bldg1, RTU1, 02/01/2001, 06:59:13, 57.43, 63.14, 68.92, 0.06667, 0.0294, 1, 0.8459, 78.12, 
50.34, 56.98, 0.00086, 30 

 Bldg1, RTU1, 02/01/2001, 07:59:07, 59.28, 62.89, 68.09, 0.2833, 0.2849, 1, 0.9806, 79.71, 
56.79, 52.45, 0.01584, 60 

 Bldg1, RTU1, 02/01/2001, 08:58:41, 64.25, 66.5, 67.92, 1, 0.8018, 1, 0.5892, 68.67, 54.8, 
46.52, 0.03519, 60 

 Bldg1, RTU1, 02/01/2001, 09:58:36, 69.21, 72.62, 72.92, 1, 0.2691, 1, 0.15, 60.88, 50.4, 52.45, 
1.167e-005, 60 

 Bldg1, RTU1, 02/01/2001, 10:58:30, 73.06, 73.65, 73.69, 1, 0.3444, 1, 0.3342, 55.1, 55.96, 
55.67, NULL, 60 

 Bldg1, RTU1, 02/01/2001, 11:58:26, 76.67, 75.3, 73.24, 1, 0.4291, 1, 1, 45.23, 55.97, 55.46, 
NULL, 60 

 Bldg1, RTU1, 02/01/2001, 12:58:20, 78.24, 76.26, 73.05, 1, 0.4573, 1, 1, 41.71, 55.88, 55.03, 
NULL, 60 
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 Bldg1, RTU1, 02/01/2001, 13:58:15, 79.86, 77.21, 72.95, 1, 0.2445, 1, 1, 35.08, 52.06, 53.39, 
NULL, 60 

 Bldg1, RTU1, 02/01/2001, 14:58:10, 80.78, 77.83, 73.06, 1, 0.1036, 1, 1, 30.59, 47.39, 54.41, 
NULL, 60 

 Bldg1, RTU1, 02/01/2001, 15:58:05, 80.1, 77.51, 73.35, 1, 0.1014, 1, 1, 31.28, 46.21, 54.99, 
NULL, 60 

 Bldg1, RTU1, 02/01/2001, 16:57:59, 78.17, 76.32, 73.36, 1, 0.1015, 1, 1, 33.47, 45.99, 54.98, 
NULL, 60 

 Bldg1, RTU1, 02/01/2001, 17:31:56, 73.51, 73.61, 72.66, 0.1471, 0.0731, 1, 0.9503, 44.81, 
47.38, 56.36, NULL, 34 

 Bldg1, RTU1, 02/02/2001, 06:00:00, 55.13, NULL, NULL, NULL, NULL, NULL, NULL, NULL, 
NULL, NULL, NULL, 1 

The outputs from the AirDx module are:  1) building ID, 2) system ID, 3) date stamp, 4) time 
stamp, 5) diagnostics code, and 6) cost impact (in $/hr).  Optionally, all measured input can be 
written to the output file as well.  A sample output file follows. 

# Sample output file 

Bldg1,  RTU1, 11/13/1973 05:39:20, 250, 0.914262, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 06:21:20, 5, 0.791402, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 07:03:20, 33, 0.916830, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 07:45:20, 9, 0.591317, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 09:27:20, 19, 0.663339, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 10:09:20, 19, 0.553517, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 10:51:20, 19, 0.516694, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 12:33:20, 19, 0.549981, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 13:15:20, 19, 0.609540, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 13:57:20, 19, 0.582285, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 15:39:20, 19, 0.538889, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/13/1973 16:21:20, 19, 0.510583, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/14/1973 05:03:20, 100, 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 
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 Bldg1,  RTU1, 11/14/1973 04:45:20, 255, 0.939553, 0.000000, 0.000000, 0.000000, 0.000000 

 Bldg1,  RTU1, 11/14/1973 06:27:20, 255, 0.500000, 4.505406, 0.000000, 0.450541, 0.000000 
 

Refrigerant-Side Diagnostics (RefDx) Module Specification  
The RefDx module processes aggregated measured refrigerant-side data and produces 
diagnostic output to alert the user to faults in the refrigerant-side a RTUs.  The configuration 
inputs, measured inputs, and outputs generated by RefDx are shown in Figure 4.   The 
configuration inputs are:  1) building ID, 2) system ID, 3) refrigerant type, 4) type of expansion 
valve, 5) rated supply air flow rate (in cfm), 6) rated coefficient of performance, 7) supply fan 
schedule, 8) compressor schedule, 9) electricity energy price (in $/kWh), 10) cost impact 
threshold (in $/hr) and 11) sensitivity setting.  The last two inputs (10 and 11) have default 
values pre-assigned.  An example RefDx configuration file follows. 

# Sample RefDx configuration file 

BuildingID = "Bldg1" 

SystemID = "RTU1"; 

RefrigerantType = "R22"; 

ExpansionValveType = "TXV"; 

DesignSupplyAirFlow = 1000; 

CoolingEfficiency = 12.0; 

BlendedElectricEnergyPrice = 0.10; 

CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

FanSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

FanSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

FanSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 
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FanSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # Saturday 

 

# optional parameter with defaults 

CostImpactThreshold = 1.0; 

SensitivitySetting = 2; 

OptionalOutput = 0; 

The measured inputs for the RefDx module include data in the following order:  1) building ID, 2) 
system ID, 3) date stamp, 4) time stamp, 5) outdoor-air dry-bulb temperature (in oF), 6) liquid 
temperature (in oF), 7) discharge pressure (in pisg), 8) suction-line temperature (in oF), 9) 
suction pressure (in pisg), and 10) compressor status (Boolean) or power consumption (in 
kWh).  Optional measured inputs include:  1) supply-fan status (Boolean), 2) mixed-air 
temperature (in oF), 3) mixed-air dew point temperature or relative humidity (in oF or %, 
respectively), 4) supply-air temperature (in oF) and 5) supply-air dew point temperature or 
relative humidity (in oF or %, respectively).  A sample measured data file follows. 

# Sample measured data for RefDx Module 

Bldg1, RTU1, 03/08/1989, 21:38:46, 92.8, 100.0, 82.4, .02, .02, .02, 145.74, 146.70, 79.7, 49.7, 
67.5, 70.9, 86.2, 81.8, 83.5 

Bldg1, RTU1, 03/08/1989, 21:38:57, 93.0, 99.6, 82.4, .02, .02, .02, 145.89, 146.84, 79.5, 49.8, 
68.1, 71.2, 86.2, 81.9, 83.6 

Bldg1, RTU1, 03/08/1989, 21:39:04, 93.0, 99.5, 82.4, .02, .02, .02, 146.01, 146.94, 79.5, 49.9, 
67.5, 71.1, 86.2, 82.1, 83.6 

Bldg1, RTU1, 03/08/1989, 21:39:11, 93.2, 101.7, 82.6, 2.91, 2.91, 2.91, 190.81, 127.01, 78.6, 
50.8, 70.0, 74.9, 86.5, 81.5, 72.9 

Bldg1, RTU1, 03/08/1989, 21:39:18, 93.0, 114.8, 86.5, 3.04, 3.04, 3.04, 200.01, 97.072, 78.7, 
51.3, 71.3, 72.1, 87.5, 72.9, 68.6 

Bldg1, RTU1, 03/08/1989, 21:39:25, 93.2, 125.6, 98.1, 3.22, 3.22, 3.22, 216.77, 90.494, 78.6, 
51.8, 67.5, 69.0, 93.7, 66.8, 55.0 

Bldg1, RTU1, 03/08/1989, 21:39:32, 93.2, 127.6, 104.1, 3.27, 3.27, 3.27, 226.57, 84.578, 78.9, 
52.6, 64.1, 67.0, 98.1, 64.0, 52.7 

Bldg1, RTU1, 03/08/1989, 21:39:39, 93.0, 131.6, 106.5, 3.27, 3.27, 3.27, 230.22, 80.117, 78.7, 
53.4, 63.2, 64.8, 101.3, 64.6, 49.4 
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Bldg1, RTU1, 03/08/1989, 21:39:46, 93.1, 137.0, 107.0, 3.24, 3.24, 3.24, 231.28, 75.796, 79.0, 
53.4, 61.8, 63.3, 102.3, 64.5, 46.8 

Bldg1, RTU1, 03/08/1989, 21:39:53, 93.0, 141.5, 107.6, 3.25, 3.25, 3.25, 231.93, 75.196, 79.1, 
53.8, 61.4, 62.7, 103.0, 63.3, 45.3 

Bldg1, RTU1, 03/08/1989, 21:40:00, 93.1, 144.5, 108.7, 3.25, 3.25, 3.25, 233.20, 75.496, 79.3, 
53.7, 60.7, 62.1, 104.1, 63.5, 45.8 

Bldg1, RTU1, 03/08/1989, 21:40:07, 93.5, 146.5, 109.9, 3.25, 3.25, 3.25, 233.45, 74.808, 79.6, 
53.8, 60.3, 61.7, 105.1, 63.6, 45.5 

Bldg1, RTU1, 03/08/1989, 21:40:14, 93.3, 147.9, 110.1, 3.24, 3.24, 3.24, 233.08, 73.962, 79.7, 
53.9, 60.0, 61.4, 105.4, 64.1, 44.9 

Bldg1, RTU1, 03/08/1989, 21:40:21, 93.3, 149.1, 109.5, 3.24, 3.24, 3.24, 232.76, 74.050, 80.1, 
53.8, 59.8, 61.2, 105.0, 63.8, 44.7 

Bldg1, RTU1, 03/08/1989, 21:40:29, 93.2, 149.7, 108.7, 3.24, 3.24, 3.24, 233.10, 74.921, 80.4, 
53.7, 59.6, 61.1, 104.3, 63.1, 45.4 

Bldg1, RTU1, 03/08/1989, 21:40:35, 93.2, 149.7, 108.7, 3.26, 3.26, 3.26, 233.45, 75.379, 80.1, 
53.3, 59.3, 60.8, 104.2, 63.0, 45.6 

Bldg1, RTU1, 03/08/1989, 21:40:42, 93.4, 149.9, 109.1, 3.25, 3.25, 3.25, 233.98, 75.185, 80.1, 
53.1, 59.0, 60.6, 104.5, 62.8, 45.7 

Bldg1, RTU1, 03/08/1989, 21:40:49, 93.4, 150.1, 109.5, 3.25, 3.25, 3.25, 233.96, 74.279, 80.1, 
52.8, 58.7, 60.4, 104.8, 63.2, 45.2 

Bldg1, RTU1, 03/08/1989, 21:40:57, 93.2, 150.6, 109.7, 3.24, 3.24, 3.24, 233.50, 73.468, 80.1, 
52.6, 58.6, 60.3, 104.9, 63.5, 44.6 

The outputs from the RefDx module are: 1) building ID, 2) system ID, 3) date stamp, 4) time 
stamp, 5) diagnostics code, and 6) cost impact (in $/hr).  Optionally, all measured inputs can be 
written to the output file.  A sample RefDx output file follows.  

# Sample RefDx output file 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 
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Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 

Bldg1,  RTU1, 03/08/89 21:12:01, 44, , 1.000000, 0.000000, 0.000000, 0.000000, 0.000000 
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Figure 4.  Refrigerant Side Diagnostics Configuration Inputs, Measured Inputs, 
and Outputs 
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Efficiency Diagnostics (EffDx) Module Specification  
The EffDx module processes aggregated measured RTU data and produces information on the 
current efficiency of the RTU and diagnostic outputs to alert the user to efficiency degradation of 
the RTU.  The configuration inputs, measured inputs, and outputs generated by EffDx are 
shown in Figure 5.   The configuration inputs are:  1) building ID, 2) system ID, 3) rated supply-
air flow rate (in cfm), 4) rated coefficient of performance, 5) electricity energy price (in $/kWh), 6) 
mixed-air humidity sensor type, 7) supply-air humidity sensor type, 8) cost impact threshold (in 
$/hr) and 9) sensitivity setting.  The last two inputs (8 and 9) have default values pre-assigned.  
A sample EffDx configuration file follows. 

# Sample configuration file for efficiency diagnostics module 

BuildingID = "Bldg1"; 

SystemID = "RTU1"; 

#CData members must have the following sequence of values specified: 1) value, 2) unit, 3) 
reliability (certainty), 4) lower-limit, 5) high-limit, 6) accuracy lower side (-), and 7) accuracy on 
the higher side (+)  

DesignSupplycfm = 1000.0, "cfm", 1.0, 0., 10000.0, 0.0, 0.0; 

CoolingEfficiency = 3.0, "COP", 1.0, 0., 10., 0., 0.; 

ElectricEnergyPrice = 0.1, "$/kWh", 1.0, 0., 1.0, 0.0, 0.0; 

MixedAirHumiditySensorType = "R"; 

SupplyAirHumiditySensorType = "R"; 

CostThreshold = 1.0, "$", 1.0, 0., 100., 0.0, 0.0; 

SensitivitySetting = 2; 

 

# Defaults; 

CoolingEnergySource = "E"  

FanOnSignal = "O"; 

FanStatusThreshold = 0.05; 

MechanicalCoolingOnOffSignal = "O"; 

MechanicalCoolingStatusThreshold = 0.05; 
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CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

FanSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

FanSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

FanSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday  

The measured inputs for the EffDx module include the following data in order:  1) building ID, 2) 
system ID, 3) date stamp, 4) time stamp, 5) compressor status (Boolean), 6) supply fan status 
(Boolean), 7) RTU power consumption (in kW), 8) supply-air temperature (in oF), 9) mixed-air 
dry-bulb temperature (in oF), and 10) mixed-air dew point temperature or relative humidity (in oF 
or %, respectively).  In addition, the supply-air humidity given as dew-point temperature or 
relative humidity (in oF or %, respectively) is an optional input.  A sample measured data file for 
the EffDx follows. 

# Sample EffDx measured data file 

Bldg1, RTU1, 1/1/2005, 00:00:00, 5.0, 80., 0.5, 1.0, 50., 85., 65. 

Bldg1, RTU1, 1/1/2005, 01:00:00, 5.0, 81., 0.5, 1.0, 51., 85., 65. 

Bldg1, RTU1, 1/1/2005, 02:00:00, 5.0, 82., 0.5, 1.0, 52., 85., 65. 

Bldg1, RTU1, 1/1/2005, 03:00:00, 5.0, 83., 0.5, 1.0, 53., 85., 65. 

Bldg1, RTU1, 1/1/2005, 04:00:00, 5.0, 84., 0.5, 1.0, 54., 85., 65. 

Bldg1, RTU1, 1/1/2005, 05:00:00, 5.0, 85., 0.5, 1.0, 55., 85., 65. 

Bldg1, RTU1, 1/1/2005, 06:00:00, 5.0, 86., 0.5, 1.0, 56., 85., 65. 

Bldg1, RTU1, 1/1/2005, 07:00:00, 5.0, 87., 0.5, 1.0, 57., 85., 65. 
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The outputs from the EffDx module are:  1) building ID, 2) system ID, 3) date stamp, 4) time 
stamp, 5) diagnostics code, and 6) cost impact (in $/hr).  Optionally, all measured input can be 
written to the output file as well.  A sample EffDx output file follows. 

# Sample EffDx output file 

Bldg1,  RTU1, 10/12/1977 23:36:20, -1, 14826.734881, 0.868839, 0.0, 0.0 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 00:18:20, -1, 18762.008097, 1.099444, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 01:00:20, -1, 22817.818509, 1.337112, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 01:42:20, -1, 26998.626060, 1.582105, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 03:24:20, -1, 31309.033672, 1.834693, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 04:06:20, -1, 35753.791874, 2.095153, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 04:48:20, -1, 40337.803621, 2.363774, 0.0, 0.0, 0.0, 0.0  

Bldg1,  RTU1, 10/13/1977 06:30:20, -1, 45066.129314, 2.640851, 0.0, 0.0, 0.0, 0.0 
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Figure 5.  Efficiency Module Configuration Inputs, Measured Inputs, and Outputs 
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5 Schedule Diagnostics and Control (SchDx) Module 
 

In this section the inputs, outputs and other requirements of the schedule diagnostics and 
control module (SchDx), which is part of the WebMCDx application, are described. 

The SchDx application processes aggregated measured data and produces diagnostic output to 
alert the user to the unscheduled operation of building equipment such as lights or HVAC unit.   
It can also take control action to turn end-uses OFF when they are ON during unscheduled, 
unoccupied periods.  The SchDx module in the WebMcDx application is designed to read a 
module configuration file and an input file and generate an output file and a control signal.  The 
module configuration file is used to initialize static input variables.  The input files for the 
diagnostic modules are the outputs from the “Aggregator” application.  The output from the 
WebMcDx application provides diagnostic code, energy impacts, and a control signal, and 
optionally can output the values of all inputs.  

The SchDx module processes aggregated measured end use data and produces diagnostic 
output to alert the user to unscheduled operations.  It also generates a control signal to turn 
OFF end uses if they are ON during unscheduled periods.  The configuration inputs, measured 
inputs, outputs generated and the control signal generated by SchDx are shown in  
Figure 6.  The configuration inputs are:  1) building ID, 2) system or end use ID, 3) system or 
end use expected schedule, 4) electricity energy price (in $/kWh), 6) point list, 7) end use 
threshold, 8) end use type, 9) cost threshold (in $/day) and 10) sensitivity setting.  The last two 
inputs (9 and 10) have default values pre-assigned.  An example of the configuration file is 
shown below: 

# Sample Schedule configuration file 

# terminate end of data in each line with a ';' 

BuildingID = "TestBuilding"; 

SystemID = "Light1"; 

SensitivitySetting = 1; 

PointsList = "ParkingLotLights", "MainOfficeFloor", "OccSensor1", "OccSensor2", "OccSensor3"; 

EndUseThreshold:ParkingLotLights =  20; 

EndUseThreshold:MainOfficeFloor =  2; 

Type:ParkingLotLights = enduse; 

Type:MainOfficeFloor = enduse; 

Type:OccSensor1 = sensor; 
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Type:OccSensor2 = sensor; 

Type:OccSensor3 = sensor; 

EndUseDependencies:ParkingLotLights = "OccSensor1", "OccSensor2"; 

EndUseDependencies:MainOfficeFloor = "OccSensor3"; 

Schedule:ParkingLotLights = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

Schedule:ParkingLotLights = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

Schedule:ParkingLotLights = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

Schedule:ParkingLotLights = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

Schedule:ParkingLotLights = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

Schedule:MainOfficeFloor = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

Schedule:MainOfficeFloor = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

Schedule:MainOfficeFloor = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

Schedule:MainOfficeFloor = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

Schedule:MainOfficeFloor = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

The “PointList” parameter lists all measured points, both end uses as well as occupancy 
sensors (sensors for verification data).  The “EndUseThreshold” parameter provides the 
threshold for each of the end uses (if the consumption of an end use is greater than the 
specified ON threshold, it is considered to be ON).  More than one entry is allowed for 
“EndUseThreshold” parameter.  The “Type” parameter specifies what type the measured value 
is, end use or occupancy sensor (or other verification variable).  More than one entry is allowed 
for the “Type” parameter.  The “EndUseDependencies” parameter specifies the occupancy 
sensors associated with each end use.  More than one entry is allowed for the 
“EndUseDependencies” parameter.  The “Schedule” parameter specifies the schedule for each 
end use.  More than one entry is allowed for the “Schedule” parameter.  If there is an overlap in 
the Schedule entries, the last entry takes priority and is used. 

The measured inputs for SchDx module include the following data in order:  1) building ID, 2) 
system ID, 3) date stamp, 4) time stamp, 5) system or end use electric consumption (kWh) and 
6) system OFF verification variable (Boolean).  Optional there can be more than one system 
OFF verification variable (Boolean).  A sample measured inputs file for the SchDx module 
follows. 

#BldgID,SystemID,DateTime,ParkingLotLights,MainOfficeLights,OccSensor1,OccSensor2,OccS
ensor3 
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Bldg1,sys1,6/1/2005 0:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 1:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 2:00:00,280,10,1,1,0 

Bldg1,sys1,6/1/2005 3:00:00,280,10,1,1,0 

Bldg1,sys1,6/1/2005 4:00:00,285,10,1,1,0 

Bldg1,sys1,6/1/2005 5:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 6:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 7:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 8:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 9:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 10:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 11:00:00,0,102,0,0,1 

Bldg1,sys1,6/1/2005 12:00:00,0,103,0,0,1 

Bldg1,sys1,6/1/2005 13:00:00,0,104,0,0,1 

Bldg1,sys1,6/1/2005 14:00:00,0,105,0,0,1 

Bldg1,sys1,6/1/2005 15:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 16:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 17:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 18:00:00,0,100,0,0,1 

Bldg1,sys1,6/1/2005 19:00:00,0,10,0,0,1 

Bldg1,sys1,6/1/2005 20:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 21:00:00,300,10,1,1,0 

Bldg1,sys1,6/1/2005 22:00:00,280,10,1,1,0 

Bldg1,sys1,6/1/2005 23:00:00,290,10,1,1,0 
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The outputs from SchDx module are:  1) building ID, 2) system ID, 3) date stamp, 4) time stamp, 
5) diagnostics code, 6) cost impact (in $/hr), 7) system or end use electric use (in kWh), 8) 
system verification inputs, and 9) control action.   

 
Figure 6.  Schedule Diagnostic and Control Module Configuration Inputs, 

Measured Inputs, Outputs and Control Action 
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1 Introduction 
 

The Wireless Mesh Controller Module (Web MC is a key part of the Wireless Mesh Energy 
Management and Control System). The Web MC controls a local wireless mesh network of 
nodes (sensor motes) that sense temperature, airflow, pressure, etc. Each Web MC is capable 
of controlling multiple wireless mesh sensor motes. The Web MC periodically acquires all the 
data from all the sensor motes, catalogs and pre-processes the data and forwards it on to the 
main Network Operations Center (NOC). The NOC may at any time access any of the Web 
MCs on the network remotely. All data is presented as processed sensor information in 
engineering units (HVAC) via the Web MC file so the applications (Diagnostic Engine) that use 
the data are simple command line interfaces. The sensor motes are ZigBee standard off-the-
shelf modules. The Web MC is designed to accelerate the rapid development, test, and 
deployment of the “Wireless Infrastructure for Performance Monitoring, Diagnostics, and Control 
of HVAC and Other Energy-Using Systems in Small Commercial Buildings.”1  

The desired end usage model of the Web MC consists of these parts: 

1) monitoring and diagnostics for packaged rooftop HVAC units used widely on small 
commercial buildings2 and  

2) continuous diagnosis and control of scheduling errors such as lights and equipment 
left on during unoccupied hours.    

 

Figure 1 shows the deployment on a rooftop that represents the portion of the implementation for 
which the design team will target design, integration and test effort for the WEB MC. 

 

 

 

 

 

 

 

                                                 
1 (wireless infrastructure for monitoring, diagnosing, and controlling building systems and equipment) 

2 A small commercial building is defined as a building with floor area less than 50,000 square feet (sf). 
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Figure 1: Wireless Mesh – Energy Management and Control System (WM-EMCS) 

 

2 System Overview 
 

In order to achieve the WEB-MC Project design and cost goals the Web MC and the sensor 
Motes will be based on the ZigBee standard to utilize components of Hardware and Software 
available as integration components from commercial sources. The use of open source software 
based on the TinyOS will allow the WEB-MC design team to rapidly prototype the Web MC and 
its attendant implementation within the target infrastructure. By utilizing existing code bases in 
embedded Linux and TinyOS applications development cost will be held to a minimum. The 
starting point for development of the Web MC will be within the framework of “components off 
the shelf” (COTS) available from Crossbow consisting of MICAZ© development kits and open 
source application software (TinyOS and applications) under the GNU license.   

The overall system is a hierarchical structure comprised of three major subsystems composed 
of hardware at each level with application software for each level. 



High-Level Specification 3 

 

The Network Operations Center NOC is the subsystem that collects data from multiple Web 
MC’s via the Web and concentrates and displays the data at the server level. 

The Web MC is the subsystem that collects the data from the Sensor Motes and is co-resident 
physically at the deployment site. 

Wireless Motes with Sensors make and report specific measurements in HVAC engineering 
units to the Web MC. 

 

 

 

 

 

 

 

 

Figure 2.  System conceptual information flow. 

The NOC collects data from the Web MCs which in turn collect data from all Wireless Motes.  
Each Web MC can manage multiple Wireless Motes Sensor sets.  Each Web MC can manage 
up to 7 directly attached sensors. 

The Web MC is in the center of the building top in figure 1 above. The entire wireless mesh 
system is illustrated in the boxed frame in figure 2 above. (Web MC’s will be able to directly 
attach seven sensors for direct data acquisition as well as device control). 

The following sections will define this system in detail from the bottom up (i.e. starting with the 
sensors. 
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3 The Sensors  
 
The sensors will be physical devices attached to the Wireless Mote that measure a physical 
quantity such as voltage, power, temperature, pressure, or flow. By no means will sensors be 
limited to these examples while these physical quantities are the first measurements targeted.  
The sensors will be devices such as RTDs, Pressure senders, Flow sensors, Voltage detectors, 
etc. which provide a physical measurement to the Mote (per plan conversion is desired at the 
Mote or the closest point to the physical measurement)  where the raw data will be transmitted 
to the Web MC to be converted into the required engineering units (TBD) for transmittal to the 
NOC. Various equipment status data will be collectable by instrumentation that provides this raw 
data to the Wireless mote to be converted into transmittable information.  

 

 

 

Figure 3.  MICaZ Series Motes from CrossBow. 
 
The sensor information will be formatted and transmitted “up to the Web MC” where the 
information will be input to a “diagnostic engine” provided by another design team. The 
formatting of the sensor information, timing of information collection and transmittal at the 
Wireless Mote will be designed as software programmable to be flexible within the limits of the 
COTS system. The formatting, timing and transmittal will be programmable at the next level up, 
the Web MC.  

The Sensors and the Wireless Motes will be COTS from Crossbow at this time. The MICaZ 
series Professional Kit from Crossbow is available in a two to three week time frame at a cost of 
$2995.00. The MICaZ Professional Kit will form the development core for the Sensors, Wireless 
Motes and prototyping place holder for the Web MC to expedite application development.  
  

The Prototype Wireless MICAz Development Kit  
The MICAz is a 2.4GHz, IEEE 802.15.4 compliant, Mote module used for enabling low-power, 
wireless sensor networks. It enables higher bandwidth wireless sensor networking applications 
and is optimized for even harsh indoor environments that require high data rate transmissions. 

Crossbow has developed multi-hop, mesh networking firmware that implements the above 
characteristics. To help customers try mesh networking, the MICAz, MICA2 and MICA2DOT 
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Motes that come in Crossbow’s Basic and Professional MOTE-KITs come preinstalled with a 
mesh networking application called Surge_Reliable. The mesh networking algorithm is based on 
work by Alec Woo and others at the University of California at Berkeley. 

 
Figure 1-2. Pictures of the basic hardware used in the mesh networking application. A) In front: 
MIB510 topside. In back: a MICA2/MICAz and a MICA2DOT both without antennas. Antennas must 
be attached to have good radio transmission and reception. B and C) Sensor boards for the MICA2 
and MICA2DOT,respectively. The term “sensor node” will be used in this document to mean a 
MICA2|DOT Mote + sensor board. 

 
 Prototype development Stargate SBC (Gateway) 
The desired Web MC does not currently exist and is the objective of this design effort.  

A Crossbow COTS that will act as the placeholder while the Web MC is in development is the 
StarGate single board computer.  The cost for the StarGate from Crossbow is from $695.00 
without WiFi to $995.00 with WiFi. Purchase of two of these single board computers will provide 
software and system development tools pending the design and implementation of the 
SensorIQ’s Web MC board.  

The characteristics of the StarGate single board computer are as follows.  
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• 32-bit, 400 MHz Intel PXA-255 XScale RISC processor. 

• SA1111 StrongARM Companion Chip for Multiple I/O Access. 

• 32 MB of Intel StrataFlash. 

• 64 MB of SDRAM. 

• 1 Type II CompactFlash+ Slot. 

• 1 PCMCIA Slot 

• Small Form Factor - 3.5” x 2.5” 

• Reset Button 

• Real Time Clock 

• Lithium Ion Battery option 

• MICA2 Mote capability, GPIO/SSP and Other Signals via 51pin Expansion connector 

• I2C connector via Installable Header 

• 51-pin Daughter Card Interface for: 

• Wired Ethernet via a 10/100 Base-T Ethernet port 

• Host USB 

• JTAG Port 

• External A/C power supply adapter• RS-232 Serial Port via DB-9 Connector• A JTAG Cable  

(Insight DS-KIT-CABLE-JTAG)  • A 802.11b Wireless Compact Flash Card  

(NetgearMA701) 
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The StarGate boards while expensive will suffice for development vehicles. 
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Figure 4.  Single Mote 

 

4 Web MC Design Features 
  
The design features of the WEB MC shall include a cost sensitive Hardware implementation 
with a materials cost target of < $100.00 in volume target numbers. The layout and design will 
be performed by contracted services based on the Intel development design for wireless.  The 
software will be applications developed on open source standards to operate in the Linux 
embedded environment utilizing TinyOS.  

The WEB MC is developed based on the following technologies: 

• Low Cost Motes from Crossbow with multiple sensor capability. 

• TCP/IP ZigBee wireless data transfer via MESH technology 

• Master Network Security Monitoring 

• Master Controller Data Collection 

• Readily available open source TinyOS design tools and application interface layers.  

 

Web MC Architecture  
The architecture for the Web MC Design is shown in Figure 5. The design will be based on the 
Intel series Xscale Processor used in conjunction with an 802.15.4 2.4Ghz Radio on a chip with 
an implementation TCP/IP stack included. The environmental package shall be NEMA class 4, 
fully enclosed with antenna integral. The power source will be an external input from either a 
wall wart step down from 120AC to 24AC or a 24VAC direct.  
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Figure 5: Wireless Mesh Node Controller Block Diagram 

 

Key Highlights of the Web MC Design are: 

• Intel Xscale microprocessor  
• 802.15.4  2.4Ghz Radio on a chip (867 & 915 MHz are also available) 
• TinyOS, under GNU license 

o TinyOS tool features: 
 SDK/Complier 
 Sensor Code 
 DBASE 
 On line TinyOS updates 
 WiFi push program updates to the Motes using 802.15.4 

• External power supply based on 24 VAC input to the Unit. 
• Thermal sensing is a primary sensory target.   Ben to add comprehensive list. 
• Optional sensory and control device targets: 

o Pressure 
o Power 
o Humidity 
o Noise 
o Time of Day/Time of Year 
 

Customer and Product Requirements for the Web MC 
The following points are key assumptions made regarding the customer requirements: 

• The design will accommodate wireless applications by utilizing the ZigBee IEEE 802.15.4 
2.4 GHz radio devices. 
 

• The design will not be subjected to FCC, TUV, UL or environmental testing but will be 
designed with best known engineering practices to facilitate this type of testing. 
 

• The initial design utilizes open source TinyOS software (developed at Berkley). 
 

   
802.15.4 

   Cellular 

M d

     CPU 

FLAS Memor

I/O Port
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• The design will be based on mainstream component technology from vendors with a 
proven track record and readily available as components off the shelf (COTS). 

 

• The design will include software and hardware hooks for debugging purposes wherever 
possible. 
 

• The design will use TCP/IP radio based connection and will be architecturally compatible 
with reprogramming via the 802.15.4 link. 

 

Hardware Requirements for the Wireless Master Control (Web MC) 

1. Integrated with I/O capability of one Wireless Sensor Node (i.e. able to connect up to 7 
sensors to the Web MC  itself) 

2. Can control up to (What is this number?) 100 (Wireless Sensors)  WSs 
3. Supply Power 

a. 24 VAC, or wall wart required for voltages greater than 24 VAC 
b. 24 VDC optional 
 

4. Operating Temperatures: -40 to 80 C 
5. Power and Network LED’s (Network LEDs indicate communication with WSs and NOC) 

(Could used single multicolored LED) 
6. All configuration is via Software settings either via direct connection or OTA (Over the Air) 
7. Target is Maximum Size: 2.5”x 4”x 1” desire is to minimize size. 
8. Nema 4 enclosure {Sailor proof, should device be lockable?}. Potting of finished assembly 
9. Total Cost to produce < $100 
10.  Antennas not visible outside of box with optional external antenna. 
11.  Supports the following communications capabilities (ZigBee) 

 
c. Ethernet (direct wired connection)   Optional  
d. WiFi       (Deliverable){Added on Review} 
e. Cellular      (Deliverable) 
f. WiMax      Optional 
g. Serial/USB for direct local connection  (Deliverable)  

 
12.  Non-Volatile memory of at least 64 MB. 
13.  Processing memory of at least 64 MB 
14.  WEB MC appears as an IP address (Server) to NOC 
15.  Supports multiple Mesh Network Motes (i.e. different vendors)(desired) 
16.  Supports mesh network standards(ZigBee) 
17.  Daily “Heartbeat”(setting daily heartbeat, time configurable) 
18. OMEGA message signaling for Web MC and MOTEs 
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Web MC Hardware Development: 

Development Plan Objectives for Web MC 

• To leverage the XScale hardware products developed by Intel©, such as the Xscale 
Network Processor Family, and software with tools under the GNU license such as 
TinyOS. 

• To develop a small, low cost, compact ZigBee based WEB MC that is extremely 
robust and low in power dissipation that mates up with future roadmaps. 

Chipcon

Wireless Sensor 

WEBMC 

PCMCIA Plug 
for: 

1) Cellular 

2) WiFi or… 

 
Common 51 pin 
inter-module 
connector(s) 

Half wave Antenna for 8xx, 
9xx MHz or  2.4 GHz 

XScal

Antenna area 

For plug-in module 

Figure 6. Stackable 
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• Technologies will be commercially available with minimum NRE development cost.  

Web MC Hardware Features: 

• 32-bit, 400 MHz Intel PXA-270 XScale RISC processor. Appendix E 

• 64 MB of SDRAM. 

• 1 PCMCIA Slot 

• Small Form Factor 

• Real Time Clock (included on Sen’or Motes) Deliverable 

• Lithium Ion Battery (investigation negates need) 

• MICA2 Mote capability, GPIO/SSP and Other Signals via 51pin Expansion connector 

• I2C connector via Installable Header 

• 51-pin Interface for MICAZ inclusion 

• Wired Ethernet via a 10/100 Base-T Ethernet port 

• Host USB 

• JTAG Port 

• External A/C power supply adapter 

• Enclosure suitable for external weather exposure. 
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Figure 7: Motes with the Controller. 

 
The alternative connection for Phase 1external power supply is a “wall wart”, AC to DC power 
“brick”,  that will supply up to 4 Watts of output power.  The supply voltage is 24V. The 
connector used on the   design is a 2.0mm power jack.  

A two terminal power post will be provided for 24VAC input.  
 

Requirements for the  Wireless Sensor Mote 
A Mote is defined to be the necessary components including packaging to install on a roof top for 
sensing and communication. In order to meet the PNNL requirements and to provide a base for 
prototyping, the Wireless Sensor Mote is divided into two sections.  

The MICA2 design for the communications section and Atmel128 will be utilized with the 51 Pin 
Connector to fulfill the Wireless Sensor Mote requirements for communications. (Attaches to the 
Web_MC via the 51 Pin Connector) 

1. Supply Power 
 24 VAC, or wall wart required for voltages greater than 24 VAC 

2. Engineering units are transmitted to the WEB MC 
3. Alarming:  able to set simple limits or download logic 
4. Operating Temperatures: -40 to 80 C 

 

N o d e  C o n t r o l l e r  

M o t e  
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5. Power and Network LED’s (Network LED indicates communication with WEB MC) Could 
use a single multicolored LED. 

6. All configuration is via Software settings either via direct connection or OTA (Over the Air) 
7. Serial Connector?   
8.  Maximum Size: 2.5”x2.5”x ¾”  
9. NEMA 4 enclosure (Potted assembly) 
10. Total Cost to produce < $20 in large volume for the mote and sensor. 
11.  Antenna not visible outside of box (External connection available) Supports intra-building 

communications with WEB MC of up to 200 ft. line of sight. 
 

The Sensor and Control functions will be satisfied via a Special Sensor Board Prototype design 
utilizing the 51 Pin Connector to attach to the MICA2 design. 

12. universal I/O’s, Accuracy of 0.1% FS, each I/O can do one of the following. 
 
a. Analog Voltage: 0-24V (both input and output), Both AC and DC (Outputs can be 

configured to provide supply voltage to sensors) 

b. Digital: 0-24V (both input and output), 

c. Current: 4-20 mA (detected by Mote) 

d. Resistance (RTD 100 Ohm, 1K Ohm and 10K Ohm, Thermistor) 

e. Can short out any input/output and not cause circuit failure 

f. Can input up to 120 V (AC or DC) and not cause circuit failure 

g. Each output can supply up to 100 mA. 

h. Each channel can sample at different intervals (independent) 

i. Sampling aligns to hour—15 minute sampling results in data samples at 00:00, 
00:15, 00:30, 00:45, 01:00, etc. 

j. Sampling intervals supported from 1 second to 1 day 

13. Supply Power 
14. 24 VAC, or wall wart required for voltages greater than 24 VAC 
15. Operating Temperatures: -40 to 80 C 
16. All channels can be configured for pulse counting up to 100 Hz 
17. Terminal strip for connecting sensors 
18. Maximum Size: 2.5”x2.5”x ¾” (flexible for enclosure specifications off the shelf) 
19. NEMA 4 enclosure (Potted Unit). 
20. Total Cost to produce < $20 in large volume for the sensor. 
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On the Sensor Board the Prototype will include the 51 Pin Connector top and bottom of the 
Sensor Board. The Sensor Board will be four layers. The 51 Pin Connector Power and Ground 
will be connected to the two inner layers as Power and Ground. See Appendix F for the required 
connections to the 51 Pin connectors. It is required that each of the connection points terminate 
in a feed through hole of .062 suitable for hand soldering of a wire. The signal feed through are 
to be grouped in locations similar to the diagram below. The design layout of the prototype 
board  is to present a layout suitable for hand assembly. Grouping the like signals in accessible 
banks with the connector near one edge leaves room for addition of scaling and buffering 
components that are unidentified at this time.   

 
 

There needs to be at least 8 pairs of wire attach points at the edge of the card away from the 51 
pin connector. There needs to be at least 8 pair of Power and ground feed throughs. The Fan 
out from the 51 pin connector should be grouped approximately in the location of the dash dot 
dot dot dash strikes in the upper part of the picture, the 51 pin connector is the upper most red 
bar.  
 

5 Software 
 

Software Architecture 

High Level System Software Architecture covers the three levels of implementation. 
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Web MC & Customer Application &TinyOS   
The Web MC software stack implementation will encompass communications and file passing to 
the customer’s Diagnostic application (PNNL). The Diagnostic application will be a plug in or 
loadable modular addition to the WEB MC software environment. The following requirements 
are currently understood to comprise the high level requirements and specific features. It is 
understood that as the Diagnostic Engine is developed additional requirements may be revealed 
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that result in time and costs impacts to the project. {Drive requirements for a SW specification 
for the Diagnostic Engines} 

Diagnostic Engine: 

Features: 

a. diagnostic engine will be written in ANSI C++ as a console application  

b. frequency of processing will be in 15 minute time ticks 

c. polled data must be aggregated  

d. given a set of inputs, the engine will process the data and produce a set of outputs 

c. sensor scaling and configuration information will be in a separate ASCII flat text file 

 Data Format:  

a. System profile of the module configuration information (static inputs shown in the 
figures) will be in an ASCII flat text file 

b. Input measured data to the diagnostics engine to be in appropriate engineering units 

c. Output data to go to standard out or into an ASCII flat text file 

Sensor: 

 a. measured data from sensors is raw (mV, mA, Vdc) 

b. measured data converted to engineering units at the Sensor Mote  
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Web MC & TinyOS  

Flash Memory on the Web MC 
The Boot ROM of the Development Platform is the flash memory.  Flash memory is connected 
through the expansion bus. Up to two separate images may be written into the flash. A jumper 
on the board controls whether the exact address sent by the XSCALE Network Processor is 
used by the flash or if that address is hex inverted to access an increment of 8MB on the flash 
boot start address. 

The WEB MC will run on embedded Linux along with the open source C programs developed 
for TinyOS and the open source applications that are shipped with the Crossbow development 
environment.{Command line is the deliverable for WEB-MC Project}{PNNL will be assigned the 
AR to develop more than a command line capability to configure their (DiagE) on site}.  Timing 
TBD for after phase 1.  Write an application layer GUI to incorporate the WEB MC with the 
“diagnostic engine”. The extensive interface description and the simulation tools will allow for 
rapid integration and prototyping of the Software applications with the physical hardware. 

TinyOS  
TinyOS is an event based operating environment designed for use with embedded networked 
sensors. More specifically, it is designed to support the concurrency intensive operations 
required by networked sensors with minimal hardware requirements. 

Highlights 
 
• The programming language of TinyOS is stylized C that uses a custom compiler 'NesC'. 

• Supported platforms are Linux RedHat 9.0, Windows 2000, and Windows XP. 

• Uses a parallel and a serial port on your host machine to be able to communicate and 
program the motes. 

 
NesC 
nesC is an extension to C designed to embody the structuring concepts and execution model 
ofTinyOS. TinyOS is an event-driven operating system designed for sensor network Motes 
thathave very limited resources (e.g., 8K bytes of program memory, 512 bytes of RAM). TinyOS 
has been reimplemented in nesC. 

The TinyOS system provides a simple, uncluttered environment where: 

• Defined interfaces and a configuration specification are used to link application 
components together 

• The interface definitions and configuration define: 
o Concurrency 
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o Order of execution 
o Connection to interrupts 

• The TinyOS components such as scheduler and support libraries are linked directly with 
the application components to form a single executable that is loaded to the mote. 

 
 
 
 

 

 

5.1 ZigBee 

 

 

 

 

 

 

 

 

 

 

Features: 
TinyOS is an event based operating environment designed for use with embedded networked 
sensors. More specifically, it is designed to support the concurrency intensive operations required by 
networked sensors with minimal hardware requirements. 

The programming language of TinyOS is stylized C that uses a custom compiler 'NesC'. The 
source for NesC as well as TinyOS are available on SourceForge.  

Though it may work on other platforms, the supported platforms are Linux RedHat 9.0, Windows 
2000, and Windows XP. TinyOS Overview 

TinyOS is an efficient and modular embedded software platform for building reliable wireless 
mesh networks. TinyOS is an open-source software platform and tool-chain, originally 

IEEE 802.15.4 MAC

IEEE 802.15.4 LLC IEEE 802.2 
LLC, Type I 

IEEE 802.15.4 
2.4 GHz PHY 

IEEE 802.15.4 
868/915 MHz PHY 

Data Link Controller (DLC) 

Networking App Layer (NWK) 

ZigBee Application Framework 

   SILICON    

  ZIGBEE STACK 

Customer Application 

IEEE 
802.15.4 

ZigBee  
Alliance 

Mote 
Customer 

Data out / Controls 
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developed by UC Berkeley, and now standard for many wireless sensor networks. There are 
over 500 active groups using TinyOS.  

 
 
Some of the benefits of TinyOS technology include:  

• Designed from Ground-up for Low-Power Networked Embedded Systems  
• Supports Multiple / Evolving Radio Standards  
• Supports Multiple Network Topologies including True Low Power Mesh, Hybrid Mesh, and 

Star Topologies  
• Ultra Low-Power True-Mesh Built-In  
• Security Encryption Built-In  
• Over-Air Reprogramming  
• Power Management  
• Time Synchronization  
• Sensor and Actuator Drivers  
• Over 500 Organizations Developing and Contributing to Open Source Standard  

C-fluent programmers can write custom applications. 
 

6 Mechanical Specification 
 
For Phase 1 the package is COTS driven by availability. 

The environmental package shall be NEMA class 4, fully enclosed with antenna integral. The 
power source will be an external input from either a wall wart step down from 120AC to 24AC or 
a 24VAC direct.   
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Tiny Application Sensor Kit (TASK) aiming to break down the barrier to entry for non-
sophisticated users to develop and deploy their own sensor network applications. 

TASK consists of the following components: 

• TinyDB based sensor network that allows traditional programs to interact the sensor 
network through a declarative SQL-like interface. See tinydb.pdf for details. 

• TASK Server, a server process running on a sensor network gateway that acts as a proxy 
for the sensor network on the internet. 

• TASK DBMS, a relational database that stores sensor readings, sensor network health 
statistics, sensor locations and calibration coefficients, etc. Curently TASK only works with 
PostgreSQL (see http://www.postgresql.org) and has been tested on both 7.2 and 7.3 
releases. 

• TASK client tools including TASK Deployment Tool that helps users record sensor node 
metadata, TASK Configuration Tool that helps users choose data collection intervals 
and data filtering and aggregation criteria, and TASK Visualization Tool that helps users 
monitor the network health and sensor readings. See TASKVisualizer.pdf for details. 

• TASK Field Tool running on a PDA that help users diagnose and resolve problems in 
certain areas of the network in the field. See TASKFieldTool.pdf for details. 

• TASK also integrates easily with most popular data analysis tools, e.g., MS Excel, Matlab, 
ArcGIS, etc through standard ODBC or JDBC interfaces. 
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Network Stack 

Several components combine to form the network stack. 

• MicaHighSpeedM contains the logic and state at the packet-level, and acts as a 
central controller for all of the components below it. It does not communicate directly 
to hardware, instead, it calls on other components to do so. 

• ChannelMonC observes the radio at bit-level at 20kbps. When the stack is idle, it 
samples waiting for the preamble and start symbol. When the stack is sending a 
packet and is in backo_, ChannelMon monitors the radio and signals idleDetect to 
MicaHighSpeeedM. 

• SpiByteFifo provides a byte-level abstrSection to the radio. In essence, it uses the 
Serial Peripheral Interface (SPI) of the ATmega103 processor to shift out bits to the 
radio when sending, and shift in bits from the radio when receiving at 40kbps. 

• SlavePinC calls HPL functions to ip the SlavePin high and low. 

• RadioTiming uses counters on the ATmega103 and input capture to sync a receiver 
of a packet to the sender. 

• SecDedEncoding provides a byte-level implementation of encoding/decoding single 
error correction and double error detection. 

• RandomLFSR returns a 16 bit random number. This is used by ChannelMon to 
determine the length of the backo_ state in radio clock ticks. 

TOSSIM 
TOSSIM is a discrete event simulator for TinyOS sensor networks. Instead of compiling a 
TinyOS applicationfor a mote, users can compile it into the TOSSIM framework, which runs on a 
PC. This allows users to debug,test, and analyze algorithms in a controlled and repeatable 
environment. As TOSSIM runs on a PC, users canexamine their TinyOS code using debuggers 
and other development tools. 

Network  
Network reprogramming is to load transfer the program code using wireless communication 
rather than direct connection to PC host (e.g. loading program through parallel port).  

TinyDB 
TinyDB is a query processing system for extracting information from a network of motes. Unlike 
other solutions for data processing in TinyOS, TinyDB does not require you to write embedded 
C code for sensors. Instead, TinyDB provides a simple, SQL-like interface to specify the data 
you want to extract, along with additional parameters, like the rate at which data should be 
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refreshed -- much as you would pose queries against a traditional database. Given a query 
specifying your data interests, TinyDB collects that data from motes in the environment, filters it, 
aggregates it together, and routes it out to a PC. TinyDB does this via power-efficient in-network 
processing algorithms. 

License  
Copyright ©2001 The Regents of the University of California (Regents).  
All Rights Reserved.  

Permission to use, copy, modify, and distribute this software and its documentation for any 
purpose, without fee, and without written agreement is hereby granted, provided that the above 
copyright notice and the following two paragraphs appear in all copies of this software.  

IN NO EVENT SHALL THE UNIVERSITY OF CALIFORNIA BE LIABLE TO ANY PARTY FOR 
DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING 
OUT OF THE USE OF THIS SOFTWARE AND ITS DOCUMENTATION, EVEN IF THE 
UNIVERSITY OF CALIFORNIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.  

THE UNIVERSITY OF CALIFORNIA SPECIFICALLY DISCLAIMS ANY WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY 
AND FITNESS FOR A PARTICULAR PURPOSE. THE SOFTWARE PROVIDED HEREUNDER 
IS ON AN "AS IS" BASIS, AND THE UNIVERSITY OF CALIFORNIA HAS NO OBLIGATION TO 
PROVIDE MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.  

We have ordered 51-pin cables from a company called Meritec and the item is called a "51pin 
flat flex cable". 
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 Intel ® XSCALE Processor 
The Intel ®  XSCALE processor based on Intel ® XScale ™ microarchitecture technology is 
compliant with the ARM* Version 5TE instruction set architecture (ISA). The Intel ® XSCALE 
processor is designed with Intel’s ® state-of-the-art 0.18 micron production semiconductor 
process technology. This process technology, along with the compactness of the ARM RISC 
ISA, enables the Intel ® XSCALE processor to operate over a wide speed/power range, 
producing industry-leading mW/MIPS performance. 

• 7-8 stage Super-Pipelined Technology that promotes high speed, efficient core 
performance. 

• 128-entry Branch Target Buffer keeps pipeline filled with statistically correct branch 
choices. 

• 32-entry Instruction Memory Management Unit for logical-to-physical address 
translation, access permissions, I-Cache attributes. 

• 32-entry Data Memory Management Unit for logical-to-physical address translation, 
access permissions, D-Cache attributes. 

• 32 KB Instruction Cache can hold entire programs, preventing core stalls caused by 
multicycle memory accesses. 

• 32 KB Data Cache reduces core stalls caused by multicycle memory accesses. 

• 2 KB Mini-data Cache for frequently changing data streams (avoids “thrashing” of the 
D-Cache). 

• 4-entry Fill and Pend Buffers promote core efficiency by allowing “hit-under- miss” 
operation with Data Caches. 

• Clock Speeds: 266/400/533 MHz. 

• ARM 5TE Compliant. 

• 8-entry Write Buffer allows the core to continue execution while data is written to 
memory. 

• Multiply-Accumulate Coprocessor can do two simultaneous 16-bit SIMD multiplies 
with 40-bit accumulation for efficient, high quality audio. 

• Performance Monitoring Unit furnishes two 32-bit event counters and one 32-bit 
cycle counter for analysis of hit rates, etc. 

• JTAG Debug Unit uses Hardware Breakpoints and 256-entry Trace History Buffer 
(for flow change messages) to debug programs.  
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• Dynamic clocking allows optimized performance. 

• Low Power Consumption: Typical values include 1.5W @ 533 MHz & 1W @ 266 
MHz 
 

7 Intel® PXA27x Processor Family 
Design Check List 

Order Number: 280013-001 
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Watts at 3.3V   or 1.04Watts at 1.8V 
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51 Pin Connector on Sensor Board 
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Attachment 6 
Software Design 

 
Embedded software design specification. 

 
 

 

 

 

 



Software Design  1 
 

 

Purpose of This Document 

This document defines software architecture of the WEB-MC product. 
 

Document Scope 
This document is based on the Software Architecture Specification. It defines the 
communication protocols between NOC, WebMC, and motes. It also describes designs of 
software on NOC, WebMC, and mote 
 

In phase 1, only core functionalities are implemented. Many optional and advanced features 
such as firmware upgrade, system health monitor will be implemented in future releases. To 
maximize time-to-market (TTM), ftp protocols are used for data exchange between NOC and 
WebMC. 

This document uses following hardware configuration for all the examples: 

• One NOC 
• One WebMC (webmc1) connected to NOC through GPRS network 
• Two motes connected to the WebMC, excluding the coordinator mote in WebMC that 

is transparent from outside of mote mesh network. 
o mote1, with following sensor/output configuration 

• 3 voltage sensors, with configurable reference voltage (5VDC).  
• 4 temperature sensors, with configurable reference voltage(10VDC) 
• 1 pulse sensor, attached to an GIO digital input with raise-edge interrupt trigger, with 

no configurable parameters 
• 1 output port, with no configurable parameters. 

o mote2, same configuration as mote1. 

 

The diagram below (thanks Paul!) shows the overall flow of messages between NW NOC and 
WebMC. Text in all messages and configuration files are case-sensitive.  

No authentication or encryption of the messages is implemented for this phase. 

1 Introduction 

2 Phase 1 Software Overview

3 NOC-WebMC Communication Protocol
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Overall Message Flow 
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Figure 1.  NOC-WebMC Message Flow 
 

The message exchange sequence goes in following steps: 

1. WebMC and all motes power up, and wait for SMS from NOC. For simplicity, and 
fast TTM, WebMC does NOT send SMS to NOC notifying that it is up and 
running. 

2. NOC issues an SMS to WebMC. The SMS contains following information: 
a. NOC ftp server IP address or DNS name 
b. URL of FTP folder containing sensor network configuration files 

3. WebMC retrieves the sensor network configuration files through ftp, and configures 
itself and all motes 
a. Among other things, the configuration files includes following information 

i. URL of FTP folder where WebMC puts error results 
ii. URL of FTP folder where all the PNNL configuration files reside 
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iii. URL of FTP folder where all the PNNL output data files are stored 

4. WebMC pulls all the PNNL configuration files from the specified FTP directory, and 
configures all the PNNL algorithms 

5. After configuration (succeeded or failed), it uploads, through ftp, an result file back to 
NOC reporting success or failure, and error conditions 

6. WebMC starts to capture sensor data, and run PNNL modules 
7. WebMC Periodically ftp PNNL results back to NOC 
8. (Optional) If requested, WebMC also ftps data stream of individual physical/logical 

sensors back to NOC 
9. When all are done, NOC sends SMS back to NOC notifying it to stop working (and 

shutdown?) 
 

SMS Sent by NOC to WebMC 

Start WebMC 

This message configures WebMC and starts sensor data sampling. 

WebMC only keeps UTC time, in UNIX time(2) format. 

 

Stop WebMC 

It stops WebMC, and makes it ready for the next round of data sampling 

 

Sensor Network Configuration Files 
All standard configuration files are in the ftp folder specified in the SMS message above. 
Parameter files for PNNL modules in their own folders which are specified in the SFE 
configuration files. 

First-level configuration files include: 

command: stop_webmc 

command: start_webmc 

noc_address: 12.34.56.78 /* IP address or DNS name */ 

noc_domain_name: noc1.sensoriq.com 

current_time: 123456 /* In Unix time() format */ 

config_folder: ftp://12.34.56.78/webmc1/config
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• $config_folder$/master_config.txt  

• $config_folder$/motes_config.txt  

• $config_folder$/sfe_config.txt 

• $config_folder$/port_map.txt  

• $config_folder$/eu_conversion.txt  
 

Master Configuration File 
$config_folder$/master_config.txt -- this file has the same parameters as in the “Configure 
Sensor Network” message as defined in WEB-MC SAS. 

 
 

Configuration of Motes 
$config_folder$/motes_config.txt – for phase 1, no authentication nor encryption is supported 
for communication between motes, and between mote and WebMC. 

 
 

$config_folder$/mote1_config.txt (config_folder$/mote2_config.txt is similar) 

file_name: motes_config.txt 

config_version_number: 05090501 

radio_channel: 26  /* 1-26 */ 

zigbee_pan_id: 1234 

number_of_motes: 2 /* Exclude coordinator mote in WebMC*/ 

file_name: master_config.txt 

config_version: 05090501 /* version 01 created on 9-5-2005 */ 

webmc_name: webmc_for_Texas_A&M_deployment /* arbitrary string 
*/ 

webmc_type_id: 0 /* unused for phase 1 */ 

webmc_id: 1 

 

/* ftp folders for error results and config/data */ 

error_folder: ftp://12.34.56.78/webmc1/error 
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WebMC is able to build a mapping table for all its sensor/control ports by combining all the port 
mapping tables from all motes and SFEs. 

 
 

Configuration of Sensor Fusion Engines 

$config_folder$/sfe_config.txt 

file_name: mote1_config.txt 

config_version_number: 05090501 

mote_name: mote_for_RTU_1 /* arbitrary string */ 

mote_type_id: 0 /* unused for phase 1*/ 

mote_id: 1  /* unique among motes, shout match the one  

in motes_config.txt */ 

mote_address:0x1234567890abcdef /* unique 64-bit IEEE address */ 

number_of_sensor_ports: 8 /* sensor port addressed by index */ 

/* sensor port definition and mapping: one line per sensor 
port*/ 

/* moteOutPortIndex webMCportID refVoltage sampleUnit*/ 

/* referenceVoltage is 16-bit integer in mv */ 

/* sampleUnit: 0 – 16-bit mv, 1 – 16-bit counter*/ 

/* For counter, should we add maximum pulse frequency? – this is 
for phase 2 */ 

0 0 5000 0 /* 0-2 are voltage sensors. */ 
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$config_folder$/light1_schedule_config.txt (The other 3 files are similar) 

 
 

 

 

 

 

 

 

file_name: light1_schedule_config.txt 

config_version_number: 05090501 

sfe_name: PNNL_module_for_light1_schedule /* arbitrary string */ 

sfe_type_id: 1 /* 1—schedule, 2-air, 3-refrigerant, 4-
efficiency */ 

sfe_id: 1  /* unique among sfe’s */ 

sfe_params_folder: 
ftp://12.34.56.78/webmc1/config/pnnl/light1/config 

/* sfe_data_folder is where to push all the proprietary results 
of this SFE */ 

sfe_data_folder: 
ftp://12.34.56.78/webmc1/config/pnnl/light1/data 

number_of_sfe_ports: 3 /* IO port addressed by index */ 

/* H h t i t t d t t t */

file_name: sfe_config.txt 

config_version_number: 05090501 

number_of_sfe: 4  /* Number of SFE instances */ 

sfe_config_file: light1_schedule_config.txt 

sfe_config_file: rtu1_air_config.txt 
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NOC-WebMC Port Mapping 

$config_folder$/port_map.txt   

 

Engineering Unit Conversion Tables 

There are two types of conversion algorithms: 

• Continuous: piece-wise linear, defined a number of <input, output> value pairs. An 
input value between two consecutive pairs is converted to output by interpolation. 

• Boolean: defined by a threshold, and a flag indicating whether the output should be 
inversed (high voltage means false, and low means true). 

Each algorithm is identified by an ID. An ID of zero means no need for conversion. 

Master Table 

$config_folder$/eu_conversion.txt   

 

file_name: eu_conversion.txt 

config_version_number: 05090501 

number_of_algorithms: 3 

/* eu_algorithm_id eu_algorithm_file */ 

eu_algorithm: 1 eu_algorithm_mv_temperature.txt

file_name: port_map.txt 

config_version_number: 05090501 

number_of_ports: 12 

/* WebMCportID NOCportID isInput EUconversionAlgorithmID */ 

0 1000 true 0 /* mv->mv: no conversion */ 

1 1001 true 0 

2 1002 true 0 

3 1003 true 1 /* mv->Temperature */ 

4 1004 true 1 
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From mv to Temperature 

$config_folder$/eu_algorithm_mv_temperature.txt  

 
 

From Counter to KWH 

$config_folder$/eu_algorithm_counter_kwh.txt   

 
 

file_name: eu_algorithm_counter_kwh.txt 

config_version_number: 05090501 

eu_algorithm_id: 2 

eu_algorithm_type: 1 /* 1 – piece-wise linear */ 

number_of_pairs: 2 

/* input(mv) output(kwh in floating-point) */ 

file_name: eu_algorithm_mv_temperature.txt 

config_version_number: 05090501 

eu_algorithm_id: 1 

eu_algorithm_type: 1 /* 1 – piece-wise linear, 2 -- boolean */ 

number_of_pairs: 11 

/* input(mv) output(degree F) */ 

0 -20.00 

1000 -5.00  /* 1000mv means 0 degrees */ 

2000 10.00 

3000 25.50 

4000 40.80 
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From mv to On/Off 

$config_folder$/eu_algorithm_mv_onoff.txt   

 

Parameter Files for PNNL Modules 

PNNL Port Mapping 
ftp://noc.sensoriq.com/config/pnnl/light1/config/pnnl_port_map.txt maps SFE 
port index to proprietary port identification fields for PNNL. The structure 
of this table is dependent on the specific PNNL module. This is used for 
converting standard WEB-MC sensor data to PNNL format data. 

 

Configuration Files Supplied by PNNL 

Defined by PNNL. 

Summary 

Following Figure shows the folders and files managed by NOC, for communication with WebMC 
named webmc1.The oval is SMS, the rectangles are ftp folders, and the rest are configuration 
files. Most configuration files shown in the Figure are in config_folder. 

file_name: pnnl_port_map.txt 

config_version_number: 05090501 

sfe_id: 1  

number_of_sfe_ports: 3 /* IO port addressed by index */ 

/* sfePortIndex buildingName RoomName portName 

0 Bldg1 Room1 motion

file_name: eu_algorithm_vm_onoff.txt 

config_version_number: 05090501 

eu_algorithm_id: 3 

eu_algorithm_type: 2 /* 1 – boolean */ 

b l th h ld 3200 /* 3200 h h ld */
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Figure 2.  Example: WebMC1 Configuration Files and Folders Structure 
 

Error Reports by WebMC to NOC 
$config_folder$webmc_status.txt – WebMC reports error encountered in processing SMS and 
FTP files from NOC, as well as in other operations. For debugging purpose, ach message also 
reports signal strength. 
 

 
 

 

error_code: 0  /* none zero mean error */ 

time_stamp: 1234567 /* in UNIX time() time_t format */ 

signal_strength: 99 /* percent, between 0 and 100 */ 

config_folder:  

ftp://12.34.56.78/webmc1/config 

SMS: start 

master config.txt 

motes config.txt 

sfe config.txt 

port map.txt 

error_folder:  

ftp://12.34.56.78/webmc1/error

sensor_data_folder:  

ftp://12.34.56.78/webmc1/data mote1_config.txt 

mote2_config.txt 

light1_schedule_config.txt 

rtu1_air_config.txt 

rtu1_regrigerant_config.txt sfe_data_folder:  

ftp://12.34.56.78/webmc1/ 
config/pnnl/light1/data 

sfe_params_folder:  

ftp://12.34.56.78/webmc1/ 
config/pnnl/light1/config 

…

eu conversion.tx

eu_algorithm_mv_temperature.txt 

eu_algorithm_counter_kwh.txt 

eu_algorithm_mv_onoff.txt 

pnnl_port
_ map.txt 
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To help debugging, every message exchanged between M710p and coordinator mote through 
serial port is a line of text string led by ‘msg’ and ended with ‘\r\n’ (to accommodate Windows 
platforms). As a result, terminal programs for serial port, or telnet for EmberSDK carry-board, 
can be used for unit-test of mote and WebMC software. For debugging purpose, serial port 
output from mote to M710P can contain other debugging text lines not led by ‘msg’. 

Message text lines are NOT case sensitive. 

Inside mote mesh network, messages exchanged between motes are in binary form to save 
precious motes CPU and memory, and network bandwidth; as well as reduce latency. 

The coordinator mote in WebMC is special. It manages the mote mesh network, relays 
messages between WebMC and other motes, but otherwise is totally transparent to WebMC 
and rest of the system. This will change in future phases when firmware upgrade is supported. 

Each mote will have no more than 8 sensor ports and no more than 8 control ports. This 
assumption makes it possible to address one or mote ports with an 8-bit bitmap 
 

Mote Configuration 
WebMC Initiated 

Configure Mote Sensor Ports 

The following message configures and activates the specified sensor ports. 

 
• sn -- serial number of the message. Every message originated from a mote has an 8-

bit serial number. reply of another message bears the same sn of the latter. 
• sensor_ports_bitmap – every bit of the byte indicates whether the corresponding 

sensor port is to be configured.  
• refVoltage – 16-bit unsigned number indicating the reference voltage in mv. Only 

valid for temperature and DC input sensor ports. Ignored for sensor port. 
• sampleUnit – 8-bit number indicating whether: 0 – value is 16-bit mv. 1 – value is 16-

bit counter, 2 – value is 8-bit Boolean: 0/1.  

Each phase 1 mote supports following sensors: 

• sensor_ports_bitmap bit 0 – pulse counter sensor, exclusive against control port #0 
• bit 1 to 3 – VDC input 1to 3 
• bits 4 to 7 – RTD temperature sensor 1 to 4 

4 WebMC Mote Communication Protocol

msg cfgs mote_address sn #sensor_ports_bitmap {refVoltage 
sampleUnit}+8 



Software Design  12 
 

 

Each mote on support one output sensor, which is addressed by control_port_bitmap bit #0. 
This control port is exclusive against sensor port #0 (pulse counter). Enabling/configuring 
sensor port #0 disables control port #0, and vice visa.  

Example message corresponding to the configuration $config_folder$/mote1_config.txt in 
Section 3.3.2 is below. All ports indicated by the bitmap bit will be configured. 

 
Configure Mote Control Ports 

The following message configures and activates the specified control ports. 

 
• sn -- serial number of the message. Every message originated from a mote has an 8-

bit serial number. reply of another message bears the same sn of the latter. 
• control_ports_bitmap – every bit of the byte indicates whether the corresponding 

sensor port is to be configured. Phase 1 mote only has one control port addressed 
by bit #0 

In phase1, control ports do not have any parameters associated with them. 
Example message corresponding to the configuration $config_folder$/mote1_config.txt in 
Section 3.3.2 is below. All ports indicated by the bitmap bit will be configured. 

 
In phase 1, each mote has eight sensor port, and 1 control port. The eighth sensor port 
(counter) shares the same terminal with the control port. So these two ports can not be active at 
the same times.  

Mote Initiated 

Mote Becomes Online 

 
 

msg online sn mote_address 

msg cfgc 0x1234567890abcdef 0 0x01 

msg cfgc mote_address sn #control_ports_bitmap 

msg cfgs 0x1234567890abcdef 0 0xff 5000 0 5000 0 5000 0 10000 0 
10000 0 10000 0 10000 0 5000 1 
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Example: 

 
Mote Gone Offline 

 
Example: 

 
 

Response to Configure-Mote-Sensors from WebMC 

 
Signal strength is available only if there is no error. 

Example: 

 
Error codes are as following: 

• 0 – no error 
• 1 – mote offline or unreachable 
• 2 – Invalid parameters 

Signal strength is between 0 and 100. 

msg acks 0x1234567890abcdef 3 0 98 

msg acks mote_address sn error_code [signal_strength] 

msg offline 0x1234567890abcdef 2 

msg offline sn mote_address 

msg online 1 0x1234567890abcdef 
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Response to Configure-Mote-Controls from WebMC 

 
Signal strength is available only if there is no error. 

Example: 

 
 

Unknown message 
Unknown message received from WebMC.  

 
 

Data Sensing and Device Control 
WebMC Initiated 

Request Physical Sensor Data 

 
Request a data sample from all sensors indicated by the bitmap. Example: 

 
Set Physical Control State 

 
The state value for the port with bitmap bit ‘0’ is ignored. Control state is either 0 (off) or 1 (on). 

msg set mote_address sn control_port_bitmap {control_state}+1 

msg get 0x1234567890abcdef 4 0xff /* sample all sensors */ 

msg get mote_address sn sensor_port_bitmap 

msg unknown 

msg ackc 0x1234567890abcdef 3 0 98 

msg ackc mote_address sn error_code [signal_strength] 
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Example: 

 
 

Mote Initiated 

Response with New Sensor Data 

 
Data is only carried in this message if there is no error. 

The state value for the port with mask bit ‘0’ is invalid and should be ignored by WebMC. 

Example: 

 
 

Response with New Control State 

 
The state value for the port with mask bit ‘0’ is invalid and should be ignored by WebMC. state 
value is either 0 or 1. 

Example: 

 
 

 

 

msg data 0x1234567890abcdef 7 0 0x01 1 

msg state mote_address sn error_code [control_port_bitmap 
{control_state}+1] 

msg data 0x1234567890abcdef 6 0 0x0f 150 2200 1000 5678 0 0 0 0 

msg data mote_address sn error_code [sensor_port_bitmap 
{sensor_data}+8] 

msg set 0x1234567890abcdef 5 0x01 1 
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NOC can support multiple WebMC’s. There is one set following resources for each individual 
WebMC. 

• A folder with WebMC sensor network configuration files. These files are considered 
static  

• A folder to hold parameter files for PNNL modules. These files can be updated by 
NOC GUI. The updated configuration files can be sent to WebMC only when it is not 
active. 

5 NOC Software Design Consideration
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1 Executive Overview 
 

This document describes the requirements for the development of the server-side applications 
for the Building Energy Savings Technology (BEST) Wireless HVAC Maintenance System 
(formerly known as the WEB-MC System).  The server-side (or web) applications will be the 
primary interface for the end users of the BEST system.  This is where the building owner or 
facility manager will go to view the output from the system, change configuration settings, create 
reports, etc.  In NorthWrite’s terminology, this is where the primary “customer experience” will 
be created.  As such, it is very important to make this experience a pleasant one—meaning that 
the software will need to be easy-to-use, intuitive, graphically attractive, and make it as easy as 
possible for the user to extract the value they desire from the BEST system. 

The web applications will provide configuration and output display capabilities for the following 
four diagnostics functions—also known as Data Fusion Engines or DFE’s: 

1. Refrigerant-Side Diagnostics (RDFE) 
2. Air-Side Diagnostics (ADFE) 
3. Efficiency Diagnostics (EDFE) 
4. Schedule Diagnostics (SDFE) 

 

For each DFE identified above, a separate configuration file will be created at the NorthWrite 
NOC and the file will be transmitted to the WEB-MC device as required.  The software must be 
able to show the user the current configuration for the DFE of interest, enable them to modify 
any of the configuration parameters desired, and transmit the new configuration file to the 
appropriate WEB-MC device. 

Likewise, for each DFE it is necessary to have a user interface that can display the data 
provided in the corresponding output file.  The web application will need to convert a myriad of 
diagnostic codes (for each hour of the day) to an understandable graphical interface that can be 
easily interpreted by the user. 
 

2 Application for Creation/Management of Configuration 
Files 

Overall Requirements 
This application will have functionality at the Superuser, Reseller, Enterprise, and Organization 
Level.  The Superuser will have admin rights for the DFE’s for all organizations under all 
Resellers.  The Reseller will have admin rights for all DFE’s for organizations under that 
Reseller.  The Enterprise will have admin rights for DFE’s for all organizations under that 
Enterprise.  The Organization will have admin rights for only the DFE’s under that Organization. 
There will only be one level of administration for the application—regardless of the level of 
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WorkSite Hierarchy.  This means that if you have been given application permission rights, you 
will be able to administer all DFE’s for which your level in the hierarchy has access. 

Creation of Configuration File for DFE 
There are two primary functions of this application.  First, it will be used to enter and display the 
configuration information for each DFE.  This is the subject of the remainder of this section.  
Second, the software will need to manage the sending of new/updated configuration files to the 
appropriate WEB-MC devices in the field.  These are all in the form of .CSV files that have been 
defined by PNNL. 

Configuration files will need to be transmitted to WEB-MC devices under two conditions: 

• A new DFE is being set up and the initial configuration file needs to be sent 

• A change has been made to one or more configuration parameters for a DFE and 
the updated configuration file needs to be sent. 

The mechanism for notifying the WEB-MC of the existence of a new configuration file and the 
protocol for transmission are covered under a separate document. 

Selecting a DFE 
When the user launches this application, he/she will first be required to pick the specific 
Location of interest.  Superuser, Reseller, and Enterprise user will first have to pick the 
Organization before Location.  Once the user selects an Organization/Location, they will be 
presented with a list of DFE’s that have been created for that Organization/Location.  Since it is 
possible to have several dozen (or more) DFE’s associated with a single location, it will be 
necessary to provide for the following: 

1. Each DFE can be arbitrarily named 
2. The order of the list can be adjusted as required (Drag and Drop). 

 

Once a location is selected, the user will be given the option of “Viewing Results” or “Configure 
DFE.”  Viewing Results will be covered in Section 3 below.  If they choose to Configure DFE, 
the user will taken to a page listing all the DFE’s that are currently defined for this location.  The 
user will also be given an option of creating a new DFE if desired.  This option will appear at the 
top/bottom of the page listing the existing DFE’s for the Organization/Location selected. 

Each DFE in the list will have the following clickable links: 

1. Edit (If selected, takes the user to the configuration edit page for that DFE) 
2. Delete (If selected, first asks for verification that the user intends to Delete the 

“XXXXX” DFE, then completes task of accepted) 
3. Notes: (Expands to show any notes associated with the DFE) 
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Configuration Data Input Requirements for the DFE’s 
The following sections describe the fields/inputs required for creation of the configuration files 
required by each of the DFE’s.  These forms will provide for data entry/editing and viewing of 
the current configuration settings for all 4 of the DFE’s.   

Each DFE will have an arbitrary descriptive name that the user creates.  The system will assign 
a unique ID number to every DFE which will be used internally to identify the DFE’s. 

Note:  The text in {brackets} indicates the recommended data input mechanism for that 
parameter. 

EDFE Configuration Requirements 
Below are the inputs required to create the configuration file for the EDFE.   

Required Inputs 

a. BuildingID: String  
Valid values: Any string or number; 
[This will be generated automatically for the user and will be unique] 
{This will be displayed, but not editable} 

BuildingID = "TestBuilding"; 
Default: none; 
 

b. ElectricEnergyprice: CDATA1 
Valid values: Any positive real numbers; 

 
ElectricityPrice = 0.1, "$/kWh", 1.0, 0, 10.0, 0.0, 0.0; 
Defaults:  

1st field 0.05 {numeric text box only.  Need description/range from PNNL} 

2nd field “$/kWh” {drop-down with $/kWh as only choice to start} 

3rd field 1.0 {numeric text box only.  Need description/range from PNNL} 

4th field 0.0 {numeric text box only.  Need description/range from PNNL} 

5th field 10.0 {numeric text box only.  Need description/range from PNNL} 

6th field 0.0 {numeric text box only.  Need description/range from PNNL} 

                                                 
1 CDATA is a special data type (Class) that is used by the diagnostic applications and it requires seven 
values delimited by a comma.  The first is the value (double), second is a unit of the variable (string), third 
is uncertainly in measurement of the value (double), which is generally defaulted to 1.0 (no uncertainty), 
fourth is expected lower limit for the variable (double), fifth is expected upper limit of the value (double), 
sixth is lower measurement accuracy (double), the last is upper measurement accuracy (double). 
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7th field 0.0; {numeric text box only.  Need description/range from PNNL} 
 

c. DesignSupplyCfm: CDATA 
Valid values: any positive real numbers; 
 
DesignSupplyCfm = 10000, “cfm”, 1.0, 0.0, 15000, 0.0, 0.0; 
Default:  
 
1st none  {numeric text box only.  Need description/range from PNNL} 

2nd “cfm” {drop-down with cfm as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th none {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0; {numeric text box only.  Need description/range from PNNL} 
 

d. SensitivitySetting: integer 
Valid values: 0, 1, 2, 3 and 4; 
{Drop-Down with values 0,1,2,3,and 4} 
SensitivitySetting = 2 
Default: 2; 
 

e. SystemId: String 
Valid values: Any number or string; 
{This is to associate the DFE with a specific WEB-MC…need to validate with PNNL} 

 
SystemID = “RTU1”;  
Default: noneMotes (***No default?  Must associate?***) 

  Inputs with Optional Defaults 
 

a. CoolingEfficiency: CDATA;  
Valid values: any real positive number less than 10.0; 
 

 CoolingEfficiency = 3.0, “COP”, 1.0, 0.0, 10.0, 0.0, 0.0; 
Default values: 

1st 3.0 {numeric text box only.  Need description/range from PNNL} 
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2nd “COP” {drop-down with COP as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 10.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

b. CostThreshold: CDATA;  
Valid values: any real positive number; 
 
CostThreshold = 1.0, “$”, 1.0, 0.0, 100.0, 0.0, 0.0; 
Default values: 
1st 1.0 {numeric text box only.  Need description/range from PNNL} 

2nd “$” {drop-down with $ as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 100.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 

 
c. Equipment;  

{Drop-Down to associate the DFE with a piece of equipment defined in Asset 
Manager} 

 

d. Notes/Comments: 
{Text Box to associate additional information with the DFE—e.g. description of the 
equipment, idiosyncrasies of operation, etc.} 

e. Location/Sublocation: 
Drop-Downs to select the location and sublocation associated with the DFE.  This 
needs to be rationalized with BuildingID and SystemID. 
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RDFE Configuration Requirement 
Below are the inputs required to create the configuration file for the RDFE.   

Required Inputs 
a. BuildingID: String 

Valid values: Any string or number; 
[This will be generated automatically for the user and will be unique] 

 {This will be displayed, but not editable} 

 BuildingID = "TestBuilding"; 
Default: none; 
 

b. RefrigerantType: String 
Valid values:  

1. “R22” or 
2. “410A”; 

{Drop-Down with two Choices: R-22 and 410-A: corresponding to R22 and 420A} 

RefrigerantType = "R22"; 
Default: “R22”; 
 

c. ExpansionValve: String 
Valid values:  

1. “txv” or 
2. “orifice”; 

{Drop-Down with two Choices: TX Valve and Orifice: corresponding to R22 and 
420A} 

ExpansionValve = "orifice"; 
Default: “orifice”; 

d. ElectricEnergyprice: CDATA2 
Valid values: Any positive real numbers; 
 
ElectricEnergyprice = 0.1, "$/kWh", 1.0, 0, 10.0, 0.0, 0.0; 
Defaults:  
1st field 0.05 {numeric text box only.  Need description/range from PNNL} 

2nd field “$/kWh” {drop-down with $ as only choice to start} 

                                                 
2 CDATA is a special data type (Class) that is used by the diagnostic applications and it requires seven 
values delimited by a comma.  The first is the value (double), second is a unit of the variable (string), third 
is uncertainly in measurement of the value (double), which is generally defaulted to 1.0 (no uncertainty), 
fourth is expected lower limit for the variable (double), fifth is expected upper limit of the value (double), 
sixth is lower measurement accuracy (double), the last is upper measurement accuracy (double). 
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3rd field 1.0 {numeric text box only.  Need description/range from PNNL} 

4th field 0.0 {numeric text box only.  Need description/range from PNNL} 

5th field 10.0 {numeric text box only.  Need description/range from PNNL} 

6th field 0.0 {numeric text box only.  Need description/range from PNNL} 

7th field 0.0; {numeric text box only.  Need description/range from PNNL} 

 

e. DesignSupplyCfm: CDATA 
Valid values: any positive real numbers; 
 
DesignSupplyCfm = 10000, “cfm”, 1.0, 0.0, 15000, 0.0, 0.0; 
Default:  
1st none {numeric text box only.  Need description/range from PNNL} 

2nd “cfm” {drop-down with cfm as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th none {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0; {numeric text box only.  Need description/range from PNNL} 
 

f. SensitivitySetting: integer 
Valid values: 0, 1, 2, 3 and 4; 
{Drop-Down with 1, 2, 3, and 4 as the only choices} 
 
 SensitivitySetting = 2; 
 Default: 2; 
 

g. SystemId: String 
Valid values: Any number or string; 
{This is to associate the DFE with a specific WEB-MC…need to validate with PNNL} 
 
SystemID = “RTU1”; 
Default: none; (***No default?  Must associate?***) 
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h. CompressorSchedule3: String 
 
CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; (weekdays) 
CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0";  (Sunday) 
CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; (Saturday) 
CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; (Saturday) 
CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; (Saturday) 
Default: “1-12, 0-6, 00:00, 23:59, 1.0”; (which implies the compressor 24-hour 
occupancy of the building) 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings} 

 

  Inputs with Optional Defaults 
a. CoolingEfficiency: CDATA;  

Valid values: any real positive number less than 10.0; 
 
CoolingEfficiency = 3.0, “COP”, 1.0, 0.0, 10.0, 0.0, 0.0; 
Default values: 

1st 3.0 {numeric text box only.  Need description/range from PNNL} 

2nd “COP” {drop-down with cfm as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 10.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

b. CostThreshold: CDATA;  
Valid values: any real positive number; 
 
CostThreshold = 1.0, “$”, 1.0, 0.0, 100.0, 0.0, 0.0; 
Default values: 
1st 1.0 {numeric text box only.  Need description/range from PNNL} 

                                                 
3 Schedule variable is string with five parts: 1) month-of-year valid values include 1 through 12, if more 
than one month is similar then specify the range, for example, 1-5, which refers to January through May, 
2) day-of-week, valid values are 0 to 6; again, a range can be specified, for example, 1-5, indicates all 
weekdays (Monday through Friday), 3) start hour, valid values are 00:00 to 23:59, 4) end hour, valid 
values are 00:00 to 23:59 and 5) on/off status, valid values are 0 and 1.  Unless the building operates on 
a single schedule every day of the year, multiple compressor/fan schedules will be needed. 
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2nd “$” {drop-down with $ as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 100.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 

 

c. Equipment;  
{Drop-Down to associate the DFE with a piece of equipment defined in Asset 
Manager} 

 

d. Notes/Comments: 
{Text Box to associate additional information with the DFE—e.g. description of the 
equipment, idiosyncrasies of operation, etc.} 
 

e. Location/Sublocation: 
Drop-Downs to select the location and sublocation associated with the DFE.  This 
needs to be rationalized with BuildingID and SystemID. 

 

ADFE Configuration Requirements 
Below are the inputs required to create the configuration file for the ADFE.   

Required Inputs 
a. BuildingID: String 

Valid values: Any string or number; 
[This will be generated automatically for the user and will be unique] 

 {This will be displayed, but not editable} 

 
BuildingID = "TestBuilding"; 
Default: none; 
 

b. EconomizerControl: String 
Valid values:  

1. “D” (differential) or 
2. “H” (high-limit); 
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{Drop-Down with Differential and High-Limit corresponding to D and H} 

 

EconomizerControl = "D"; 
Default: none; 
 

c. EconomizerControlBasis: String 
Valid values:  

1. “D” (dry-bulb) or 
2. “E” (enthalpy)  

{Drop-Down with Dry-Bulb and Enthalpy corresponding to D and E} 

 
EconomizerControlBasis = "E"; 
Default: None; 
 

d. ElectricEnergyprice: CDATA4 
Valid values: Any positive real numbers; 
 
ElectricityPrice = 0.1, "$/kWh", 1.0, 0, 10.0, 0.0, 0.0; 
Defaults:  
1st field 0.05 {numeric text box only.  Need description/range from PNNL} 

2nd field “$/kWh” {drop-down with $/kWh as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 10.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0; {numeric text box only.  Need description/range from PNNL} 
 

e. DesignSupplyCfm: CDATA 
Valid values: any positive real numbers; 
 
DesignSupplyCfm = 10000, “cfm”, 1.0, 0.0, 15000, 0.0, 0.0; 
Default:  

                                                 
4 CDATA is a special data type (Class) that is used by the diagnostic applications and it requires seven 
values delimited by a comma.  The first is the value (double), second is a unit of the variable (string), third 
is uncertainly in measurement of the value (double), which is generally defaulted to 1.0 (no uncertainty), 
fourth is expected lower limit for the variable (double), fifth is expected upper limit of the value (double), 
sixth is lower measurement accuracy (double), the last is upper measurement accuracy (double). 
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1st none {numeric text box only.  Need description/range from PNNL} 

2nd “cfm” {drop-down with cfm as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th none {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0; {numeric text box only.  Need description/range from PNNL} 
 

f. OccupiedDamperPosition: CDATA 
Valid values: 0 to 1.0; 
 
OccupiedDamperPosition = 0.15, "ratio", 1.0, 0., 1., 0.0, 0.0; 
Defaults: 
1st field 0.10 {numeric text box only.  Need description/range from PNNL} 

2nd field “ratio” {drop-down with Ratio as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 1.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

g. OccupiedOAF: CDATA 
Valid values: 0 to 1.0; 
 
OccupiedOAF = 0.1, "ratio", 1.0, 0., 1., 0.0, 0.0; 
Defaults: 
1st field 0.10 {numeric text box only.  Need description/range from PNNL} 

2nd field “ratio” {drop-down with Ratio as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 1.0 {numeric text box only.  Need description/range from PNNL} 
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6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0; {numeric text box only.  Need description/range from PNNL} 
 

h. SensitivitySetting: integer 
Valid values: 0, 1, 2, 3 and 4; 
{Drop-Down with 1, 2, 3, and 4 as the only choices} 
 
SensitivitySetting = 2; 
Default: 2; 
 

i. SystemId: String 
Valid values: Any number or string; 
{This is to associate the DFE with a specific WEB-MC…need to validate with PNNL} 
 
SystemID = “RTU1”; 
Default: none; 
 

j. CompressorSchedule5: String 
 
CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; (weekdays) 
CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0";  (Sunday) 
CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; (Saturday) 
CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; (Saturday) 
CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; (Saturday) 
Default: “1-12, 0-6, 00:00, 23:59, 1.0”; (which implies the compressor 24-hour 
occupancy of the building) 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings} 

 

k. FanSchedule: String 
 
FanSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; (Weekdays) 
FanSchedule = "1-12, 0, 00:00, 23:59, 0.0"; (Sunday) 
FanSchedule = "1-12, 6, 00:00, 09:59, 0.0"; (Saturday) 
FanSchedule = "1-12, 6, 10:00, 15:59, 0.0"; (Saturday) 
FanSchedule = "1-12, 6, 16:00, 23:59, 0.0"; (Saturday) 
Default: “1-12, 0-6, 00:00, 23:59, 1.0”; (which implies the compressor 24-hour 

                                                 
5 Schedule variable is string with five parts: 1) month-of-year valid values include 1 through 12, if more 
than one month is similar then specify the range, for example, 1-5, which refers to January through May, 
2) day-of-week, valid values are 0 to 6; again, a range can be specified, for example, 1-5, indicates all 
weekdays (Monday through Friday), 3) start hour, valid values are 00:00 to 23:59, 4) end hour, valid 
values are 00:00 to 23:59 and 5) on/off status, valid values are 0 and 1.  Unless the building operates on 
a single schedule every day of the year, multiple compressor/fan schedules will be needed. 
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occupancy of the building) 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings}   
 

Conditional Inputs 
Conditional inputs are those input that are required based on the EconomizerControl and/or 
EconomizerControlBasis.  These conditional inputs can optionally be defaulted by selecting a 
default humidity sensor type. 

a. OutdoorAirHumiditySensorType: String; This input is required if the 
EconomizerControlBasis is “E”;   
Valid values:  
1. “R” (relative humidity)  
2. “D” (dew-point temperature) 

 {Drop-Down with Relative Humidity and Dew Point corresponding to R and D} 

 OutdoorAirHumiditySensorType = "R";  

 Default: “R” 
 

b. ReturnAirHumiditySensorType: String; This input is required if the 
EconomizerControl is “D” and EconomizerControlBasis is “E”; 
Valid values:  
1. “R” (relative humidity)  
2. “D” (dew-point temperature) 
{Drop-Down with Relative Humidity and Dew Point corresponding to R and D} 

ReturnAirHumiditySensorType = "R"; 

Default: “R” 
 

c. EconomizerHighLimitEnthalpy: CDATA; This input is required if the 
EconomizerControl is “H” and EconomizerControlBasis is “E”; 
Valid values: any real positive number less than 35.0; 
 
EconomizerHighLimitEnthalpy = 25.0, “Btu/lb”, 1.0, 0.0, 35.0, 0.0, 0.0; 
Default values: 
1st none {numeric text box only.  Need description/range from PNNL} 

2nd “Btu/lb” {drop-down with Btu/lb. as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 35.0 {numeric text box only.  Need description/range from PNNL} 
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6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

d. EconomizerHighLimitTemperature: CDATA; This input is required if the 
EconomizerControl is “H” and EconomizerControlBasis is “D”; 
Valid values: any real positive number less than 80.0; 
 
EconomizerHighLimitTemperature = 65.0, “F”, 1.0, 0.0, 80.0, 0.0, 0.0; 
Default values: 

 1st none {numeric text box only.  Need description/range from PNNL} 

2nd “F” {drop-down with F. as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 80.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

  Inputs with Optional Defaults 
a. CoolingEfficiency: CDATA;  

Valid values: any real positive number less than 10.0; 
 
CoolingEfficiency = 3.0, “COP”, 1.0, 0.0, 10.0, 0.0, 0.0; 
Default values: 

1st 3.0 {numeric text box only.  Need description/range from PNNL} 

2nd “COP” {drop-down with COP as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 10.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
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b. CostThreshold: CDATA;  
Valid values: any real positive number; 
 
CostThreshold = 1.0, “$”, 1.0, 0.0, 100.0, 0.0, 0.0; 
Default values: 
1st 1.0 {numeric text box only.  Need description/range from PNNL} 

2nd “$” {drop-down with $ as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 100.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 
 

c. EconomizerType: String;  
Valid values:  
1. “I” (integrated) 
2. “N” (not integrated);  
{Drop-Down with Integrated and Non-Integrated corresponding to I and N} 

 
EconomizerType = “I”;  
Default values: “I” 
 

d. OutdoorAirControlBasis: String;  
Valid values:  
1. “D” (damper position)  
2. “O” (outdoor-air fraction); 
{Drop-Down with Damper Position and Outdoor Air Fraction corresponding to D and 
O} 

OutdoorAirControlBasis = "D"; 
Default values: “D” 
 

e. Equipment;  
{Drop-Down to associate the DFE with a piece of equipment defined in Asset 
Manager} 
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f. Notes/Comments: 
{Text Box to associate additional information with the DFE—e.g. description of the 
equipment, idiosyncrasies of operation, etc.} 

 

g. Location/Sublocation: 
Drop-Downs to select the location and sublocation associated with the DFE.  This 
needs to be rationalized with BuildingID and SystemID. 

 

SDFE Configuration Requirements 
Below are the inputs required to create the configuration file for the SDFE.   

Required Inputs 

a. BuildingID: String 
Valid values: Any string or number; 
[This will be generated automatically for the user and will be unique] 
{This will be displayed, but not editable} 

 

 BuildingID = "TestBuilding"; 
Default: none; 
 

b. ElectricEnergyprice: CDATA6 
Valid values: Any positive real numbers; 
 
ElectricityEnergyprice = 0.1, "$/kWh", 1.0, 0, 10.0, 0.0, 0.0; 
Defaults:  
1st field 0.05 {numeric text box only.  Need description/range from PNNL} 

2nd field “$/kWh” {drop-down with $/kWh as only choice to start} 

3rd field 1.0 {numeric text box only.  Need description/range from PNNL} 

4th field 0.0 {numeric text box only.  Need description/range from PNNL} 

5th field 10.0 {numeric text box only.  Need description/range from PNNL} 

6th field 0.0 {numeric text box only.  Need description/range from PNNL} 

                                                 
6 CDATA is a special data type (Class) that is used by the diagnostic applications and it requires seven values 
delimited by a comma.  The first is the value (double), second is a unit of the variable (string), third is uncertainly in 
measurement of the value (double), which is generally defaulted to 1.0 (no uncertainty), fourth is expected lower limit 
for the variable (double), fifth is expected upper limit of the value (double), sixth is lower measurement accuracy 
(double), the last is upper measurement accuracy (double). 
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7th field 0.0; {numeric text box only.  Need description/range from PNNL} 
 
 

c. PointList: String 
Valid values: Any string; 
 
PointsList = "ParkingLotLights", "MainOfficeFloor", "OccSensor1", "OccSensor2", 
"OccSensor3" 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings.  How are these synched up with 
WEB-MC Point names?} 
 
Default: none 

 

d. EndUseDependencies: String 
Valid values: Any string listed in as PointList 
 
EndUseDependencies:ParkingLotLights = “OccSensor1”, “OccSensor2”; 
EndUseDependencies:MainOfficeFloor = "OccSensor3"; 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings.  How are these synched up with 
WEB-MC Point names?} 
 
Default: none 
 
 

e. EndUseType: String 
Valid values: Any string 
 
Type:ParkingLotLights = enduse;  
Type:MainOfficeFloor = enduse; 
Type:ParkingLotLights = sensor;  
Type:OccSensor1 = sensor;  
Type:OccSensor2 = sensor;  
Type:OccSensor3 = sensor;  
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs (or text boxes?) where you can select valid settings.  How are these 
synched up with WEB-MC Point names?} 
 
Default: none 
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f. End Use Schedule7: String 
 
EndUseSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; (weekdays) 
EndUseSchedule = "1-12, 0, 00:00, 23:59, 0.0";  (Sunday) 
EndUseSchedule = "1-12, 6, 00:00, 09:59, 0.0"; (Saturday) 
EndUseSchedule = "1-12, 6, 10:00, 15:59, 0.0"; (Saturday) 
EndUseSchedule = "1-12, 6, 16:00, 23:59, 0.0"; (Saturday) 
 
Default: “1-12, 0-6, 00:00, 23:59, 1.0”; (which implies the compressor 24-hour 
occupancy of the building) 
{Need to get definitions of each numerical value above.  Input should be a set of 
drop-downs where you can select valid settings} 
 

  Inputs With Optional Defaults 
a. CostThreshold: CDATA;  

Valid values: any real positive number; 
 
CostThreshold = 1.0, “$”, 1.0, 0.0, 100.0, 0.0, 0.0; 
Default values: 
1st 1.0 {numeric text box only.  Need description/range from PNNL} 

2nd “$” {drop-down with $ as only choice to start} 

3rd 1.0 {numeric text box only.  Need description/range from PNNL} 

4th 0.0 {numeric text box only.  Need description/range from PNNL} 

5th 100.0 {numeric text box only.  Need description/range from PNNL} 

6th 0.0 {numeric text box only.  Need description/range from PNNL} 

7th 0.0 {numeric text box only.  Need description/range from PNNL} 

 

b. SensitivitySetting: integer 
Valid values: 0, 1, 2, 3 and 4; 
{Drop-Down with 1, 2, 3, and 4 as the only choices} 
 
SensitivitySetting = 2; 
Default: 2;. 

                                                 
7 Schedule variable is string with five parts: 1) month-of-year valid values include 1 through 12, if more than one 
month is similar then specify the range, for example, 1-5, which refers to January through May, 2) day-of-week, valid 
values are 0 to 6; again, a range can be specified, for example, 1-5, indicates all weekdays (Monday through Friday), 
3) start hour, valid values are 00:00 to 23:59, 4) end hour, valid values are 00:00 to 23:59 and 5) on/off status, valid 
values are 0 and 1.  Unless the building operates on a single schedule every day of the year, multiple compressor/fan 
schedules will be needed. 
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c. Equipment;  
{Drop-Down to associate the DFE with a piece of equipment defined in Asset 
Manager} 
 
 

d. Notes/Comments: 
{Text Box to associate additional information with the DFE—e.g. description of the 
equipment, idiosyncrasies of operation, etc.} 

 

e. Location/Sublocation: 
Drop-Downs to select the location and sublocation associated with the DFE.  This 
needs to be rationalized with BuildingID and SystemID. 
 

3 Application for Displaying the DFE Output/Results 
The ultimate output of the BEST Wireless HVAC Maintenance System is the indication of 
problems/faults combined with a description of what the DFE(s) predicts the problem(s) to be 
(i.e. how to rectify).  This enables the user to act and fix problems—thereby saving money. 

Each DFE is run hourly and produces a diagnosis of any issues/problems discovered.  It is 
anticipated that the results will be transmitted from the WEB-MC to the NorthWrite NOC once a 
day.  Therefore, the web application will need to display hourly data, updated daily. 

The two primary functions of this application will be to graphically display the output from the 
DFE’s in an easy to understand way and also handle the notifications of problems as they are 
identified. 

Displaying DFE Output 
The format for displaying the results of all 4 DFE’s will be the same.  Once the location is 
shown, the user will be given a list of all the active DFE’s for that location.  The user will also be 
able to get a view showing “All Locations” which will enable them to get a table of all DFE’s for 
which they have viewing rights.  This table (either by location or all) will contain the following 
elements: 

Name of DFE 

Location 

Number of Failures (Total): Since monitoring has begun 

Number of Failures (Last 30 Days) 
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Number of Failures (Last 24 Hours) 

Estimated Daily Costs of Failures (Last 30 Days): Sum of All Failures Identified by day, 
averaged over the 30 day period. 

Estimated Daily Costs of Failures (Last 24 Hours): Sum of All Failures Identified in the 
last 24 hours. 

 

This table will also contain a “Details” link which will take the user to additional information about 
that DFE (DFE Details Page). 

 

DFE Details Page 
Selecting “Details” for a given DFE on the main page will take the user to the DFE Details Page.  
The Details page will contain the following: 

1) Same details for this specific DFE that were provided in the previous table 
(summarizing all the DFE’s). 

2) A graphic similar to the one below except showing the previous 30 days.  Each day 
is a thin column of 24 values.  If possible, hovering over any hour will bring up a 
“hover-over” message with the following information: 

i. Failure Indicated 
ii. Daily Energy Wasted (Btu) 
iii. Daily Electricity Wasted (kWh) 
iv. Annual Cost of Failure ($) 

The color for each hour will be either of the following: Grey (No Data), Green (No Failures), Red 
(Failure Identified) 

There will be a calendar on the top of the page that will let you click back and forth 1 month at a 
time (with reload) so you can page through time periods and see changes that might be 
occurring. 
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Example graphic showing incidence of failures as a function of time of day and day of week 

3) If you click on any of the small Grey, Green, or Red boxes you get the following: 
 

i. A single bar at the top of the page showing the day chosen with a black 
box around the hour selected.  You can select other hours in that day by 
pointing and clicking on that hour (i.e. color box). 

ii. A color bar to the right and left of this bar showing the day before and the 
day after. 

iii. Summary list of all the parameters returned from the DFE for that hour.  
This list varies somewhat base on the type of DFE.  List will include the 
long-form of the corresponding failure message if that is available—else 
short form. 

iv. A slider that lets you move backward and forward (if data exists) a day at 
a time.  When you select a day, it will show that days color bar at the top 
of the page—with the day before and after to the left and right as before. 

v. The default hour will be the same as the day you had previously. 
vi. Again, the summary list of parameters for that hour will be provided. 

 

Notifications 
When a DFE output indicates one or more failures, then the user can choose to have a 
notification sent to a specified email address.  These notifications will be sent out once per day 
per user.  The notification will be formatted as follows: 
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1. Each DFE has a checkbox (on the main page showing all DFE’s?) so user can 
identify that they wish to receive a daily notification for that particular DFE. 

2. Organization 
3. Location 
4. Name of DFE (e.g RTU-1 Air-Side or RTU-4 Efficiency, etc.) 
5. Number of Separate Failures Identified (Unique failures only, not repeated) 
6. List of Failures Identified (unique Failures only).  For example, if the DFE identified 

the same failure for more than one hour, the notification will only show that failure 
once. 

7. For each Failure, the Short Message (if one exists) for that Failure will be shown. 
8. Notification will include all organizations/locations for which there are DFE’s that 

contain faults. 
 

Reporting 
A section will be added to the Reports and Statistics Application for reporting on the DFE data.  
Reports will contain the following parameters: 

1. Organization (if Superuser, Reseller, or Enterprise Manager) (Drop-Down of Orgs 
with the DFE) 

2. Location (Drop-Down) 
3. Sublocation 
4. Equipment 
5. DFE (Drop-Down) 
6. Energy Price (Checkbox) 
7. Daily Cost ($) (Checkbox) 
8. Annual Cost ($) (Checkbox) 
9. Fault(s) (Checkbox) 
10. Message (Checkbox) 
11. Advice (Checkbox) 
12. Notes/Comments (Checkbox) 

 

User can select a date range and choose which information to include in the report 
(checkboxes). 

All the Drop-Downs should be Multiple Select. 
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Purpose of this Document 

This document describes the features, components and major tasks associated with the design 
of a Wireless Mesh Network System.  

 

1 WEB-MC Wireless Mesh System Overview 
 

The WEB-MC Wireless Mesh Energy Management and Control System (WM-EMCS) has three 
major hardware elements and operating, control and analysis software.  Figure 1 shows the 
three major elements. They are: 

• NOC – Network Operations Center 

• Wireless Mesh Controller Module (WebMC) gateway controller 

• Wireless Sensor mote for collecting data and providing closed loop control 

 

The NOC is an off-the-shelf high-end server that collects, manages and controls all the data and 
sensors over the web via the wireless network. 

The WebMC is the local on-site gateway of the WEB-MC System. The WebMC controls a local 
wireless mesh network of nodes (sensor motes) that sense temperature, airflow, pressure, 
lighting, humidity, etc.  Each WebMC is capable of controlling up to 256 of these wireless mesh 
sensor motes.  The WebMC periodically acquires all the data from all the sensor motes, 
catalogs and pre-processes the data and forwards it on to the Network Operations Center 
(NOC).  The NOC may, at any time, access any of the WebMC's on the network remotely and 
control any node.  All data is in XML format, so the webified applications that use the data are 
simple graphical interfaces. 

The sensor motes may not be standard off-the-shelf modules, but the sensors data protocol 
must be known in advance.  Each sensor ‘profile’ is downloaded to the WebMC in advance.  
Alternately, the WebMC requests the profile from the NOC for unknown sensors trying to join 
the mesh. 

The WEBMC accelerates the rapid development, test, and deployment of “Wireless 
Infrastructure for Performance Monitoring, Diagnostics, and Control of HVAC and Other Energy-
Using Systems in Small Commercial Buildings.”  The wireless infrastructure is used for 
monitoring, diagnosing, and controlling building systems and equipment. 

The customer-desired outcome is 1) monitoring and diagnostics for packaged rooftop HVAC 
units used widely on small commercial buildings1 and 2) continuous diagnosis and control of 
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scheduling errors such as lights and equipment left on during unoccupied hours.  This project 
develops a generic infrastructure for performance monitoring, diagnostics, and control, 
applicable to a broad range of building systems and equipment, but specifically targets small to 
medium commercial buildings, an underserved market segment. 

The WebMC is in the center of the building top in the drawing below.  The entire wireless mesh 
system is illustrated in the colored frame below. 

 

 

 

 

Figure 1.  Wireless Mesh - Energy Management and Control System (WEB-MC) 
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Figure 2.  Hierarchical structure of the Energy Management and Control System 

The system as illustrated in Figure 2, is a hierarchical structure comprised of the three major 
subsystems as listed earlier: 

• NOC 

• WebMCs 

• Wireless Motes / Sensor Nodes 

The NOC collects data from all Wireless Motes or Sensor Nodes vicariously through the 
WebMC’s. Each WebMC can manage up to 256 Wireless Motes or Sensor Node sets.  Each 
Wireless Mote can manage one or more sensor nodes. 

The Sensor Motes communicate to the WebMC in a mesh network.  A mesh network allows 
multi-path data flow.  If a more direct path is blocked, an alternate path can be found.  Nodes 
(motes) that can relay data are called Full Function Devices (FFD’s), and nodes that only 
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transmit and receive, but don’t relay other’s data are called Reduced Function devices (RFD’s).  
The WebMC is the gateway in the mesh network.   

 

 

 

Figure 1.  Wireless Sensor Mesh and WebMC (Gateway) Data Flow Diagram 
 

2 Hardware Architecture Specification 
 

Mesh System Architecture 
The mesh system includes the sensor motes and the WebMC. Refer to Figure 3, shown above, 
for data flow information. 

Highlights of the System 

• Low cost 802.15.4  2.4Ghz Radio on a chip technology 

• ZigBee wireless data transfer via MESH technology 

• Master Node Network Security Monitoring 

• Master Node Data Collection  
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• External power supply based on 24 110 VAC input to the WebMC, 110VAC or 
24VAC for the sensor mote. 

• Low Cost Motes with multiple sensor capability  

 

Sensory device targets: 

• Thermal sensing (primary sensory target) 

• Pressure 

• Power 

• Humidity 

• Noise 

• Time of Day/Time of Year 
 

WebMC Architecture Specification 
The basic features of the WebMC are: 

• WebMC in Phase 1 can control more than 7 Motes 

• Linux based computer module 

• ARM7 processor 

• Non-Volatile memory of at least 8 MB 

• Processing memory of at least 16 MB 

• Supply Power – wall wart part number, 12VDC >10W (6-24 VDC allowed) 

• Operating Temperatures: -10to +60C 

• ‘System Status’, ‘Mesh Present’, and GPRS signal strength bar graph LED’s  

• Configuration is via Software settings either via direct connection or OTA (Over The 
Air) 

• Nema 4 enclosure Maximum Size: 3.5”x 7.5”x 2”  
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Figure 2.  Exploded View of the WebMC 
 

• Internal GPRS antenna 

• Supports the following communications: 

• Serial for direct local connection 

• Cellular GPRS 

• Network Architecture 

• WEBMC appears as an IP address (Server) to NOC 

• Supports mesh network standards 

• Daily “Heartbeat” 

Overview: 

The three main components of the WebMC are: 

• Linux computer module that communicates to the radio modules via serial connection 

• Radio module to communicate to the NOC (GSM/GPRS terminal) 

• Radio module to communicate to the sensor mesh (Ember radio module) 

 

In addition, there is a console serial port for debugging purposes and a system reset button that 
are only available from inside the box. 
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Power is supplied by a wall-wart power supply (12V, >10W) connected to a common 
2.5mmX5.5mm jack (+V center) on the side of the WebMC enclosure.  The WebMC monitors 
this voltage and sends an alert if the input voltage is below 10V to indicate that the VAC power 
went down, and the WebMC is now powered by an external battery backed-up UPS (Un-
interruptible Power Supply).  The power input is voltage polarity protected, and overcurrent 
limited. 

The antennas for both radios are mounted internally.  The computer module also drives the front 
panel display LEDs on the top of the enclosure.  There are three display sections: 

1) System Good – An amber LED on indicates that everything is OK, the LED blinks 
during booting and configuration 

2) Mesh Present – An amber LED on indicates that at least one mote is communicating 
to the WebMC 

3) GPRS signal strength – a line of 4 amber LEDs displays a bar graph of the received 
signal strength: 

No LEDs on indicates that there is no detectable signal 

The lowest LED on indicates that some signal has been detected (greater than  
-105dBm) 

LED 2 on means that the signal strength is greater that –XX dBm 

LED 3 on indicates that the signal strength is greater than –XX dBm 

All LEDS on indicate that the signal is greater that -55 dBm (the maximum detectable strength) 

The signal strength indicator is most useful when installing the WebMC.  Moving or orienting the 
enclosure can have a drastic effect on the signal strength, therefore the system updates the bar 
graph at least once per second for 5 minutes after the unit powers up.  After that, the signal 
strength needs to be polled roughly every 1 minute.  If the polled signal strength has changed 
drastically from the last polled value, the polling rate increases.  If the polled signal strength 
value is the close enough to the last value to keep the LED indication the same, the LEDs blinks 
off for ½ second indicating an updated value. 

The following diagram shows the main components of the WebMC. The arrows indicate the 
direction of data flow. 
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Figure 3.  Wireless Mesh Node Controller Block Diagram
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Figure 4.  Mechanical Layout of the Web-MC key modules and components 
 

Linux Computer Module 
The ESFIA M170P computer module is a small single-board computer module designed for Low 
cost products.  Linux 2.6 and all drivers are pre-installed. 

Based on Samsung ARM7TDMI SoC, the M170P includes 8MB of NOR Flash, and 16MB of 
SDRAM.  Additional interfaces include four RS-232 ports, a Compact Flash controller that 
supports memory, I/O, and IDE nodes, 8 digital inputs, 8 digital outputs, a real-time clock, a 
switch and cutoff between DC, main battery, and battery backup.  Two 100-pin board-to-board 
connectors enables the M170P to interface with the OEM’s custom circuitry. 

Patch GPRS 
antenna 

Patch GPRS 

GM-28 GPRS terminal 

GM-28 GPRS terminal 

M170P Linux module 

M170P Linux module 

Mesh Radio module 

Mesh Radio module 

Base board 

(rectangle)

Base board 
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CPU: 

Samsung’s S3C44BOX 16/32-bit RISC 

2.5V Static ARM7TDMI CPU core with 8KB cache 

 

System Memory: 

8MB Intel Strata NOR Flash 

16MB Samsung SDRAM 

 

Figure 7 shows the M170P memory map. 

 

 

 

Figure 5.  Memory map of the M170P module 
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UART: 

• 4-channel UART with DMA-based or interrupt-based operation (Two from 

CPU internal and two from TI’s TL16c752B full RS232) 

• Supports 5-bit, 6-bit, 7-bit, or 8-bit serial data 

• Supports H/W handshaking during transmit/receive 

• Programmable baud rate 

• Supports IrDA 1.0 (115.2kbps) 

• Loop back mode for testing 

• Two channels have two 32-byte FIFO for Rx and Tx and two channels have 

64-byte for Tx FIFO and Rx FFO with error flags 

• Two channels have Modem Control Functions (CTS, RTS, DSR, DTR, RI 

and CD) 

 

IIC BUS: 

• 1-ch Multi-Master IIC-Bus with interrupt-based operation 

• Serial, 8-bit oriented, bi-directional data transfers can be made at up to 100 

Kbit/s in the standard 

 

Compact Flash: 

• Fully compatible with “CF+ and Compact Flash Specification Revision 1.4” 

• Supports Type I and Type II cards, and support 8-bit and 16-bit cards 

• Supports PC Card Memory Mode, I/O Mode and True IDE Mode 

• Two methods for data access: Direct-Data Transfer mode (DDT) and FIFO 
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Data Transfer mode (FDT) 

• Embedded 512-byte FIFO 

• Dedicated pins for card detection and card power control 

 

A/D Converter 

• 8-ch multiplexed ADC 

• Max. 100KSPS/10-bi 

 

RTC (Real Time Clock) 

• Supports interrupt generation for each input port� 

• Full clock feature: msec, sec, min, hour, day, week, month, year 

• 32.768 KHz operation 

• Alarm interrupt for CPU wake-up 

• Time tick interrupt 

 

Watchdog Timer 

• 16-bit Watchdog Timer 

• Interrupt request or system reset at time-out 

Timer with PWM (Pulse Width Modulation) 

• 5-ch 16-bit Timer with PWM / 1-ch 16-bit internal timer with DMA-based orinterrupt-based 
operation 

• Programmable duty cycle, frequency, and polarity 

• Dead-zone generation 

• Supports external clock source 
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GPIOs 

• 16 user defined I/Os 

• Supports interrupt generation for each input port 

 

Dimension 

• M170P: 50mm x 40mm x 7mm 

 

Mesh Radio Module 
The ZigBee™ Protocol  
The ZigBee™ Protocol is a new set of standards for wireless connectivity between any devices 
over short distances (100 meters). The specification was ratified in December 2004, paving the 
way for companies to start making low-power networks a reality.  

ZigBee™ uses an IEEE 802.15.4 radio specification running on the 2.4GHz band, plus three 
additional layers for networking, security, and applications. What makes the specification unique 
is its use of a mesh network architecture which, in bucket chain style, passes data from one 
node to the next until it lands at its endpoint. 
 

GPRS Radio Module 
GPRS radio module is a standard Sony/Ericsson GM-28 GSM/GPRS Terminal.   

Power Supply and Connector 
2.5mmX5.5mm jack 
 

Mechanical Specification 
WebMC Mechanical Specification describes the design requirements and implementation plan.  
The mechanical design includes the following parts and components: 

Enclosure modifications (of purchased enclosure) 

WebMC Baseboard outline and keepout areas 

Cabling 

Nomenclature (Labels) including front cover 
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Documentation 
A complete set of documentation will be provided with Phase 1 of the WebMC. Documentation 
includes drawings, instruction guides, and design features. 
 

Mechanical Drawings 
There will be a complete set of ANSI Y14 standard compliant drawings for the WebMC. The 
following is the list of drawings: 

• Enclosure 

• WebMC Baseboard 

• Cables 

• GPRS Internal Patch Antenna (GPRS to internal Patch antenna) 

• GPRS Baseboard (GPRS to WebMC Baseboard) 

• Internal Power (2.5mm X 5.5mm bulkhead connector to WebMC Baseboard) 

• External Power (12V wallwart) 

• GPRS RS-232 ribbon cable 

• GPRS power header  

• Labels 

• Front Cover 

• SensorIQ Logo 

• Evaluation Unit 

• Serial Number 

• Power 

• GPRS FCC, Zigbee FCC 

 

Assembly 

• Isometric exploded view with hidden lines removed 

• Balloon labels for each part 
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• Complete mechanical Bill of Materials 

 

Instruction Guides 
There will be a complete set of instruction guides for the WebMC that will help new users 
assemble and maintain the WebMC.  The following is a list of documents: 

• Assembly Guide 

• 2 to 5 pages 

• Assembly Drawing 

• Contact information 

• Maintenance Guide 

• 2 to 5 pages 

• Failure and repair scenarios 

 

Assembly Bill of Materials 
The Assembly Drawing will have a complete mechanical Bill of Materials that will be used in the 
assembly Guide and for parts ordering. The following is the list of parts: 

• Enclosure, PacTec OD36-2.0 

• Circuit Board, WebMC Baseboard (assembled or ‘stuffed’) 

• Circuit Board, ESFIA M170P Linux 

• Module, Sony Ericsson GM28 GPRS 

• Module, Telegesis ETRX1 Zigbee 

• Cable, GPRS Internal Patch Antenna 

• Cable, GPRS RS-232 

• Cable, Internal Power 

• Power supply, wall wart, 110V to 12VDC 10W 

• Spacer, .25in dia x .3in length 

• Screw, 8-32 x 1in 
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• Screw, 4-40 x .25in 

• Label, Front Cover 

• Label, SensorIQ Logo 

• Label, Evaluation Unit 

• Label, Serial Number 

• Label, Power 

• Label, GPRS FCC, Zigbee FCC 

 
Enclosure 
 Purchased part (PacTec OD36-2.0) 

• 3in x 6in x 2in 

• Plastic 

• NEMA 4 compliant 

• Customization of the enclosure will not comply with NEMA 4 (phase 2 design 
requirement) 

The enclosure will be purchased and customized to meet the requirements of the WebMC 
assembly. Figure 13 the enclosure. These are the key requirements: 

• requires a 500 unit minimum for custom colors) 

 

WebMC Baseboard 
The WebMC Baseboard is entirely designed by SensorIQ. The board outline needs to fit within 
the PacTec OD36-2.0 enclosure. PacTec provides a PCB outline as a guide. The WebMC 
Baseboard outline will be no larger than the PacTec board outline and will be simplified to 
accommodate manufacturability.  These are the key requirements: 

• Fit within PacTec OD36-2.0 

• Keepout areas for Linux Board, GPRS Module spacers, enclosure bosses 

• 2 sided board 

• On-board connectors 
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Cables 
There will be several cables in the WebMC assembly.  These are the key requirements: 

• GPRS Internal Patch Antenna  

• Connects GPRS Module to internal Patch antenna 

• Connector TBD 

• 3 in. length 

• GPRS RS-232 

• Connects GPRS Module to WebMC Baseboard 

• RS232 to TBD connector 

• 1 in. length 

• Internal Power 

• Connects Wallwart to WebMC Baseboard 

• 2.5mm X 5.5mm bulkhead connector 

• .5 in. length 

 
GPRS Power 

• Connects power from the Baseboard to the GPRS Module 

• RJ11 to Hirose DF1B-4P-2.5DSA 
 

Labels 
The WebMC will have several labels attached to the enclosure and internal modules. These are 
the key requirements: 

Front cover – needs to be attractive in both the portrait and landscape orientations to 
accommodate installation requirements. Will include text and graphics, see concept design 
Figure x; to be attached to exterior of enclosure 

SensorIQ Corporate – Company address and contact info; to be attached to exterior of 
enclosure 
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Evaluation Unit – clearly indicates this unit is not for sale and is for evaluation purposes only; 
important because the unit has not been FCC tested; to be attached to exterior of enclosure 

Serial Number – each unit must have a unique serial number to accommodate part tracking and 
technical support; to be attached to exterior of enclosure 

Power – Voltage requirements for plug; to be attached to exterior of enclosure 

FCC – GPRS and Zigbee FCC number (tbd); to be attached to the bottom of the WebMC case 

 

Environmental Specifications 
The WebMC design will comply with environmental standards if there is minimal impact on the 
design schedule. Phase 1 is a proof-of-concept design and not a production-ready unit. Phase 2 
will include additional environmental compliance. 
 

Thermal 
The WebMC will not need to have a cooling system. The internal power generated does not 
warrant fans or other cooling systems. 

 

Vibration and Shock 
The phase 1 WebMC design will not comply with specific vibration and shock standards.  The 
assembly will be designed to be rugged as possible, within the design schedule. 

 

3 Wireless Sensor Mote (Node) Architecture Specification 
 

Introduction 
SM800 is first generation of Sensory scalable, small, low-power wireless data acquisition device 
or sensor mote. It is Zigbee compliant (IEEE 802.15.4 - 2.4GHz) and designed for Wireless 
Infrastructure for Performance Monitoring, Diagnostics, and Control of HVAC and Other Energy-
Using Systems in Small Commercial Buildings. SM800 is capable of collecting data and 
monitoring up to 8 sensors for pressure, air flow, temperature and humidity. It can store up to 
2KB of measurement data if a wireless network link to a WebMC is not available. 
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Hardware 
Specification

 

Figure 9.  Mote System Block Diagram 
 

Micro-controller 
SM800 utilizes the Atmel ATmega128L of the Ember Module as its own microcontroller. Atmel 
ATmega128L is a high-performance low-power AVRr  8-bit microcontroller with 128K bytes In-
System reprogrammable flash memory for program and data storage. Additional features 
include: 

• Maximum speed of 8MHz 

• 4K bytes of EEPROM 

• 4K bytes of internal SRAM 

• One integrated 8-channel 10-bit ADC 
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• Two 8-bit timer/counters with separate prescalers and compare modes 

• Two expanded 16-bit timer/counters with separate prescalers, compare and capture 
modes. 

• One Real-Time Counter with separate oscillator. 

 

Analog-to-Digital Converter 
A 10-bit successive approximation is integrated in the microcontroller (Atmega128L). It is the 
main ADC of the SM800 with 15kSPS at maximum resolution, +/-2 LSB absolute accuracy and 
0.5 LSB integral non-linearity. 
 

Sensor Interface Circuitry 
SM800’s sensor interface supports up to 8 transducers which include two pressure sensors with 
analog outputs of either 5VDC or 10VDC, four 1K Platinum RTD, one humidity sensor and one 
power pulse input. The under measured input will be scaled to a certain amplitude based on its  
expected precision and dynamic range. SM800 also has one open drain output that can be used 
to control external light control circuit. 

Voltage divider 
Because maximum allowable voltage reference for the ADC is 2.5V under our design condition, 
pressure and humidity sensor inputs have to be scaled down from either 0-10V or 0-5V to 0-
2.5V. To do this cost effectively without giving up accuracy, 100Kς precision resistor networks 
are used as voltage dividers. Scaled analog inputs are connected directly to ADC input 
channels of the Atmega128L via 40-pin connector.      

4-Channel temperature circuitry 
Figure A is a detail block diagram of  temperature sensors (1K Platinum RTD) interface circuitry. 
It is very much similar to a Wheatstone Bridge 2-Wire Interface for measurement of resistance 
of Platinum RTDs. The circuit is modified to allow using a single circuit to measure multiple 
RTDs one at a time. The output is amplified, so it ranges from 0-2.5V for operating temperature 
range of the under measured RTD. Software will compensate for the error generated by 
resistances of the sensor’s lead and the switch.  



Hardware Specification   21 

 

  

Figure 10.  Temperature Sensor Interface Circuitry 
 

12-bit Lower Power Pulse Counter 
This counter is always powered in order to keep track of power input pulse even when the 
microcontroller is in sleep state. The counter will signal interrupt the microcontroller when it is 
over flowed. 

Sensor Terminal 
A 20 poles 3.81mm pitch dual level EuroPCB terminal block (Block Master EK381V4L-20) is 
used for easy wiring and better reliability. 

 

 

 
 
 
 
 
 
 
 
 
 
 

Figure 11.  EK381V4L EuroPCB Terminal Block 



Hardware Specification   22 

 

 

Signal Descriptions 

Pin # Signal Name Description Type 

1 PRES-BIAS1 Optional excitation voltage for pressure sensor 
(5V). Pulsed  

Output 

2 PRES-IN1 Positive amplified pressure sensor input Input 

3 PRES-GND1 Un-amplified pressure sensor ground Ground 

4 PRES-BIAS2 Optional excitation voltage for amplified pressure 
sensor  (5V). Pulsed 

Output 

5 PRES-IN2 Amplified pressure sensor input Input 

6 PRES-GND2 Amplified pressure sensor ground Ground 

7 HUM-GND1 Humidity 1 ground Ground 

8 HUM-IN1 Humidity 1 (Dew point) input Input 

9 AC-IN+ 24VAC INPUT POWER POSITIVE Power 

10 AC-IN- 24VAC INPUT POWER NEGATIVE Power 

11 TEMP-IN1 Temperature 1 input Input 

12 TEMP-GND1 Temperature 1 ground Ground 

13 TEMP-IN2 Temperature 2 input Input 

14 TEMP-GND2 Temperature 2 ground Ground 

15 TEMP-IN3 Temperature 3 input Input 

16 TEMP-GND3 Temperature 3 ground Ground 

17 TEMP-IN4 Temperature 4 input Input 

18 TEMP-GND4 Temperature 4 ground Ground 

19 PULSE-IN Power input pulse Input 

20 WET-VOLT Power pulse wetting voltage (3.3V) Output 
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List of Sensors Supported 

Sensor 
Types 

Descriptions Manufacture Manufacture Part # 

Pressure Gauge Pressure Sensor 0-250 psi PG08 Veris Industry 

Pressure Gauge Pressure Sensor 0-500 psi PG09 Veris Industry 

Pressure    

Temperature 1K Platinum RTD Probe TRAC0 Veris Industry 

Temperature    

Temperature    

Humidity Duct Mount Humidity & Temp 
Sensor 

HD2XVSTH Veris Industry 

 

Power Supply 
SM800 can be powered by either two AA batteries or a 24VAC power source. 

Battery Holder 
Battery holder or connector description tbd 

24VAC 
This power source is an external input from either a wall wart step down from 120AC to 24AC or 
a 24VAC direct. When a wall wart is used the power is fed via the power jack (manufacture part 
number). For a 24VAC direct, the power is fed through pin 9 and pin 10 of the PCB terminal 
block. 

Zigbee Radio 
EM2420 radio frequency communication module (RCM) is Zigbee-ready meshing solution 
utilizing proven EmberNet™ technology with following the key features: 

• Based on the Ember EM2420, 2.4GHz ISM Band 

• Direct Sequence Spread Spectrum (DSSS) 

• 250kbits/s effective data rate 

• 16 channels (802.15.4 Channel 11 to 16) 
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• Up to 0dBm output power 

• 50 Ohm reverse polar SMA connector 

• Dimensions: 1.0 in x 1.75 in 

 

LED Indicators and Switches 
The Mote has one LED that indicates Zigbee-ready 

 

Mechanical Specification 

Case Description: Type and Dimensions 
The mote will use a PacTec enclosure that is smaller than the WebMC enclosure. Actual size 

  

Operation temperature range 
The operating temperature range is: 20 C to +65 C 

 

Shock and Vibration Requirement 
Same as WebMC, see section: Environmental Specifications 

 

Summary 
10 (7) universal I/O’s, Accuracy of 0.1% FS 

Analog Voltage: 0-24V (both input and output), Both AC and DC (Outputs can be configured to 
provide supply voltage to sensors) 

Digital: 0-24VDC (both input and output)  

Current: 4-20 mA 

Resistance (RTD 100 Ohm, 1K Ohm and 10K Ohm, Thermistor) 

Can short out any input/output and not cause circuit failure 

Each output can supply up to 100 mA. 

Each channel can sample at different intervals (independent) 
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Sampling aligns to hour—15 minute sampling results in data samples at 00:00, 00:15, 00:30, 
00:45, 01:00, etc. 

Sampling intervals supported from 1 second to 1 day 

Supply Power 

12 VDC or battery  

Engineering units are transmitted to the WebMC 

Alarming:  able to set simple limits or download logic 

Operating Temperatures: -40 to 80 C 

One ‘Connect’ pushbutton 

All channels can be configured for pulse counting up to 100 Hz 

Terminal strip for connecting sensors 

All configuration is via Software settings either via direct connection or OTA 

Maximum Size: 2.5”x2.5”x ¾” 

NEMA 4 enclosure 

Total Cost to produce < $100 

Adjustable antenna  

Supports intra-building communications with WEBMC of up to 200 ft.  Line-of-sight 
communications of 1000 ft. 

Supports mesh network standards 

Daily Heartbeat 

 

 

 

Figure 12.  Block Diagram 
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4 Software Architecture 
 

High Level Software Architecture 
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Linux EmberNet 
 

 

 

Figure 14.  EmberZNet Protocol Stack 
 

 



Hardware Specification   28 

 

Diagnostician Software Application 
The Diagnostician is the main test/development application for the WEB-MC System for initial 
testing, validation, verification and installation. This chapter describes how the Diagnostician 
works and how it interfaces to other WEB-MC Hardware and Software system components. 
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Direct Data
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Engineering
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Sensor
Configuration
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Inputs in
Engineering

Units

RTU Air Side
Diagnostics

RTU Refrigerant Side
Diagnostics

Output Data -
Stored

R2E
Module

PNNL RTU - Dx Overview Draft ver 1.0 - Not for Distribution Nov. 18th, 2004  

 

Figure 15.  Diagnostics Flow Diagram



Hardware Specification   29 

 

 

Outdoor Dry-Bulb
Temperature

Mixed Dry-Bulb
Temperature

Return Dry-Bulb
Temperature

Compressor
Status

Supply Fan
Status

Compressor
Heating/Cooling

Outdoor
Humidity

Return
Humidity

Supply Air
Temperature

Ec
on

om
iz

er
Ty

pe

O
cc

up
ie

d 
D

am
pe

r
Po

si
tio

n

O
cc

up
ie

d
O

ut
do

or
 A

ir
Fr

ac
tio

n

R
at

ed
 S

up
pl

y
C

FM

C
om

pr
es

so
r

Sc
he

du
le

Su
pp

ly
 F

an
Sc

he
du

le

M
ea

su
re

d
In

pu
ts

C
on

di
tio

na
l

M
ea

su
re

d
In

pu
ts

Static
Inputs

D
at

e 
an

d
Ti

m
e 

St
am

p

U
ni

t
Id

en
tif

ie
r

D
ia

gn
os

tic
C

od
e

C
os

t I
m

pa
ct

Outputs

R
at

ed
EE

R
/C

O
P

En
er

gy
Pr

ic
e

Damper Position
Signal

C
os

t I
m

pa
ct

Th
re

sh
ol

d

Ec
on

om
iz

er
H

ig
h 

Li
m

it 
Se

t
Po

in
t

O
ut

do
or

 A
ir

H
um

id
ity

 S
en

so
r

Ty
pe

R
et

ur
n 

A
ir

H
um

id
ity

 S
en

so
r

Ty
pe

Condtional Static
Inputs

Se
ns

iti
vi

ty
Se

tti
ng

C
on

ve
rs

io
n 

of
 R

aw
 D

at
a 

to
En

gi
ne

er
in

g 
U

ni
ts

, i
nc

lu
di

ng
A

gg
re

ga
tio

n

Direct Data
from

Sensor
Network

Optional
Outputs

A
ll 

in
pu

ts
 c

an
 b

e
op

tio
na

lly
 o

ut
pu

t

Date and Time
Stamp

Unit Identifier

Inputs Required
from User

Ec
on

om
iz

er
St

ar
t

D
iff

er
en

tia
l

M
ix

ed
 A

ir
Se

ns
or

 P
os

iti
on

M
ax

im
um

D
am

pe
r P

os
iti

on

M
in

im
um

 D
am

pe
r

Po
si

tio
n

M
ax

im
um

O
A

F

M
in

im
um

O
A

F

Su
pp

ly
 F

an
D

el
ta

 T

Static Inputs with
Optional Default

Values

PNNL RTU - AirSide Dx Draft ver 1.0 - Not for Distribution Nov. 18th, 2004  

 

Figure 16.  Air Side Block Diagram 
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5 Development Plan Objectives 
 

 To develop a small, low cost, compact ZigBee based WEBMC that is extremely robust and low 
in power dissipation that mates up with future roadmaps. 

Technologies will be commercially available with minimum NRE development cost 

 

Assumptions Made Regarding Customer and Product Requirements 
The following points are key assumptions made regarding the customer requirements 

The design will accommodate wireless applications by utilizing the ZigBee IEEE 802.15 2.4 GHz 
radio devices. 

The  will not be subjected to FCC, TUV, UL or environmental testing but will be designed with 
best known engineering practices to facilitate this type of testing. 

The design will be based on mainstream component technology from vendors with a proven 
track record and readily available as components off the shelf (COTS). 

The design will include software and hardware hooks for debugging purposes wherever 
possible. 
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Mechanical specification for WEB-MC Hardware. 
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1 Introduction 
 

The WebMC Mechanical Specification describes the design requirements and implementation 
plan.  The mechanical design includes the following parts and components: 

• Enclosure modifications (of purchased enclosure) 
• WebMC Baseboard outline and keepout areas 
• Cabling 
• Nomenclature (Labels) including front cover 

 
 

Documentation 
A complete set of documentation will be provided with Phase 1 of the WebMC. Documentation 
includes drawings, instruction guides, and design features. 

Mechanical Drawings 
There will be a complete set of ANSI Y14 standard compliant drawings for the WebMC. The 
following is the list of drawings: 

• Enclosure 
• WebMC Baseboard 
• Cables 

o GPRS Internal Patch Antenna (GPRS to internal Patch antenna) 
o GPRS Baseboard (GPRS to WebMC Baseboard) 
o Internal Power (Wallwart to WebMC Baseboard) 
o GPRS External Patch Antenna (as a backup design) 
o External Power (wallwart) 

• Assembly 
o Isometric exploded view with hidden lines removed 
o Balloon labels for each part 
o Complete mechanical Bill of Materials 
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Instruction Guides 
There will be a complete set of instruction guides for the WebMC that will help new users 
assemble and maintain the WebMC.  The following is a list of documents: 

• Assembly Guide 
o 2 to 5 pages 
o Assembly Drawing 
o Contact information 

• Maintenance Guide 
o 2 to 5 pages 
o Failure and repair scenarios 

 

Assembly Bill of Materials 
The Assembly Drawing will have a complete mechanical Bill of Materials that will be used in the 
Assembly Guide and for parts ordering. The following is the list of parts: 

• Enclosure, PacTec OD36-2.0 
• Circuit Board, WebMC Baseboard (assembled or ‘stuffed’) 
• Circuit Board, ESFIA M170P Linux 
• Module, Sony Ericsson GM28 GPRS 
• Module, Telegesis ETRX1 Zigbee 
• Cable, GPRS Internal Patch Antenna 
• Cable, GPRS Baseboard 
• Cable, Internal Power 
• Cable, GPRS External Patch Antenna 
• Cable, External Power 
• Spacer, .25in dia x .3in length 
• Screw, 8-32 x 1in 
• Screw, 4-40 x .25in 
• Label, Front Cover 
• Label, SensorIQ Logo 
• Label, Evaluation Unit 
• Label, Serial Number 
• Label, Power 
• Label, GPRS FCC 
• Label, Zigbee FCC 
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Part Specifications 
This section describes specific requirements for the main components of the assembly. 
 

Enclosure 
The enclosure will be purchased and customized to meet the requirements of the WebMC 
assembly. These are the key requirements: 

• Purchased part (PacTec OD36-2.0) 
• 3in x 6in x 2in 
• Plastic 
• NEMA 4 compliant 
• Customization of the enclosure will not comply with NEMA 4 (phase 2 design 

requirement) 
• Color not important (PacTec requires a 500 unit minimum for custom colors) 

 

WebMC Baseboard 
The WebMC Baseboard is entirely designed by SensorIQ. The board outline needs to fit within 
the PacTec OD36-2.0 enclosure. PacTec provides a PCB outline as a guide. The WebMC 
Baseboard outline will be no larger than the PacTec board outline and will be simplified to 
accommodate manufacturability.  The PacTec board outline has 2 large radii (18+ inch radius) 
on the sides.  These are the key requirements: 

• Fit within PacTec OD36-2.0 
• Keepout areas for Linux Board, GPRS Module spacers, enclosure bosses 
• 2 sided board 
• On board connectors 

 
 

GPRS Module 
The GPRS module will be used as designed, no further requirements. 
 

Linux Board 
The Linux board needs to be electrically connected to the Baseboard. The method of doing this 
has not been defined yet. These are the key requirements: 

• Soldered to WebMC Baseboard or use connector – height is an issue and this requires 
completing a layout – work in progress 
 

 

Zigbee Module 
The Zigbee module will be used as designed, no further requirements. 
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Cables 
There will be several cables in the WebMC assembly.  These are the key requirements: 

• GPRS Internal Patch Antenna  
o Connects GPRS Module to internal Patch antenna 
o Connector TBD 
o 3 in. length 

• GPRS Baseboard 
o Connects GPRS Module to WebMC Baseboard 
o RS232 to TBD connector 
o 2 in. length 

• Internal Power 
o Connects Wallwart to WebMC Baseboard 
o Connectors TBD 
o 3 in. length 

• GPRS External Patch Antenna  
o Connects GPRS Module with external Patch antenna 
o Connector TBD 
o 3 in. length 

• External Power 
o Connects WebMC to line power 
o 24 V wallwart 
o Standard part, no customization required 

 
 

Labels 
The WebMC will have several labels that will be attached to the enclosure and internal modules. 
These are the key requirements: 

• Front cover – needs to be attractive in both the portrait and landscape orientations to 
accommodate installation requirements. 

• Serial Number – each unit must have a unique serial number to accommodate part 
tracking and technical support 

 

Environmental Specifications 
The WebMC design will comply with environmental standards if there is minimal impact on the 
design schedule. Phase 1 is a proof-of-concept design and not a production-ready unit. Phase 2 
will include additional environmental compliance. 

Thermal 
The WebMC will not need to have a cooling system. The internal power generated does not 
warrant fans or other cooling systems. 

 

Vibration and Shock 
The phase 1 WebMC design will not comply with specific vibration and shock standards.  The 
assembly will be designed as rugged as is possible within the design schedule. 
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Mechanical Competitive Analysis 

Purpose of the analysis 
This document provides the SensorIQ engineering and management team with a consolidated 
set of comparative information with regard to the Phase 1 mechanical design requirements. The 
enclosures and mechanical specifications of leading competitors are compared with proposed 
Phase 1 design requirements. 
 

Enclosures 

SensorIQ™ Wireless Mesh Control System 

This enclosure is on the http://www.pactecenclosures.com/Plastic-Enclosures/OD36-2.0.html 
web site. 

 

 

CrossBow® Stargate Gateway Enclosure 

This enclosure is referred to as the Ruggedized Stargate Housing with WiFi Connectivity on the 
www.xbow.com web site. 
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MicroStrain V-Link™ Analog Input Datalogging Transceiver  

This enclosure is on the http://www.microstrain.com web site. 

 

 

Oceana Sensor ICHM® 20/20 Wireless Data Acquisition and Processing Module 

This enclosure is from the http://www.oceanasensor.com/Products/ichm-20-20.htm web site. 

 

 

 
IntelliSensing 

This enclosure is from the http://www.intellisensing.com/ web site. Design not announced yet, 
no pictures. 
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Sensicast Systems Sensor Networking Platform EMS200 Node 

This enclosure is on the http://www.sensicast.com web site. EMS is an acronym for 
Environmental Management Node. The EMS200 is the 2.4 GHz version. 

 

Sensicast Systems H900 Wireless SensorNet System™ EMS100 

900MHz version of the EMS200. 

 

Sensicast Systems OAS100 Object Alarm System Node 

Secure version. Note terminal strip attachment method. 

 

 



 

Web MC Mechanical Specification 8 
 

Specification Comparison 

 

  SensorIQ™ CrossBow® MicroStrain® Oceana 
Sensor® 

IntelliSensing Sensicast 

WebMC Stargate 
Gateway 
SPB400 
(Proc+Daughter 
PCB) 

 V-Link  ICHM® 
20/20 

TBD   

General             

Battery   Li-Ion Battery 
Option 

3.6 V Lithium 
battery 

  
    

WatchDog Timer (WDT)   Config up to 60 
sec 

    
    

Battery Gas Gauge             

LEDs   Yes         

User Application Switch   Yes         

Power Switch   Yes         

A/C Power Adapter   5-6 VDC, 1 Amp 
(dghter bd) 

3.1-9 VDC   
    

Reset Button   Yes         

Real-Time Clock   Yes         

Built-in sensors No Yes Yes       

Physical             

Enclosure size 3in x 6in x 2in   4.32in x 2.94in 
x 2.18in 

  
    

Enclosure 
environmental 
compliance 

NEMA 4 
IP 67 

  IP 67   

    

Enclosure material Polycarbonate   Fiberglas       

Enclosure color Gray Gray Black White     
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  SensorIQ™ CrossBow® MicroStrain® Oceana 
Sensor® 

IntelliSensing Sensicast 

WebMC Stargate 
Gateway 
SPB400 
(Proc+Daughter 
PCB) 

 V-Link  ICHM® 
20/20 

TBD   

PCB Size   3.5in x 2.49in x 
.73in  
(processor bd) 

2.5in x 3.5in x 
1.0in  
(Vlink) 

      

    2.49in x 2.0in x 
.6in  
(daughter bd) 

3.0in x 4.0in x 
5.0in  
(Base Station)

      

External Connectors   Antenna Antenna       

    RS232 Mini RS232       

      Screw 
terminal block 
input 

      

    Power Power Power     

External Indicators LEDs           

              

Weight   1.68 oz (proc 
bd) 
1.42 oz 
(daughter bd) 

        

Operating Temperature   0 to 70 degrees 
C 

-40 to 70 deg 
C 

      

Shock             

Vibration             

Environmental 
Compliance 

NEMA 4/IP 67 
enclosure 

          

 
Table 1.  Specification Comparison 
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Purpose of This Document 
This document defines high-level overall software architecture of the WEB-MC system. It 
defines the functionalities of major components and sub-systems in the system, and the 
protocols for communication between these components. It also describes major use cases and 
data flows for the implementation, and discusses system-level operations. 

Document Scope 
This document only covers the overall software architecture. Detailed description of the 
subsystems, and complete definition of the communication protocols are covered in other 
specifications. 

 

1 Product Overview 
 

Identification 
The WEB-MC monitors conditions HVAC equipment in commercial buildings, such as Roof-Top 
Units (RTU), lighting, etc.  It also controls them based on pre-set business logic, schedules, and 
current system and environment conditions. 
 

Goals and Objectives 
Compatibility and interoperability 
Currently, the WEB-MC system is not required to be compatible with other systems, nor to be 
interoperable with other systems. 
 

Extensibility 
The software should be designed such that, in future releases it can easily be extended to 
support other usages, such as water usage monitoring, gas usage monitoring, security 
monitoring, etc. 

The software architecture covered in this document is for support of field devices including Web-
MCs and motes (to be described in Chapter 3). But in future product releases we intend to 
support field devices of new types, or from other vendors if our customers choose to use. The 
WEB-MC software should be designed to be extensible so that support of other fields devices 
can be added easily in future product releases  

 

Portability and Platform Independence 

The Web-MC software should be designed to be portable to popular flavors of embedded Linux 
distribution 
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Reuse 
There is currently no requirement on use.  

 

Reliability and Availability 
The WEB-MC system is for monitoring of commercial buildings 24x7. It should be designed to 
achieve high reliability and availability.  

• NOC server need to implement fault tolerance 

• Field devices (including WebMC and motes) are required to support heart-beat and 
real-time detection and notification of equipment malfunction or failure, in the range 
of minutes delay. 
o In the case where WebMC reports back to NOC regularly with sensor data 

samples. The reports could be used in lieu of actual heart-beat, resulting in 
reduced network bandwidth. 

 

Security 
WEB-MC system is composed of multiple components connected through various networking 
technologies. To prevent malicious outside entities to break into the system, all the 
communicating devices should authenticate with each other; and communication between them 
should be secure (either inside Intranet or encrypted). 
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2 Software Architecture Specification 
Overall Software Architecture 
Following Figure 2-1 shows the overall software architecture of WEB-MC system. 

 

NOC PlatformNOC Platform LinuxLinux

User Interface ServerUser Interface Server

Field Device
Configurator
Field Device
Configurator

Sensor Data 
Logger

Sensor Data 
Logger

Device 
Controller
Device 

Controller

Business LogicBusiness Logic

Databases: User DB,
Sensor Port Definition, 

log data DB etc.

WebMC & Mote
Configurator

WebMC & Mote
Configurator

Sensor Data 
Processor

Sensor Data 
Processor

Control 
Signal 

Processor

Control 
Signal 

Processor

Mote ConfiguratorMote Configurator

Sensor Data 
Sampler

Sensor Data 
Sampler

Control 
Signal 
Driver

Control 
Signal 
Driver

NOC MoteWebMC

EmberZNetEmberZNet

Mote HALMote HAL

NOC PILNOC PIL Mote PILMote PILWebMC PILWebMC PIL

User TerminalUser Terminal

Field 
Device 

Config DB

User TerminalUser Terminal

User TerminalUser Terminal

Sensor Fusion EnginesSensor Fusion Engines Mote Network GatewayMote Network Gateway

 
Figure 2-1.  WEB-MC Overall Software Architecture 

 

WEB-MC is a networked system with following four types of subsystems 

• NOC (Network Operations Center) – logically, there is one NOC in the whole system. 
It manages all the WebMCs and motes in the system; logs sensor data in its 
databases; controls devices; and provides access to the system by users through 
user terminals. 

 In actual implementation, for scalability or availability fault-tolerance reasons, the 
logical NOC could be implemented by a network of servers with distributed data 
bases. 

• WebMC (Wireless Equipment and Building Monitoring and Control) – each WebMC 
manages a set of motes for data sensing and device control. In the current release, 
the motes organized as a mesh network.  
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• Mote – multiple motes form a wireless mesh network, which is managed by a 
WebMC. Each mote has one or multiple data or control ports, for data sensing and 
device control. 

• User terminal – networked devices that have access to NOC through TCP/IP 
networks such as the Internet or Intranet. Users use the terminals to connect to NOC 
for configuration, log data viewing, reporting, device control, etc. 
 

WebMCs and motes are collectively called field devices. In future product releases NOC might 
be extended to support field devices of other types, or those from other vendors if our 
customers choose to use. These future field devices could be simple ones such as Sony GT48, 
or more complex than the WebMC-Mote 2-layer hierarchy and have more layers. 

A WebMC along with all the motes it manage are called a sensor network. The NOC is 
expected to be scalable, and be able to support thousands, or millions of sensor networks. 

 

NOC 
NOC software stack is shown in Figure 2-1. The software stack is designed to be extensible to 
support sensors and control networks of multiple types and implementations, and to implement 
electric energy monitoring and future usages. This is a high-level conceptual view of the NOC 
software stack. As stated previously, for scalability and availability reasons, NOC maybe 
implemented as a distributed system. 

This section documents a number of high-level design proposal, especially those related to 
working with sensor networks. Complete detailed design of NOC can be found in the “Data 
Server Design Specification”. 
 

Databases 
User Profiles 
Users are grouped into institutions (or even departments within institutions). 

The profile of each user includes information such as name, institution, address, title, access 
permission, authentication key/password, access preferences (web, email, SMS, voice, etc). 
 

Field Device Terminology Definition 
Sensors are for monitoring environment parameter values. Examples include temperature 
sensor, pressure sensor, etc. Controls are for controlling target systems setting them into 
specified states. Examples are relays etc. sensors or control is attached to input/output ports of 
motes. A port of a mote attached to a sensor is called sensor port. Likewise, a port of a mote 
attached to a control is called control port. Sensor port and control port are collectively called 
port, or sometimes simply called sensor port since sensors and sensor networks are hot in 
academics and industries nowadays.  
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WebMC supports the concept of sensor fusion engine. A sensor fusion engine (SFE) is a 
conceptual software module that: 

• Has one or more input ports. An input port can be connected to an existing sensor 
port in the WebMC, receiving sensor data stream from it. Or it may be one that 
receives control signals from NOC. In the later case, the sensor fusion engine 
effective creates a new control port. This control port is not directly connected to a 
physical sensor or control device and is sometimes called virtual control port to 
make discussion clearer. Those control ports connected to physical devices are 
sometimes called physical control port. 

• Has one or more output ports. Similar to input ports, an output port can be connected 
to an existing control port in the WebMC, generating control signals to that port. An 
output port can also be one that generates data streams for consumption by the 
NOC, making it a new virtual sensor port. The opposite of virtual sensor port is 
physical sensor port, which is connected to a physical sensor. 

• Implements an algorithm that processes input streams and generate output streams. 
 
The goal of sensor fusion engine on WebMC is to distribute processing of sensor and control 
data across the sensor networks, and push it closer to the field (where the data is produced or 
consumed). The inclusion of sensor fusion engines makes the WebMC more autonomous and 
has following benefits: 

• Reduced traffic between NOC and WebMC, which results in reduced cost of 
communication. 

• Increased system responsiveness, since WebMC could respond to event in the field 
quickly, without messages being sent between NOC and WebMC. 

• Increased system reliability, since WebMC could be functioning properly for a 
sustained amount of time even if the connection with NOC is adversely broken or 
disconnected. 
 

Database of Sensor and Control Ports 
In the NOC, except for in the Field Device Configurator module where all physical aspects of 
sensor networks are managed, all the other modules see all sensor and control ports in a single 
flat list.  

Each sensor/control port is identified by a 32-bit unique port ID, called NOC port ID, and is 
defined by following fields: 

• NOC Port ID 

• Port type: sensor or control 

• For sensor port: 
o Data sampling parameters 

 Sample engineering unit (EU) type. E.g.  
 Boolean – on / off, true/false 
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 Counter – incremental 32-bit unsigned integer, e.g. accumulated 
time (seconds) in a day that the monitored device stays on 

 Measurement – temperature, pressure, etc. – 32-bit floating point 

 Sampling frequency (or duration) – samples per minute, samples per 
hour, or minutes per sample. 
  

Each specific sensor port might have implementation-specific restrictions on supported type of 
EU, or sampling frequencies.  

o Event trigger conditions  

 Thresholds 
 For Boolean sensor, trigger if device is in specified state (e.g. on 

or off) 
 For measurement sensor, a set of (one, two, or more) thresholds, 

whenever the measurement value crosses a threshold, after 
specify a delay, if the condition is still true, an event is reported to 
NOC (with both the threshold and the current measurement 
value). One example is max/min temperature values defining a 
normal range. Another example is a set of 3 pressure values 
defining low pressure, normal pressure, high pressure, and 
dangerously high pressure. 

 For counter sensor, initial threshold and incremental delta. E.g. 
first event at counter value 1000, and another event every time 
another 100 count is added to the counter. 

 Delay time (in seconds) an event condition is triggered only if the sensor 
input is over threshold at least specified delay time. Zero indicates that 
the event should be sent to NOC immediately. 

 

For data processing and presentation to the users, sensor and control ports are organized in a 
hierarchy. For example, a sensor port is for monitoring an RTU, on a building, on a campus, of 
an institution. 

In summary, following tables are used to define all the sensors and controls 

• Sensor and Control Port Table – uniquely defines all sensors and control ports, 
both physical and virtual, in all the sensor networks. 

• Sensor and Control Port Hierarchy Tables – these tables are for internal use by 
NOC, and not visible to WebMC or Mote. 
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Databases of Sensor Data 
These databases stores data from all sensor ports and device states from all control ports. 
Detail s are defined in “Server Specification”. 
 

Sensor Data Logger and Device Controller 
Sensor data logger is responsible for configuration of all sensor ports, starting/stopping data 
sampling by the sensors, and collecting all sensor data and storing them in sensor data 
databases. 

Device controller is responsible for configuration of control ports, and generating control signals 
for setting target devices into specified state. It also receives instructions from NOC operators 
for manual device control. For example, if needed, a user can manually turn off an RTU header 
through his/her cell-phone. 

Since these two modules are closely related to each other, in actual implementation, these two 
conceptual modules may be implemented as a single one. 

 

Business Logic and User Interface Server 
Business logic processes the sensor data in the databases, and generates device control 
signals, and generates user reports for the user interface server. 

User interface server is responsible for management of user interaction between NOC and all 
user terminals. 
 

Field Device Configurator 
The field device configurator manages all physical aspects of all sensor networks, including 
sensor port address mapping and sensor data unit conversion. It also monitors sensor network 
state and health. The objective of this module is to abstract away all the implementation details 
of sensor networks from the rest of the NOC software modules, thus maximizing extensibility. 

This module includes a number of database tables that capture the configuration of sensor 
networks. 
 

Definition of Field Device Types  

WebMC Type Definition Table – defines all types of WebMCs supported by the NOC. For 
each type of WebMC, following fields are needed 

• WebMC type ID 

• Vendor / model 

• HW / SW version 
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• FW image 

• Authentication methods and parameters – how to authenticate with NOC 
 

Mote Type Definition Table – defines all types of motes supported by all the WebMCs. For 
each type of mote, following fields are needed 

• Mote type ID 

• Vendor / model ( gateway and regular motes might be different) 

• HW / SW versions 

• FW image 

• List of sensor and control ports 
 

Sensor Fusion Engine Type Definition Table – defines all types of sensor fusion engines 
supported by the system. 

• Engine type ID – for reference by all SFF implementations 

• Description of input and output ports – for each port, identify port type (sensor or 
control), EU type, etc. 

• Fusion engine static parameters – defines all the parameters that do not change from 
one instance to another. Represented as an opaque text string which either contains all 
needed parameters, or be a URL (e.g. http:// or ftp://) pointing to a directory or file on a 
server. It the URL points to a file, the file contains all the parameters. If it points to a 
directory, all the files in the directory are needed. The structure of the parameter files is 
opaque to the NOC. 
 

Engineering Unit Conversation Algorithm Type Table – defines all the UE conversion 
algorithms used by all the sensor networks. 

• EU conversion algorithm Type ID 

• For converting voltage to measurement EU e.g. temperature, pressure, etc 
o Could be a linear conversion from voltage to engineering unit: EU = mV * gain + 

offset, which only need two parameters: gain and offset 
o Could be complex and non-linear so that a conversion table is needed 

• For converting from voltage to Boolean, need threshold and if need to inversion (e.g. 
high voltage means off and low means on) 

• For converting from voltage to counter value needs threshold and inversion flag. 
 

Description of Field Device Instances 

WebMC Configuration Table – for each WebMC, following fields are needed: 

• WebMC Type ID 

• WebMC ID – need one ID for each WebMC instance 
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• Configuration parameters version number – since WebMC can have non-volatile 
memory to save configuration date, this version number is used to detect if the saved 
configuration parameters are already outdated. 
o Addresses (IP, IMEI, etc) 
o Authentication parameters 
o Sensor data reporting preferences 

 Data unit preference – whether NOC prefers to receive sensor data in 
EU, or in row unit (mV) 

 Paul suggested by for debugging purpose, sometimes it might be 
preferred for NOC to capture raw measurement data. 

• Data reporting frequencies – to reduce network traffic, WebMC queues all data from 
all sensor and control ports as well as all event, and reports them back to NOC at 
preset frequency. 
o Event reporting frequency – events might need to be reported in a more timely 

manner in order to avoid adverse consequences 
o Exception list, since severe error condition may always need to be reported 

immediately. 
o Sensor and control data reporting frequency 
o State, including: 

 Status: online / offline 
 Configured or not – indicates whether the WebMC has successfully 

received its configuration table entry and configured itself and motes 
properly. 

 GPRS Radio signal strength 
o Sensor Fusion Engine Instances Table – define all the sensor fusion engine 

instances implemented by the WebMC. To certain extend, a SFE instance is very 
similar to a mote. For each SFE instance, following fields are needed 

• SFE type ID – identify which type of SFE this instance implements 

• SFE ID – this is similar to mote instance ID. It is used for mapping of sensor and 
control ports. 

• Definition of SFE ports – List of (virtual) sensor and control ports implemented by this 
SFE instance 
o Each port is identified by a SFE port ID, unique inside the SFE instance. 

• SFE port mapping configuration – description of how physical and virtual sensor and 
control ports are mapped to those input/output ports required by the SFE engine 
type. 

• Fusion engine instance parameters – those that are instance-specific. Similar to 
static parameters, the parameters are represented as an opaque text string which 
either contains all needed parameters, or be an URL (e.g. http:// or ftp://) pointing to 
a directory or file on a server.  
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• WebMC-SFE port mapping table – For every sensor/control port implemented by this 
SFE instance, there is an entry in this table for mapping between WebMC port ID to 
SEF port ID 
o WebMC port ID 
o SFE ID 
o SFE port ID 
o Motes mesh network definition 
o ZigBee PAN ID (globally unique) 
o Mote network security and encryption related parameters 
o Motes Table – There is one Motes Table for each WebMC. It identifies all the 

motes managed by this WebMC. For each mote, following fields are needed 
 Mote type ID 
 Mote ID 
 Configuration version number – of identification if saved configuration 

parameters are outdated, in case a mote has non-volatile memory to save 
those parameters. 

 Mote address (Zigbee ID) 
 Mote state 

 Status: online /offline 
 Configured or not 

 Definition of mote ports – list of all sensor and control ports implemented 
by this mote. 

• Each mote port is identified by a mote port ID.  
 WebMC-Mote port mapping table – For every sensor/control port 

implemented by this mote, there is an entry in this table for mapping 
between WebMC port ID to mote port ID 

 WebMC port ID 
 Mote ID 
 Mote port ID 
 Unit conversion algorithm – these conversions are done in motes 

o Convert from raw 8/16bit ADC input into voltage (mV) 
 If it is mV, 16bit unsigned integer can be used to 

represent up to 32.767 volt. For V, floating point is 
needed. 

o Convert from raw ADC input value to current? 
 Sensor data filtering – Some filtering requires sampling of the 

input a number of times in a short period and process them. To 
reduce traffic between WebMC and mote, these should be done in 
motes 
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o AC – DC voltage conversion 
 Filter parameter: AC frequency 

o Low pass filtering to remove turns mechanical relay 
clatters / bounces 

 Filter parameter. This problem does not exist if 
sensors are sample once every few minutes, or 
even once every few seconds 
 

• NOC-WebMC Port Mapping Table – There is one NOC-WebMC port mapping table 
for each WebMC. For each port, following fields are needed. 
o NOC port ID 
o WebMC port ID – unique among all the devices on the WebMC 
o State: enabled / disabled 
o EU conversion algorithm type ID 

 
Hierarchical Port Mapping and Unit Conversion 
With the tables defined in previous section, mapping of sensor and control ports between NOC 
port ID, WebMC port ID, and SFE / mote port ID is done in a hierarchical manner, distributed 
between NOC and WebMC. Similarly, sensor data unit conversion is also done hierarchically, 
distributed between WebMC and motes. Following Figure 2-2 shows how where these 
mapping and conversions are done. 
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NOC:

Sensor data processing: 
•Receives sensor data 
in EU

Port  mapping
•Map between NOC 
port ID and <WebMC 
ID, WebMC port ID>

NOC:

Sensor data processing: 
•Receives sensor data 
in EU

Port  mapping
•Map between NOC 
port ID and <WebMC 
ID, WebMC port ID>

WebMC:

Sensor data processing
•Receives sensor data in 
voltage (mV)
•Converts into EU
•Detect event conditions

Port  mapping:
•Map between WebMC 
port ID and <Mote ID, 
Mote port ID> or <SFE 
ID, SFE port ID>

WebMC:

Sensor data processing
•Receives sensor data in 
voltage (mV)
•Converts into EU
•Detect event conditions

Port  mapping:
•Map between WebMC 
port ID and <Mote ID, 
Mote port ID> or <SFE 
ID, SFE port ID>

Mote:

Sampling and processing
Sample senor data from 
DAC with specified gain
•Converts into voltage 
(mV)
•Performs filtering

Port  mapping
•Map between mote port 
ID  to EmberZNet 
specific address/offset

Mote:

Sampling and processing
Sample senor data from 
DAC with specified gain
•Converts into voltage 
(mV)
•Performs filtering

Port  mapping
•Map between mote port 
ID  to EmberZNet 
specific address/offset

Sensor/control 
port identified by 
WebMC port ID

Port identified by 
Mote port ID

 
Figure 2-2.  Device Mapping and Data Processing Between NOC, WebMC and 
Mote 
 
Field Device Configurator Functionality 
The field device configurator module in NOC performs following functions 

WebMC configuration – upon a WebMC becoming online the first time, the field device 
configurator initializes it, and sends the whole WebMC table entry – as well as related 
parameters for that WebMC and all the motes and SFEs it manages – to it. Upon receiving the 
configuration data, the WebMC saves the configuration in its non-volatile memory to survive 
power-loss or reset. WebMC also reconfigures the motes and SFEs with the new configuration 
parameters. 

Device network health monitoring – the field device configurator is notified when any WebMC or 
mote becomes online / offline (through offline message or timeout). It records the WebMC/ mote 
states in the WebMC configuration table. It might alert NOC operator or user if critical elements 
of the field device network are offline. With the online/offline status of all the devices, the NOC is 
able to maintain a current topology of all the sensor networks it manages. 

1. WebMC / mote firmware upgrade 
2. WebMC and mote diagnostics – WebMC and mote type-specific diagnostic tool 

might be supplied by this module for diagnostic, e.g. resetting the WebMC/mote, etc. 
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NOC PIL 
The NOC Platform Independent Layer (PIL) provides OS-independent abstraction of the 
services for use by other NOC modules, such as access to GRPS network, etc. This layer 
improves portability of NOC software stack between different OSs such as Windows and Linux. 

SMS/IP communication details should be implemented at this layer. 
 

NOC Platform 
Need to specify supported specific server HW and SW platforms, including OS, Database 
engine, and all other related packages. 
 

WebMC 
Figure 2-1 shows the WebMC software stack.  

Sensor Data Processor 
The sensor data processor modules performs following functions 

• Configuration of all sensor and control ports and sensor fusion engines 

• Sensor data collection – collects raw data samples (voltage) from sensors, and 
converts them to engineering units. 

• Sensor data forwarding – forward sensor data in EU to sensor fusion engines 

• Sensor event collection – collects events generated by sensor ports in motes(if any)  

• Sensor event processing – processes sensor events from motes, processes sensor 
data to generate additional events, and combines event from both sources for report 
to NOC. 

• Control state collection – receive control port state change reports from control signal 
processor 

• Data report to NOC – reports the collected sensor data, events, and control states to 
NOC 
 
 

Control Signal Processor 
The control signal processor receives requests from NOC or sensor fusion engines, and sets 
the state of specified control ports properly. It converts state from engineering unit to Boolean or 
voltage. It also reports the success state changes back to NOC through the sensor data 
processor module. 
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Sensor Fusion Engines 
A WebMC may implement one or more types of sensor fusion engines. Each type of engine 
may support one or more simultaneous instances. 
 

WebMC and Mote Configurator 
The WebMC and mote configurator module performs following functions: 

• WebMC and mote configuration – receives WebMC configuration parameters from 
NOC, and configures WebMC and motes and sensor/control ports properly. Since 
motes might join or leave the network dynamically, and they might not have non-
volatile memory for storing their configuration parameters over reset or power loss, 
every time a mote joins a network, WebMC will need to configure it 

• Device network health monitoring 
o Report all problems in WebMC to NOC 
o Monitors motes joining and leaving the device network and report the state 

change to NOC 
o Detects new motes and report these motes to NOC. NOC might prompt 

operators to configure it to join the network, or reject and exclude it from the 
network. 

• WebMC and mote firmware upgrade 

• WebMC and mote diagnostics 
 

 

WebMC PIL 
WebMC provides APIs for accessing following two devices: 

• GPRS modem (with SMS and TCP/IP) through serial port.  

• Sensor mote network through a second serial port 
 

Linux OS 
Specific version will be defined. 
 

Motes 
The motes form a wireless mesh network using IEEE 802.15.4 radio technology and ZigBee 
protocols. The whole network is managed by a mote running in gateway mode and connected to 
WebMC through a serial port. 
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WebMC communicates with the mote network through the gateway mote via serial port. The 
topology of motes mesh network as well as the communication protocols between the motes is 
opaque to WebMC. 

Figure 2-1 shows the software stack running on mote. 
 

Sensor Data Sampler 
At the request for WebMC to collect a data sample, this module drives the sensor hardware to 
set the proper gain, configures and drives ADC, reads the ADC output values, converts to 
voltage, applies required filters, and sends the results back to WebMC. 

In future releases, mote may also support digital sensors connected to interfaces such as 
UART, I2C, SPI. 
 

Control Signal Driver 
At the request of WebMC, this module sets the control port to specified state. Upon successful 
completion, it reports the new state of the control port back to WebMC. 
 

Mote Configurator 

• Status report – reports Mote online/offline state to WebMC 

• Mote configuration – configures all sensor and control port on the mote, set unit 
conversion parameters and filters to the ports. 

• Mote firmware upgrade 

• Mote diagnostics – upon request from WebMC 
 

Mote Network Gateway 
The mote connected to WebMC through serial port functions as gateway of the whole mesh 
network. It runs in gateway mode. In addition, it performs following functions: 

• Drives the communication with the WebMC  through serial port 

• Assign PAN ID (received from WebMC/NOC) to the mesh network 

• Relays messages between WebMC and all the motes 

 
Mote HAL 
The HAL provides device drivers to drive all the sensors input and control output ports 
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User Terminals 

WEB-MC NOC communicates with users through means such as web, voice, SMS, Email and 
pagers. 
 

Web Clients 
Following is a list of web clients supported by the WEB-MC:  

• Windows with IE, FireFox, and Mozilla. Need to list all the extensions and plug-ins 
required 

• Linux with FireFox, Mozilla 

• TBD Any PDAs, or other terminals?  

 

3 Communication Protocols 
NOC / WebMC Communication Protocol 

The PIL on NOC and WebMC should provide a layer for reliable and secure communication 
between them. The following messages are expected to be delivered reliably. Any failure will 
need to be reported by the PIL. All messages should be encrypted (except for the initial 
authentication exchange) if they are sent across unprotected public network such as the 
Internet.  

In all cases, the recipient of a message should process the message, and sends a response on 
whether the message has been processed successfully or if errors (e.g. invalid parameters etc.) 
have occurred. 

In implementation of the protocol, to minimize traffic and cost of GPRS service, messages with 
binary fields directly over TCP/IP is preferred over XML / web services. 
 

Field Device Configuration Messages 

NOC Initiated Messages 
Configure WebMC 
NOC sends to the WebMC all the parameters captured in the WebMC Configuration Table 
entry, as well as all related parameters. 

Response of this message reports back to NOC either success, or error conditions, e.g. invalid 
or incompatible parameters etc. 
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Set WebMC Time  
Set WebMC to a GMT time. 

Reset WebMC 
Upgrade WebMC Firmware 
Upgrade Mote Firmware 
WebMC Diagnostics 
Mote Diagnostics 
 

WebMC Initiated Messages 
WebMC Joins Network 
This message also include fields that indicates whether WebMC is configured or not, and 
configuration parameters version number. If the WebMC has not been configured properly, 
NOC needs to configure it before doing anything else. 

If the WebMC is unknown, operator should be alerted for action (new WebMC, or security 
breach). 

WebMC Leaves Network 
When a WebMC leave the network, all the mote it manages also leaves by nature. 

WebMC Heartbeat 
This message includes a list of all the motes currently online. 

Motes Join Network 
Each message can contain information of multiple motes. It also reports whether a mote is 
configured or not. 

If a new mote joins network, NOC either prompts operator to, or automatically, configure it and 
add to the network. Or it may reject the mote and warns operator for potential security breach. 

Motes Leave Network 
 

Data Sensing and Device Control Messages 

Data sensing and device control messages should not be sent to a WebMC until it is 
successfully configured. 
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NOC Initiated Messages  

Configure Ports 
NOC sends to WebMC the configuration parameters of a list of sensor and control ports 
(described in Device Table) that are managed by WebMC. This message also includes needed 
conversion algorithms for all port managed by the WebMC. 

WebMC saves the configuration data in its non-volatile memory, configures all sensor and 
control ports that are already online, or as they go online in the future 

This message can be used by NOC to either configure a single port on a WebMC, or configure 
*all* ports on it, or configure a specific list of port. 

Response of this message reports back to NOC either success, or error conditions, e.g. invalid 
or incompatible parameters etc. 

Start All Sensor Ports 
Starts all sensor ports that are managed by the WebMC and are online 

Start Sensor Ports 
Starts one or more specified sensor ports 

Stop All Sensor Ports 
Stop Sensor Port 
Set Control State 
Set a control port to a specific state. One message can contain multiple requests to multiple 
control ports. 

Request Data 
Upon reception of this message, WebMC should send to NOC all the sensor data, control state, 
and events it collected so far in its queue. 
 

WebMC Initiated Messages 
Sensor Data Samples 
Each message can contain a sequence of data entries from multiple sensor and control ports, 
as well as events. Each data entry is composed of following fields 

• WebMC port ID 

• Time stamp 

• Data or event values 
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Sensor Fusion Engine Specific Communication 
Sensor fusion engines might receive parameters as URLs and thus need to retrieve the actual 
parameters using the URL. 
 

WebMC / Mote Communication Protocol 

Communication between WebMC and gateway mote goes through a serial port, so there are no 
security or reliability issues. 

On the other hand, communication between motes on ZigBee network needs to be encrypted. 

Mote Configuration Messages 

WebMC Initiated Messages 
Configure Mote 
WebMC sends to the mote all the parameters for the mote in the Mote Table, and all the 
parameters for all device port of this mote, to the mote for configuration of the mote itself and all 
its device ports. 

Current version of motes does not have non-volatile memory, so mote needs to be configured 
by WebMC after every reset. 

Reset Mote 
Upgrade Mote Firmware 
Mote Diagnostics 

Mote Initiated Messages 
Mote Becomes Online 
Mote needs to report in this message whether it is already configured properly or not with the 
proper version of configuration parameters. 

Mote Going Offline 
Mote Heartbeat 

 

Device Sensing and Control Messages 

WebMC Initiated Messages 
Request Physical Sensor Data 
WebMC needs to issue separate request to individual sensor port on a mote for each sensor 
data sample. 
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Set Physical Control State 
Set control port to a specified state. 
 

Mote Initiated Messages 
Sensor Data Sample 
Upon request, a mote samples specified sensor port, converts the sample into voltage (mV) and 
applies required filters. It sends the result back to WebMC 
 

4 Theory of Operation 
The WEB-MC software system defined in this document supports many use cases initiated by 
NOC, WebMC, or Mote. This section identifies major use cases, and describes their control and 
data flows between NOC, WebMC and Mote. 
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NOC Initiated Use Cases 
NOC Configures a WebMC 

 
Figure 4-1.  Data Flow: NOC Configures a WebMC 

 
1. NOC sends “Configure WebMC” message to WebMC. The message contains all the 

parameters (captured in WebMC Configuration Table Entry and other related tables) 
for the WebMC and all the motes it manages. 

2. WebMC processes the “Configure WebMC” message, saves the parameters in its 
non-volatile memory, and configures itself. Then it sends a “Configure Mote” 
message to mote #0 

3. Mote #0 configures itself, and sends response back to WebMC indicating success.  
4. In steps similar to 2 and 3, all other motes are configured properly. At the end of the 

sequence, WebMC sends “Configure Mote” message to the last mote #n 
5. Mote #n configures itself and responds back to WebMC with success 
6. After all configuration is done, WebMC responds back to NOC with success 

NO WebM Motes
1. Configure 

… 

6. Response 

2. Configure Mote 

3. Response

4. Configure Mote 

5. Response

7. WebMC Joins 

8. Response 

9. Motes Join 

10. Response 
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7. Then WebMC sends “WebMC Joins Network” message to NOC, indicating that it is 
now in the network, and properly configured. 

8. NOC responds back to WebMC 
9. WebMC sends message “Motes Join Network” to NOC, listing all the motes that are 

online and just configured 
10. NOC responds back to WebMC 

 

NOC Configures all Sensor and Control Ports on a WebMC 

 

 
Figure 4-2.  Data Flow: NOC Configures All Logical Devices on WebMC 

NO WebM Motes
1. Configure Ports

2. Response 
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NOC Requests a WebMC to Start Sensor Data Collection 

NOC Requests a WebMC to Stop Sensor Data Collection 

NOC Sets State of a Control Port 

 
Figure 4-3.  Data Flow: NOC Set State of a Control 

 
 

NO WebM Mote
1. Set Control 

4. Response 

2. Set Physical Control 

3. Response



 

 

 

 

 

 

 

Attachment 11 
WEB-MC Diagnostic Algorithms 

 
Description of diagnostic algorithms employed with the WEB-MC system. 
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1 Introduction 
This document describes algorithms for automated fault detection and diagnostics (AFDD) for 
packaged heating, ventilation and air-conditioning (HVAC) systems, which are commonly used 
for small- to medium-size commercial buildings.  The document also describes algorithms for 
detecting problems with on/off scheduling of these systems and other building equipment and 
automatically controlling them during periods when building spaces are unoccupied.   
 
 

2   Heating, Ventilation and Air-Conditioning Diagnostics 

This section describes the AFDD algorithms for packaged HVAC systems, which are commonly 
used for small commercial buildings.  These systems are vapor compression cycle based 
electrically driven packaged rooftop units (RTUs).  Functionally the RTU can be broadly split into 
two major subsystems:  1) the air side and 2) the refrigerant side.  For convenience, the AFDD 
and condition monitoring for the RTU is divided into three different diagnostics modules:  1) air-
side diagnostics (AirDx), 2) refrigerant-side diagnostics (RefDx), and 3) efficiency diagnostics 
(EffDx).  The first two correspond to the two primary subsystems, and the third focuses on 
overall affiance of the unit. The faults that can be detected depend on the number of sensor 
measurements and the diagnostic approach used.  In developing and adapting diagnostic 
approaches, we seek a balance between limiting the number of sensors required (for purposes 
of minimizing cost) and providing information useful to building operators and equipment service 
providers. 

This section provides provide a description of the physical system, faults detected and 
diagnosed, sensor requirements, and algorithms used for each of the three modules. 

Sensitivity versus False Alarm 
A rule-based methodology is used that relies on comparisons tests between expected behavior 
under proper operation and actual behavior as characterized by measurements.  These 
comparisons are implemented in a way that accounts for both random noise, measurement 
uncertainty and systematic bias (e.g., measurement that are consistently high or low relative to 
the true value of the measured variable).  The methodology must account for these 
uncertainties in measured values in order to ensure reasonable levels of confidence in the 
AFDD decisions.   

For all three diagnostic modules (AirDx, RefDx and EffDx), tolerances are specified for each 
measured and static input variable to account for uncertainty.  The tolerances are propagated 
through all calculations and comparison tests.  For example, to test if the outdoor-air 
temperature is greater than the return-air temperature at a specific time, not only should the 
outdoor-air temperature value be greater than the return-air temperature, it should be greater 
than the return-air temperature plus a multiple of the uncertainty of the difference between the 
two measured values in order to minimize the probability that the true outdoor-air is actually less 
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than or equal to the return-air temperature.  The uncertainty of the difference between two 
measured variables is equal to the sum of the uncertainties for each of the two variables.  
Similarly, the uncertainty associated with other algebraic combinations of measured variables 
and tests can be evaluated using standard formulas for the propagation of errors in calculations 
(see, for example, Croarken and Tobias 2002)  Tolerances are specified for each variable to 
allow adjustment of the sensitivity of each decision and as a result the sensitivity of diagnostic 
alarms.  These tolerances should at a minimum account for the measurement uncertainty 
specified by the sensor manufacturer.  For example, a typical commercial-grade temperature 
sensor is accurate to about ±1 oF.  By making these tolerances adjustable, the level of 
sensitivity for fault detection and the occurrence of false alarms can be controlled but not 
independently.  The rate of occurrence of false alarms will always increase with increased 
detection sensitivity, and a balance must be struck between these two characteristics in 
adjusting the detection sensitivity.   

The comparison tests presented in the decision trees in this report are shown as simple 
deterministic comparisons.  Actual implementation, however, includes tolerances on all 
variables and propagation of them throughout the decision tree. For example, to test whether 
the outdoor-air temperature (Tout) is equal to the return-air temperature(Tret), if the tolerances on 
both temperature measurements are set to ± 0.5 oF , the outdoor-air temperature is declared 
equal to the return-air temperature only if the following condition is true:  

|(Tout – Tret)| ≤ 1.0∗  

The less than and greater than tests are constructed similarly using the assigned tolerances.   
 

Key Symbols Used in Decision Trees 
The key symbols used in describing the details of the logic trees are shown in  
Figure 1.  Throughout this report, boxes represent major sub-processes necessary to determine 
the operating state of the equipment.  Diamonds represent tests (decisions).  Ovals represent 
end states, which are designated as OK or problem states, and contain brief descriptions of the 
end state.   

                                                 
∗ 0.5 – (-0.5) = 1.0 
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Figure 1.  Key to the flowchart symbols 

 

HVAC Air-Side Diagnostic Algorithms (AirDx) 
This section includes a description of the air side of a generic RTU, a list of the air-side faults 
that are detected and diagnosed, sensor requirements, and the algorithms used for AFDD for 
the air-side of an RTU. 

Description of the Physical System 
An RTU typically has two control loops:  1) to control the outdoor-air intake and 2) to cycle the 
compressor on/off to meet the zone temperature set point.  Since the supply-air temperature is 
not ordinarily controlled, it generally floats as a function of the refrigerant evaporating 
temperature and the mixed-air conditions (for a constant airflow rate).  The basic operation of 
the RTU is to draw in outdoor air and mix it with return air from the zones and, when necessary, 
condition it before supplying air back to the zone as shown in Figure 2.   

An RTU typically has four primary modes of operation during periods when the zone is occupied 
for maintaining ventilation (fresh air intake) and comfort as shown in Figure 3.  The operating 
sequence determines the mode of operation and is based on the ventilation requirements, the 
internal and external thermal loads, and indoor and outdoor conditions.  

When the indoor conditions call for heating1, the heating is turned on (i.e., controlled) to 
maintain the zone-air temperature at its set point (heating mode in Figure 3).  If the heating is 
provided by a furnace or electric strip heating, the RTU compressor is locked off and the 
outdoor-air dampers are positioned to provide the minimum outdoor air that would satisfy 
ventilation requirements.  If the RTU itself provides heating (e.g. by heat pump), the RTU 
switches to the heating mode and the outdoor-air damper is positioned to provide the minimum 
outdoor air that would satisfy ventilation requirements.  As heat loss decreases or heat gains 

                                                 
1 Heating is provided several ways: 1) furnace (gas, oil or electric), 2) electric strip heating, or 3) heat 
pump. 
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increase, the heating requires of the zone decrease and the zone-air set point is maintained by 
the system turning the heating on and off (rather than running continuously).  As heat losses 
decrease (or heat gains increase) further and the zone calls for cooling, the RTU transitions 
from heating to cooling by entering into economizing mode.  Before mechanical cooling is 
provided, the outdoor-air dampers are opened fully to use the favorable outdoor conditions to 
provide 100% cooling (Economizing mode in Figure 3).  In this mode, no heating and cooling is 
provided, and the outdoor-air dampers are modulated (by some economizer systems) to meet 
all the cooling requirements. 
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Figure 2.  Schematic of a typical rooftop unit with sensors (shown in bold) and 
the controller. 
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As the heat gains on the zone continue to increase, outdoor air alone cannot meet all the 
cooling necessary, and the RTU changes modes by initiating mechanical cooling (Cooling and 
Economizing mode in Figure 3) to supplement the economizer.  In this mode, the outdoor-air 
damper is fully open, the heating is locked out, and the compressor runs to provide cooling.  As 
the outdoor conditions become unfavorable for economizing, the unit changes mode again.  
This time the outdoor-air dampers are moved to the minimum position to provide the minimum 
amount of outdoor air necessary to satisfy the outdoor-air ventilation requirements.  The heating 
continues to be locked out, and the compressor cycles to maintain the zone cooling set point 
with mechanical cooling. 

For RTUs without economizers, there are two basic modes of operation (Heating and 
Mechanical Cooling).  If an RTU has an economizer but it is not integrated with the mechanical 
cooling (i.e., it cannot economize and provide mechanical cooling simultaneously), then there 
are three basic modes of operation (Heating, Economizing, and Mechanical Cooling). 
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Figure 3.  Basic operating sequence of a rooftop unit. 

 

 

 



WEB MC Diagnostic Algorithms  6 

 

The economizer control strategies that are supported by the AirDx diagnostic module include: 
differential dry-bulb temperature based, differential enthalpy based, high limit dry-bulb 
temperature based, and high limit enthalpy based. 

With differential control strategies, the outdoor-air condition is compared with the return-air 
condition.  As long as the outdoor-air condition is more favorable than the return-air condition 
(for example, with dry-bulb temperature control, the outdoor-air dry-bulb temperature is less 
than the return-air temperature), outdoor air is used to meet all or part of the cooling demand.  If 
the outdoor air alone cannot satisfy the cooling demand, mechanical cooling is used to provide 
the remainder of the cooling load.   

With high limit control strategies, the outdoor-air condition is compared to a single, fixed set 
point (usually referred to as a high limit).  If the outdoor-air condition is below the set point, then 
outdoor air is used to meet all or part of the cooling demand; any remaining unmet cooling load 
is provided by mechanical cooling. 

In addition to these economizer control strategies, the AirDx supports fault detection with both 
integrated and nonintegrated economizers.  An integrated economizer, as its name implies, is 
fully integrated with the mechanical cooling system such that it can either provide all of the 
building’s cooling requirements if outdoor conditions allow, or it can supplement the mechanical 
cooling when outdoor conditions are not sufficiently favorable to handle the entire cooling load.  
An economizer often has the ability to throttle outdoor-air intake rates between minimum and 
maximum levels. 

Conversely a nonintegrated economizer does not operate when the mechanical cooling system 
is operating.  If outdoor conditions are not sufficiently favorable to allow 100% economizing, no 
economizing is used.  A two-stage thermostat often controls a nonintegrated economizer.  The 
first stage opens the economizer; the second stage locks out the economizer and turns on the 
mechanical cooling. 
 

 Faults Detected and Diagnosed by the AirDx Module 
The AirDx module continuously monitors the performance of the RTU and can detect over 20 
different basic operation problems or faults with outdoor-air control and economizer operation.  
As with any mechanical system, faults can occur that diminish or eliminate an economizer’s 
usefulness.  However, unlike the primary (mechanical) cooling system, a failure of the 
economizer may go completely unnoticed.  Any failure, for example, that prevents outdoor air 
from being used for cooling when outdoor conditions are favorable, may go unnoticed because 
the mechanical cooling system will meet the entire load and occupants will suffer no discomfort.  
Similarly, a failure that results in too much outdoor air may not be apparent in a reheat system.  
Re-heating will ensure that the air supplied to the space is at a comfortable temperature.  In 
both of these examples, however, the system would be using more energy (and costing more to 
operate) than necessary. 
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The AirDx is designed to monitor conditions of the system not normally experienced by 
occupants.  The common types of outdoor-air ventilation and economizer problems handled by 
the module include stuck outdoor-air dampers, failures of temperature and humidity sensors, 
economizer and ventilation controller failures, supply-air controller problems, and air flow 
restrictions that cause unanticipated changes in overall system circulation.  The diagnostician 
also performs some self diagnosis to identify errors introduced by users in setup and 
configuration of the software.   

At a high level the faults that can be identified by the AirDx module can be grouped into four 
categories:  1) inadequate ventilation, 2) energy waste, 3) temperature sensor and other 
miscellaneous problems, and 4) missing or out of range inputs.  These four categories can be 
further expanded as follows: 

1. Outdoor-air ventilation problems 
a. no ventilation is being supplied 
b. ventilation is inadequate 

2. Energy use is high 
a. too much ventilation during cooling mode 
b. too much ventilation during heating mode 
c. economizer should not be operating 
d. economizer should not be at full flow 
e. economizer operation may be detrimental 
f. economizer should not be off 
g. economizer should not be at part flow 
h. economizer is not throttling to maintain supply-air temperature 
i. mechanical cooling should not be off 
j. simultaneous heating and cooling  

3. Temperature sensor and other problems 
a. mechanical cooling should not be on 
b. ventilation air flow is less than the minimum required 
c. ventilation air flow is greater than maximum needed 
d. temperature sensor problem 

 

 AirDx Sensor Requirements 
The AirDx method only requires six periodically measured data points (shown in Figure 2 with 
bold labels).  In addition to these six variables, the damper position is also required for RTUs 
with damper-position control, i.e., if the damper position is controlled to maintain the indoor 
ventilation or to control the supply-air or the mixed-air temperature when the RTU is 
economizing.  For economizers with enthalpy based control, outside- and return-air (the latter 
only for differential enthalpy control) relative humidity or dew-point temperatures are required.  
The methodology has been developed to maximize detection and diagnosis of faults with a 
minimum number of measured data points.  The sensors required to collect all the measured 
data points are not generally installed for controlling the operations of the RTU.   
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 AirDx Diagnostic Algorithms 
The AirDx procedure described in this section is based on an outdoor-air economizer (OAE) 
diagnostic tool that detects and diagnoses faults with AHU and economizer operations.  The 
OAE diagnostic tool is part of a larger tool developed by Pacific Northwest National Laboratory 
as part of the commercial buildings research program of the U.S.  Department of Energy’s 
Building Technologies Program. 

The AirDx uses a logic tree to discern the operational “state” of outdoor-air ventilation and 
economizer systems at each point in time for which measured data are available.  The logic is 
based on the engineering principles that drive the basic operating sequence of the AHU as 
described below.  The methodology uses basic rules derived from the basic operating 
sequences described in the previous section (0).  The rules are implemented in a decision tree 
structure.  The AirDx uses periodically measured conditions (temperature or enthalpy) of the 
various airflow streams, measured outdoor conditions, and equipment status information to 
navigate the decision tree and reach conclusions regarding the operating state of the RTU.  At 
each point in the tree, a rule is evaluated based on the data, and the result determines which 
branch the diagnosis follows.  A conclusion is reached regarding the operational state of the 
RTU when the end of a branch is reached. 

Many of the states correspond to normal operation and are dubbed “OK states.”  For example, 
one OK state is described as “ventilation and economizer OK; the economizer is correctly 
operating (fully open), and ventilation is more than adequate.”  Other states correspond to 
something operationally wrong with the system and are referred to as “problem states.”  An 
example problem state might be described as “economizer should not be off; cooling energy is 
being wasted because the economizer is not operating; it should be fully open to utilize cool 
outdoor air; ventilation is adequate.”  Other states (both OK and problem) may be tagged as 
incomplete diagnoses, if sufficient measured information is not available; this can sometimes 
occur if a sensor measurement signal is somehow lost temporarily. 

Each problem state known to the AirDx has an associated list of possible failures that could 
have caused the state; these are identified as possible causes.  In the example above, a stuck 
outdoor-air damper, an economizer controller failure, or perhaps a misconfigured setup could 
cause the economizer to be off when it should be on.  Thus, at each metered time period, a list 
of possible causes is generated.   

The first level diagnostics for an AHU system are performed by using data from a single 
measurement period to: 

• identify the current state of the system and determine whether that is a problem or 
not, 

• list possible failures that could cause the state if it is a problem, 
• list impossible failures that could not exist given the state of the system, and 
• provide an explanation of the diagnostic reasoning used to infer the state. 
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An overview of the process that the AirDx uses to conduct the single-state diagnosis is provided 
in  
Figure 4.  The full details of the algorithm or the decision tree are provided in Figures Figure 5 
through Figure 15 which amplify each process (box) or test (diamond) shown in  
Figure 4.   

After analyzing the data from a measurement period, a state is identified by the single-state 
diagnosis process.  A state is a description of the operating condition of the RTU.  Every state 
includes (at least) whether the outdoor air being supplied is adequate for the current occupancy 
level and whether the economizer operation (or lack thereof) is correct for the current 
conditions.  It also includes the operational status of the system (e.g., “the outdoor-airflow 
indicates that the economizer system is fully open”).  The diagnostic process is complete when 
the state of the system is as fully defined as possible, and processing then continues with data 
from the next time step when it becomes available. 
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Figure 4.  Overview of the automated fault detection and diagnostics for the air-
side of an RTU (including economizer and ventilation operations). 
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States are classified as either problems or OK states.  OK states are states of operation in 
which the single-state diagnostic module finds no operational problems, given the current 
conditions.  For example: “the system is supplying the required outdoor air and the economizer 
is (correctly) not operating.”  Problem states are states in which some function of the system 
appears to be operating incorrectly, given the current conditions.  Problem states include a 
description of the problem.  For example: “the system is not supplying the required outdoor air.”  

The single-state diagnostic process is sequential.  It terminates when it determines that the RTU 
is properly operating or when it finds the first problem.  Although the process can be modified to 
track multiple problems simultaneously, the computational overhead to implement such a 
process is certainly higher than a sequential process.  The flow charts and the discussion 
presented in this report assume that there is a single predominant fault, unless otherwise 
mentioned.  While it is likely that in reality the RTU could have multiple simultaneous faults, the 
process that is outlined does not fail.  If the RTU has multiple problems, the process only 
identifies the first predominant problem encountered.  However, if the first problem is corrected 
and new data are then analyzed, the process will identify the next predominant problem 
encountered.  Identifying faults sequentially may take slightly longer time, but is still much better 
than letting the RTU operate inefficiently or in faulty condition. 
 

 Details of the AirDx Decision Tree 
In this section, we discuss and illustrate the rules derived from engineering models of proper 
and improper RTU operations.  The discussion is limited to the RTU operations and does not 
include the range and the limit checks for the measured variables and the static inputs (such as 
set points).  These checks are essential in any analysis, but the techniques used to implement 
these options are well known and understood and, therefore, will not be discussed in this report.   

The first step in an AFDD process is to make sure that the data are valid.  This process is 
shown in Figure 5 as “Get Data & Trap Errors.”  The details of checking the critical control 
temperature sensors (outdoor , return  and mixed air) are shown in Figure 5.  The mixed air is, 
as the name implies, a mixture of the outdoor-air and return-air streams; therefore, the value of 
the mixed-air temperature can never be higher or lower than both the outdoor- and return-air 
temperatures (within the tolerances of the sensors). 

If a temperature sensor problem is detected and the outdoor-air fraction is used to control the 
outdoor-air dampers, then no further diagnostics of the RTU operation are possible.  Diagnoses 
based on faulty temperature measurements would be faulty themselves.  However, if the 
damper position is directly controlled to maintain the outdoor-air flow, then the diagnostics can 
be continued further, although on a limited basis.  The process outlined in Figure 5 is passive 
and, because it lacks physical redundancy, is incapable by itself of pinpointing which of the 
three sensors is faulty.   
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Figure 5.  Decision tree to identify temperature sensor problems associated with 
the measurement of outdoor- , return- , and mixed-air temperatures 

 
The next step in the diagnostic process is to identify the state of the RTU and verify that it is as 
expected by comparing the actual outdoor-air flow rate to the required and the minimum rates 
as shown in Figure 6.  The comparison variable, outdoor air, can be either the damper position 
(which is the case in the vast majority of RTUs in the field) or the outdoor-air fraction (OAF).  
The required outdoor air is the damper setting or the OAF that would satisfy the ventilation 
requirements for the current occupancy.  Because the occupancy can change from hour-to-
hour, the required outdoor air can also be different for each hour.  The minimum outdoor air is 
either the minimum position to which the outdoor-air damper can modulate or the OAF at the 
minimum outdoor-air damper position; it is generally zero (i.e., the dampers can be fully shut).   
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The five possible outcomes for the series of tests shown in Figure 6 are: 

1. the supply fan is OFF and no ventilation is required, 

2. the supply fan is OFF but ventilation is less than required, 

3. the supply fan is ON but ventilation is less than required, 

4. the supply fan in ON and ventilation is greater than required, and 

5. the supply fan in ON and ventilation is equal to that required.  

The first three of these outcomes are problems and the diagnostic processing stops for this 
record (time step), and then the next record (i.e., the next set of inputs) is processed.  
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No Yes
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Operation OK No outdoor
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Outdoor Air
 < Required
Outdoor Air
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Outdoor Air
 = Required
Outdoor Air

 

Figure 6:  Decision tree to compare the actual outdoor air to the required outdoor 
air. 



WEB MC Diagnostic Algorithms  14 

 

 Outdoor Air is Greater Than Required 
If the supply fan is ON and the ventilation is greater than required, the proper states for the RTU 
are:  1) economizer mode, or 2) economizer with mechanical cooling, as shown in Figure 3.  
When the RTU is in these states, heating cannot be ON, but cooling can be ON depending on 
the indoor and outdoor conditions.   

The rules governing these states are shown in Figure 7.  There are five possible outcomes for 
the series of tests: 

1. the damper position is greater than required, but the OAF is less than required, 

2. simultaneous heating and cooling are occurring, 

3. there is no economizer, cooling is ON, and the outdoor air is greater than that 
required, 

4. heating is ON and the outdoor air is greater than required, and 

5. heating is OFF and outdoor air is greater than required.   

 

Outcomes 1 through 4 are problems.  Outcome 5 requires a test of the economizer operation as 
shown in  

Figure 8.  There are three outcomes of the series of tests in  

Figure 8: 

1. the outdoor conditions are not favorable for economizing, 
2. the outdoor and indoor conditions are nearly equal (within the dead band of economizer 

operation), and 
3. the outdoor conditions are favorable for economizing.   
 

Clearly, outcome 1 is a problem, and outcome 3 requires further diagnosis, which is provided in 
Figure 9.   

At this stage, we have verified that the outdoor-air intake is greater than the required level, 
heating is OFF, and the economizer should be ON.  The decision tree shown in Figure 9 
compares the expected mixed-air temperature when the outdoor-air damper is fully open to the 
supply-air set point temperature.  If the expected mixed-air temperature is less than the set point 
then the outdoor-air damper position should be throttled to part flow; if not, it should be wide 
open.   

The next step is to verify that the economizer is at the maximum flow (Figure 10) or the 
outdoor-air dampers are fully open.  The outcomes of this test are: 

1. the economizer flow rate is greater than the maximum flow rate (this condition should 
not occur unless there is sensor problem or configuration problem), 
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2. the economizer should not be at part flow, 
3. the outdoor-air damper position appears to be OK, but the outdoor-air fraction is 

greater than its maximum, 
4. the outdoor-air damper position appears to be OK, but the OAF shows that the flow 

is less than its maximum, 
5. the damper position is OK, and 
6. the OAF is OK.   

 
These outcomes correspond to one of the two end points of the “greater than” tree structure.  
Outcomes 1 through 4 are problem states.   

The next step is to verify that the outdoor-air intake is not at the maximum flow and the cooling 
is not ON (Figure 11).  The possible outcomes of this test are: 

1. outdoor-air intake is greater than its maximum (this condition will only occur if there is a 
sensor problem or configuration problem), 

2. outdoor-air intake is equal to the maximum flow, 
3. cooling is ON when the outdoor conditions are sufficient to maintain the supply-air 

temperature set point, and 
4. cooling is OFF, check if the economizer can maintain the supply-air set point.   
 

Outcomes 1 through 3 are problem states, and outcome 4 needs further testing. 



WEB MC Diagnostic Algorithms  16 

 

Economizer Present

Is Heat Off and an
Economizer Present

Heating Status +
Cooling Status > 1

Outdoor-Air Fraction
> Required

Compare
Outdoor-Air

Flow to
Requirement

Problem: Damper Position
OK, OA flow less than

required
No

Economizer?

Yes

No

Cooling Status = ON

No

Heating Status = ON

Problem: Simultaneous
heating and cooling Yes

Check
Economizer

ON

Problem: Outdoor air above
required

Yes

Yes

Yes

No

Process Next
Record

Problem: Outdoor air above
required

No

No Economizer Present

 
Figure 7.  Decision tree to check if heating is OFF and an economizer is present. 
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Figure 8.  Decision tree to check if the economizer should be ON. 
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Figure 9.  Decision tree to verify whether the economizer should be at part flow or 

maximum flow. 
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Figure 10.  Decision tree to verify that the economizer should be at maximum flow 

(outdoor-air dampers fully open). 
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Figure 11.  Decision tree to verify that the economizer should be at part flow. 

 

The last step is to verify that the economizer can maintain the supply-air temperature set point 
(or the difference between the supply-air temperature and the supply-air temperature set point is 
within the dead band) as shown in Figure 12.  The outcomes of this test are: 

1. mechanical cooling should be ON, 
2. the temperature controller is not working properly, and 
3. the outdoor-air dampers are properly throttled to maintain the required supply-air set 

point temperature.   
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Outcomes 1 and 2 are problem states.  This is the second end point of the “greater than” tree 
structure (see Figure 6). 
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Figure 12.  Decision tree to check whether the economizer temperature controls 

are properly functioning. 

  
Outdoor Air is Equal To Required 
If the supply fan is ON and the damper is positioned to provided the minimum required 
ventilation, the proper states of the RTU are “Heating Mode” or “Mechanical Cooling Mode” as 
shown in Figure 3.  If the RTU is in any other state, it is considered to be operating improperly.  
So, the first step in this part of the decision tree is to verify that no simultaneous heating and 
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cooling is occurring and only heating is ON or only cooling is ON (Figure 13).  The possible 
outcomes of this test are: 

1. the damper is positioned properly, but the OAF is less than that required, 
2. simultaneous heating and cooling is occurring, and 
3. either heating or cooling are ON.   
 

Outcomes 1 and 2 are problem states, while outcome 3 requires additional tests as shown in  
Figure 14. 
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Figure 13.  Decision tree to check economizer and heating and cooling 

operations. 
 

The next step is to check that heating is ON and cooling is OFF ( 
Figure 14).  The possible outcomes of this test are: 

1. heating is ON and ventilation is at the required level, 
2. the damper position is at the required position, but the OAF is greater than required, 

and 
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3. cooling is ON.   
 

Outcome 2 is a problem, and outcome 3 will need additional tests as shown in Figure 15. 

If cooling is ON and the damper position is at the minimum position required to satisfy the 
ventilation requirement, the outdoor conditions should be unfavorable for economizing 
(Figure 15).  The possible outcomes of this test are: 

1. the outdoor conditions are favorable for economizing, so outdoor air should be used 
to satisfy the cooling load, 

2. the difference between the outdoor and the indoor conditions is within the 
economizer dead band, 

3. the damper position is OK, but the OAF is greater than required, and 
4. the economizer is OFF correctly, because the outdoor conditions are not favorable 

for economizing.   
5. The outcome 1 and 3 are problem states.  This is the end point of the “equal to” tree 

structure. 
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Figure 14.   Decision Tree to Check Whether Heating is ON and Cooling is OFF. 
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Figure 15:  Decision tree to verify that the economizer should be OFF. 

 

HVAC Refrigerant Side Diagnostics (RefDx) 
In this section, the refrigerant side diagnostic algorithms are described.  The RefDx module 
detects faults, identifies possible causes of the detected faults, and estimates the energy 
impacts arising from degraded operations. 
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Description of the Physical System for RefDx 
As shown in Figure 16, major components of the refrigerant side include:  the compressor, the 
indoor and outdoor heat exchangers, the condenser fan, the expansion valve, and the reversing 
valve (which is only present in heat pump systems and is, therefore, not shown in the figure).  
Typically RTUs are controlled by room thermostats, which are ON/OFF type controls. 

Faults Detected and Diagnosed 
Based on the review of existing literature and discussion with project team members, the 
following six faults were selected:  1) improper charge (too little or too much), 2) condenser 
(outdoor coil) heat transfer problem, 3) evaporator (indoor coil) heat transfer problem, 4) liquid 
line restriction, 5) refrigerant valve leakage (compressor), and 6) non-condensable, such as air 
in the system. 

Sensor Requirements for RefDx 
The minimum set of measurements required to detect the six faults selected for detection and 
monitoring the refrigerant side performance are:  

1. outdoor-air dry-bulb temperature,  
2. liquid-line temperature (refrigerant temperature at the compressor outlet or as it leaves 

the condenser),  
3. discharge pressure (refrigerant pressure at the compressor outlet or as it leaves the 

condenser),  
4. suction-line temperature (refrigerant temperature at the compressor inlet),  
5. suction-line pressure (refrigerant temperature at the compressor inlet), and  
6. compressor power consumption or compressor status.     
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Figure 16.  Schematic diagram of a Vapor Compression System with Sensor 
Measurements for Refrigerant Side Diagnostics. 

 

In addition to the six measured quantities, several derived quantities are used in monitoring and 
diagnosing the refrigerant-side performance:  1) liquid sub-cooling, which is estimated as the 
difference between the condensing temperature (calculated from measured discharge pressure 
and refrigerant properties) and the measured temperature of the liquid line, 2) the superheat, 
which is the difference between the evaporating temperature (calculated from the measured 
suction pressure and refrigerant properties) and the suction temperature, and 3) the condensing 
temperature over ambient, which is the difference between the condensing temperature and the 
outdoor-air dry-bulb temperature.   

Additional measurements that will improve diagnostic capability include:  1) supply-air dry-bulb 
temperature, 2) mixed-air dry-bulb temperature, 3) mixed-air relative humidity (or dew point), 4) 
surface temperature of condenser, 5) surface temperature of evaporator and 6) compressor 
power consumption.  Additional measurement will refine the diagnostics provided by the 
minimum set of sensors.  In addition, cooling/heating capacity and efficiency degradation can be 
computed and tracked.  Although having pressure measurements makes diagnosis of the faults 
more reliable, they are more expensive than temperature and humidity sensors.  The pressure 
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sensors, however might be replaced with surface temperature measurements of the evaporator 
and condenser if positioned properly2 (as shown in Figure 16).   

 Refrigerant Side HVAC Algorithms 
The RefDx procedures implemented as part of this project are described in this section.  There 
are many applications of AFDD to air-conditioners and heat pumps based on the vapor-
compression cycle. Refer to Katipamula and Brambley (2005) for a summary of these papers.  
The approach used in this project is based on pressure, temperature and compressor status (or 
power consumption) measurements to detect problems with the condenser, the evaporator, the 
compressor, and the refrigerant charge of RTUs.  The measurements are used to estimate 
characteristic quantities, such as refrigerant sub-cooling, refrigerant superheating, temperature 
drop across the evaporator, and temperature drop across the condenser.  The characteristic 
quantities are then compared to predetermined thresholds to detect faults and diagnose 
possible causes of them.  Both detection and diagnosis are conducted in a single step in this 
approach, i.e., if a fault is detected, the potential cause is also known at the same time.  For 
more details on the method used refer to Yoshimua and Ito (1989) and Chen and Braun (2001). 

An overview of the refrigerant-side AFDD process is shown in Figure 17.  The full details of the 
diagnostic tree are provided in Figure 18 and Figure 19.  Unlike the air-side process, the 
refrigerant-side diagnostic process identifies multiple simultaneous faults. 

The decision trees described in this section are based on rules derived from heuristic reasoning 
of proper and improper RTU operations.  The discussion is limited to the refrigerant-side 
operations of the RTU specifically and does not include the range and the limit checks for the 
measured variables and the static inputs (such as set points).  These checks are essential in 
any analysis, but the techniques used to implement these options are well known and 
understood and, therefore, are not be discussed in this report.     

 

 

 

                                                 
2 This will be tested as part of laboratory testing of refrigerant-side diagnostics and guidance for 
placement of these temperature sensors developed in a later phase of this project. 
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Figure 17.  Overview of the Automated Fault Detection and Diagnostic Process for 
Refrigerant-Side Diagnostics for an RTU. 
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The key symbols used in describing the details of the logic tree are shown in  
Figure 1.  An overview of the logic tree used in refrigerant side diagnostics is illustrated in 
Figure 17.  The boxes represent major sub-processes necessary to determine the operating 
state; diamonds represent tests (decisions); ovals represent end states and contain brief 
descriptions of OK and problem states.   

 Details of the RefDx Decision Tree 
The first step in an AFDD process is to make sure the defaults values for some variables are set 
(for example, the tolerances for the measured and static variables).  The next step is to read 
configuration information.  An example of a configuration file is shown below:   

 

# Sample Ref. Dx configuration file 

 

BuildingID = "Bldg1" 

RefrigerantType = "R22"; 

ExpansionValveType = "TXV"; 

DesignSupplyAirFlow = 1000; 

CoolingEfficiency = 12.0; 

BlendedElectricEnergyPrice = 0.10; 

CostImpactThreshold = 1.0; 

SensitivitySetting = 2; 

SystemID = "RTU1"; 

OptionalOutput = 0; 

# 

CompressorSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

CompressorSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

CompressorSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

CompressorSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 
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CompressorSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

FanSchedule = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

FanSchedule = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

FanSchedule = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

FanSchedule = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

 

The next process sets detection thresholds based on the user-selected sensitivity level and the 
type of refrigerant.  Although only two refrigerants types are currently supported, other 
refrigerant types can be added as needed.  The normal threshold settings for the characteristic 
quantities for the two refrigerants are listed in Table 1.  For other sensitivity settings, these 
values are scaled using the values shown in Table 2.  If the refrigerant type does not match 
either R22 or R410A, the program exists with an error code. 

 

Table 1:   Detection and Diagnostic Thresholds for Characteristic Quantities for 
Selected Refrigerants at Normal Sensitivity 

 Threshold (oF) 

Characteristic Quantity R-22 R401A 

Low sub-cooling  13 13 

High sub-cooling (oF) 15 15 

Superheat (oF) 13 13 

Difference between outdoor-air and condenser saturation temperature(oF)  20 20 

Low difference between mixed-air and evaporator saturation temperature (oF) 31 31 

High difference between mixed-air and evaporator saturation temperature 
(oF) 34 34 
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Table 2 – Sensitivity Scaling 
 

Sensitivity Value 

Low-Low 0.5 

Low 0.7 

Normal 1.0 

High 1.5 

High-High 2.0 

 

The next step in the AFDD process is to read the measured data from a file.  One record at time 
is read and processed.  After the first record is read, the expected compressor and the fan 
status is established based on the user provided inputs.  Then, the following characteristic 
quantities are computed: 1) sub-cooling, 2) superheat, 3) temperature drop across the 
evaporator coil and 4) temperature rise across the condenser coil.   

The calculation of characteristics quantities (CQs) is shown in Figure 18.  There are five 
possible outcomes in the series of tests shown in Figure 18:  1) mixed-air temperature is 
missing, NULL or not within limits, 2) supply-air temperature is missing, NULL or not within 
limits, 3) refrigerant sub-cooling cannot be computed because both discharge pressure 
measurement and condenser saturation temperature (surface temperature of condenser) are 
missing, 4) refrigerant superheat cannot be computed because both suction pressure 
measurement and evaporator saturation temperature (surface temperature of evaporator) are 
missing and 5) all characteristic quantities computed and the process can proceed to the single-
state diagnosis, which is described below.  Outcomes 1 through 4, processing of the current 
record terminates, and processing proceeds to the next record when it becomes available.   

The decision tree to detect and diagnose faults with the refrigeration side is shown in Figure 19.  
This process identifies faults based on the measured data and calculated characteristic 
quantities.  Outcomes are the identification of one or more faults in the RTU.  The process does 
not stop with detection of a fault; it continues to test for other faults, identifying all that are 
indicated for the current record (time step).  If no fault exists, the diagnostic code is set to “0.”  
The diagnostic codes are written to an output file and the next record is processed when it 
becomes available. 

This process continues until all data in the input file are processed and corresponding output 
generated.  It then begins again when the next record becomes available. 
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Figure 18.   Decision Tree to Identify Missing or Out-of-Limit Values and 
Calculation of Characteristic Quantities 
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Figure 19.  Decision Tree for the Single-State Refrigerant-Side Diagnostic 
Process. 
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 HVAC Efficiency Monitoring (EffDx) 
In this section, the efficiency monitoring system is described.  The EffDx module monitors and 
tracks the capacity and efficiency of the RTU.   

 Description of the Physical System for EffDx 
As shown in Figure 16, major components of the refrigerant side include:  the compressor, the 
indoor and outdoor heat exchangers, the condenser fan, the expansion valve, and the reversing 
valve (for heat pumps; not shown in the figure).   
 

 Faults Detected and Diagnosed for EffDx 
The EffDx module does not detect or diagnose faults at this time.  It monitors and tracks the 
capacity and efficiency of the RTU.  Future enhancements (in this project, if time and resources 
permit) will include the capability to detect degradations in capacity and efficiency over time. 

  
Sensor Requirements for EffDx 
The minimum set of measurements required for monitoring and tracking RTU capacity and 
efficiency are:  1) outdoor-air dry-bulb temperature, 2) mixed-air temperature, 3) mixed-air 
humidity, 4) supply-air temperature, 5) supply-air humidity, and 6) compressor power 
consumption (see Figure 20).     
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Figure 20.  Schematic Diagram of a Vapor Compression System with Sensors for 
Efficiency Monitoring 
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Figure 21.  Overview of Efficiency Monitoring Process for RTU 
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 Efficiency and Capacity Monitoring Algorithms 
The efficiency and capacity tracking process is shown schematically in Figure 21.  The first step 
is to set default values for some variables (for example, the tolerances for all measured and 
static variables).  The next step is to read configuration information.  An example of a 
configuration file is shown below: 

# Sample Efficiency/Capacity Monitoring Configuration file 

BuildingID = "Bldg1"; 

SystemID = "RTU1"; 

UnitType = "AC"; 

DesignSupplycfm = 1000.0, "cfm", 1.0, 0., 10000.0, 0.0, 0.0; 

CoolingEfficiency = 3.0, "COP", 1.0, 0., 10., 0., 0.; 

ElectricEnergyPrice = 0.1, "$/kWh", 1.0, 0., 1.0, 0.0, 0.0; 

MixedAirHumiditySensorType = "R"; 

SupplyAirHumiditySensorType = "R"; 

 

# optional with defaults 

CostThreshold = 1.0, "$", 1.0, 0., 100., 0.0, 0.0; 

SensitivitySetting = 2; 

 

# always defaulted 

CoolingEnergySource = "E"; 

FanOnSignal = "O"; 

FanStatusThreshold = 0.05; 

MechanicalCoolingOnOffSignal = "O"; 

MechanicalCoolingStatusThreshold = 0.05; 
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The next step is to read the measured data from a file.  One record at a time is read and 
processed.  After the first record is read, the mixed-air and supply-air enthalpies are calculated 
and then the air side capacity is estimated.   

The process for calculating the capacity and efficiency is shown in Figure 22.  There are five 
possible outcomes in the series of tests shown in Figure 22:  1) compressor status is not 
defined, missing, or NULL, 2) heating/cooling status for a heat pump is not defined, missing, or 
NULL, 3) mixed-air enthalpy cannot be computed, 4) supply-air enthalpy cannot be computed 
and 5) capacity and efficiency have been calculated.  For all outcomes, the execution will 
proceed to process the next record from the measured data file.  After all data from the 
measured data file are processed the execution stops until a new record becomes available. 
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Figure 22.  Calculation of Capacity and Efficiency of an RTU. 
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3 Schedule Diagnostics and Controls (SchDx) 

Introduction 
In this section, the algorithms for the schedule diagnostics and controls module are described.  
The SchDx module monitors and tracks end use energy consumption and reports unscheduled 
operations during unoccupied periods.  If a device or system is detected ON during a time for 
which it is scheduled to be off, this module will check that a secondary verification variable (e.g., 
occupancy) has a suitable value and, if so, send a control signal to turn the energy-using device 
or system OFF.  

 

Faults Detected and Diagnosed 
The current implementation of the SchDx module detects operation during unscheduled periods 
and generates alarms.  It then checks occupancy of the spaces served by the equipment found 
operating during unscheduled times, and if the space is confirmed as unoccupied, the module 
generates a control signal to turn OFF the equipment (end use).   

 

Sensor Requirements 
The SchDx module requires measurement of end use consumption of each device or system 
monitored as well as the occupancy for the spaces served by the equipment or system.  

 

Schedule Diagnostics and Control Algorithms 
The overall process is shown in Figure 23.  The first step is to set the default values for several 
variables (for example, the tolerances for the measured and static variables).  The next step is 
to read configuration information.  An example of a configuration file is shown below: 

 

# Sample Schedule configuration file terminate end of data in each line with a ';' 

  

BuildingID = "TestBuilding"; 

SystemID = "Light1"; 

SensitivitySetting = 1; 
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PointsList = "ParkingLotLights", "MainOfficeFloor", "OccSensor1", "OccSensor2", 
"OccSensor3"; 

EndUseThreshold:ParkingLotLights =  20; 

EndUseThreshold:MainOfficeFloor =  2; 

Type:ParkingLotLights = enduse; 

Type:MainOfficeFloor = enduse; 

Type:OccSensor1 = sensor; 

Type:OccSensor2 = sensor; 

Type:OccSensor3 = sensor; 

EndUseDependencies:ParkingLotLights = "OccSensor1", "OccSensor2"; 

EndUseDependencies:MainOfficeFloor = "OccSensor3"; 

 

Schedule:ParkingLotLights = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

Schedule:ParkingLotLights = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

Schedule:ParkingLotLights = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

Schedule:ParkingLotLights = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

Schedule:ParkingLotLights = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 

 

Schedule:MainOfficeFloor = "1-12, 1-5, 00:00, 23:59, 1.0"; # weekdays 

Schedule:MainOfficeFloor = "1-12, 0, 00:00, 23:59, 0.0"; # sunday 

Schedule:MainOfficeFloor = "1-12, 6, 00:00, 09:59, 0.0"; # saturday 

Schedule:MainOfficeFloor = "1-12, 6, 10:00, 15:59, 0.0"; # saturday 

Schedule:MainOfficeFloor = "1-12, 6, 16:00, 23:59, 0.0"; # saturday 
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Figure 23.  Overview of Schedule Diagnostics and Control Process. 

 
The measured data are then read from an input file, one record at a time.  After the first record 
is read, the logic shown schematically in Figure 24 is executed.  The process continues until all 
data from the measured data file are read and processed.  The findings of the module and 
records of all actions taken by the SchDx are output to an output file. 
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Figure 24.  Diagnostic Logic for Schedule Diagnostics and Controls. 
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NorthWrite WM-Dx Specification 

 
Specification for generation 2 hardware system. 
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1 Physical Description of WM-DX 
The following is a list detailing the physical aspects of the WM-Dx and the environmental 
design characteristics.    

Enclosure 

• NEMA 4X rated Fiberglass Watertight Enclosure 

• All stainless steel fastening hardware 

• Optional Silk Screen labeling available for OEM applications 

• 8” H X 6” W X 4” D (Approximate) 

• Weight 4.00 Lbs 

• Optional Mounting Accessories Available  

• UL Approved Enclosure 

• External label should include unique identifier for unit 

• Pin-outs must be clearly labeled and match labels on sensor leads 

 

Environmental 
• Operational Temperature Range -40C to +80C 

• 0-90% relative humidity, non-condensing  

• All Weather Antenna and Wire Glands 

 

Electrical 
• 24 VAC Operation 

• Power Source Surge Suppression  

• Power Failure Message Capability 

• 5 VDC excitation voltage available for analog sensors  
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2 Design Overview 
 
Analog 

1. Three (3) – 120~480 VAC voltage monitoring channels (Non-Revenue 

Grade) resolution=0.5%, units=volts, accuracy=2%; Fused Leads on Voltage 

Taps—rated for 480 VAC. 
 

2. Three (3) – CT sensor channels (Non-Revenue Grade)1, resolution=0.5%, 

units=amps, accuracy=2%, range= 0-100 amps; CT Sensors - CR Magnetics 

CR1ARL101 (or equivalent with equal or better performance) 
 

3. Four (4) –10K Ohm Thermistor temperature channels. 
 

a. Outdoor-Air – Resistance=10K ohms, units=oF, resolution=0.2oF, 
accuracy=1oF, range  -20 to 120oF, vendor Humirel series HMT2500-ND 
mounted in a probe with humidity sensor or equivalent with equal or 
better performance. 

 

b. Mixed-Air – Resistance=10K, unit=oF, resolution=0.2F, accuracy=1oF, 
range = -20 to 120oF,   Same sensor as used in the Humirel series 
HMT2500-HD (or equivalent with equal or better performance) but 
possibly mounted differently for mixed-air temperature measurement. 
Sensor physical mounting type will be TBD. 

 

c. Return-Air - Resistance=10K, unit=oF, resolution=0.2oF, accuracy=1oF, 
range = 40 to 120oF, vendor = Humirel series HMT2500-ND (or 
equivalent with equal or better performance) mounted in a probe with 
humidity sensor.  

 

d. Supply-Air - Resistance=10K, unit=oF, resolution=0.2oF, accuracy=1F, 
range = 40 to 120oF, vendor = Humirel series HMT2500-ND (or 
equivalent with equal or better performance) mounted in a probe with 
humidity sensor 

                                                 
1 Power measurement should be +/-2% accuracy. 
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4. Four (4) 0-10 Vdc Humidity channels. Four channels are to be provided.  

Only two humidity sensors to be installed for field deployment, the mixed-air 

humidity sensor and the supply-air humidity sensor.  

 

a. Outdoor-Air – Output=1100 to 3800 mV, unit=%, resolution=1%, 
accuracy=5%, range = 20 to 100%, vendor= Humirel series HMT2500-ND 
(or equivalent with equal or better performance) included in temperature 
sensor. 

 

b. Return-Air – Output=1100 to 3800 mV, unit=%, resolution=1%, 
accuracy=5%, range = 20 to 100%, vendor= Humirel series HMT2500-ND 
(or equivalent with equal or better performance), included with 
temperature sensor 

 

c. Mixed-Air – Output=1100 to 3800 mV, unit=%, resolution=1%, 
accuracy=5%, range = 20 to 100%, vendor= Humirel series HMT2500-ND 
(or equivalent with equal or better performance), included with 
temperature sensor.  Same sensor as used in the Humirel series 
HMT2500-HD but possibly mounted differently for mixed-air temperature 
measurement.  Mounting to be determined later. 

 

d. Supply-Air – Output=1100 to 3800 mV, unit=%, resolution=1%, 
accuracy=5%, range = 20 to 100%, vendor= Humirel series HMT2500-ND 
(or equivalent with equal or better performance), included with 
temperature sensor. 

 

e. Damper Position – Switchable input compatible with 0-25VDC/24 VAC/4-
20ma will be measured in field and switch selectable. 

 

 
Digital I/O 
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1. Equipment Status – 1 General Purpose I/O (Dry contact closure).  
 

2. Supply Fan on/off – I/O Current switch capable of measuring 10 to 20 amp load.  CR 

Magnetics CR9321-X where X can be determined by WT.  X=ACA is AC output, 

X=NPN is NPN, and X=PNP is PNP (or equivalent with equal or better performance). 
 

3. Cooling/heating status - Current transformer capable of measuring 0.05 amps. 

AMECON 5326 current transformer (or equivalent with equal or better performance). 

 

Design Note:  The reversing valve status will be detected by a small current transformer, 

Amecon 5326 or similar. The power to the reversing valve is about 0.1 

amp RMS at 24 VAC (60 Hz). The power lead will be passed through the 

CT by the installer.  The WM-Dx must provide circuitry and a sampling 

algorithm to interpret the output of the CT. The result should be a cooling 

ON status indication when the current to the reversing valve is greater 

than 0.05 amps RMS and a cooling OFF status indication when the 

current is less than 0.05 amp rms.  The cooling on/off status will serve as 

the input to the aggregation module of the diagnostic software. 

 

Device will need to be calibrated—put into heating mode and the voltage measured.  Then, put 

into cooling mode and the voltage measured.   

Provide a different visual indicator of the mode the device is detecting if feasible.  

 
Microcontroller 

• RS-232 serial port for field uploads of software and configuration data. 

• Sufficient memory allocation to run PNNL WM-Dx application  

• Optional Bluetooth serial interface  

 

RF Transceiver / Data Network 

• Device data sent to NorthWrite NOC via WTDC communication protocol  
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• FCC compliant ReFlex™ Transceiver 

• Automatically analyze network signal strength and indicate adequate network signal 

is available via Tri-Color LED 

 

Sensor Power 

• Device will include capability to power all sensors requiring excitation voltage.   

Excitation voltages are specified in the sensors specifications. 

 

Software Requirements 

1. Should be capable of running the Battelle's diagnostic application software that integrates an 

aggregator module and two diagnostic modules. 
 

2. Should have capability to download configuration (four files) files remotely from NOC 

(although these files will be put on the WM-Dx before being shipped to the field, the 

feature is needed to download updates) 
 

3. Raw data from sensors should be converted into engineering units and stored in 

memory for the aggregator module to process the data and write it to output memory. 

Currently there are a total of 18 input channels. 10 physical sensors and 3 480Vac 

monitoring inputs.  Units will be F, kWh or kW, 0/1, %. 
 

4. The application should run all the time and process the sensor data at specified 

frequencies for aggregation and process the aggregated data using the diagnostic 

functions (efficiency and air side) to generate diagnostic results.  The diagnostic 

results will be retained in the memory for upload to the NOC.  The frequency of 

sensor data aggregation and diagnostic result output will be specified by 

configuration parameters.  
 

5. Battelle's diagnostic application software requires that "Time" be provided in local 

time. 
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6. If the power to the WM-Dx is cycled, WM-Dx should still hold the configuration and 

application files in memory. 

 

WM-Dx data transmission requirements:  

1. Outputs from the diagnostic module should be periodically transmitted to NOC.  The 

output includes: date and time stamp, one diagnostics code, energy impact, outdoor 

temperature, power consumption, and efficiency acquired as follows: 

 

a. Every 60 minutes: 

i. Electric power use, integer 1 to 4 digits 
ii. 1 air-side Dx code, integer between 0 and 999 
iii. 1 energy impact, integer 1 to 3 digits 
iv. 1 date/time in UTC 

 

b. Every 15 minutes 

i. 1 Efficiency, integer of 1 to 4 digits (%, can exceed 100%; values over 
1000 will be fault codes) 

ii. 1 Outdoor-air temperature, integer of 1 to 3 digits 

Cost constraints on communications for project may dictate transmission of less data.  This will 
be refined as specification for communications is developed. 

 

2. Has a “Snapshot” feature which lets you ping the unit remotely and returns the 

current values of ALL channels (In Engineering Units) 

 

3. Ability to sample any number of channels at arbitrary intervals and transmit the data 

ONCE a day.  Identify limitations on sampling interval/transmission frequency based 

on memory issues. 

 

4. Ability to put alarm limits on any of channels.  Functionality identical to current WM-

8000 Analog channels. 
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5. Wireless Reflex Module (RFD) Reset – A precautionary reset circuit will 

autonomously reboot the RFD in the event that the RFD becomes unregistered or 

unresponsive on the network or is unable to successfully transmit messages.  

 
 
Sensor Summary – Analog / Digital 

1. A total of 18 sensor (Channel) inputs 
a. 15 Analog inputs 
b. Digital Inputs - Logic 1/0 

 

WM-Dx Sensor - I/O Table 

Analog I/O 

  Sensor Type Application Measurement 
Range Sensor Output Bias/Supply 

Voltage Part Number Quantity 

1  RH Outdoor Air 20 to 100% 1100 to 3800mV +5Vdc HTM2500-ND 1 

2  Temperature Outdoor Air -20 to 120 Deg. F 10K NTC Thermistor N/A HTM2500-ND 1 

3  RH Mixed Air 20 to 100% 1100 to 3800mV +5Vdc HTM2500-ND 1 

4  Temperature Mixed Air -20 to 120 Deg. F 10K NTC Thermistor N/A HTM2500-ND 1 

5  RH Return Air 20 to 100% 1100 to 3800mV +5Vdc HTM2500-ND 1 

6  Temperature Return Air -20 to 120 Deg. F 10K NTC Thermistor N/A TBD 1 

7  RH Supply Air 20 to 100% 1100 to 3800mV +5Vdc HTM2500-ND 1 

8  Temperature Supply Air -20 to 120 Deg. F 10K NTC Thermistor N/A TBD 1 

9  Power factor IC   Voltage Monitoring 120 to 480 VAC I2C Digital N/A TBD 3 

10  CT Current Monitoring 0 to 100 Amps Ratio metric N/A CR1ARL101 3 

11  MFG Supplied Damper Position 0-25Vdc/0-24AC      
4-20mA 

Equipment  
Dependent  N/A N/A 1 

Digital I/O 

12  GP I/O Input  Equipment Status Logic +5Vdc N/A +5Vdc N/A 0 

13  Current Switch  Supply Fan On/Off 1-20 Amp  +5Vdc Active High N/A CR-9321-PNP 1 

14 Current 
Transformer  Cool/Heat Status Logic < 50mA Low 

>50mA High TBD TBD TBD 1 
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Project Notes 

1. WM-Dx will be shipped together with all sensors, leads, mounting materials required 

(including installation guide) 

 

2. Packaged WM-Dx to include installation guide shipped with units to installation 

contractors.  

 

3. We’ll have to figure out an OTA mechanism to update/send configuration files to be 

used by the PNNL code. 

 

4. Need to identify potential for attaching removable Flash storage to device.  If we 

could write data to flash, them it might be a useful mechanism for troubleshooting in 

the field. 
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WM-Dx Block Diagram 

 
Architectural diagram. 
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Attachment 14 
Web Application Design Update 

 
Updated version of web user interface compatible with new hardware. 
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Web User Interface for Presentation of Results 

Selection of a particular location (building icon) within the tree diagram displays the summary 
and results for all units beneath the location.  Selection of a specific unit (device icon) will 
display the summary and results information for that unit only.   
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Summary – Overview 

The Summary Overview tab displays a table listing all units installed at the location selected.  
The table provides the name of the unit as well as the status of the device at the time period 
selected from the drop-down menu.   A black symbol indicates there is no data at the device, a 
red symbol indicates an issue was detected by the diagnostician, and a green symbol indicates 
no issues were reported during that time period.   
 

 

 

Summary – Efficiency Diagnostics 

The Summary - Efficiency Diagnostics tab displays a table listing the performance of all units 
installed at the location selected from the left navigation.   The table includes the name of the 
device, the number of Efficiency Data Points,  Efficiency Minimum, Efficiency Maximum, 
Efficiency Average and the number of Sensor Faults, all for the time period selected from the 
drop-down menu.   
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Summary- Air Diagnostics 

The Summary - Air Diagnostics tab displays a table listing the conditions of all units installed at 
the selected location for the time period selected from the drop-down menu.  Each of the 
condition codes are clickable and upon selection, navigate the user to an alternate screen 
defining that condition code and providing the details, such as date and time, of when the 
condition occurred.    

 

 

Air Diagnostics – Ventilation Issue Fault Code 

The Air Diagnostic Code Details screen displays upon clicking one of the condition codes 
reported in the Summary - Air Diagnostics tab.  The fault code below describes the Ventilation 
Issue for this unit and reports the date and time when it occurred.   
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Air Diagnostics – Energy Issue Fault Code 

The Air Diagnostic Code Details screen displays upon clicking one of the condition codes 
reported in the Summary - Air Diagnostics tab.  The fault code below describes the Energy 
Issues reported for a particular Unit and reports the date and time when they occurred.  

 

 

Results – Efficiency Diagnostics 

The Results – Efficiency Diagnostics tab displays a plot graph of the Coefficient of Performance 
with Outdoor Air Temperature for the selected unit.  The points are color-coded to indicate when 
they occurred, either within the past week, month or year.  
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Results - Air Diagnostics 

The Results – Air Diagnostics tab displays a histogram of the Air Diagnostician report where 
each hour of a user-selectable week is represented by a color-coded box.  A legend is included 
defining each of the color codes with gray indicating the system is “ok” and red indicating there 
is an “energy issue” present.  Clicking on any single box will navigate the user to an alternate 
screen defining the condition, impact and potential causes.   
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Results – Air Diagnostics 2 

Upon clicking one of the condition boxes from the above Air Diagnostics report, a message 
screen will load providing details of the current condition, the impact of the condition and the 
potential causes.  Upon clicking any one of the causes, suggested actions to remedy the 
condition appears at the bottom of the screen.   
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SMDS Properties 

The SMDS Properties tab allows for the setting/editing of several parameters for the unit 
including, the cost per unit of Kwh, local elevation, supply air flow rate, etc. 
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Configuration 

The Configuration tab verifies details of the unit’s configuration and is not user-editable. 
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Charting  - (OAT) Outdoor Air Temperature 

A charting function is available for each of the variables for each unit.  A few of the variables 
include:  outdoor air humidity, return air relative humidity, return air temperature, efficiency, 
supply air temperature, mixed air temperature and cooling state.   The screen below shows the 
results upon selection and charting of the OAT variable.   
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Notifications 

The Notifications tab allows the user to enter an email address or addresses to receive email 
alerts of fault conditions. 

 

 

 



 

 

 

 

 

 

 

Attachment 15 
WM-Dx Installation Guide 

 
Document created to installation technicians. 
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1 Overview 
 
This document has been created to be a quick-start installation guide that describes the WM-Dx 
installation wiring and WM-Dx main board layout.  

For WM-Dx terminal interface instructions please see “Wireless Monitor & Diagnostics Device 
Terminal Interface” document.  
 

2 Hardware Installation 
 

Getting Started 

Before making any power connections or making sensor input connections make sure that the 
power switch is in the off position and the WM-Dx is securely mounted in the desired location.   

1. Mount the WM-Dx to a suitable flat surface and affix the NEMA-4X enclosure 
with appropriate mounting hardware. 

 

2. Install the supplied seal-tight wiring conduit and make sure the fittings are 
tight and that the connection to the monitored equipment is protected from 
the weather. 

 

3. Connect the WM-Dx to a 24VAC supply. See Figure 3 for the WM-Dx 
complete connector wiring interconnect diagram. 

 

4. Once the WM-Dx is properly connected to the power source, check to make 
sure that all wire connections are secure and properly connected.  

 

5. If a red LED indicator is illuminated next to a sensor input connector, this 
indicates that there is a problem with the installation wiring and/or sensors.  
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Note: See Figure 4 for the wiring schematic for the HTM-2500 RH/Temperature sensors.  

 

 
6. Set the Damper Position switch (SW-7) to either 24V (AC/DC) or 4-20mA so 

that it matches the Damper Position output of the monitored equipment. 
Switch SW-7 is located just below the DB-9 serial connector. See figure 3 for 
selector switch locations. 

 

 

SW-7

Damper 

4-20mA24V

 
Figure 1 

 

7. Set the Heat/Cool thermostat sensor switch (SW-8) to match the signal type 
from the sensor selected for the installation. Switch SW-8 is located just 
below the SW-7. See figure 5 for selector switch locations. 

 

 

SW-8

Heat/Cool Stat
CT24V

LED-25 LED-26

 

Figure 2 

 

8. Turn on the power switch SW-6 located on the main WM-Dx board. The WM-
Dx will run a brief diagnostics test and will give two quick audible beeps 
indicating that the device has past the start up test and is running the WM-Dx 
application software.  
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WM-Dx Connector Pinout Table  

WM-Dx Sensor - Connector Pinout Description 

Connector Pin Pin Function Application Note 

J1 

1   '+5VDC + 5VDC Supply  HTM-2500 + 5VDC Supply  

2   Ground Ground HTM-2500 - Ground 

3   RH-Input Outdoor Air (OAH) HTM-2500 RH Input  

4   Temperature Input Outdoor Air (OAT) HTM-2500 Temperature Input  

J2 

1   +5VDC + 5VDC Supply  HTM-2500 + 5VDC Supply  

2   Ground Ground HTM-2500 - Ground 

3   RH-Input Mixed Air (MAH) HTM-2500 RH Input  

4   Temperature Input Mixed Air (MAT) HTM-2500 Temperature Input  

J3 

1   +5VDC + 5VDC Supply  HTM-2500 + 5VDC Supply  

2   Ground Ground HTM-2500 - Ground 

3   RH-Input Return Air (RAH) HTM-2500 RH Input  

4   Temperature Input Return Air (RAT) HTM-2500 Temperature Input  

J4 

1   +5VDC + 5VDC Supply  HTM-2500 + 5VDC Supply  

2   Ground Ground HTM-2500 - Ground 

3   RH-Input Supply Air (SAH) HTM-2500 RH Input  

4   Temperature Input Supply Air (SAT) HTM-2500 Temperature Input  

J5 

1   Damper Position Input (+) Damper Position 24V (AC/DC) / 4-20mA (+) 

2   Damper Position Input (-) Damper Position 24V (AC/DC) / 4-20mA (-) 

3   Equipment Status (EQS) Equipment Status Dry Contact Input (+) 

4   Equipment Status (EQS) Equipment Status Dry Contact Input (-) 

J6 

1   Supply Fan Status (SFS) (+) Supply Fan Status Current Switch ( + Orange) 

2   Supply Fan Status (SFS) (-) Supply Fan Status Current Switch ( - Black) 

3   Heat/Cool Status (+) Heat/Cool Status 24V (AC/DC) / 4-20mA (+) 

4   Heat/Cool Status (-) Heat/Cool Status 24V (AC/DC) / 4-20mA (-) 
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WM-Dx Sensor - Connector Pinout Description 

J7 

1   N/C N/C N/C 

2   N/C N/C N/C 

3   Ground Ground Ground 

4   24VAC  24VAC Power 24VAC WM-Dx Power 

5   24VAC  24VAC Power 24VAC WM-Dx Power 

J8 

1   CT- Phase 1 (Black) CT- Phase L1   CT- Phase 1 (Black Wire) 

2   CT- Phase 1 (White) CT- Phase L1   CT- Phase 1 (White Wire) 

3   CT- Phase 2 (Black) CT- Phase L2   CT- Phase 2 (Black Wire) 

4   CT- Phase 2 (White) CT- Phase L2   CT- Phase 2 (White Wire) 

5   CT- Phase 3 (Black) CT- Phase L3   CT- Phase 3 (Black Wire) 

6   CT- Phase 3 (White) CT- Phase L3   CT- Phase 3 (White Wire) 

J9 

1   480VAC - Phase 1 480VAC - L1 480V Phase 1 - Input Voltage 

2   480VAC - Phase 2 480VAC - L2 480V Phase 2 - Input Voltage 

3   480VAC - Phase 3 480VAC - L2 480V Phase 3 - Input Voltage 

4   480VAC - Neutral 480VAC -Neutral 480V Neutral  

  

 
WM-DX LED Sensor Status Table 

WM-Dx Sensor - LED Status Table 

Connector LED Sensor Type Application LED - Green LED - Red  

1 
LED-10  RH Outdoor Air (OAH) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

LED-11  Temperature Outdoor Air (OAT) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

2 
LED-12  RH Mixed Air (MAH) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

LED-13  Temperature Mixed Air (MAT) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

3 
LED-14  RH Return Air (RAH) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

LED-15  Temperature Return Air (RAT) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

4 LED-16  RH Supply Air (SAH) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 
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WM-Dx Sensor - LED Status Table 

LED-17  Temperature Supply Air (SAT) Sensor Connected Correctly  Sensor Connected Incorrectly / Not Connected 

5 
LED-18  Damper (DMP) Damper Position  Default On  N/A 

LED-19  Equipment Status (EQS) Equipment Status Indicates Contact Closure  N/A  

6 
LED-20  Supply Fan Status (SFS) Supply Fan Status Indicates Fan “ON”  N/A  

LED-21  Heat/Cool Status  Heat/Cool Status  WM-Dx in “Cool” Mode WM-Dx in “Heat” Mode  

8 

LED-22  CT- Phase L1 CT- Phase L1 CT Installed Correctly CT Installed Correctly / Not Connected 

LED-23  CT- Phase L2 CT- Phase L2 CT Installed Correctly CT Installed Correctly / Not Connected 

LED-24  CT- Phase L3 CT- Phase L3 CT Installed Correctly CT Installed Correctly / Not Connected 

SW-8 
LED-25  Heat/Cool Status Switch - 24V Indicator Indicates 24V Input  N/A 

LED-26  Heat/Cool Status Switch - CT Indicator Indicates CT Input  N/A 

 

 

 

3 Component Layout      
 
WM-Dx Control/Connector Physical Placement and Wiring Callout 
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Figure 3.  RH/Temperature Connector J1-J4 
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Figure 4.   Position Connector Wiring Diagram for the HTM-2500 
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1 Introduction 
 

Purpose 

Experimental Research under the scope of the Refrigerant-Side Diagnostics project was 
conducted at the Energy Systems Laboratory (ESL) at Texas A&M University for PNNL.  The 
purpose of this research was to investigate the degree to which established rules for detecting 
common faults in vapor compression cycles could be applied to commercially available chillers 
for residential and commercial buildings.  Another reason for this research was to identify any 
practical hurdles that would exist in the implementation of these rules for chillers. 

The faults we tested in this research were evaporator fouling, condenser fouling, overcharge, 
and undercharge.  We selected established rules that related to relative output variables, rather 
than absolute output variables.  Absolute output variables, like discharge pressure, are very 
sensitive to environmental conditions and small transient changes within the system.  Relative 
variables like superheat (which is the difference between the evaporator’s outlet temperature 
and its saturation temperature) are more constant in the face of changing environmental 
conditions and small transient effects (but not entirely so).  The four relative output variables 
used in the rule-based diagnosis process were superheat, subcooling (The difference between 
the condenser saturation temperature and the condenser refrigerant outlet temperature), The 
∆T across the evaporator (The difference between the mixed air temperature and the 
evaporator saturation temperature, referred to hereafter by the acronym ADMAES), and the ∆T 
across the condenser (The difference between the ambient air and the condenser saturation 
temperature, referred to hereafter by the acronym ADACS).   The investigated rules are 
presented in Table 1.  All rules for a given fault must be satisfied to conclude that a fault exist. 
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Table 1.  Summary of Rules for Refrigerant-Side Diagnostics 
 

Rule # Fault Rule     

40a 
Evaporator 
Fouling ADMAES > normal high 

40b 
Evaporator 
Fouling Superheat < normal low 

41a 
Condenser 
Fouling ADACS > normal high 

41b 
Condenser 
Fouling Subcooling < normal high 

42a Overcharge ADACS > normal high 
42b Overcharge Subcooling > normal high 
43a Undercharge ADMAES > normal high 
43b Undercharge Subcooling < normal low 
43c Undercharge Superheat > normal high 

 

 Description of Commercial and Residential Chillers Tested 

Two different chillers were tested as part of this research.  The first chiller was a 7.5 ton 
commercial chiller manufactured by Trane.  The set of tests conducted on this unit are referred 
to in this paper as ESL tests.  The specifications on this Trane chiller are listed below. 

• Manufacturer: Trane 
• Model Name: Precedent 
• Model # WSC090A3 
• Cooling Capacity: 7.5 tons 
• Compressor: Scroll, 60Hz 
• Refrigerant: R22 

 

Diagram of Test Facility 

The chillers used for this research needed to be fitted with transducers to measure pressure and 
temperature, in order to extract the relevant output variables for the rule-based algorithm that 
was applied to diagnose faults.  Figure 2 summarizes the instrumentation that was applied to 
the chiller.  Many of the sensors, like the mass flow meter, watt meters, and many of the 
temperature and pressure sensors are not strictly necessary, but were installed in order to 
provide us with more information on how the systems were running. Ideally, all of the output 
variables could be measured via the implementation of low-cost temperature measurement 
sensors at key points in the cycle, with a temperature sensor in the outdoor air stream, and with 
temperature and humidity measurements in the mixed air stream.  In these experiments, the 
return air and outdoor air were not mixed.  The mixed air conditions were simulated in an 
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environmental chamber with temperature and humidity control.  The terms ‘mixed air’ and 
‘return air’ are used interchangeably in this paper to describe the indoor chamber conditions. 

 

Figure 1.  Laboratory Test Instrumentation 

 

 

Data Quality Issues 

Table 2. shows when each set of data was collected; the quality of the data in each set, and 
possible reasons for any poor quality data. 
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Table 2.  Data Quality 

Data Set & Test 
numbers 

Dates  Data Quality Possible explanations 

ESL T01-T21 
(base cases, 
evaporator 
fouling, 
condenser 
fouling 

9/30/2006- 
10/15/2006 

Fair Steady state may not have been 
achieved 

ALL TXU data 11/22/2006-
11/25/2006 

Poor Steady state operating conditions 
may not have been achieved 

ESL  T26-T41 
(Undercharge & 
overcharge) 

6/16/2008 – 
6/20/2008 

Very good Test conditions were properly 
controlled and steady state 
conditions were achieved 

 

An issue that arose during the testing relates to the fact that the test facility was reconstructed in 
2008 for the ESL tests T26-T41.  It appears from the data, as though the pressure transducers 
on the high pressure side of the system were either installed differently, or not calibrated 
consistently with the same pressure transducers from the rest of the ESL tests conducted in 
2006.  Our original data processing algorithm used the measured liquid line pressure to 
calculate the condenser saturation temperature.  This liquid line pressure transducer is only a 
few feet of tubing upstream of another pressure transducer, which measures the mass flow 
meter inlet pressure.  There should be very little pressure drop between these two transducers.  
In the 2008 tests, there was only around 2 psi difference between these two transducers.  In the 
2006 tests, on average, the difference was about 25 psi, indicating a gross problem with 
installation or calibration.  Thus, when this same liquid line pressure transducer was used for 
calculating condenser saturation temperature for the 2006 tests and the 2008 tests, it led to very 
large biases from the base cases(2006) to the undercharge/overcharge cases(2006) in the two 
output variables that depended on condenser saturation temperature.  In response to this issue, 
the calculation algorithm was changed to use the mass flow meter inlet pressure to calculate 
condenser saturation pressure.  This reduced the bias to a large degree, but some bias still did 
exist between the 2006 and 2008 calibrations of the mass flow meter inlet pressure transducer.  
There is no way to know exactly what this bias is or to correct for it.  This effect must simply be 
recognized as a caveat in analyzing the ESL data, in particular the satisfaction of the rules for 
undercharged and overcharged fault conditions.   
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2 Methodology 
 

Methodology: Identifying Usable and Unusable Data Sets 

The first step in analyzing this data was to screen out any data sets that were determined to be 
unusable.  We had originally specified that we wanted at least an hour of steady-state data 
performed for each test, but if we stuck to this rule in the screening, it would screen out far too 
many tests to perform a reasonable analysis of the data.  Therefore, we decided that a test 
needed at least 10 minutes of steady-state data to be deemed usable, AND that steady state 
data had to be valid for the specified environmental test conditions (dry-bulb temperature, indoor 
dew-point temperature, and indoor return-air temperature).   

A method was developed to verify whether steady-state conditions and correct environmental 
test conditions existed at each data point within each test.  Steady state conditions were 
determined to be met if all output variables (ActualDiffMixedAirEvapSat (ADMAES), 
ActualDiffAmbCondSat (ADACS), ActualRefSuperheat, and ActualRefSubcooling) and all 
environmental conditions (Outdoor dry-bulb temperature, Indoor Dew point and Return air 
temperature) were independently at steady state for that data point.  This individual 
determination was based on the standard deviation of the values for the previous 10 minutes of 
collected data for that value.  If the standard deviation was below a threshold value, then the 
variable was determined to be at steady state. The advantage of choosing standard deviation is 
that it passes the data from the past 10 minutes if there is sensor noise that fluctuates around a 
more or less fixed value, but it blocks data from the past 10 minutes that exhibits an obvious 
slope in one direction (which would indicate that the value is changing, and that the system is 
not at steady state.)  The standard deviation threshold was set to 0.5°F for the ESL data, which 
corresponded to a maximum slope of 7.5°F/hour (under the exhibited random sensor error of +/-
0.5°F).  For the TXU data, the sensors exhibited much more random error (noise), so to enable 
the same maximum slope of 5°F/hour, the standard deviation threshold was set to 1°F.  
Determination of the correct environmental conditions was accomplished by verifying that each 
of the three environmental parameters were within +/- 2°F of what they were supposed to be.  If 
a data point passed both of these screening criteria, it was considered a valid point for that test.  
Since data points were collected every 10 seconds, at least 60 steady state points were 
necessary to pass the entire test as usable.  Figures 2 and 3 show examples of usable and 
unusable tests, respectively.  Each of the output variables are plotted in light-colored solid lines.  
The dashed lines represent the target environmental conditions, and the dots overlaid on the 
output variable lines represent those points that satisfied the two criteria mentioned above. 
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Figure 2. Example usable test: ESL T21 
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Figure 3: Example unusable test: ESL T09 

 
In Figure 2, there is initially erratic system behavior, with the test conditions periodically jumping 
up and down.  This likely meant that the researcher was only around for brief periods, and the 
chamber control was very poor.  Finally, after about 2 hours and 20 minutes, the test conditions 
settled to steady levels, and the output variables responded by settling to steady values as well. 
For the next 40 minutes, the algorithm described above consistently recognized each data point 
as being a steady state point under the specified test conditions. 
 
In figure 3, the test conditions are, again, very erratic during the first two hours of recorded data.  
After two hours, they mostly settle down, however something was happening within the system 
that prevented the superheat from achieving consistent steady state.  At times it reaches steady 
state, only to become erratic again, shortly thereafter.  In this test, only 16 points were identified 
as usable, corresponding to 0:02:40 of steady state data.  This was less than the required 10 
minutes, so this test was rejected.  Table 1 summarizes the steady state characteristics of each 
of the relevant ESL and TXU tests, and lists the corresponding decision of whether to accept or 
reject the test.  For each rejected test, a reason is provided, based on analysis of the steady 
state determination plots. 
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Table 3.  Usable and Unusable ESL and TXU files 

Test 
Number Test Set

Test 
Conditions Fault Conditions

SS 
Points SS time Accept? Reasons?

T01 ESL 80‐67‐95 base 583 1:37:10 yes
T02 ESL 80‐67‐80 base 430 1:11:40 yes
T03 ESL 80‐67‐65 base 440 1:13:20 yes
T04 ESL 80‐67‐110 base 350 0:58:20 yes

T05 ESL 80‐72‐95 base 0 0:00:00 no
failed to achieve Outdoor Air and Mixed 

air test conditions
T06 ESL 80‐67‐80 Evapblock 25 317 0:52:50 yes
T07 ESL 80‐67‐95 Evapblock 25 380 1:03:20 yes

T08 ESL 80‐67‐110 Evapblock 25 37 0:06:10 no
Very poor control of Outdoor Air 

Temperature
T09 ESL 80‐67‐80 Evapblock 15 193 0:32:10 yes
T10 ESL 80‐67‐95 Evapblock 15 418 1:09:40 yes
T11 ESL 80‐67‐115 Evapblock 15 438 1:13:00 yes (but no base case for comparison)
T14 ESL 80‐67‐110 Evapblock15 643 1:47:10 yes

T16 ESL 80‐67‐80 Condblock 25 0 0:00:00 no
Lack of steady state due to high 
frequency cycling on and off

T17 ESL 80‐67‐95 Condblock 25 452 1:15:20 yes

T18 ESL 80‐67‐80 Condblock 15 0 0:00:00 no
Lack of steady state due to high 
frequency cycling on and off

T20 ESL 80‐67‐95 Condblock 15 469 1:18:10 yes

T21 ESL 80‐67‐115 Condblock 15 16 0:02:40 no
infrequent steady state in superheat 
and/or outdoor air temperature

T26 ESL 80‐67‐80 Undercharge 90 101 0:50:30 yes
T27 ESL 80‐67‐95 Undercharge 90 101 0:50:30 yes
T28 ESL 80‐67‐110 Undercharge 90 101 0:50:30 yes
T29 ESL 80‐67‐80 Undercharge 80 101 0:50:30 yes
T30 ESL 80‐67‐95 Undercharge 80 101 0:50:30 yes
T31 ESL 80‐67‐110 Undercharge 80 101 0:50:30 yes
T32 ESL 80‐67‐80 Undercharge 70 101 0:50:30 yes
T33 ESL 80‐67‐95 Undercharge 70 101 0:50:30 yes
T34 ESL 80‐67‐110 Undercharge 70 99 0:49:30 yes
T36 ESL 80‐67‐80 Overcharge 110 101 0:50:30 yes
T37 ESL 80‐67‐95 Overcharge 110 100 0:50:00 yes
T38 ESL 80‐67‐110 Overcharge 110 101 0:50:30 yes
T39 ESL 80‐67‐80 Overcharge 125 101 0:50:30 yes
T40 ESL 80‐67‐95 Overcharge 125 101 0:50:30 yes
T41 ESL 80‐67‐110 Overcharge 125 79 0:39:30 yes

Test NumbTest Set Test Conditio Fault Conditions SS PointSS time Accept? Reasons?
TXU 80‐67‐95 base 177 0:29:30 yes
TXU 80‐67‐95 Undercharge 8oz 62 0:10:20 yes

TXU 80‐67‐95 Undercharge 16oz 0 0:00:00 no
Very short data collection period, 
superheat very erratic

TXU 80‐67‐95 Low Air Flow?? 308 0:51:20 no
Not known whether low air flow applies 

to condenser or evaporator  
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Methodology: Local and Global Rule Satisfaction Plots 

Two types of plots were developed in order to visualize the effect of varying the fault levels on 
the output variable of interest for a given rule.  The first type of plot was called a Local Rule 
Satisfaction Plot.  The term local refers to the fact that each of the plotted data series are tests 
that occurred at the same outdoor dry bulb temperature, indoor dry bulb temperature, and 
indoor relative humidity.   The normal conditions (for example, the normal refrigerant superheat) 
can be defined in each plot, but that definition of normality is only valid at the locally defined 
values of the three environmental conditions.  A sample Local Rule Satisfaction plot is shown in 
Figure 4. 

 

Figure 4: Sample Local Rule Satisfaction Plot 
 
The title of the plot gives information about the rule in question.  In this case, 43 refers to an 
undercharge fault and b refers to the second of three rules that must be satisfied to conclude 
that the overcharge fault exists.  The details of this rule are also provided in the title.  In this 
case, the actual (measured) refrigerant subcooling must be below the normal range of 
refrigerant subcooling.  There are four data series plotted in each Local Rule Satisfaction plot.  
The blue data series is the values of the output variable in the base case.  The X-axis of the plot 
is the elapsed time for each test, so the blue points in Figure 4 represent all data points from 
ESL T02 that were determined to be valid.  The normal values for the output variable (in this 
case superheat), were calibrated from the base case data, by taking the upper and lower 
bounds of the valid base case data points.  These bounds are plotted in Figure 5 in the thick 
gray lines.  For each Local Rule Satisfaction plot, up to three more data series were provided, 
one for each accepted test (see Table 4) for the specified fault, at the local environmental 
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conditions.  In this case, the local conditions are 80-67-80 (Indoor DB, Indoor WB, Outdoor DB).  
Note that 80-67-80 is visible in the legend for the title of each data series.  The faulty data series 
are color-coded according to the level of the fault.  With increasing fault level, the data series 
change color from a light pink to a deep red.  In Figure 5, it can be observed that for this rule at 
the local conditions 80-67-80, the rule is nicely satisfied, with each progressive fault level 
exhibiting levels of subcooling that are further and further below their normal levels. 
 
The second type of rule satisfaction plot that was developed is called a Global Rule Satisfaction 
Plot.   This type of plot visually represents how well one given rule is satisfied across the entire 
range of outdoor dry bulb conditions.  In the ESL and TXU tests, for the sake of comparing base 
case and faulty cases for identical test conditions, only the outdoor dry bulb temperature was 
varied, thus these plots only show how the normal values and the faulty values of a given output 
variable change as a function of outdoor dry bulb temperature and not as a function of the other 
two environmental parameters. 
 
 

 
Figure 5: Sample Global Rule Satisfaction Plot 

  
The title of the graph again gives insight into the specific rule in question.  This plot is for the first 
undercharge rule; that the difference between the mixed air temperature and evaporator 
saturation temperature should be higher than normal. The plotted values for each data series 
are the range of the range of the output variable for the valid points in that tests.  The plotted 
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range is the median 95% of the data in each test.  There are three groups of data ranges for 
each plot.  They are color coded according to outdoor temperature, with the blue group (the 
coldest) representing 80°F outdoor temperature, the orange group representing 95°F outdoor 
temperature, and the red group (the hottest) representing 110°F outdoor temperature.  The 
base case data series is always the furthest left, and the darkest data range in the group.  Then, 
from left to right, and light to dark within a group, the progressively higher fault cases are 
plotted.  As you can see in this example, what is considered normal at 80-67-80 is much higher 
than what is considered normal at 80-67-110.  These plots give insight into how the output 
variables change with outdoor air temperature, as well as giving a quick snapshot of how well 
each rule is satisfied for all tested fault cases. 

 

Methodology: Rule-based decision algorithm 
There are four output variables that are analyzed for each individual rule; refrigerant superheat, 
refrigerant subcooling, the difference between the outdoor air dry bulb and the condenser 
saturation temperature, and the difference between the mixed air dry bulb and the evaporator 
saturation temperature.   To determine how effective these diagnostic rules are, it is necessary 
to objectively determine how a rule-based algorithm would evaluate each faulty test according to 
the levels of the 4 output variables.  For each test, there are three possibilities: a faulty test can 
be correctly diagnosed, a faulty test can be incorrectly diagnosed as normal, or a faulty test can 
be incorrectly diagnosed as exhibiting the wrong fault (i.e. an evaporator fouling test diagnosed 
as having an overcharge fault). This logic could also be applied to tests with no faults to make 
sure none were incorrectly diagnosed, but, since in this study, the definition of ‘normal’ came 
from the base case tests, it would be trivial to pass those same tests back through the logic 
algorithm (It would automatically characterize all output variables in all base case tests as 
normal). Diagnosing each test is a matter of applying the diagnostic logic (presented in Section 
X) for each fault.  Two questions naturally arise when applying the rule-based logic to a set of 
data points in a faulty test: 

1. How far above or below the normal range does a data point have to lie to be considered 
faulty? 

2.  What fraction of the data points in a given test have to be characterized as faulty in 
order to determine that the entire test satisfies the fault rule in question? 

The best way to answer these two questions is an optimization study.  The optimization requires 
the definition of two thresholds. The “min/max threshold” answers question 1.  The definition of 
the min/max threshold is the number of °F above normal maximum (at local conditions) or °F 
below normal minimum that a data point must lie to be considered faulty.  The second threshold 
is called the ‘event occurrence threshold’, and is defined as the percentage of points that must 
be characterized as faulty in a given test, based on the ‘min/max threshold’ in order to satisfy 
the rule.  We want to maximize the correct diagnosis of faults, while minimizing incorrect 
‘Normal’ diagnoses, and also minimizing incorrect diagnoses of the wrong fault, for each of the 
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faulty tests that were performed. To accomplish this, a net score was applied to the entire suite 
of faulty tests, whereby 

• Each correct diagnoses was given a score of +1 
• Each diagnosis of the wrong fault was given a score of -1 
• Each incorrect ‘Normal’ diagnosis was given a score of 

o -0.25 for a low-level fault 
o -0.5 for a mid-level fault 
o -0.75 for a high-level fault 

 The optimization of this ‘Net Correct Diagnosis’ is presented in Figure 6. 

 

Figure 6: Net Correct Fault Diagnosis for all ESL & TXU tests 

 

The green regions of Figure 6 yield the highest Net Correct Diagnosis.  Based on this 
optimization, the min/max threshold was set to 0.5 and the event frequency threshold was set to 
20% for the overall analysis. 

3 Data Analysis 
 

Rule-Based Diagnosis for All Fault Tests  

Tables 4 and 5 present the rule-based fault determination for each off the fault tests.  Table 4 
shows the conclusions for the evaporator and condenser fouling tests, and Table 5 shows the 
conclusions for the undercharge and overcharge tests. 
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Table 4.  Rule-based fault determination for evaporator and condenser fouling 
tests 

 

 

Table 5.  Rule-based fault determination for undercharge and overcharge tests 
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The two charts are color-coded. Blue rows indicate rules for evaporator fouling, and blue 
columns indicate evaporator fouling tests.  The intersection region is also colored blue, and 
indicates the % rule satisfaction for those rules which should have been satisfied during the 
evaporator fouling tests.  Likewise, red indicates condenser fouling, purple indicates 
undercharging, and green indicates overcharging.  The conclusions for each test are listed in 
the bottom row of each chart.  By optimizing the thresholds, all incorrectly diagnoses of the 
wrong fault were eliminated, leaving only correct diagnoses and incorrect diagnoses of normal 
operating conditions. 

Analysis: Evaporator Fouling Rules for ESL data 

In all cases, the algorithm was unable to diagnose evaporator fouling.  To determine exactly 
what was going on, it helps to look at the local rule satisfaction plots for the evaporator fouling 
rules. Figures X and Y are the Local Rule Satisfaction plots for 40a and 40b, respectively, at 80-
67-80 local test conditions. 
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On first glance, it appears as though these two plots are identical.  However, one is a plot of the 
difference between the mixed air and evaporator saturation temperature, and the other is a plot 
of the refrigerant superheat.  What this implies is that we’re seeing a very strong positive 
correlation between these two output variables.  Whenever ADMAES goes up, Superheat does 
too.  This is an expected consequence of a higher ∆T (ADMEAS) across the evaporator causing 
a higher heat flux and therefore more superheat.  What we would have expected to see, 
however, with evaporator fouling, is that for the same ∆T as the base case, we should see less 
superheat, since fouling should cause the convective heat transfer coefficient to drop, lowering 
the heat flux, and therefore lowering the superheat.  So given the shape of the data series in 
Figure X, we would expect to see the two fault cases in Figure Y lower with respect to the base 
case than for Figure X. There are two possible explanations for this.   

One explanation would be that the overall heat transfer coefficient of the evaporator remained 
the same.  If this were the case, it would indicate that the air flow had not been effectively 
reduced during the evaporator fouling tests (heat transfer coefficient should always increase 
with fluid velocity).  As previously mentioned, fouling was simulated by blocking a finite portion 
of the area of the heat exchanger.  This differs from actual fouling, which typically entails 
uniform blockage of the airflow over the entire cross section of the heat exchanger.  It is very 
possible that the moving fluid compensated for the applied blockage with little effect on the air 
flow rate.  In the absence of air flow measurements or CFD analysis, it is impossible to say for 
sure.  A better method to simulate fouling might have been applying a uniform mesh, like an air 
filter across the coils of the heat exchanger.  Progressive levels of fault could be simulated by 
adding more filters.  In hindsight this seems like the better approach.  This method was chosen 
in order to have a quantifiable number for the blockage, but indeed, a “25% blockage” for 
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example, has no physical meaning in regards to actual fouling, which would typically manifest in 
a uniform accumulation of dust and dirt on the coils. 

The second possible explanation would be that the superheat was “saturated” in the base case, 
meaning that the evaporator outlet refrigerant temperature had approached the limit of how high 
it could go, given the local air temperature at the refrigerant outlet.  This can happen due to a 
combination of an oversized evaporator and/or a saturation temperature that is much colder 
than the optimum saturation temperature from an energy efficiency standpoint. There is 
evidence to suggest that this was indeed the case.  From my own personal experience, for a 
mixed air temperature of 80F, I would expect an evaporator saturation temperature of around 
55° to 60°F, and around 10 degrees of superheat.   Instead, the evaporating temperature is 
around 32°F, and there is over 30°F superheat.   

Either explanation would support the fact that Figure X and Y appear to each show 3 data series 
that, statistically speaking, do not look very different from one another (accounting for the fact 
that there were slight variations in the environmental parameters over time and from test to 
test).  Due to the slightly more promising results from the condenser fouling tests, my intuition is 
that a combination of these two issues existed.   
 

Analysis: Condenser Fouling Rules for ESL data 

The condenser can be analyzed in exactly the same way that the evaporator was.  The direct 
analog to the difference between the mixed air and evaporator saturation temperature for the 
condenser is the difference between the outdoor (ambient) air and condenser saturation 
temperature.  The direct analog to superheat for the condenser is subcooling.  Logically, the 
rules applied to test condenser fouling involve these two output variables.    
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The first thing that needs to be pointed out between these two graphs is that the measured 
subcooling is greater than the measured difference between the ambient and condenser 
saturation temperature.  Subcooling is the difference in temperature between the condenser 
saturation temperature and the refrigerant outlet temperature from the condenser.  
Associatively, that means that the value we are measuring for the refrigerant outlet temperature 
for the condenser is colder than the ambient temperature.  This is impossible theoretically, but 
there is a practical explanation; that we were measuring the condenser outlet temperature 
further down the liquid line, where it could have been further cooled by a colder air stream.  In 
any event, this observation points to the same problem as in the evaporator: a “saturated” level 
of subcooling.  In this case, the ∆T across the heat exchanger is only ~20°F, compared to 
almost 50° for the evaporator.  This definitely implies an oversized condenser.  Given this 
implication, it is somewhat surprising that the fault cases do exhibit a somewhat higher ADACS 
than the base case (see figure X).  Since it is such a small increase, it’s very hard to determine 
how much of that response is due to reduced airflow in the condenser and how much is due to 
slight environmental /system changes.  To illustrate this point, in the base case in Figure X and 
Y, there is an abrupt drop in the two output variables that is very hard to account for.  This kind 
of slight system variability can often happen in vapor compression systems, and makes it hard 
to definitely qualify the small difference between the tests as a response to the imposed fault. 

The diagnoses of the condenser fouling tests are very sensitive to the min/max and event 
occurrence thresholds.  At slightly different levels of these thresholds, the two fault cases can 
either be characterized as ‘normal’ or ‘overcharge’.  So again, the fact that they were correctly 
diagnosed in the optimized threshold case should not be assigned too much weight. 
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Analysis: Undercharge Rules for ESL data 

As demonstrated in Table X, all three rules for the undercharge tests were satisfied for 100% of 
the data points at the 0.5 min/max threshold for all but one test in the ESL series.  Indeed, the 
undercharge fault tests are easily and consistently diagnosed, based on the prescribed rules.  
Additionally, the level of satisfaction of each rule appears to increase with the level of fault (see 
figures X, Y, and Z).  This is a strong indication that these rules are very suitable for use in a 
diagnostic algorithm. 
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Analysis: Overcharge Rules for ESL data 

It was shown in Table X that for the overcharge tests, the algorithm was only successful at 
identifying overcharged conditions for the 25% overcharged tests, and not for the 10% 
overcharge tests.  Taken at face value, this isn’t necessarily a flaw in the logic.  Slight 
undercharging or overcharging of vapor compression systems has little effect on efficiency.  
Looking a little deeper, however, the failure to characterize the 10% overcharged tests correctly 
may have more to do with the bias in sensor measurements from the 2006 test facility, on which 
the base case tests were conducted, to the 2008 test facility, on which the overcharge case 
tests were conducted.  Note that the output variable of interest always moves in the wrong 
direction from the base case to the first level fault case, then in the right direction from the first 
level fault case to the second level fault case.   Thus, if you ignore the base case, and consider 
each 10% overcharge test to be a base case for the corresponding 25% overcharge test, then 
the two rules would always be satisfied, even under relatively stringent thresholds. 
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Analysis: Undercharge Rules for TXU data 

The data from the TXU tests was much more limited than the data from the ESL tests, primarily 
because there was a dearth of fault cases with which to compare data to a corresponding base 
case.  In addition, many of the tests lacked sufficient steady state data to consider the test 
usable.  Thus, in the end, the only two tests that ended up being usable from the standpoint of 
comparison were the base case and the first level fault case for undercharging at 80-67-95.  
This first level fault case was undercharged by 8 ounces, but this represents an unknown 
fraction of the total charge, so it is difficult to compare this test to the ESL tests with known 
undercharge fractions.       

In contrast to the clear suitability of the undercharge rules in detection of the undercharge faults 
for the ESL tests, for the TXU tests, the rules appear to do a poor job at detecting the fault.   It is 
not very clear why this would be the case.  For rule 43a (ADMAES > normal), the fault case 
appeared to be more or less identical to the base case.  For rule 43b (Subcooling<normal), the 
subcooling for the fault case was indeed much lower than in the base case.  Finally, for rule 43c 
(Superheat>normal), the superheat was instead significantly lower in the fault case, compared 
to the base case (See Figure Z). It is unclear why the undercharge rules worked so well in the 
ESL tests, but not in the TXU tests.  Making this analysis particularly difficult is the fact that 
there was only one usable fault case.  Thus, it is hard to determine whether the fault case data 
represent actual trends that existed due to the undercharging, or whether there was something 
else going on that we’re not aware of.  Since no one from PNNL supervised these tests, it’s 
impossible to say for sure. 
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4 Conclusions 
 

Most of the reliable tests for which conclusions could be drawn about the suitability of the 
prescribed rules for refrigerant side diagnostics came from the ESL study.   In this study, base 
case and fault case tests were performed for four different types of faults (evaporator fouling, 
condenser fouling, undercharge and overcharge) at three different outdoor air temperatures. 

Table X provides a summary of all tests that were performed in terms of the variation of COP 
and capacity from the base case to each of the fault cases.  There are three important 
observations from this chart. (Note: COP calculations do not include fan power) 

• In all cases, the achieved capacity is well below the capacity reported by the 
manufacturer at that test condition.   

• For the evaporator and condenser fouling tests, there is little to no change in 
COP or capacity, compared to the base case.  This is an expected outcome, 
as there is little to no change in the output variables. 

• The COP tends to increase, often significantly for the overcharge tests, with 
some of the 25% overcharge tests having the highest COPs of all tests at that 
set of test conditions.  This indicates that the system was probably 
significantly undercharged in the base case.  This goes a long way in 
explaining why the superheat, subcooling, and ADMAES were so high.  The 
ADMAES was likely high because with a low charge, a low evaporating 
pressure was a consequence of achieving the necessary discharge pressure.  
The superheat was so high because the ∆T across the evaporator was so 
high, and becauase the mass flow rate was reduced in the undercharged 
conditions.  The subcooling was high, again because of the low mass flow 
rate.  An undercharged base case explains some of the low capacity that was 
observed, but probably not all of it. 
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Test 
# Description 

Expected 
Capacity 

[kBtu/hr] (Trane)

Actual 
Capacity Difference Actual 

COP 

COP 
change 

from 
base 
case 

T01 80-67-95 base 119 89.8 -24.5% 3.23   
T10 80-67-95 evapblock15 119 87.7 -26.3% 3.19 -1.2%
T07 80-67-95 evapblock25 119 88.2 -25.9% 3.26 0.9%
T20 80-67-95 condblock15 119 90.1 -24.3% 3.23 0.0%
T17 80-67-95 condblock25 119 90.8 -23.7% 3.23 0.0%

T27 
80-67-95 undercharge 
90 119 81.6 -31.4% 3.135 -2.9%

T30 
80-67-95 undercharge 
80 119 80.3 -32.5% 3.18 -1.5%

T33 
80-67-95 undercharge 
70 119 72.4 -39.2% 2.95 -8.7%

T37 
80-67-95 overcharge 
110 119 89.9 -24.5% 3.29 1.9%

T40 
80-67-95 overcharge 
125 119 96.5 -18.9% 3.38 4.6%

T02 80-67-80 base 125 84.1 -32.7% 3.7   
T09 80-67-80 evapblock 15 125 82.4 -34.1% 3.7 0.0%
T06 80-67-80 evapblock 25 125 82.5 -34.0% 3.63 -1.9%

T26 
80-67-80 undercharge 
90 125 76.3 -39.0% 3.56 -3.8%

T29 
80-67-80 undercharge 
80 125 75.8 -39.4% 3.47 -6.2%

T32 
80-67-80 undercharge 
70 125 71.8 -42.6% 3.38 -8.6%

T36 
80-67-80 overcharge 
110 125 85.6 -31.5% 3.69 -0.3%

T39 
80-67-80 overcharge 
125 125 90.5 -27.6% 3.76 1.6%

T04 80-67-110 base 106.5 92 -13.6% 2.81   
T14 80-67-110 evapblock 15 106.5 89.9 -15.6% 2.8 -0.4%

T28 
80-67-110 undercharge 
90 106.5 84.1 -21.0% 2.73 -2.8%

T31 
80-67-110 undercharge 
80 106.5 83.6 -21.5% 2.84 1.1%

T34 
80-67-110 undercharge 
70 106.5 69 -35.2% 2.38 -15.3%

T38 
80-67-110 overcharge 
110 106.5 92.1 -13.5% 2.88 2.5%

T41 
80-67-110 overcharge 
125 106.5 95.5 -10.3% 2.81 0.0%
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The evaporator and condenser fouling tests highlighted a practical obstacle to the 
implementation of refrigerant side diagnostics in certain chillers, specifically those systems for 
which the superheat and subcooling are saturated during normal operation.  Under these 
conditions, reduction in heat transfer coefficient due to the fouling may or may not significantly 
affect the output variables that were studied.  The flip side of this, is that the fouling in these 
conditions would also have very little effect on the performance of the heat exchanger, and 
hence the efficiency of the system.  Thus, it may not be productive in the first place to be 
concerned with catching evaporator or condenser fouling if that fouling does not affect 
performance.  This is a special case, however.  For most normal systems,  the charge is set and 
the expansion valve controlled such that most of the evaporator is dedicated to latent heat 
addition to the refrigerant, with a much smaller amount of superheat.  This ensures that the 
evaporating temperature is as close as possible to the mixed air temperature, which optimizes 
chiller efficiency.   

For the ESL undercharge and overcharge tests, it was determined that for this system, the 
prescribed rules for detection of undercharge and overcharge conditions worked (The 
overcharge rules worked despite an undercharge base case).  This conclusion is based more 
on the trends that were seen among the fault cases at any given condition than on comparisons 
of the fault cases with the base cases.  This is because the fault case tests were performed on a 
reconstructed test facility, in which the sensors were either installed or calibrated differently from 
the corresponding sensors in the base case tests.   

One concept that was highlighted by this research is that the normal values of all of the output 
variables (Subcooling, Superheat, ADMAES, ADACS) are sensitive to the environmental 
conditions that exist.  This can be seen from the trends in the range of the base case and fault 
case output variables with increasing outdoor air temperature in any of the ‘global rule 
satisfaction’ plots presented in this paper. For example, in Figure X, the superheat at 80°F 
outdoor temperature is 31-32°F, at 95°F, it is 24-28°F, and at 110°F, it is 17-22°F.  These 
normal values are also different from system to system.  For the ESL system, as mentioned, the 
normal superheat at 95°F outdoor air temperature is 24-28°F, while for the TXU system, it is 16-
17°F.  The implication of these two observations is that these normal ranges need to be 
uniquely characterized for each system that uses refrigerant-side diagnostics.  Ideally, empirical 
formulas could be developed for common chillers (each output variable as a function of outdoor 
dry bulb, mixed air wet bulb, and mixed air dry bulb), that could be applied to all chillers of that 
type.  For certain types of retrofits, however, it might be necessary for the system to ‘train’ itself 
as to what values it considered normal.  
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6 Future Work 
 
Given that the ESL system operated somewhat uniquely, it would be very helpful to run the 
same kind of tests on a system that exhibited more typical responses to superheat and 
subcooling.  This should just be a matter of ensuring proper charge and the proper compressor 
speed.  Another change that should be made is that fouling should be simulated by a uniform 
blockage of the heat exchanger that reduces the air flow, rather than just blocking a portion of 
the heat exchanger. 

 In addition to re-running the tests that were performed for the ESL series, it would also be 
productive to run tests where Indoor dry bulb and indoor relative humidity were varied in such a 
way that empirical formulas could be developed for the normal ranges of all of the output 
variables.  Additional tests could then be run at conditions for which there is no base case data, 
to determine whether the developed empirical formulas were effective at catching significant 
faults, and whether new tests with no faults were correctly identified as normal.  In this research, 
a formulaic approach to developing the empirical relationships could be proposed, making it as 
easy as possible for commercial products to be systematically characterized, and refrigerant-
side diagnostics to be effectively implemented for as many real systems as possible.   If this 
research were to be sub-contracted, PNNL staff should be involved to some degree in the setup 
and collection of some of the data to ensure that both parties understand exactly what is being 
done, and that problems with data collection are straightened out while there is still time to redo 
the tests.   
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1 Introduction 
 
Operation faults are common in packaged heating, ventilating and air-conditioning (HVAC) 
equipment.  This equipment is commonly used for space conditioning of commercial buildings 
with less than about 50,000 square feet (sf) and many larger buildings with three floors or less.  
Maintenance of these units is most often driven by occupant complaints, other unplanned 
reactive maintenance (e.g., complete loss of cooling), or scheduled preventive maintenance, 
which is often done seasonally.  Remote diagnostic monitoring systems have been developed, 
but they are expensive and, as a result, have not achieved significant penetration into the 
market.  Both hardware and installation costs are too high. 

Smart monitoring and diagnostic systems (SMDSs) built for field testing sponsored by the 
Washington State Office of the Attorney General in a follow-on to the current project had an 
estimated cost of approximately $1000 per SMDS unit.1  Furthermore, installation of each 
SMDS on a packaged air conditioner or heat pump required anywhere from 4 hours to 10 hours 
of technician time.  For technician costs of $50 to $100 per hour, this corresponds to an 
installation cost of $200 to $1000 per SMDS unit (not including time and costs for traveling to 
the customer site).  For a small packaged air conditioner rated at 5 tons of cooling, which itself 
might cost only $5000, a total installed cost for a monitoring and diagnostic system of $1200 to 
$2000 per HVAC unit is much too high.  For large HVAC units of 50 tons or more, such a cost 
might be more in line with the cost for energy that a unit of this size consumes and the total 
installed cost of the HVAC unit.  For example, for a 50-ton unit that costs $50,000, the $2000 
cost of an SMDS unit is only 4% of the cost of the HVAC unit, while for a 5-ton unit costing 
$5000, the SMDS cost could be 40% of the HVAC unit cost.   Because many of the units in the 
field are smaller units of 15-tons or less, this tends to indicate that a much lower-cost monitoring 
and diagnostic system is required to serve this market effectively. 

As a result, the project team explored alternatives to the approach used in the current project 
that could potentially lead to a monitoring and diagnostic system with a capital cost of $100 to 
$400 per unit, roughly an order of magnitude lower in cost than the system originally developed 
in this project and the SMDS unit developed and built for the Washington State project.  
Furthermore, to reduce the cost of installation, which could account for as much as 50% of the 
total installed cost (i.e., $1000 out of a total of $2000), the team sought an approach requiring 
few sensors and a simple installation procedure. 

Companies serving as installers and users of the SMDS technology in the Washington State 
project indicated that the capabilities of the SMDS technology could be reduced without 
significantly detracting from the value of the system.  They indicated that the most important 
information  that could be provided by remote monitoring of HVAC unit condition would be 
                                                 
1 The Washington state project used a design based on the results of the U.S. DOE project documented 
in this report. 
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information necessary for the service provider and owner to decide whether service was needed 
or not.  Detailed diagnostic information is generally not needed until the service technician is at 
the site and ready to service the equipment.  These HVAC service providers indicated that 
detailed diagnostic measurements can be made when on site, potentially even using an 
automated fault detection and diagnostic hand tool for assistance.  They emphasized that the 
most important information from remote monitoring would enable them to inform the building 
owner of the cost of not performing service, the cost of servicing the unit, and the corresponding 
payback period of servicing.  A measurement of the decrease in unit efficiency or increase in 
energy use of the unit compared to when the unit is operating properly and some information 
that enables the service provider to isolate the fault or condition causing the increase in energy 
use sufficiently to estimate the type of repair required and its cost would make the technology 
valuable to owners and service providers.  (Brambley et al. 2009)   
 

 Methodology 

The requirements described in the introduction led the project team to a solution that will use 
only measurements of electric power use of the air conditioner or heat pump and one or two air 
temperature measurements (e.g., of outdoor air and return air).  The measurements will enable 
detection and quantification of the degradation in unit efficiency and capacity and isolation of  a 
limited set of other specific faults.  By the process of elimination, the service provider (or system 
if rules providing this capability are developed) could infer the occurrence of other faults from 
the absence of the detectable faults.   

Basic non-intrusive electric load monitoring (NIELM) techniques can be used to extract 
information about the electricity use and efficiency of individual components of the heating, 
ventilating and air conditioning unit from measurement of power supplied to an individual HVAC 
unit.  By using very few sensors, the capital cost and time/cost required for installation will be 
minimized, creating a monitoring and diagnostic system with a cost an order of magnitude lower 
than previous systems developed by the research team and compared to the one somewhat 
similar product on the market.   

We hypothesize that changes in electric power use, length of run time, and degree of cycling 
under similar outdoor weather conditions can be used to infer degradation (or improvements) in 
the actual efficiency and capacity of rooftop air conditioners and heat pumps, when evaluated 
over appropriate time periods.  As a result, these changes can be used for detection of 
performance degradation of this equipment and, therefore, as input to guiding maintenance 
decisions.  Detection of these changes in electric power consumption of packaged units would 
be accomplished using measurement of electric power at one point, the entrance to the unit, 
with methods adapted for non-intrusive electric load monitoring used to distinguish among the 
energy-use patterns of different packaged unit components (e.g., compressors, condenser fans 
and supply fans). 
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NILM was first conceived by George Hart (Hart 1992) at the Massachusetts Institute of 
Technology (MIT) in the early 1980s for the purpose of monitoring the electricity use of 
individual appliances in homes from information detected on the electric power supply to the 
home.  Compared to sub-metering for which end-use meters are installed on individual 
appliances or individual circuits at the electrical panel, NILM as originally conceived uses a 
meter reading unit installed at the electrical service entrance to a home.  Known at the time as a 
nonintrusive appliance load monitor (NALM), a collar-mounted monitor was designed that was 
installed between the existing utility revenue meter and the existing socket for the meter, with 
the NALM providing a new socket into which the existing meter was plugged.  By monitoring the 
real power and total reactive power at the electric entrance as functions of time, the times at 
which individual appliances turned on and off could be identified as well as the electricity use by 
each while on.  This provided the equivalent of sub-metering without disturbing occupants or the 
need to install end-use monitors on each appliance and string wires throughout the house 
connecting the sub-meters to a central data acquisition and storage point.  Enhancements to the 
approach and expansion of applications (e.g., to heating, ventilating and air-conditioning system 
diagnostics) took place through the 1980s and 1990s to today (Hart 1989, Hart 1992, Norford et 
al. 1992, Norford and Leeb 1996, Shaw et al. 1998, Drenker and Kader 1999, Luo et a. 2002, 
Laughman et al. 2003 to identify a few). 

The distinction between our proposed used of NIELM and the advancements by various 
investigators at MIT for fault detection and diagnostics of HVAC units is the level of 
sophistication.  While we suggest that the basic approach of Hart (1989, 1992) can be adapted 
to meet the needs for packaged HVAC unit monitoring and fault detection, other investigators 
have focused on increasing the sophistication of the NIELM method to enable isolation of very 
specific faults, such as refrigerant undercharge and flooded compressor starts (Armstrong et al. 
2004, 2006).   Many of these faults require very high sampling rates (e.g., 120 Hz) to provide 
data with which to characterize start-up transients. 

We hypothesize that much smaller sampling periods of tens of seconds to a couple minutes 
might be used to distinguish the on-off events of packaged unit compressors and fans and to 
quantify their individual electric energy consumption.  This together with measurements of 
outdoor-air temperature (and possibly return-air or supply-air temperature should be sufficient to 
detect the following faults: 

1. Efficiency degradation by increases in the total power use given the outdoor-air 
temperature 

2. Degradation in capacity from 

a) Increase in on time per cycle for each specific outdoor-air temperature 

b) Continuous operation without cycling at a lower outdoor-air temperature or lower-
outdoor-air enthalpy than previously observed 
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3. Operation during unoccupied times (or incorrect schedule specification) via power 
level indicating supply fan, condenser fan, and compressor are operating during 
times when the building or specific buildings zones are not occupied. 

4. Operation of individual components (e.g., compressor or condenser fan) during 
unoccupied times via the corresponding power level being detected during 
unoccupied times. 

5. Excessive cycling indicated by compressor power cycling at a frequency higher than 
acceptable. 

a) Unit not operational - zero power during conditions (e.g., time of week and 
outdoor air temperature) when the unit has historically operated. 

In some cases (e.g., a unit not operating), detection of the fault occurrence alone will be 
sufficient to instigate servicing of the unit.  If the unit is monitored closely and alarms provided 
for catastrophic faults, owners might be contacted about the problem or servicing started even 
before occupants complain about uncomfortable conditions.  For other faults (e.g., degradation 
in unit efficiency), quantification of the magnitude of the fault and impacts on operation costs will 
be necessary to determine or reach agreement with the building owner regarding when 
servicing should be undertaken.  In all cases, however, the information provided by such a 
remote monitoring and diagnostic system will provide the information necessary to base 
servicing on the condition of the equipment, helping maintain HVAC equipment and systems at 
peak operating efficiency. 

Requirements for Realization 

Because we suggest a focus on fault detection rather than fault isolation (or fault diagnosis), 
much lower sampling rates (i.e., longer sampling intervals) can be used.  Luo et al. (2002) show 
that shorter sampling intervals enable detection of sequential start-up events separated by short 
times.  For example, they show that for three devices turned on sequentially over a 30-second 
interval, a power measurement sampling period of 0.125 seconds is required to distinguish 
among the three events.  Figure 1 illustrates this graphically, where two examples constructed 
from data from Figure 4 of Luo et al. (2002) are shown.  In both examples, measured values of 
power are assumed to hold from the time of a measurement until the next measurement for 
three sampling time intervals:  0.125 sec, 10 sec and 60 sec.  In plot (a), measurement 
sampling starts at time = 0.  The measurements are able to capture all three start-up events for 
both the 0.125 sec. and 10 sec. sampling intervals, but for the 60 sec. sampling interval, the 
three events appear as one large event in which the power changes from 21.5 kW to about 47 
kW.  When the sampling starts at time = 5 sec. as in plot (b), only the performance of the 
measurements made at the 10-(a) 
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Figure 1.  Hypothetical examples of measured power plotted against time 
for three sampling intervals (0.125, 10 and 60 seconds) for three startup 
events all occurring within a 30 second interval with measurements 
starting at a) time = 0 seconds and b) time = 5 seconds.  After Figure 4 in 
Luo et. al (2002). 
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sec sampling interval changes with respect to ability to detect the start-up events.  In this case, 
data for only two of the events is obtained with samples at 10-sec intervals, creating the 
appearance that two start events occurred, one increasing the power use from 21.5 kW to 32 
kW  and the other (which is really two events) increasing the power use from 32 kW to 47 kW.  
Comparison of Figure 1(a) and Figure 1(b) demonstrates that not only the length of time interval 
between samples affects the ability to detect events but also for events that exist for a time 
approximately equal to the sampling interval or less, the timing of occurrence of the event 
relative to when measurements are made also affects the ability or probability of detecting an 
event. 

Furthermore, as Luo  et al. (2002) demonstrate, the ability to collect one or a small number of 
data points corresponding to a start-up event and to discern them visually on a graph is not a 
guarantee that the an event-detection algorithm will detect the event.  For example, in Figure 4 
of that paper, the authors explain that that when the sampling interval was set to 1 sec., the 
algorithm detected the first two start-up events, but was not able to detect the third event (the 
increase in power from 42 kW to 47 kW in Figure 1 in this report), even though the last event 
was visually discernable. 

The problem of detecting start-up events based on the ability to recognize separate increases in 
power use associated with individual physical devices starting is particularly troublesome for 
using NIELM to detect the on and off times for a large set of devices that are present in a home 
where many devices might power consumption of similar magnitude and frequent cycling 
occurs, making short sampling times particularly important.  However, when applying NIELM 
techniques to a packaged HVAC unit, the on-off events for very few components are of interest, 
the compressors, the condenser fans, and the evaporator or supply fan.  Each of these can be 
discerned by the magnitude of its power consumption.  Furthermore, combinations of devices 
starting within a sampling period (i.e., simultaneously from a sampling perspective) and 
measured as a large increase in power can be detected by the knowing the sum of the power 
draws of the individual components.  Because the number of components is so small, the 
number of combinations (i.e., sums) that need to be considered is relatively small and 
manageable.  Therefore, we hypothesize that sampling times that are the order of 1 minute are 
probably acceptable for the proposed application of NIELM, considerably reducing the amount 
of data that requires management, processing and communication. 

Methods for detecting changes in power use and associating them with individual appliances 
were developed in early work at MIT and shown to be particularly effective for residential single-
point metering of time of use and energy consumption of individual appliances of many types.  
Later work focused on developing the NIELM techniques for use on commercial buildings for 
which there are generally many times then number of appliances.  The problem of monitoring a 
few components in a packaged HVAC unit shares much in common with simpler residential 
applications of NIELM and, in fact, are likely much simpler than monitoring appliance use in a 
home because the number of devices is much smaller (2 to 4 major components for a packaged 
air conditioner or heat pump, the population of devices does not change with time, and except 
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for degradation in efficiency and capacity over time, the power consumption can be known in 
advance for each component and is relatively stable over time.  This makes packaged unit 
monitoring particularly well matched to the capabilities of NIELM. 

Next Steps  

Development and practical application of the NIELM technology for remote monitoring and the 
detection of performance degradation of packaged air conditioners and heat pump will require 
the following major steps to bring the concept to reality: 

1. Development of the details of air conditioner and heat pump monitoring based on the 
small number of measurements proposed and documenting of the corresponding 
algorithms. 

2. Adaptation of algorithms from previous work and development of some new 
algorithms for using NIELM to extract on/off times, power draw, energy use, cycling 
frequency of packaged unit compressors and fans from the power connection to the 
unit and implementation of them in software. 

3. Development of a very low-cost hardware package with the necessary processing, 
data storage and communication capabilities for implementing the NIELM and fault 
detection algorithms.   

4. Testing of the algorithms, software, hardware and end-to-end system in a laboratory 
setting. 

5. Field testing of the resulting system. 

6. Commercialization. 

 

Conclusions 

Non-intrusive electric load monitoring shows considerable promise for substantially reducing the 
cost of smart monitoring and diagnostic systems for packaged air conditioners and heat pumps, 
while providing the capabilities that HVAC service provides see as most important for such as 
system to provide.   Systems for this purpose available or prototyped previously have been far 
too expensive for widespread practical use.  This approach based on NIELM should reduce the 
number of sensors from the order of 15 to a few and decrease the time for installation to an hour 
or two rather than 4 to 10 hours the authors have observed for more complex prototype 
systems.  The technology although proposed initially for retrofit on existing packaged units 
would be readily adaptable for installation at even lower cost during manufacture of HVAC units.  
The changes possible from successfully developing and implementing the NIELM-based 
technology described conceptually in this document will help transform how packaged HVAC 
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equipment is operated and maintained, increasing its operating efficiency and decreasing the 
energy used for space conditioning the 90% of commercial buildings and 55% of commercial 
floor area that these units serve. 
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