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1. Abstract

The science and technology challenges for international safeguards range from cutting edge 
physics needs to practical technology solutions for high volume data handling and analysis 
issues.  This paper will take a narrow look at some of the predominant challenges, which 
include those at high throughput commercial facilities and those in the detection of 
undeclared facilities.  It is hoped that by highlighting these areas it can encourage a 
concerted effort by scientific institutions and industry to provide robust cost-effective 
solutions. 

2. Overview 

a) Basis for Safeguards 

Since its formation in 1957, the International Atomic Energy Agency (IAEA) has 
always been challenged in carrying out its role to promote safe, secure and peaceful 
uses of nuclear technologies.  It sees the three main pillars of this nuclear mission to 
be: safety and security; science and technology; and safeguards and verification. 

Because of the potential dual use of nuclear technology for peaceful and weapons 
purposes, signatories to the various treaties and agreements with the IAEA open 
either the entire State’s nuclear fuel cycle or specific facilities in that State to 
implementation of safeguards by the IAEA. The cornerstone of the multilateral 
nuclear non-proliferation and disarmament regime is the Treaty on Non-Proliferation 
of Nuclear Weapons (NPT) that was opened for signature in July, 1968. The Treaty 
entered into force in 1970.1  Currently, over 145 States are signatories. 

In the simplest of terms, such openness or transparency is intended to demonstrate to 
the world, through IAEA monitoring, the peaceful intent of a State in using nuclear 
technologies.  This not only independently confirms intent but also opens the door to 
nuclear commerce among participating States, for the benefit of mankind. 

As of December, 2006, 925 facilities were under IAEA safeguards2.  In terms of 
safeguarded nuclear material (excluding source material), this represented over 980 
metric tons of plutonium, 16 metric tons of high enriched uranium, and 1120 metric 
tons of low enriched uranium.3

b) The IAEA’s changing role 

“One of the most urgent challenges facing the International Atomic Energy Agency 
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(IAEA) is to strengthen its safeguards system for verification in order to increase the 
likelihood of detecting any clandestine nuclear weapons programme in breach of 
international obligations. The IAEA should be able to provide credible assurance not 
only about declared nuclear material in a State but also about the absence of 
undeclared material and activities.”4  Up until the disclosure in 1991 of a clandestine 
nuclear weapons program by an NPT signatory (Iraq), the IAEA safeguards program 
was focused solely on nuclear facilities declared by the State. 

With the revelations of the Iraqi program, a major shift in the safeguards paradigm 
took place by the Member States resulting in the issuance of INFCIRC 540, 
Additional Protocols.  “The Additional Protocol is a legal document granting the 
IAEA complementary inspection authority to that provided in underlying safeguards 
agreements.  A principal aim is to enable the IAEA inspectorate to provide assurance 
about both declared and possible undeclared activities.  Under the Protocol, the 
IAEA is granted expanded rights of access to information and sites.”5  It was also 
recognized that as opposed to drawing conclusion on facilities, a new focus was 
required on drawing safeguards conclusion at a State level.  This also required more 
emphasis on the analysis of information (both provided by the State and in the public 
domain) and the entire nuclear fuel cycle of a State. 

c) Growth of nuclear power 

The IAEA makes annual projections concerning the growth of nuclear power. One is 
a low projection that assumes that all nuclear capacity that is currently under 
construction or firmly in the development pipeline gets completed and attached to 
the grid, but no other capacity is added. The other is a high projection, which adds 
additional reasonable and promising projects and plans.  In this high scenario, there 
would be growth in capacity from 370 GW(e) at the end of 2006, to 679 GW(e) in 
2030. That would be an average growth rate of about 2.5%/yr.6

3. The Dilemma 

For traditional safeguards at declared facilities, the technical objective is “the timely 
detection of diversion of significant quantities of nuclear material from peaceful nuclear 
activities to the manufacture of nuclear weapons or of other nuclear explosive devices or for 
purposes unknown, and deterrence of such diversion by the risk of early detection.”7  This 
technical objective is the basis for detailed and specific inspection goals for each facility 
inspected under comprehensive safeguards agreements. 

This paper will focus only on plutonium, high enriched uranium, and low enriched uranium 
whose goal quantities (or significant quantities) are 8kgs, 25kgs, and 75kgs, respectively.
To put this in perspective for these heavy elements, picture a soda can size object for the 
plutonium and a grapefruit size object for the high enriched uranium.  Timeliness criteria 
from which to draw conclusions vary from approximately one week to approximately one 
year depending on the form of the material, with metal having the shortest timeliness criteria 
and waste the longest. 
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The IAEA methodology at declared facilities, of applying goal quantities and timeliness 
criteria by using a statistical approach that includes propagation of measurement 
uncertainties at specific confidence levels over a facility’s inventory, based on near real time 
accountability, has been used successfully since the 1970s.  The one exception has been the 
inability to quantify nuclear materials of interest in spent fuel using non-destructive 
techniques.  To address spent fuel, the IAEA took a continuity of knowledge approach 
whereby even without independent quantitative knowledge of actinides in spent fuel, as an 
item it was possible to keep it under constant surveillance to assure that it was not being 
tampered with and nuclear material was not being diverted. 

What changed to put this methodology at risk?  As the more challenging technologies of 
enrichment and reprocessing matured outside of weapons States and the need for economies 
of scale became important for cost effectiveness, facilities grew substantially in size.  
Therefore, the nuclear material throughput grew, resulting in large quantities of bulk nuclear 
materials being processed in complex facilities.  With these increases in throughput by 
orders of magnitude, there was not a corresponding reduction in measurement error for 
quantifying nuclear material, the end result being that measurement uncertainly alone for a 
process stream or product exceeded the IAEA’s goal quantities. 

The resulting inability to make mathematically definitive statements for timely detection of 
diversion of significant quantities placed this standard methodology at risk.  Any nuclear 
facility, especially a complex one, has multiple potential diversion pathways.  As long as the 
IAEA could draw mathematically defensible conclusions on the nuclear material, this 
reduced the need for intrusive monitoring systems.  If you can prove that all the material is 
where it should be, why look further? 

Indeed, under INFCIRC 153, paragraph 4, the IAEA is obligated to minimize its impact on 
the State and facility: 

“IMPLEMENTATION OF SAFEGUARDS 
  4. The Agreement should provide that safeguards shall be implemented in 

a manner designed: 
(a) To avoid hampering the economic and technological development of the 
State or international co-operation in the field of peaceful nuclear activities, 
including international exchange of nuclear material; 
(b) To avoid undue interference in the State's peaceful nuclear activities, and 
in particular in the operation of facilities…”8

Without the ability to meet the goal quantity and timeliness criteria, additional measures are 
required.  This concept of other measures is not new and was already, for example, in 
routine use for spent fuel.  Now, fully understanding potential diversion scenarios and 
putting in place countermeasures would be a critical part of a safeguards approach. 

If we take only one example, that of an industrial scale reprocessing facility that has a 
throughput of 8000kgs of plutonium per year (equivalent to a typical 800 MTHM plant), 
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then, based on significant quantity, the IAEA has the challenge of timely detection, with 
high confidence that less than 0.1% of this throughput is missing every year and less than 
1% every month.  Now on top of this challenge, add the detection of a clandestine weapons 
program in a State.  Since the challenge is on many fronts and far exceeds both the length 
allowed for this paper as well as the knowledge of the author, topics have been limited to a 
manageable number of critical challenges to which we believe priority should be given. 

4. Gas Centrifuge Enrichment 

The gas centrifuge process uses a large number of rotating cylinders in series and parallel 
formations.  This rotation creates a strong centrifugal force so that the heavier gas molecules 
containing 238U move toward the outside of the cylinder and the lighter gas molecules rich 
in 235U collect closer to the center.  It requires less energy to achieve the same separation 
than the older gaseous diffusion process, which it has largely replaced and so is the current 
method of choice and is termed “second generation.”  Gas centrifuge techniques produce 
about 54% of enriched production with an efficiency relative to gaseous diffusion of 1.3.9

Cascade Halls 

Figure 1, shows the nature of the complexity for a cascade made up of many 
centrifuges.  Large 1000 SWUs have many hundreds of individual centrifuges.  The 
cascade in an enrichment plant is the most challenging safeguards area for many 
complex issues. 

First, these are considered to be technology sensitive parts of the plant where access 
could result in the release of proprietary information that could be of advantage to a 
competitor; therefore, access or monitoring is tightly controlled and limited. 

Second, due to the modular nature of this process, simple piping changes can result 
in the production of high enriched uranium from a plant stated to be only for low 
enriched uranium production. 

Third, there are multiple diversion scenarios (besides the HEU production mentioned 
previously) including undeclared production of LEU using undeclared feed and 
diversion of existing LEU.  All of these diversion scenarios can be accomplished 
within the cascade hall. 

Fourth, in the 1980s, the Hexapartite Safeguards Project (HSP) was initiated to 
address the safeguards approach for multilateral enrichment facilities in Europe.  The 
outcome of this project has defined the current approach and includes limited access 
to the cascade hall using the regime known as Limited Frequency Unannounced 
Access (LFUA) with the condition that the this approach is limited to an annual 
uranium separation capacity of 1,000 tons10.  Newer plants under construction will 
exceed this limit. 
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Figure 1 

With HSP, the cascade hall was turned into an effective black box, limiting the 
IAEA inspectors to easy access to the feed and withdrawal stations to up to 12 times 
per year, and LFUA to up to 4-12 times per year (the number is facility specific). 

In larger facilities a new safeguards approach is needed.  With dramatic 
improvements in measurement technology, could an accurate material balance be 
determined that meets the IAEA goal quantities?  Could this be done just in the feed 
and withdrawal area or must it include the cascade hall? 

Recommendation #1: To pursue unattended non-destructive assay techniques that 
will allow accurate closure of the material balance and/or detection of all diversion 
scenarios in a timely manner with high confidence. 

5. Reprocessing 

Typical light water reactors do not fission all of the usable nuclear material in the reactor 
fuel due to materials’ limitations that limit the structural integrity of the mechanical portions 
of a fuel assembly.  Therefore, after removal, the spent fuel still contains valuable quantities 
of fissionable nuclear materials.  Reprocessing in the nuclear industry separates any usable 
nuclear fuels such as uranium and plutonium from fission products and other materials so 
that they can be used again in the manufacture of new nuclear reactor fuels11.

a) Spent Fuel Storage 

As previously mentioned, no quantitative non-destructive assay technique currently 
exists to determine the quantity of plutonium in spent fuel.  Yet the majority of the 
980 metric tons of plutonium in the nuclear fuel cycle resides in spent fuel.  This is 
essentially a by-product from the fissioning of the U235 where U238 (the majority 
fractional isotope of uranium and the fertile component of uranium) transmutes to 
plutonium.  This very phenomenon is the basis for fast breeder reactors.  Without the 
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ability to quantify isotopes of interest in spent fuel, the majority of plutonium 
remains unverifiable by the IAEA.  The current approach using containment and 
surveillance for continuity of knowledge is a necessary but undesirable limitation.  
This requires 24-hour coverage at spent fuel ponds around the world, and 
containment and surveillance failures, as rare as they are, present a significant 
challenge to re-verify the inventory. 

Recommendation #2: To pursue attended and unattended non-destructive assay 
approaches to quantify plutonium in spent fuel. 

b) Aqueous

Currently, the most common type of spent fuel reprocessing is based on PUREX12

(Plutonium and Uranium Recovery by EXtraction).  In this case, chemical separation 
is accomplished using organic and inorganic solutions to separate uranium and 
plutonium from fission products and other actinides.  We will focus on a 
reprocessing plant like that in Rokkashomura, Japan, since it is under full scope 
IAEA safeguards, unlike those in weapons States, and it has a state of the art 
safeguards system in place.  The basics steps are indicated in Figure 2. 
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The spent fuel challenge has already been discussed in Paragraph (a).  In Figure 2, 
we now enter the aqueous section of the plant (the most problematic section).  In this 
part of the facility, highly radioactive spent fuel that entered as specific items is now 
chopped and dissolved into a nitric acid solution in the input accountability tank 
(IAT).  It is at this location that the first measurement is made of actual plutonium 
content using the tank’s volume and density measurements and using destructive 
assay samples for chemical analysis.  It is the starting input accountability value for 
the inventory. 

The solution then continues through multiple steps where it is not possible to 
quantify the plutonium.  Only process monitoring such as liquid flows and tank 
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levels are monitored by the IAEA in order to follow the process.  This is where 
complexity, lack of access, high radiation, and other factors can quickly turn this 
section of the plant effectively into a black box, where you have confidence in what 
went in and out of the box, but the activities inside the box remain problematic to 
unfold in any accurate detail. 

Staying focused on this black box, what would be an easy and effective diversion 
scenario?  The best person to ask is the actinide chemist who has experience in such 
a facility.  The simple answer is to change the chemistry so the extraction efficiency 
is reduced, allowing, for example, more plutonium to enter the waste stream.  Such 
an approach requires no modification to the facility, just small changes to the 
chemistry depending on the diverter’s target quantity and the time period to achieve 
it.  This diversion does not end there, as now the material has to be removed from the 
waste stream.  Since one cannot meet current goal quantities and timeliness criteria 
with current measurement capability, what can you do?  The answer is to assure that 
the chemistry remains nominal on a real time basis. 

The current nominal IAEA approach at a facility like RRP, has many of the elements 
in place to try and accomplish this monitoring.  This includes on-line solution 
monitoring systems for flow, and on-line sampling for nuclear material and 
chemistry with off-line destructive assay.  The consequences of the off-line 
destructive assay are significant.  In order for the IAEA to maintain independent 
verification, every sample must be authenticated throughout its analysis life cycle, 
from the point of sampling to the final analysis result.  To assure that both the sample 
and the analysis are authentic, the IAEA needs to set up a monitoring system for all 
the automated sampling machines and their samples, assure that each sample taken 
was associated with a specific sampling station after traveling in kilometers of 
vacuum lines, and jointly operate an on-site laboratory by pairing an IAEA analyst 
with an operator counterpart.  This is a commendable but costly approach when 
hundreds of samples must be analyzed for the IAEA every year and it entails 
considerable time to complete. 

Recommendation #3: To pursue unattended on-linea and at-lineb destructive assay 
techniques to replace off-line measurements. 

a - on-line: automated direct analysis of process fluids 
b - at-line: automated sample preparation prior to automated analysis 

c) Pyro-chemical Processing 

Also known as pyrometallurgical reprocessing, this is a means of separating 
actinides (elements within the actinide family, generally heavier than U-235) from 
non-actinides.  Although not in significant use, there are many variations that have 
been explored, and the processes are well understood.  In one approach, the spent 
fuel is placed in an anode basket which is immersed in a molten salt electrolyte.  An 
electrical current is applied, causing the uranium metal (or sometimes oxide, 
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depending on the spent fuel) to plate out on a solid metal cathode while the other 
actinides (and the rare earths) can be absorbed into a liquid cadmium cathode.  Many 
of the fission products (such as cesium, zirconium and strontium) remain in the 
salt.14

Unlike aqueous reprocessing, there is no initial accountability value from an input 
accountability tank.  This further strengthens Recommendation #2.  The 
electrochemical activities take place in a sealed vessel and although smaller and less 
complex than its commercialized cousin PUREX, the vessel also represents an 
effective black box during the process.  This further strengthens Recommendation #3. 

6. Undeclared Activities 

With the additional safeguards framework incorporated in INFCIRC 540, the IAEA was 
tasked with providing credible assurance of the absence of undeclared nuclear activities in a 
State.  This is unequivocally the greatest challenge to the IAEA.  Note the following 
working definitions: 

“Signatures: An identifying characteristic or mark of one or more physical characteristics 
associated with a proliferant process or activity.  Examples: acoustic signal, chemical. 
Observables: A physically measurable phenomenon, which can be observed, generated by 
an object of interest that conveys information about the object’s properties.  Examples: 
particles, waves, chemicals, effluent, EM signal.”15

a) Signatures and Observables 

What are the signatures and observables (S&O) for all of the elements of the nuclear 
fuel cycle and a nuclear weapons program?  What is the range of detection for 
observables?  What technologies are available to collect and analyze observables?  
What technologies need to be developed to collect and analyze observables?  These 
are critical questions to be answered and it must be pointed out that this goes far 
beyond the nuclear materials that would ultimately be used in such a program.  Non-
nuclear components such as chemicals, other effluents, and other potential indicators 
such as infrastructure where some nuclear processes require significant sources of 
electrical power and cooling need to be considered. 

Recommendation #4: To pursue a comprehensive assessment of all potential nuclear 
and non-nuclear signatures and observables. 

Recommendation #5: To pursue a comprehensive assessment of all potential 
collection and analysis tools for nuclear and non-nuclear observables over near, 
medium, and long distances. 

b) Environmental Sampling 

Environmental sampling is the current primary physical tool that the IAEA uses to 
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detect undeclared nuclear activities.  These swipe type samples are collected in the 
field by IAEA inspectors and then sent to the IAEA’s Seibersdorf Analytical 
Laboratory (SAL) for analysis.  Powerful destructive analysis tools, including 
particle analysis, are applied.  However, due to the nature of sampling, transport, and 
analysis, it has less than desirable timeliness.  This is especially true where in-field 
results could have had important impact on additional efforts by an inspector.  This 
could increase effectiveness by not only giving the inspectors the immediate 
knowledge they need for further activities, but in denying a potential diverter the 
opportunity to “erase” further evidence during the inspectors’ absence and 
subsequent wait for SAL results.  This would not eliminate the need for off-line type 
analysis but could, in fact, strengthen its effectiveness. 

The best transparency to detect clandestine facilities in a State would be unattended 
environmental monitoring.  This could include installed sampling and analysis 
stations in a State and/or an atmospheric sampling and analysis capability using over 
flights, for example.  Although not in practice at this time, such capability needs to 
be assessed as part of a futures toolkit. 

Recommendation #6: To pursue attended and unattended in-field measurement 
capability for nuclear and non-nuclear observables. 

7. Considerations for the next decades 

Establishing a robust safeguards technical infrastructure to develop both near and long-term 
solutions should not be limited to current IAEA inspections, current safeguards concepts, or 
current treaty limitations.  A far broader view needs to be taken to assure a flexible and 
dynamic technical capability to address our rapidly changing set of challenges for today and 
in the future. 

For example, as nano-technology matures, such capabilities need to be drawn into some of 
the challenges we face in the nuclear fuel cycle.  At declared facilities, this could include 
concepts of nano-tagsa and nano-markersb that are inherent parts of the nuclear flows and 
allow a new alternate and powerful approach to monitor nuclear materials as they are 
processed and used.  For undeclared facilities and weapons programs, nano-sensorsc that are 
inexpensive, powered by their environment, and establish distributed wireless self-
organizing networks for data collection and reporting are needed to detect observables in a 
State.

a – tags chemically bind with elements of interest. 
b – markers, also referred to as tracers, are a unique representative component of the flow stream. 
c – sensors can detect both nuclear and non-nuclear observables. 

8. Conclusion 

The IAEA faces significant science and technology challenges with its current mission and 
with the existing nuclear fuel cycle.  With its limited resources and the expected rapid 
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expansion of the nuclear fuel cycle worldwide, these challenges will only be exacerbated.  It 
is clear that outside of significant policy and treaty changes, at this time the only potential 
solutions for these challenges (under the existing IAEA resource constraints) are significant 
technological advances to make the most efficient use of the IAEA’s uniquely qualified 
personnel.

The author believes that the most important technological thrust needs to be focused in the 
following areas: 

Declared Facilities

Recommendation #1: To pursue unattended non-destructive assay techniques that 
will allow either accurate closure of the material balance and/or detection of all 
diversion scenarios in a timely manner. 

Recommendation #2: To pursue attended and unattended non-destructive assay 
approaches to quantify plutonium in spent fuel. 

Recommendation #3: To pursue unattended on-line and at-line destructive assay 
techniques to replace off-line measurements. 

Undeclared Facilities

Recommendation #4: To pursue a comprehensive assessment of all potential nuclear 
and non-nuclear signatures and observables. 

Recommendation #5: To pursue a comprehensive assessment of all potential 
collection and analysis tools for nuclear and non-nuclear observables over near, 
medium, and long distances. 

Recommendation #6: To pursue attended and unattended in-field measurement 
capability for nuclear and non-nuclear observables. 

The following statement from Adam Scheinman, Assistant Deputy Administrator for 
Nonproliferation and International Security, DOE/NNSA/NA-24, summarizes the goal for 
international safeguards: “Revitalization of international safeguards is critical and a 
prerequisite for the safe and secure expansion of nuclear power.  IAEA safeguards provide 
irreplaceable assurances of peaceful use, deter diversion through the threat of detection, and 
ultimately help promote transparency and stability.”16

I believe that implementation of the recommendations can and will enable the IAEA to 
provide comprehensive and credible assurances by deploying the best that technology can 
offer.
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