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Task 1.6 Genetic Engineering Methods and Detection 

The Lawrence Livermore National Laboratory (LLNL) Bioinformatics group has recently taken 

on a role in DTRA's Transformation Medical Technologies Initiative (TMTI).  The high-level 

goal of TMTI is to accelerate the development of broad-spectrum countermeasures.  To achieve 

those goals, TMTI has a near term need to assess methods of genetic engineering (GE) and their 

ease of execution as well as the difficulty of detection of these methods in light of available 

detection approaches. 

 

Executive Summary 

A large number of GE techniques can be adapted from other microorganisms to biothreat 

bacteria and viruses.  Detection of GE in a microorganism increases in difficulty as the size of 

the genetic change decreases.  In addition to the size of the engineered change, the consensus 

genomic sequence of the microorganism can impact the difficulty of detecting an engineered 

change in genomes that are highly variable from strain to strain.  This problem will require 

comprehensive databases of whole genome sequences for more genetically variable biothreat 

bacteria and viruses.  Preliminary work with microarrays for detecting synthetic elements or 

virulence genes and analytic bioinformatic approaches for whole genome sequence comparison 

to detect genetic engineering show promise for attacking this difficult problem but a large 

amount of future work remains. 

 

Introduction 

Genetic engineering is defined in this document as scientific alteration of the structure of genetic 

material in a living organism. It involves the production and use of recombinant DNA in order to 

produce a new trait in the engineered organism.  Both bacteria and viruses can be engineered 

however the level of difficulty is usually considered higher for the engineering of viruses as their 

genomes are smaller than those of biothreat bacteria and therefore more easily disrupted by 

genetic manipulation. 

 

Methods of Genetic Engineering 

Numerous techniques have been developed for genetic manipulation of bacteria and viruses. 

They fall into two categories: 

 

 Extrachromosomal genetic engineering (EGE) involves the transfer of an autonomously 

replicating DNA (plasmid, cosmid, bacterial artificial chromosome) to the engineered 

organisms.  This DNA can have a range of sizes of genetic material from 2 to 200 

thousand base pairs.  

 Intrachromosomal genetic engineering (IGE) involves the transfer or modification of 

chromosomal DNA from the organism through an in vivo or in vitro process. 

 

 



 

2 

 

A number of approaches can be used for IGE.  The common mechanism for most approaches is 

recombination between the genome of the engineered organism and a designed external fragment 

of DNA.  Most of the methods differ in the makeup of this external DNA fragment.  It can be a 

plasmid, a bacterial artificial chromosome, a transposable element, a virus or viral fragment, or 

even a short sequence of synthetic DNA. Table 1 summarizes many of the techniques used for 

genetic engineering. 

 

Table 1.  Techniques used for genetic engineering of microorganisms 

Because recombination is generally an inefficient process, the external DNA fragment usually 

contains a selectable marker to allow differentiation of the genetically modified organism from 

the high background of unmodified organisms.  In many cases this selectable marker can leave a 

unique non native nucleic acid sequence (such as a gene for antibiotic resistance) in the genome 

of the modified organism that is later detectable as a marker of genetic modification.  Genetically 

modified food crops are identified thorough the detection of such markers.  In some cases a 

second step may remove most of the marker gene but still leave genetic remnants of the 

alteration (Datsenko and Wanner, 2000).  While not all genetic engineering leaves behind a non 

native sequence (Sun et al., 2008), genetic engineering must by its nature result in an altered 

genome and by some means this alteration from the natural antecedent must be detectable.  The 

level of difficulty of detection however varies depending on the laboratory process used to create 

the mutation and the availability of the antecedent strain. 
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Genetic Engineering detection overview 

A microorganism with an engineered genome could have a genetic alteration of thousands of 

base pairs or a single base pair and the difficulty of detection will depend on the amount of 

genetic difference between the engineered and non engineered organism.  This relationship 

between size of genetic manipulation and ease of detection is summarized in Fig 1 below. 

 

Figure 1.  Hierarchy of genetic manipulation verses capability for detection 

In addition to the impact of the size of the genetic change on the ability of detection, variation in 

the consensus genome sequence of the engineered organism can also impact the ability to detect 

genetic alteration.  For example, when the complete genome sequences of many strains of 

Bacillus anthracis are compared there is very little genetic difference in the genome organization 

and sequence of these genomes.  However, Burkholderia pseudomallei strains can have tens to 

hundreds of thousands of base pairs of sequence difference between individual isolates 

(Tuyanyok A et al., 2008).  This wide latitude in core conserved sequence between different 

biothreat bacteria necessitates the assembly of a large database of sequence information for each 

of the bacterial agents.  Only with a fairly comprehensive database of genomic sequence can one 

hope to discriminate a naturally occurring variation between individual isolates from an 

engineered change.  Recommendations for additional genome sequencing for each of the 
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biothreat bacteria and hemorrhagic fever viruses has been covered in a previous TMTI report on 

sequencing priorities submitted to DTRA in October of 2009. 

 

Genetic Engineering detection 

Work by the LLNL bioinformatics department has led us to define two distinct but 

complimentary approaches to detecting genetic engineering in microbes when using DNA 

extracted from a microbial sample as evidence.  The first approach includes methods that look 

for direct evidence of genetic engineering.  This applies to efforts to look for specific genetic 

markers associated with artificial genome manipulation.  Examples of this include vector 

mediated engineering, and the various forms of site specific integration and homologous 

recombination where “scars” are left in the resulting genome from the vectors or primer 

sequences used to facilitate a genome manipulation event.  The second category of genetic 

engineering detection approaches covers the methods that look for indirect evidence of genetic 

engineering by predicting that the presence of certain genetic sequences or sequence patterns are 

unlikely to occur from natural evolutionary processes. 

 

Previous work detecting genetic engineering with microarrays 

Progress has been made in detection of both forms of genetic engineering with the development 

of several microarrays.  As an initial attempt to develop bioassays that find direct evidence for 

genetic engineering, a microarray was designed that hybridizes query samples to DNA probes 

specific for artificial plasmid vectors associated with genetic engineering in bacteria (Allen et al., 

2008).  Experiments have shown the ability to identify engineered Bacillus subtilus and Bacillus 

thuringiensis samples as well as to correctly not call natural Bacillus strains as being genetically 

engineered.  A related effort demonstrated the potential to detect specific types of genetic 

engineering in plants using microarrays (Tengs et al., 2007).  In this effort a tiling microarray 

was used to detect a small number of plasmid vectors used for genetic engineering in 

Arabidopsis thaliana and Oryza sativa.  It may be the case, however, that the genetic engineering 

method leaves no evidence of an altered genome, other than the desired manipulation.  For 

example, a site specific insertion event, where a gene is inserted but no signature sequence is left 

at the flanking sequence.  In such cases, we are left to consider a second approach to detecting 

genetic engineering, which identifies the differences in a microbial sample that distinguish it 

from the collection of known microbial samples and determines whether the differences are due 

to natural evolution or human intervention.  One approach, which has been undertaken at LLNL, 

is to focus on the rapid and efficient detection of genetic differences in the microbial sample that 

are predicted to be of greatest interest for medical diagnostics and countermeasures.  In 

particular, extensive testing of microarrays has been undertaken to detect genetic elements 

associated with virulence factors and antibiotic resistance (Jaing et al. 2008).  For example, if a 

normally benign strain of Bacillus subtilus displays an unexpected phenotype, the query 

microbial sample could be interrogated with a microarray to determine whether genes associated 

with virulence and antibiotic resistance are detected even when previously sequenced strains lack 

these genetic elements, and as a consequence these findings could indicate a genetic engineering 

event. 
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Motivation for whole genome sequencing to detect genetic engineering 

Of particular relevance to TMTI is determining what additional information might be gained 

from sequencing a microbial isolate to identify potential genetic engineering.  There are two 

relevant approaches to this type of sequencing, metagenomic and whole genome.  Metagenomic 

sequencing involves directly sequencing all of the DNA isolated from a single sample. 

Metagenomic sequence is considerably more difficult to analyze since only parts of the genome 

of interest may be captured along with partial genome sequences of other microbes. 

Unfortunately, this may be the only form of sequencing possible if the microbe cannot be 

isolated and cultured for whole genome sequencing.  This report focuses on the challenge of 

using whole genome sequence for genetic engineering detection with the understanding that 

additional future challenges must be addressed for dealing with metagenomic samples.   

 

There are three challenges to using whole genome sequence for detecting genetic engineering:  

1)  detecting the differences between the newly sequenced isolate and near neighbor reference 

strains, 2)  functional characterization of the genome (in particular the differences with nearest 

neighbors), and 3)  estimating the likelihood that genetic differences are due to a genetic 

engineering process. 

 

Identifying the differences themselves requires strong comparative genomics expertise, and the 

ability to build a comprehensive catalogue of genetic differences depends on how closely related 

the query sequence is to reference nearest neighbors and the degree of genome structure 

variability within the bacterial family.  For example, since Bacillus anthracis strains exhibit a 

more stable genome the likelihood increases that any new query Bacillus anthracis genome will 

map in its entirety to near neighbors.  In contrast, it may be more difficult to map a novel 

Francisella tularensis sequence to its near neighbors, further increasing the number of reported 

genetic differences and thus making it more difficult to pinpoint the functionally important 

changes. 

 

A sequence annotation pipeline applied to the genome sequence can give a functional 

characterization of the genome yielding results similar to microarrays but with the potential for 

greater precision.  Thus, it may be possible to increase the sensitivity of detection of functionally 

relevant genetic elements, such as the presence of antibiotic resistance genes or other virulence 

markers that may be missed due to the limits on the number of virulence probes available for 

detection on the microarray.  This stage of analysis could include comparing the newly 

sequenced genome to a database of genetic markers associated with known genetic engineering 

methods. 

 

The first two steps to whole genome analysis will be of principle importance for developing 

broad range diagnostics and countermeasures, irrespective of whether genetic engineering is a 

factor.  Nevertheless, it is important to recognize that simply having access to the complete 

microbial genome and the first two steps of the analysis (identification of genetic differences to 

near neighbors, and functional characterization of the differences) does not automatically give 

the ability to determine whether the differences are due to genetic engineering when known 

genetic engineering scars from a predetermined set are absent.  Knowing whether changes are 
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due to genetic engineering may in fact be of secondary importance, however, having the ability 

to make this determination could provide supplemental information in prioritizing which 

differences with nearest neighbors should be analyzed more closely.  For example, if the 

manipulation is the insertion of a motif or mutation, the genetic alteration may get lost in a sea of 

differences.  Similarly, the significance of finding the presence or absence of certain genes may 

go unnoticed if their functional role remains unknown.  Having additional methods to prioritize 

the analysis of a potentially large number of genetic differences could speed up the time it takes 

to identify and design effective countermeasures. 

 

Figure 2.  Schematic of a detected DNA sequence insertion event 

 

Novel approaches to detecting genetic engineering with whole genome data 

To begin to address these problems we have begun to explore a specific genetic engineering 

detection test case, to better understand the scope of the problem and determine if bioinformatics 

methods can translate TMTI's sequencing capabilities into fast and accurate functional 

characterization of microbial genetic engineering events.  To focus initial efforts, the question of 

site specific insertion and deletion events was considered.  A simplified schematic is shown in 

Figure 2.  The goal is to start with the (relatively) more simple detection problems, which can 

serve as a basis for developing additional detection approaches for other forms of genome 

manipulation such as gene swapping events, which more closely resemble naturally occurring 

lateral gene transfer events and nucleotide polymorphisms. 

 

The broad question posed is, given the comparison of a newly sequenced isolate to nearest 

neighbor reference sequences; can genetic differences due to some process other than natural 

evolution be identified?  To address this question, we first define a model for the natural process 

of evolution.  In our initial examination, the definition of a “functional element” was left 

intentionally very broad to include detecting insertion or deletion of sequences that may contain 

promoters, genes, transcription terminators or parts of genes.  There is likely no one model of 

evolution for the gain and loss of such sequence.  It is important to note here that we are 

explicitly excluding in this definition mobile genetic elements.  Two data sets were examined to 

generate preliminary results: 19 Bacillus anthracis genomes, and 12 Yersinia pestis and Yersinia 

pseudotuberculosis genomes and preliminary analysis on the Yersinia data set is given here. 
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Figure 3.  Pair wise nucleotide differences between Yersinia genomes (Y-axis) versus 

number of pairwise distinct insertion/deletion events  

Figure 3 shows a comparison of pairwise genetic distances in the form of phylogenetic tree 

branch lengths using neighbor joining tree inference.  The y-axis is marked “blen” for the branch 

length and the x-axis marked “gap count” is the number of observed insertion/deletion sequences 

(length > 30 nucleotides) between two Yersinia sequences.  A linear fit of the data is used to 

estimate a gap insertion/deletion “rate” relative to the genetic distance observed between two 

sequences.  The rate is estimated to be 1 insertion/deletion per 250 branch length units.  

However, it is clear from the figure that there are three clusters, with potentially distinct 

insertion/deletion rates.  Figure 4 and Figure 5 show the breakdown of the two different clusters, 

which correspond to Yersinia pestis (Figure 4) and Yersinia pseudotuberculosis (Figure 5).  The 

third cluster represents distances between the two subgroups.  The Yersinia pestis rate is 

estimated to be higher with 1 insertion/deletion event per 37 branch length units.  In contrast, the 

Yersinia pseudotuberculosis genomes appear to have a much lower site specific 

insertion/deletion rate at 1 per 274 branch length units.  Looking at two of the more closely 

related Yersinia pestis strains, KIM and Nepal 516 as an example, predicts that we should see 5 

distinct insertion/deletion gaps (the actual observed number is 8) given the number of nucleotide 

substitutions inferred between the two sequences.  If accurate upper bounds on the rate parameter 

can be determined, this gives a powerful tool for determining the level of maximal sequence 

divergence for which a query strain can be compared to a reference strain and still easily identify 

an event attributable to genetic engineering.  For example, if the maximal upper bound rate is a 

branch length 50 for each insertion/deletion event, the relative genetic distance between the KIM 

and Nepal 516, would expect to see 4 natural insertion/deletions between the two sequences.  

Therefore, engineering events that led to repeated insertions above 4 would stand out, but 
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gauging the significance of 4 or less insertion/deletions would require comparing the sequence to 

a closer near neighbor to determine whether natural evolutionary divergence is the cause of the 

differences.  This information could prioritize, whether new Yersinia pestis strains are need be 

sequenced to fill in gaps that would facilitate genetic engineering detection.  Although a lower 

insertion/deletion rate is estimated for Yersinia pestis, the minimal branch length between 

Yersinia pseudotuberculosis strains is 6794, implying that at least 25 insertion/deletions are 

observed among pairwise comparisons of the existing set of sequenced strains.  Thus, this would 

indicate the need to consider filling in specific sequence gaps for Yersinia pseudotuberculosis in 

the tree. 

 

 

Figure 4.  Yersinia pestis insertion/deletion rate 
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Figure 5.  Yersinia pseudotuberculosis insertion/deletion rate 

The results for the Yersinia data set presented here are only preliminary and require follow up 

verification.  However, they illustrate the potential utility of applying bioinformatics analysis to 

support prioritizing sequencing of near neighbors for the purpose of rapid identification of 

genetic engineering.  These preliminary results suggest the need may arise in the future for a 

larger sequencing effort to achieve the goal of a rapid accurate and comprehensive detection 

system where more near neighbors are sequenced.  Absent follow on sequencing to support 

improved detection, bioinformatics analysis will help quantify the confidence levels for asserting 

whether differences in a novel sample are attributable to genetic engineering or are the product 

of natural evolution. 

 

The initial work reported here points to important areas for developing genetic engineering 

detection methods using whole genome comparisons which are listed below: 

 

 Evaluation of more bacterial strains using existing sequence is needed.  Initial work has 

started on Bacillus anthracis, but many more bacterial genomes should be analyzed.  

There may be additional difficulties encountered for bacterial genomes with a high level 

of genome plasticity. 

 The accuracy of the insertion/deletion rate must be improved to ensure that a tight upper 

bound is achieved. 

 Automated detection of different insertion/deletion rates within a bacterial group may be 

needed. 
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 Methods can be extended to consider sequence replacement events, rather than 

insertion/deletion events, which would be similar to other forms of lateral gene transfer.   

 Develop distinct rates for specific functional events.  For example, distinguish gene 

insertion/deletion rates, from intergenic insertion/deletion and partial gene 

insertion/deletion. 

 Experiment with different similarity cutoffs to decide what constitutes a non-homologous 

(laterally transferred or engineered) sequence. 

 Evaluate the insertion/deletion patterns of multiple sequences simultaneously to more 

precisely determine, which insertion/deletion events are more likely to be due to genetic 

engineering when multiple candidates are available. 

 

Other methods for detecting genetic engineering  

The comparative genomics method discussed above provides a powerful tool for detecting 

various forms of laterally transferred genes, which may be naturally occurring or due to genetic 

engineering.  The utility of this method will decrease, however, as the distance to the nearest 

neighbors increase beyond a certain threshold where the genome alignments become error prone 

and incomplete.  More work is needed to better characterize what these distance thresholds are 

and the values will depend on the particular organism family in question.  Our initial work with 

Bacillus anthracis, Yersinia pseudotuberculosis and Yersinia pestis shows the ability to generate 

alignments that cover most of the sequences, but the quality of the alignments may not hold for 

other organisms with greater levels of divergence. 

 

A second approach to get around this problem is to consider a gene comparison, or more 

generally a genome segment comparison, where smaller sub regions are considered for their 

potential for lateral gene transfer independent of surrounding levels of conservation.  This could 

give another method for targeting regions of interest absent a comprehensive functional 

characterization of the region and could provide evidence for genetic engineering.  One approach 

is to build a consensus phylogenetic tree for a bacterial family of interest from a concatenation of 

orthologous genes, and then build individual gene trees to search for regions of the tree where 

disagreement in tree topology gives evidence for lateral gene transfer (Beiko et al. 2005).  A 

detailed method for implementing an analysis pipeline is given in Beiko and Ragan, 2008.  This 

is an approach that is closely related to methods for detecting genetic shift in the form of 

Phylogenetic networks (Huson et al. 2006).   

 

One source (Ragan 2001) gives a good overview of different methods for detecting lateral gene 

transfer including the use of unexpected codon patterns.  Codon usage patterns have been 

recently used to aid functional characterization of genes in term of their predicted expression 

levels (Bailly-Bechet et al 2006), and codon usage patterns could provide an additional source of 

evidence for detecting genetic engineering. 
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Future directions and needs 

Given the myriad of approaches that can be used for genetic engineering and the widely varying 

forms of genome alteration (from single SNP to whole genome synthesis), it is suggested that at 

a minimum a database should be developed and maintained that would track the various forms of 

genetic engineering along with the corresponding genomics based detection tools (where such 

tools exist).  This will allow TMTI to maintain a dynamic resource of risks and responses to 

potential genetic engineering that can be rapidly accessed as well as identify where the capability 

gaps are expected to persist when characterizing newly identified samples.  As a first step LLNL 

has already assembled a collection of the commercially available plasmid vectors and designed 

vector specific DNA signatures, which can be used on a microarray or in silico to screen 

bacterial genomes for evidence of genetic engineering.  A logical next step would be to expand 

this database to include diagnostic genetic signatures for other forms of genetic engineering that 

leave behind specific alterations in the genome.  The challenge will be to maintain a 

comprehensive survey of genetic engineering techniques in light of the expanding toolbox of 

genetic engineering techniques under development in laboratories around the world.  To guard 

against missing unpublished methods or methods that leave no distinct genetic signature, it is 

worth including sequence analysis tools that look for genetic engineering methods by detecting 

(potentially unexpected) differences to near neighbor sequences.  Here too, considerable work 

remains to determine what genomic consensus set of sequences are needed for each biothreat 

microorganism in order to precisely identify a change in the genome sequence as a product of 

genetic engineering.  The comparative genomics tools that are developed and applied specifically 

to the genetic engineering detection task will help guide what sequence set of bacterial genomes 

should be used or developed, and will determine the limits of future rapid detection and 

characterization capabilities for novel genetically engineered biological threats. 
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