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ABSTRACT
Materials Control and Accountability (MC&A) provides assurance to the nation that nuclear materials are controlled in
accordance with their strategic and economic importance and that the misuse, theft or diversion of these materials will
be detected. MC&A plays an important part in security at nuclear facilities, especially in addressing threats such as
theft of materials, environmental contamination, and nuclear safety incidents associated with nuclear materials. For
this reason, it is important that MC&A takes advantage of new technologies and methods in order to provide
information on a site’s nuclear materials in the most timely and useful manner possible.

Within the U. S. Department of Energy (DOE), the Office of Security Policy, Policy Integration and Technical Support
Program (SO-20.3) is responsible for the development of safeguards and security technology that enables DOE and
NNSA facilities to safeguard their Special Nuclear Materials. The SO-20.3 Program tasked safeguards personnel at
Los Alamos National Laboratory to lead a project with representatives from the Y-12 Plant, Lawrence Livermore
National Laboratory, and the Savannah River Site to prepare an MC&A Modernization Plan that provides
recommendations for development new technologies and methodologies for MC&A in both new and existing DOE
facilities. The team was tasked with taking into account new concerns about the protection of nuclear material
following the attacks of September 11, 2001. Opportunities for applying new MC&A approaches and technologies that
provide increased freedom of operation, increased security and provide a potential for cost savings in existing and new
DOE facilities are discussed in this report.

INTRODUCTION

Importance of MC&A
Materials Control and Accountability (MC&A) provides assurance to the nation that nuclear materials are controlled in
accordance with their strategic and economic importance and that the misuse, theft or diversion of these materials will
be detected. MC&A plays an important part in security at nuclear facilities, especially in addressing threats such as
theft of materials, environmental contamination, and nuclear safety incidents associated with nuclear materials. For
this reason, it is important that MC&A take advantage of new technologies and methods in order to provide
information on a site’s nuclear materials in the most timely and useful manner possible. Within the U. S. Department
of Energy (DOE), the Office of Material Inventory and Technology Development (SO-20.3) is responsible for the
development of safeguards and security technology that enables DOE and NNSA facilities to safeguard their Special
Nuclear Materials. Since September 11, 2001, the recognition that there are individuals that will sacrifice themselves
to take large numbers of American lives has changed the way that threats to our facilities are viewed. We will need to
make the best use of all of our safeguards and security resources to assure that our nuclear materials are safe and
secure. Advances in safeguards technology will allow for better coordination between MC&A and physical security,
which has the potential to enhance safeguards and reduce the overall security costs of our nuclear facilities.

Mandate for the MC&A Modernization Plan
The SO-20.3 Program has tasked safeguards personnel at Los Alamos, Y-12, and Livermore to prepare an MC&A
Modernization Plan that provides recommendations for development of innovative new technologies and
methodologies for MC&A in both new and existing DOE facilities. The near term objective is to identify MC&A
problems or inefficiencies in existing DOE facilities and provide recommendations for technology development to
improve them.  It is very important to take into account new concerns about the protection of nuclear material



following the attacks of September 11, 2001. The long-term objective is to identify opportunities for new MC&A
approaches that can provide increased freedom of operation and increased security for new DOE facilities that are just
entering the planning and design stage. The objectives of this project integrate with DOE’s 25-year planning process
by identifying opportunities for future facilities that will be built over the next two decades.

The past decade has witnessed the immense growth of technology and tools for improving the way businesses account
for and control the movement of goods and personnel. While this technology has altered the way commercial
inventories (goods such as razors and clothing) are managed and tracked, very little of this technology has been
implemented in the world of nuclear material control and accountability at DOE/NNSA facilities. . Real-time
knowledge of the location and movement of nuclear material, when interfaced with physical security, will allow better
deployment of valuable physical security resources. This real-time knowledge in turn will allow facilities to better
address the new design basis threat by the most strategic deployment of security resources. In addition, if threats of
loss of material are made, the real-time knowledge of the status of the nuclear material inventory assures the public
that an outside attack was not successful. The mandate of the MC&A Modernization team is to find ways to leverage
new technology and to identify new areas where technology should be developed in order to improve effectiveness and
reduce costs associated with security at nuclear material facilities.

MC&A Modernization Background
Efforts to begin formulating a plan, which would provide a sound basis for developing innovative new technologies
and methodologies for MC&A in both new and existing DOE facilities, began early in fiscal year 2003. Early efforts
focused on providing a baseline of existing capabilities in both measurement and accounting and control sectors. Initial
‘gaps’ were compiled through review of documents such as the Task Force on Technology Solutions for Safeguards
and Security and the Y-12 and LANL roadmaps for modernization as well as through discussions with project
advisors. The results of these efforts were compiled into an Interim Report on Modernization, and presented to SO-
20.3 as well as in other forums such as the INMM in June and July of 2003. Following input during these discussions,
it was decided to proceed with validating the needs identified with as many sites in the DOE complex as practical. This
process of validation took the form of site visits, which occurred between September 2003 and March 2004. The result
of these endeavors was to compile input from across the complex on how MC&A can be improved through the
application and development of new methodologies and technologies

The MC&A Modernization Plan developed a new vision for MC&A technologies and methodologies for both new and
existing DOE facilities. Team members surveyed and documented current MC&A capabilities., and through the series
of on-site facility validation meetings in FY 2004, validated and documented current MC&A needs or areas for
improvement.

Summary of MC&A Modernization Recommendations
The new technology thrust areas identified by DOE facility advisors and team members for technology development
and R&D to improve the efficiency and effectiveness of MC&A at DOE/NNSA sites include: an integrated
safeguards, security, and safety approach for new and existing facilities; modern safeguards and security systems that
are increasingly automated; continuous real-time asset management; process and storage facility monitoring; and
greater use of in-process nuclear material measurements.

The team also documented what has already been completed in measurement technology development; areas where
new types or better methods of measurements are still needed; new MC&A approaches for accounting and control that
incorporate new tools and technologies into the current process of MC&A; and recommendations on the design of
MC&A systems, especially in new facilities that will enter the planning and design stage in the next decade.

The MC&A processes that are currently in place at most facilities are labor intensive, time consuming and inefficient.
As the complex is changing and new facilities come on line, it is imperative that we modernize our MC&A processes.
The Modernization Plan provides recommendations for development of new MC&A technology that will provide both
short term and longer term benefits. In the near term, the plan identifies areas where improvements can be made in
MC&A that reduce inefficiencies in the MC&A process in existing DOE facilities. Longer-term technology
development, facility design considerations, and MC&A system design will enable MC&A practitioners to operate
facilities with reduced risk and lower costs. These recommendations also address the issues of decaying infrastructure
and high maintenance costs. If adopted, they will help avoid unscheduled shutdowns due to safety or security



incidents, provide faster reconciliation of anomalies, reduced reliance on 2-person rule and personnel assurance
programs, and enable safety benefits such as reduced radiation exposure.

VISION FOR MC&A MODERNIZATION

Need for MC&A Modernization
This project began with discussions between
MC&A professionals from around the
complex to identify the future vision for
MC&A. It was the consensus that in the
future nuclear facilities needed “to
modernize by incorporating new tools and
techniques that strengthen material control
& accountability and reduce operating costs,
while enhancing security, safety, and
process efficiency.” This vision underlies all
of the recommendations in this report. The
practice of MC&A is very labor intensive.
For example, at Y-12, over 2000 holdup
measurements are made every two months
as part of inventory in that facility. These
holdup measurements require personnel to
wear protective clothing and carry a detector
mounted on a pole (Figure 1).

The team’s objective has been to identify current capabilities and new technologies that support or enhance the
modernization vision in four functional areas of the MC&A system. These functional areas are:

•  Material Accounting
•  Material Control
•  System Design
•  Material Measurements

These areas have been dealt with as two parts: accounting, control and system design has been addressed as a group
with an eye toward new technologies and procedures that will modernize the way MC&A is performed at facilities,
while material measurements was addressed on its own with a focus on developing a measurement matrix that will
provide a comprehensive look at how materials are measured now and what new types of NDA technology should be
developed in the future.

Vision for MC&A Modernization
Our vision for MC&A Modernization is one in which MC&A data is seamlessly integrated within a facility and within
the complex, making it possible for standardized data sharing, reporting, and archival. The modernized MC&A
complex should rely as completely as possible on automated processes and automation in tasks and measurements,
reducing both personnel exposure and personnel access to SNM. Improved abilities to control access, track materials,
and evaluate system performance should provide the greatest possible assurance about the safety and security of
nuclear facilities. Greater flexibility in being able to design and re-configure sensor and communication systems will
allow for adaptation to future MC&A configurations. The modern MC&A complex should have a full suite of
accountability, verification and confirmatory measurement capabilities that meet DOE MC&A order requirements.
New facilities that will be built over the next twenty years have the potential for much improved safeguards operations
by virtue of design, and should incorporate all of these features into their construction.

Figure 2 illustrates how some of these emerging technologies might be incorporated into existing and new facilities to
provide better tracking and automated functions for accounting and control functions. In the illustration, three specific
technologies are called out in the circles at the top of the picture. The first circle shows how integrated surveillance
systems may provide monitoring that is triggered by radiation detectors or other monitoring systems to provide smarter
surveillance. The second circle illustrates how technologies such as RFID tags may be used to track movements of

Figure 1. Holdup measurement at Y-12



nuclear materials, providing opportunities for real-time
monitoring. The third circle shows how the use of
radiation monitors at entrances/exits to MBAs might be
integrated with personnel identification cards (‘smart
badges’ or ‘proximity badges’) to track the movement of
people with nuclear materials.

The New Vision and the Emerging Threat
Environment
It is clear that in order to protect nuclear materials in the
most cost effective and efficient manner, accurate and
timely information about those materials must be easily
available. More timely information about material
location and form will help assure that physical security
is deployed in the most effective manner. With rising
security costs, effective deployment of security personnel
is essential. The new vision for Materials Control and Accountability assures that information about the movement,
handling, and the form of the nuclear material is available to make accurate and timely decisions about its protection.

CURRENT MC&A CAPABILITIES

Introduction
In order to identify current opportunities for improvement in the MC&A system, we shall first describe the current
capabilities and characteristics of the complex and compare these with the vision for MC&A outlined above. The
practice of MC&A is very labor intensive. MC&A professionals perform inventories in process areas on a bimonthly
basis. The measurement of nuclear materials and validation of the nuclear material inventory is a “hands-on” activity.
The transfer of this information is often slow by modern standards. It is important to develop technologies that allow
the quantification of all such materials to reduce the uncertainty in the knowledge of DOE's nuclear material inventory
and avoid unnecessarily large control limits. Modern technology offers many opportunities to reduce operating costs,
improve operations, and reduce personnel radiation dose.

Current Status of Materials Accounting, Control and System Design

Lack of information integration. The use of electronic databases to
track nuclear material has a long history in the DOE complex.
However, in general these databases are not integrated with others in a
facility. For example, the MC&A professional will need information
about nuclear material measurements. This information is often
contained in databases not connected to the accounting system.

Little automation. Because of the way that the complex evolved and
the specialized nature of the work, many tasks are now done manually.
Items are generally manually delivered to the measurement systems,
into the process or to the vaults. Use of two-person observation is often
the only surveillance technique employed. Figure 3 is an example of
the lack of automation.

Ability to track materials and the people handling them is lacking.
Security procedures for tracking people and materials are largely done
manually. Two-person rule is the norm when material is being handled.
This is costly not only in terms of personnel, but also in terms of
radiation dose.

Figure 2. Modernization technologies

Figure 3. Operator hand-loading
active neutron counter at Y-12



Costly and inefficient access controls. Access to Material Balance Areas is controlled either through administrative
means or manually via badge readers. Material Access Areas have portal monitors that are continuously manned by
Security Police Officers. This is costly in terms of personnel time.

Limited ability to evaluate MC&A performance. MC&A performance evaluation tends to be very site specific.
Except for the limited performance measures outlined in DOE Manual 474.1B there are no consistent metrics for
assessing the MC&A system. Uniform procedures and standards for such an assessment do not exist across the
complex.

Ability to track materials and the people handling them is lacking. Security procedures for tracking people and
materials are largely done manually. Two-person rule is the norm when material is being handled. This is costly not
only in terms of personnel, but also in terms of radiation dose.

Costly and inefficient access controls. Access to Material Balance Areas is controlled either through administrative
means or manually via badge readers. Material Access Areas have portal monitors that are continuously manned by
Security Police Officers. This is costly in terms of personnel time.

Limited ability to evaluate MC&A performance. MC&A performance evaluation tends to be very site specific.
Except for the limited performance measures outlined in DOE Manual 474.1B there are no consistent metrics for
assessing the MC&A system. Uniform procedures and standards for such an assessment do not exist across the
complex.

No formal facility design process with MC&A considerations. There is no formal design process for safeguards to
assure that advances in MC&A are designed into new facilities. Although required by DOE Order, MC&A design
considerations are seldom a consideration in facility design at all. If MC&A is part of the facility design process,
facilities will increase the security of the material while decreasing operating cost and radiation exposure to personnel.

Little flexibility in system configurations. Most sensor and other security features are “hardwired” into a facility.
This results in a high impact (operationally and financially) whenever changes must be made.

Little ability for intra-complex data sharing. Data systems are developed individually by each site. This results in
difficulties whenever it is necessary to share data between sites.

CURRENT MC&A NEEDS / AREAS FOR IMPROVEMENT

Broad Consensus Goals for MC&A
In order to develop the vision of MC&A Modernization, we endeavored to define broad, strategic goals for a
modernized DOE complex. This was done through meetings and discussions with senior MC&A personnel across the
DOE complex to identify those broad goals that have consensus support. We then compared the current MC&A
capabilities, as previously defined, to identify the gaps between the state of where we are and the state of where we
want to be. In doing so, we broke MC&A down into four primary functional areas: Material Accounting, Material
Control, System Design and Material Measurement.

Nuclear Material Accounting
Broadly defined, the goal of material accounting is to provide complete, accurate and timely information on the
nuclear material inventory and be able to integrate that information with other systems. In modernizing the accounting
practices of the complex we endeavor to assure a designated capability of loss detection through performing a
sufficient number of material balance closures and through structure MBAs in such a way as to provide maximum
detection ability.

Opportunities for improvement in the nuclear material accounting area include the capability to more fully integrate
stand-alone material tracking systems and more automation built into the capabilities of the accounting system. Both
categories of improvement will drive the complex toward a near real-time accounting ability.



Nuclear Material Control
Material Control is the ability to control the location and use of nuclear materials. Historically, material control has
been achieved through administrative checks such as use of the two-person rule, and by delineating MBA boundaries
in which nuclear material was confined. To move beyond these parameters to a modernized approach to material
control, we now think in terms of providing automated tracking and surveillance of materials, integrated portal
monitoring integrated with other sensor networks, process monitoring for the process floor and item monitoring
capabilities for storage vaults.

Opportunities in the area of material control drive the complex’s ability toward real-time asset management through
focusing on item monitoring capabilities, process monitoring, automated tracking of items in process through
surveillance and monitoring, surveillance solutions that take the place of two-person rule and enhanced portal
monitoring capabilities.

MC&A Systems Design
The intent of MC&A system design is to ensure that the MC&A system is capable of detecting and assessing threats to
the regime. Traditionally, this has been achieved through periodic reviews such as performance testing, internal review
and assessments, audits and inventories. However, system design can be modernized through greater formalization and
universal adherence to agreed-upon metrics and assessment methods.

The opportunities identified in this section of the matrix and text (Appendices C and D) include the ability to more
effectively evaluate the MC&A system’s effectiveness, requirements to incorporate MC&A into the design of future
facilities and the integration of MC&A and physical protection capabilities into a more effective whole.

IMPACTS
MC&A Modernization Team members visited eight DOE sites to discuss potential needs and opportunities for
improvement. The visits allowed for brainstorming sessions at each site with local senior safeguards and security
personnel concerning needs and opportunities at each facility and long term plans for facility upgrades. During these
visits new needs and opportunities were identified, and input from each site was registered in order to build a picture
of needs across the complex. At some sites, the classified SNM inventory listing and the database of difficult-to-
measure materials was also available for review.

For validated needs and opportunities, the facility meetings also solicited information on the impact to the site of NOT
addressing this need. This was a very important part of the MC&A Modernization Plan process, because only actual
facility personnel could provide defensible information on the impacts. The facility information on impacts was used
to categorize, summarize, and weight the validated needs according to their importance. This process was done in one
way for the Materials Accounting, Materials Control, and Systems Design areas, and in another way for the Nuclear
Material Measurements area, as described in the following sections.

Materials Accounting, Control and System Design
In order to rank the importance of these opportunities for improvement, we have looked at several factors associated
with each opportunity in order to judge the demand across the complex for implementing a given item, the impacts on
operations, costs and personnel exposure that could result from not implementing a given item, and the overall impact
on MC&A across the complex that a given modernization could have.

Site Demand for Opportunities. Opportunities that have been ‘validated’ by more than one site are considered to
have a larger impact on modernization because one technology or other improvement will provide benefits at multiple
sites. Successive iterations of this process may yield further validations or additional opportunities, and as such the
process of soliciting site input into needed modernizations will continue in the future.

Impact on Operations, Cost and Personnel Dose. For each opportunity listed, the MC&A team has endeavored to
register what impacts would result if no modernization occurred. That is, if automated inventory procedures were
identified as an opportunity for improvement but were not implemented, what impacts would continue to be a problem
at sites where the opportunity was identified? To a large degree, these impacts measure not only future effects, but also
present consequences of not having technology solutions in place.  A table was developed to capture these impacts and
summarize them for all the sites visited.



Ranking Current Technical
Capability

Impact on operations
 if no modernization
occurs

Impact on cost if
no modernization
occurs

Personnel dose if no
modernization occurs

This type of
technology would
require specialized
development.

Facility operations
are greatly
impacted by this
issue.

Current operating
costs greatly
impact operation.

Dose is unacceptable
and modernization is
critical.

Technology exists,
but requires further
development for use
in a in a nuclear facility.

Facility meets order
requirements but
could do so more
efficiently.

Current operating
costs are acceptable
but can be reduced

Dose is acceptable or
within ALARA limits
but can be reduced and
is costly.

Technology/software
is in use at one or
more sites.

Operations do not
suffer the way things
operate now.

Current operating
costs areacceptable and
could not be reduced

Dose is acceptable or
within ALARA limits.

Impact on MC&A Complex-Wide. Because the impacts that were captured for each site only measure the effects where an
opportunity is relevant, and because some opportunities will have a greater effect on MC&A complex-wide than others, this
final consideration of impacts attempted to both synthesize the first two sets of rankings. The potential for savings across the
complex may be derived if improvements in the ability to share nuclear material information allowed for a more cost effective
deployment of the protective forces, for example.

Cost-Benefit Analysis. A final approach to addressing impacts on facilities that merits further consideration is the cost-benefit
analysis. Up to this point, the evaluation of impacts has focused on the impacts caused by the current way of doing things.
Another view is to consider what the impacts would be should more modernized methods and tools be employed at a given
facility. In some cases, it may be possible to quantify these benefits in terms of cost reduction, personnel exposure reduction,
or other factors. In these cases, it should also be possible to quantify the costs of modernizing and to do a cost-benefit analysis.
Y-12 performed an initial cost-benefit analysis of automated inventory in which the cumulative costs of performing inventories
as they are currently done were set against the costs of installing surveillance and monitoring equipment for continuous
inventory. They found that the current costs would exceed the costs of installing and maintaining the new technologies in less
than five years. In this study, the costs that were quantified included labor costs, exposure costs, injury costs and equipment
costs. A graphical representation of this type of analysis, which we would expect to see for other opportunities for
improvement, looks like this:

Note that the costs for continuing current practices are not constant, due to consistently increasing personnel costs.
Therefore those identified opportunities that registered with high impacts in cost and exposure rates are likely to
benefit immensely from modernizations that would reduce the number of personnel needed to perform actions in
radiation areas, reduce the amount of manual effort needed in performing routine tasks such as material measurements,
or that would allow for automated monitoring and sensors in the place of additional workforce effort.

Cumulative costs
if current practices
continue

Cumulative costs
with new
technology

Time

Cost



RECOMMENDED MC&A CAPABILITY DEVELOPMENT IN MATERIALS ACCOUNTING,
MATERIALS CONTROL, AND SYSTEMS DESIGN
From the needs validation process and impact analysis, the MC&A Modernization Team identified a series of major
technology areas in Materials Accounting, Materials Control, Systems Design, and Material Measurements that
require new capabilities to meet the demands of MC&A modernization. The goal was to describe these recommended
capability development areas, potential technologies that might provide them, how they address the most important
unmet needs, and whether they can help solve multiple problems at multiple facilities. At the suggestion of SO-20.3,
recommended technology development areas are divided by near, mid, and long term benefits.

Near Term Benefits
Near term benefits are those that can be obtained from existing SO-20.3 project lifecycle plans, current test and
evaluation activities in facilities, and short-term “technology adaptation” projects. The latter address technologies that
require a small amount of adaptation before they can be applied in DOE facilities, thereby helping to bridge the current
gap between new technology development projects and facility implementation. For example, in some cases the most
benefits might come from development of better analysis algorithms for existing technology, rather than development
of new technology.

The benefits of near term technology development include addressing the most immediate and critical needs for proper
management and stewardship of the important nuclear materials that are the responsibility of DOE. Other benefits are
the deployment of some new technology that increases safeguards and security, and reduces costs by relieving the
pressure on other manpower intensive security resources.

Mid Term Benefits
Mid term benefits are those that will be obtained from one or more new SO-20.3 projects in the 3 to 5 year timeframe.
The projects might be carried out in parallel, or sometimes as a series of 2 to 3 short lifecycle plans. Existing DOE
facilities are aging, becoming more costly to operate, and incurring extremely costly unscheduled shutdowns due to
safety or security lapses. Mid-term benefits include an increased level of MC&A required to protect DOE facilities at
the current heightened level of domestic security threats. The products would primarily benefit existing facilities.

Long Term Benefits
Some existing and future SO-20.3 investments will not only provide benefits in the near and mid term, but will also
lay the groundwork for new technologies that provide long reaching benefits.  These projects will benefit existing
facilities, but will also lead to new MC&A technology to implement the final vision for MC&A in new, highly secure
facilities. Each project will be part of a series of steps, each with pay-offs, where the later steps will be aligned with
the proposed schedules for new facilities to provide benefits to them.

This part of the report will describe the major technology development areas and how they might impact the major
categories for MC&A improvement, and will then highlight the emerging near and mid term benefits for existing
facilities. We will describe the long-term benefits to be expected from the major technology development areas, and
what options may be available for incorporation into new facility designs.

Materials Accounting, Control and System Design - Near Term
The greatest benefits to facilities in the near term center on providing those capabilities that will enable more efficient
data entry or transfer into the accounting system, and those that will reduce the drain on personnel-intensive activities,
such as manned portal monitors or manual inventory tools.

Needed capabilities that can provide benefits in the next five years include the following: tools for data access,
recording and transfer such as Personal Digital Assistants (PDAs) or PC tablets with inventory information pre-loaded
for use in inventories (These can be linked to a bar-code scanner to allow for more efficient registering of items that
are bar-coded); surveillance tools at portal monitors (radiation sensors linked with video surveillance capabilities, for
example) to provide video-capture of events that are triggered by radiation sensors; development of modules to the
accounting system that provide integration between separate databases or automated functions such as measurement
control; and tools to enhance the efficiency of inventories such as using bar codes or smart buttons to provide instant
information on location and status of an item in the inventory. In addition, the development of new tools for assessing
the performance of the MC&A system will allow for better, more cost effective deployment of MC&A systems.



Other areas that provide both near and mid term benefits include encryption and protection systems that will allow for
future deployment of wireless communications within a facility, robotics and automation for routine operations, and
new sensor capabilities for use in facilities.

Materials Accounting, Control and System Design - Mid Term
Rapid advances in technology in a number of areas form the basis for our expectations about the future of MC&A.
This section will review these areas individually, but they should be seen as different components of an integrated
entity that can develop over the next 5 to 20 years. It should also be recognized that the projections presented below
are based on current trends. No one is really able to predict real technological breakthroughs. This was true for
personal computers in the 70's and for the Internet in the 90's. Therefore, it is likely that future technology
breakthroughs will have an impact on MC&A in the DOE complex. If DOE is to be able to take advantage of these
breakthroughs when they happen, they must be able track ongoing technology developments, and allow enough
flexibility in their programs to take advantage of opportunities as they develop.

Computational capacity. The heart of all of the technology opportunities presented here is the dramatic expansion of
computational capability. This has created a situation where today's laptop computers have much of the power of super
computers thirty years ago. These advances are usually summed up in terms of Moore's Law, one statement of which
says that the amount of computing power a given amount of money will buy doubles every eighteen months. Current
estimates by Intel Corporation project that this trend will continue at least through the rest of this decade.

Communications capacity. In addition to being able to process large amounts of information, there has been an
increase in the ability to send it where it is needed. Again, this trend seems to be continuing. There are two
components to these advances. The first is in the amount of information that can be transmitted in a given amount of
time (bandwidth). This has been the result of hardware advances such as fiber optics, and software schemes such as
packet switching, which is used by the Internet. Another, advance in communications has been the success of wireless
technologies. Properly implemented these can provide tremendous flexibility in making connections between
information sources and sinks. Investments in this area can reap enormous benefit for existing facilities. It is very
difficult to make penetrations into the walls of a nuclear facility with out impacting the integrity of the structure.
Communication solutions that do not require wires will greatly reduce the cost of implementing flexible systems.

Encryption. A major concern with communication of information is that it not fall into the hands of individuals who
are not authorized to receive it. Given the nature of DOE's mission, this is a matter of the highest urgency. However,
an inability to securely transmit information could be a major roadblock in the adaptation of today and tomorrow's
advanced technologies. Here advanced encryption methods may provide the secure environment necessary to unleash
these technologies. Traditional encryption techniques have relied on computationally intensive processes to deter
unauthorized decryption. These technologies should be continuously evaluated and used where possible. However,
they are all vulnerable to the kind of increases in computational capacity described above. On the horizon are
fundamentally secure encryption schemes based on quantum physics (quantum encryption). Development and
implementation of these methodologies will fundamentally change the ways sensitive data is exchanged.

Robotics. The ability to use robotic devices to perform operations involving nuclear materials clearly has implications
for reducing personnel costs and personnel exposure. However, there is also an added security advantage in that
human access to nuclear material is reduced overall. The dramatic successes of the two robotic, mobile laboratories
traversing the Martian surface clearly demonstrates some of the current possibilities and is a harbinger for what can be
done in the future. This example coupled with more mundane uses in factories and laboratories suggest that this is an
important technology area to be incorporated wherever possible in the complex.

Sensors. Sensors are figuratively the eyes and ears of the computer/robotic systems discussed above. Among the types
of sensors that can be and are deployed as part of MC&A and security systems are radiation, biometric, heat, chemical,
and video. Clearly integration of the outputs from these sensors with secure communications and high performance
communications will be at the heart of modern systems. While advances are needed and desired in all of the sensors
mentioned above, special consideration must be given to video systems. In particular there is tremendous potential for
development of general purpose sensors by combining video imaging with image analysis technology. In the not-too-
distant future it may be possible to not only detect motion in a field view but also determine the presence of a human
and determine his or her identity.



In summary, the future of MC&A in DOE nuclear facilities will be heavily dependent on linking powerful computers
with sensors and robotics through secure, high bandwidth (and where appropriate wireless) communications systems.
The pace of implementation will be driven by cost, technology and policy considerations, but these will types of
systems will be necessary to meet the economic, safety and security requirements that will be operative in the next one
to two decades.

MC&A VISION FOR NEW FACILITIES

Overview of Long Term Vision
Due to the World War II legacy at many of DOE’s major SNM storage and processing sites, the MC&A program is a
retrofitted effort. Processes were designed and implemented prior to any consideration for MC&A. It was only after
the war that significant emphasis was placed on implementing appropriate MC&A functions. With the potential for
several new SNM processing and storage facilities to be built within DOE/NNSA in the next decade, we now have the
opportunity to ensure that these new facilities and processes are designed with MC&A in mind.

New facilities should be designed to incorporate cost-effective safeguards that enable facility workers to have more
information available when needed, more accurately and more quickly. To achieve this, new facilities should be able
to integrate safeguards, security, and safety functions. For example, a facility could leverage the systems used to
monitor for criticality safety for monitoring against possible radiation sabotage incidents. New facility designs should
make it more feasible to provide protection capabilities as well, such as ensuring that no single insider could shut
down a facility; providing the timely ability to determine if material was taken during an attack on a facility and if so,
how much; and providing the information needed by protective forces on material at risk in a timely manner.

One option would be to have ‘hard-shelled’ facilities that allow considerable freedom of movement within the
protective shell. Greater freedom of movement could be achieved by moving toward a ‘real-time asset management’
philosophy of operations. This approach would provide the capability to continuously track the assets to be protected -
SNM, radioactive sources that could be dispersed, classified information, classified parts that require monitoring and
tracking, high explosives, and facility workers. Another great benefit would be fuller automation for MC&A processes
such as accounting data entry, inventory verification, measurements and measurement control, shipper-receiver
validation, and automated storage facilities.

This type of facility layout should provide more freedom of operation within the facility, including a reduction in two-
person rule operations, a reduction in manpower use for high-radiation tasks such as inventory taking, and less
obtrusive safeguards systems that do not hinder operations.

Figure 4 is a depiction of the types of MC&A systems that are envisioned for a modernized facility.  This figure
illustrates a facility where all SNM materials and personnel are continuously tracked and monitored. All materials are
kept in either monitored storage arrays or in enclosures or containers that prevent direct access and the accounting is
done in real-time as the materials move through the process and facility.

Materials Accounting, Control and System Design - Long Term
While many of the opportunities for improvement noted by sites during the validation process call for technology or
software that can be implemented in the near term, taken as a whole they present a vision for future facilities that can
only be achieved through careful design and safeguards planning. A modernized safeguards system cannot be
retrofitted into existing floor plans, business operations and accounting systems. Rather, best practices in safeguards
processes must drive the design of facilities, the restructuring of business operations, and the construction of
accounting systems. Nuclear facilities that are built with safeguards in mind should have features that allow MC&A to
approach, wherever possible, real-time asset management.



Facility designs should encourage hardened exteriors or underground construction to afford greater protection from the
outside and to allow for greater flexibility inside for the use of wireless technologies and greater freedom of movement
for workers. MBAs should be configured to allow for maximum freedom of movement for workers with minimum
need for manual data entry and badge swiping. Designs should minimize hold-up in process areas and ensure that
measurement for hold-up is simple and, where possible, automated. The capability for in-line measurement
instrumentation linked to the facility accounting system should be available for process areas. Process areas should
also be designed to accommodate multiple wireless sensor systems so that tracking and monitoring technologies can
be used. Storage areas should have the capability to use, to the maximum extent possible, automated inventory
technologies. Facilities should be given credit for automated technology with extensions in inventory periods.
Operational cost savings for these facilities should quickly outweigh initial construction costs because of reduced
guard force requirements and reduced exposure rates for personnel.

Other design and implementation considerations follow directly from the recommended technology development
discussion above. In most cases, these considerations are extensions on what is possible to achieve with new
technologies and methods in the near term. The costs of implementing these changes should be compensated for by the
benefits of reduced personnel cost, reduced dose rates, and improved accounting and control capabilities well within
the lifetime of the facility.

Improved capabilities for interfacing data
Future facilities should be designed with an overarching data system (enterprise system) with standards for all data
reporting and transmission so that a seamless data system drives the entire facility. If a facility has multiple buildings
or areas, pre-planning should ensure that these areas would be in direct, real-time communication in order to keep the
enterprise data system operating on real time. (This need will be further addressed under improving system flexibility
and communication.) Having all systems interfaced into an enterprise system may reduce the problems associated with
classified-unclassified interfaces; remaining issues should be dealt with in a manner that allows real-time accounting to
continue.

Improve automation of MC&A tasks
Automated systems should be designed into new facilities rather than retrofitted. If a system is designed and
constructed as part of a facility, the costs associated with construction will be greatly reduced, and the positive impacts
of automated system such as reduced personnel exposure, reduced personnel costs, and reduced security and safety
risks will more quickly outweigh the initial installation costs. Potential automated system and process capabilities
include the following: continuous inventory systems for vault storage, automated measurement and tracking systems

Figure 4. MC&A in a modernized
facility



for process areas, robotics for use in material transport, measurement or other routine tasks; item monitoring in
applications where this is possible (vault, spent fuel storage, etc.)

Improve ability to track materials and people handling them in process areas
The ability to associate items with people through the use of multiple sensors and tracking devices is an area where
vast improvements should occur in the design and construction of new facilities. Facilities with process areas should
be designed so that all MBAs can allow for surveillance, monitoring, tracking and analysis. Hardened facilities may
allow the use of more sophisticated sensors and tagging, so that processes are not constrained by the need to enter
information or swipe badges. For example, built-in GPS-type tracking within and between facilities would also add a
layer of detection capability for materials in transit.

Improve access controls to data and materials
Built-in access controls for personnel access to material areas, data systems and equipment should link directly to the
facility accounting system and be able to track personnel authorization, training and other control considerations.
Access controls, combined with tracking capabilities in process areas, should be able to determine whether personnel
are authorized to exit an MBA with material and provide alarms should unauthorized movements occur.

Improve ability to evaluate MC&A system performance
Evaluation of system effectiveness should be a continuous process in new facilities. Continuous tracking and trending
of ID and other effectiveness metrics should be done on a near real-time basis. A comprehensive set of effectiveness
metrics and the ability to model them for the facility should allow for a running evaluation of MC&A performance for
the facility.

Improve ability to accommodate change in system configurations
New facilities should be flexible in their capabilities to handle changes in MC&A procedures or mission. This
flexibility will depend, in large part, on the ability to have monitoring and detection systems that can be re-configured
within a process or storage area and data systems that can transmit wirelessly. This kind of flexibility depends to a
large extent on policy, and will require changes that allow greater flexibility based on security and design features of
the facility.

Improve intra-complex data sharing
Complex-wide standards must be developed for the transmission of data between sites, for security protocols,
archiving requirements and all other information sharing procedures. New facilities should be designed to meet these
standards in the most cost-effective manner, and set the standard for effective reporting, intra-complex communication
and data management.

A Comment on Emerging Computer Power
One technical challenge that is common to many of the above recommended technology development areas is the need
to integrate an enormous amount of data and still arrive at valid conclusions. New high-speed computers and large
databases provide the technical capability to marry ubiquitous surveillance and enormous computing power. However,
sifting through large surveillance databases will require algorithm development, a model of what one is looking for,
and enhanced data-mining technology to avoid a high false alarm or missed alarm rates. Already such emerging
technologies are changing the face of business, defense, and government operations. DOE facilities need to catch up to
and become a part of this evolution and modernization process.

Drivers for Long-Term MC&A Modernization
The benefits of MC&A modernization are the ability to provide increased security and still reduce operating costs for
nuclear facilities. These cost reductions will be realized in the form of reduced radiation exposure to personnel,
reduced man-hour costs in performing the MC&A function, reduced over security costs due to the ability to more
strategically utilize physical security personnel, and increase effectiveness of the MC&A System.
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