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Developing strategies to meet the cyber security and information intelligence 
challenges ahead 
 
As our dependence on the cyber infrastructure grows ever larger, more complex and more distributed, the 
systems that compose it become more prone to failures and/or exploitation.  Intelligence is information valued 
for its currency and relevance rather than its detail or accuracy.  Information explosion describes the pervasive 
abundance of (public/private) information and the effects of such.  Gathering, analyzing, and making use of 
information constitutes a business- / sociopolitical- / military-intelligence gathering activity and ultimately 
poses significant advantages and liabilities to the survivability of "our" society.  The combination of increased 
vulnerability, increased stakes and increased threats make cyber security and information intelligence (CSII) 
one of the most important emerging challenges in the evolution of modern cyberspace "mechanization." 
 
The goal of the workshop was to challenge, establish and debate a far-reaching agenda that broadly and 
comprehensively outlined a strategy for cyber security and information intelligence that is founded on sound 
principles and technologies.  We aimed to discuss novel theoretical and applied research focused on different 
aspects of software security/dependability, as software is at the heart of the cyber infrastructure. 
 
The workshop scope covered a wide range of methodologies, techniques, and tools to (1) assure, measure, 
estimate and predict software security/dependability and (2) analyze and evaluate the impact of such 
applications on software security/dependability.  We encouraged researchers and practitioners from a wide 
swath of professional areas (not only the programmers, designers, testers, and methodologists but also the 
users and risk managers) to participate.  In this way, we can all understand the needs, stakes and context of the 
ever-evolving cyber world.  We looked to software engineering to help provide us the products and methods to 
accomplish these goals including: 
 

 Better precision in understanding existing and emerging vulnerabilities and threats (e.g., insider 
threat). 

 Advances in insider threat detection, deterrence, mitigation and elimination. 
 Game-changing ventures, innovations and conundrums (e.g., quantum computing, QKD, phishing, 

malware market, botnet/DOS). 
 Assuring security, survivability and dependability of our critical infrastructures. 
 Assuring the availability of time-critical scalably secure systems, information provenance and security 

with privacy. 
 Observable/ measurable/ certifiable security claims, rather than hypothesized causes. 
 Methods that enable us to specify security requirements, formulate security claims, and certify security 

properties. 
 Assurance against known and unknown (though perhaps pre-modeled) threats. 
 Mission fulfillment, whether or not security violations have taken place (rather than chasing all 

violations indiscriminately). 
 



A principle goal of the workshop was to foster discussions and dialog among the 95 attendees from 21 
countries.  This goal was initiated and facilitated by multiple (daily) keynote speakers and a panel entitled 
"From Application to Network Security Engineering: Theory and Practice" with panelists John Abeles 
(System1), Michael Franz (UCI), Steve Lines (SAIC), Patrick Arnold (Microsoft) and Brian Witten (Symantec). 
A total of 38 papers are included in the proceedings, 6 in the Formal Methods track, 8 in the Intrusion 
Detection / Insider Threat track, 9 in the Next Generation Security track, 5 in the Security Frameworks track, 5 
in the Learning/Optimization track, and 5 in the Metric track.  
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