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ABSTRACT 
 
The first year of this cooperative agreement focused on the following elements: 
curriculum development and presentation, curriculum maintenance, 
enhancements, and effectiveness, and smart card initiative.  During the second 
year of this grant, with redirection from DOE, the IUOE modified its mission 
statement under the cooperative agreement.  It states:  “The mission of the IUOE 
is to provide expertise to provide best practices, information sharing, and develop 
scenarios and conduct exercises ranging in size and complexity from table top to 
national level to prepare all stakeholders to protect and restore energy 
infrastructure should an event, terrorist or natural, occur.”  The Program 
developed a number of products under this Cooperative Agreement.  These 
products include:  FOSTER (Facility Operations Safety Training Event 
Response) Curriculum and Training Models, Alternative Energy Supply – 
Generators Training Module, Liquefied Natural Gas Training Module, 
Education Program – Distributed Generations, Compendium of Resources and 
References, Energy Security and Restoration Training Manual, Manual of 
Situations and Scenarios Developed for Emergency Exercises, Manual of Best 
Practices/Lessons Learned for Energy Load Management, Training Plan, 
Strategic Information and Exercise Plan, National Certification Plan Report,  and 
a Smart Card Project Report 
  

iii 
 



Table of Contents 
 
Title Page ............................................................................................................... i 
 
Disclaimer ............................................................................................................. ii 
 
Abstract ................................................................................................................ iii 
 
Table of Contents ................................................................................................. iv 
 
List of Graphical Materials .................................................................................... 1 
 
Introduction ........................................................................................................... 2 
 
Executive Summary .............................................................................................. 4 
 
Experimental ......................................................................................................... 6 
 
Results and Discussion ......................................................................................... 7 
 
Conclusion .......................................................................................................... 20 
 
References ......................................................................................................... 21 
 
List of Acronyms and Abbreviations .................................................................... 23 
 
Appendices ......................................................................................................... 23 

Appendix A:  FOSTER Course Content and Photographs  ...................... 25 
Appendix B:  Alternative Energy Supplies – Generators .......................... 36 
Appendix C:  Liquefied Natural Gas ......................................................... 93 
Appendix D:  Education Program:  Distributed Generation .................... 129 
Appendix E:  Compendium of Resources and References .................... 146 
Appendix F:  Energy Security & Restoration Manual ............................. 157 
Appendix G:  Situations and Scenarios Developed for  
                      Emergency Exercises ....................................................... 471 
Appendix H:  Best Practices/Lessons Learned:  Energy Load  

                                Management ..................................................................... 477 
Appendix I:   Strategic Training Plan ...................................................... 485 
Appendix J:  New Technologies for Responders to Energy 

                                Emergencies Report ......................................................... 493 
Appendix K:  National Certification Program Report .............................. 501 
Appendix L:  Smart Card Pilot Recommendations Report ..................... 509 

 
 
 

iv 
 



LIST OF GRAPHICAL MATERIALS 
 

There are no graphical materials contained within this final report for the Energy 
Security and Restoration Exercise Program/Best Practices and Information 
Sharing cooperative agreement. 
  

1 
 



INTRODUCTION 
 
The material contained herein represents a final report for the activities under this 
five-year Cooperative Agreement (DE-FC26-03NT41895) between the 
International Union of Operating Engineers (IUOE) and the U.S. Department of 
Energy (DOE) National Energy Technology Laboratory (NETL).  In June 2006 the 
organizational name was officially changed and the Cooperative Agreement was 
amended to the IUOE National Training Fund.  This final report will therefore 
refer to the Cooperative Agreement recipient as the National Training Fund 
(NTF) throughout regardless of the year of performance.  This Cooperative 
Agreement was terminated after the third year because of  DOE reorganization 
and program priority changes. 
 

  The overarching objective for the work conducted under this cooperative 
agreement was to support the mission of the DOE Office of Energy Assurance 
(OEA) and after restructuring the DOE Office of Electricity Delivery and Energy 
Reliability, Infrastructure Security and Energy Restoration Division.  Prior to the 
redirection of the program, the NTF - National HAZMAT Program performed its 
tasks based on its former mission statement.  From January 1, 2005 , through 
March 31, 2006, the NTF National HAZMAT Program (NTF) conducted 43 
Energy Security and Restoration courses with 980 students for a total of 7,781 
contact hours.  These courses included awareness level Energy Security and 
Restoration courses, Homeland Security Comprehensive  Assessment Model 
(HLS-CAM) student courses, and participation as a subject matter expert in the 
80-hour HLS-CAM Train-the-Trainer. 
 
The first year of this effort focused on the following elements: 
 

1. Curriculum development and presentation;  
2. Curriculum maintenance, enhancements, and effectiveness; 
3. Program enhancements; and  
4. Smart Card initiative. 

 
The curriculum developed under this Cooperative Agreement is summarized in 
sections 3.1 and the work on the Smart Card Initiative is discussed in section 
3.11 of this report. 
 
During the second year of this grant, with redirection from DOE, the IUOE 
modified its mission statement under the cooperative agreement.  It states:  
 

“The mission of the IUOE is to provide expertise to provide best 
practices, information sharing, and develop scenarios and conduct 
exercises ranging in size and complexity from table top to national 
level to prepare all stakeholders to protect and restore energy 
infrastructure should an event, terrorist or natural, occur.” 
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Based on the new direction, the NTF, with the guidance of DOE NETL, focused 
on five tasks during Year Two of the program, they were: 
 
 Develop situations and scenarios for energy emergency exercises. 
 Provide expert guidance and control during emergency exercises.  
 Develop best practices/lessons learned for energy load management in 

buildings or plants where IUOE membership has operating responsibility.  
 Develop educational program on distributed generation.  
 Revise Smart Card pilot program to further investigate smart cards integral 

memory chips.  
 
The activities conducted on the development of situations and scenarios for 
energy emergency exercises, best practices for energy load management, 
educational program on distributed generation and the revision of the Smart Card 
program were completed and submitted to DOE NETL as final reports and 
approved by DOE. The activity covered in task two was not addressed because 
of lack of DOE guidance.  DOE was to coordinate and direct emergency 
response scenarios and the IUOE was to support that effort however, no 
notification that these exercises were planned or executed was received by the 
IUOE.  
 
The redesigned web site and brochures that were developed or modified 
assisted in the promotion of the Energy Security and Restoration program. The 
web site and brochures were a major source of information for those interested in 
Energy Security and Restoration best practices and exercise activities.    
During Year Three, the NTF focused its efforts on: 
 

1. Training of the principal audience, the stationary engineers and other 
personnel who have a primary role in national security , such as the 
National Guard and Department of Homeland Security (DHS) staff; and 

2. The development of additional training courses to support the safety of 
facility infrastructure. 

 
NTF conducted awareness level Energy Security and Restoration courses, 
Homeland Security Comprehensive Assessment Model (HLS-CAM) student 
courses, and participated as a subject matter expert in the 80-hour HLS-CAM 
Train-the-Trainer.   
 
A 40-hour course Facility Operations Safety Training Event Response (FOSTER) 
and training aids were developed for the training of facility engineers.  The 
course focuses on critical infrastructure disruptions, facility vulnerabilities, 
protection of the facility envelope, building systems and their interdependencies, 
manipulation of building systems for protection of people and assets, and the 
proper interaction of building engineers with emergency responders.   
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EXECUTIVE SUMMARY 
 
The report covers the work completed under the five-year Cooperative 
Agreement DE-FC26-03NT41895 between the International Union of Operating 
Engineers (IUOE) National Hazmat Program and the U.S. Department of Energy 
(DOE) National Energy Technology Laboratory (NETL).  In June 2006 the 
organizational name was officially changed and the Cooperative Agreement was 
amended to the IUOE National Training Fund.  This final report will therefore 
refer to the Cooperative Agreement recipient as the National Training Fund 
(NTF) throughout regardless of the year of performance.  This Cooperative 
Agreement was terminated after the third year because of  DOE reorganization 
and program priority changes. 
 
The overall objective of the project was to provide expertise in the development 
of scenarios and conduct exercises to augment DOE NETL and DOE Office of 
Electricity Delivery and Energy Reliability, Infrastructure Security and Energy 
Restoration Division.  This provides all stakeholders with best practices and 
information sharing to protect energy and energy infrastructure and restore 
energy should an event, terrorist or natural, occur.  Best practices and 
information sharing will be provided to conduct exercises ranging in size and 
complexity from table top to national level. 
 
With the redirection of the objective for the Cooperative Agreement, the NTF 
NHP modified its mission statement under the cooperative agreement.  It states:  
 

The mission of the IUOE is to provide expertise to provide best 
practices, information sharing, and develop scenarios and conduct 
exercises ranging in size and complexity from table top to national 
level to prepare all stakeholders to protect and restore energy 
infrastructure should an event, terrorist or natural, occur. 

 
Based on the new direction, the NTF NHP, with the guidance of DOE NETL, 
focused on five tasks during Year Two of the program, they are: 
 

 Develop situations and scenarios for energy emergency exercises. 
 Provide expert guidance and control during emergency exercises.  
 Develop best practices/lessons learned for energy load management in 

buildings or plants where IUOE membership has operating responsibility.  
 Develop educational program on distributed generation.  
 Revise Smart Card pilot program to further investigate smart cards integral 

memory chips.  
 
The Program developed a number of products under this Cooperative Agreement 
which are attached as Appendixes to this report.  These products include: 
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 FOSTER (Facility Operations Safety Training Event Response) 
Curriculum and Training Models 

 Alternative Energy Supply – Generators Training Module 
 Liquefied Natural Gas Training Module 
 Education Program – Distributed Generations 
 Compendium of Resources and References 
 Energy Security and Restoration Training Manual 
 Manual of Situations and Scenarios Developed for Emergency Exercises 
 Manual of Best Practices/Lessons Learned for Energy Load Management 
 Training Plan 
 Strategic Information and Exercise Plan 
 National Certification Plan Report 
 Smart Card Project Report 
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EXPERIMENTAL 
 
The projects completed under this cooperative agreement did not include any 
experimental methods.  The cooperative agreement was for the following:   
curriculum development and presentation, curriculum maintenance, 
enhancements, and effectiveness, program enhancements, smart card initiative,  
development of situations and scenarios for energy emergency exercises, 
providing expert guidance and control during emergency exercises, development 
of  best practices/lessons learned for energy load management in buildings or 
plants where IUOE membership has operating responsibility, and development of 
an  educational program on distributed generation.  
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RESULTS AND DISCUSSION 
 

1.  Products 
 

1.1 Curriculum Developed   
 

1.1.1 Energy Assurance Curriculum 
 
The NTF NHP, using existing curriculum as appropriate, modified and developed 
new training modules that were used to establish four different levels of training 
courses.  The four courses are: 1) EA 500 Energy Assurance Train-the-Trainer, 
2) EA 400 Energy Assurance Instructor Refresher, 3) EA 300 Energy Assurance, 
and 4) EA 100 Energy Assurance Awareness.  These courses incorporated the 
following training modules:  
 

 Personal Protective Equipment (ES 501, ES 401, ES 301) 
 Respiratory Protection (ES 502, ES 402, ES 302) 
 Decontamination (ES 505, ES 405, ES 305) 
 Communications (ES 508, ES 408, ES 308, ES 108) 
 Natural Disasters (ES 521, ES 421, ES 321, ES 121) 
 Risk/Vulnerability  (ES 522, ES 422, ES 322, ES 122) 
 Biological Weapons (ES 526, ES 326) 
 Chemical Weapons (ES 527, ES 327) 
 Explosive and Incendiary Devices (ES 528, ES 328) 
 Incident Command/Unified Command (ES 529, ES 429, ES 329) 
 HVAC Considerations 1 (ES 530, ES 430, ES 330) 
 CBRN-E Weapons Overview (ES 432, ES 132) 
 Energy Infrastructure (ES 538, ES 438, ES 338, ES 138) 
 HVAC Considerations 2 (ES 542, ES 442, ES 342) 
 Liquefied Natural Gas (LNG) 
 National Incident Management System (NIMS) 
 Alternative Energy Supplies – Generators 

 
The NTF NHP completed the Energy Security and Restoration Manual.  The 
Energy Security and Restoration Manual is a comprehensive source of 
educational material for participants that directly reflects the core information 
modules given during an Energy Security and Restoration session.   

 
1.1.2 Facility Operations Safety Training Event Response 

(FOSTER) Curriculum and Training Models 
 

A 40-hour course Facility Operations Safety Training Event Response (FOSTER) 
and training aids were developed for the training of facility engineers.  The 
course focuses on critical infrastructure disruptions, facility vulnerabilities, 
protection of the facility envelope, building systems and their interdependencies, 
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manipulation of building systems for protection of people and assets, and the 
proper interaction of building engineers with emergency responders.   
 
Training aids in the form of exercises and demonstration hands-on physical 
models were developed and constructed to train facilities personnel on the 
interactions of facility systems and the response associated with changing 
disasters or energy events.  These models are highly interactive and are used to 
give the participants practical experience on the effect of different scenarios.  
They are extremely useful in helping students who do not have the background 
and knowledge of Stationary (Building) Engineers conceptualize the concepts of 
HVAC manipulation therefore understanding why the building’s HVAC systems 
are so very important and how they work.  The models include: 
 
Model #1 Basic Airflow—the model was to incorporate basic building HVAC air 
system configuration, with capabilities to demonstrate normal air flow, concepts 
of positive and negative airflow and pressure effects.  This would allow 
instructors and students to manipulate a small scale HVAC system, and to better 
visualize the concept of “sheltering in place.”  
 
Model #2 Supply air and return airflow system—the simulation model for 
buildings and commercial facilities, focuses on supply and return air delivery 
system functions.  This model incorporates a configuration to demonstrate air 
change rates, and prevent “sick building syndrome.”   
 
Model #3 100% supply/100% exhausts—the model incorporates a building 
HVAC air system configuration and focuses on higher risk facilities such as 
chemical handling, manufacturing complexes and hospitals.  These systems are 
more complex in their design due to the different temperature ranges that may be 
necessary in different portions of the building. Instructors and students learn the 
inter-workings of these types of complex systems, how they operate, how they 
are balanced, why they are designed in this fashion and the analysis of safety 
considerations and restoration issues when disruptions occur.   
 
Model #4 (this model was not completed due to funding limitations) Three Story 
Vertical HVAC airflow systems—the model incorporates an HVAC system on a 
vertical, multi-story scale.  Instructors and students use it to demonstrate how 
other mechanical systems in a building interact and can alter the air flow in such 
a building. The model incorporates a working computerized elevator system.  
Instructors and students are able to visualize other systems effect, such as an 
elevator and its affect on the air flow in a multi-story building.   
 
Model #5 Air flow and its effects on buildings in a metropolitan area—the model 
incorporates the concepts of natural and forced flow effects on disruptions.  This 
three-dimensional model of a small city incorporates variable layouts of the 
streets and buildings in a virtual city. Students and instructors can observe the 
impact of wind and air flow in a city and how the configuration and layout of 
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buildings in such a setting create wind vortexes around buildings and how these 
vortexes change as the wind direction changes. The model is used to visualize 
the concept of a major chemical release effect from a processing facility. Using 
the model the instructor is able to illustrate from different points of release how 
chemicals can dissipate over distances and how the configuration a city street 
and buildings along that street can act as a canyon and allow contaminates to 
move.   
 
The course content and example photographs of the training aids are listed in 
Appendix A.  
 

1.1.3 Specialized Curriculum 
 

1.1.3.1 Homeland Security Comprehensive 
Assessment  Model 

 
An additional training course that is offered is from the West Virginia Army  
National Guard’s Homeland Security – Comprehensive Assessment Model  
 
(HLS-CAM) course, which NTF NHP staff instructors have completed to qualify  
them to teach these modules.  These modules include: 
 

 Understanding the Purpose and Methodology of the HLS-CAM (HLS-
CAM 501, HLS-CAM 301) 

 Threat Assessment (HLS-CAM 502, HLS-CAM 302) 
 Criticality Assessment (HLS-CAM 503, HLS-CAM 303) 
 M/D-SHARPP Matrix ( HLS-CAM 504, HLS-CAM 304) 
 Community Priority Assessment Plan (HLS-CAM 505, HLS-CAM 305) 
 Vulnerability Assessment (HLS-CAM 506, HLS-CAM 306) 
 Vulnerability Assessment Report and Annexes (HLS-CAM 507, HLS-

CAM 307)       
 

1.1.3.2 Alternative Energy Supplies – Generators 
 

This training module was developed  to be incorporated into other training 
courses or used as a stand-alone training.  The module (see Appendix B) was 
designed to provide the student with information that would allow him/her to 
determine the differences in types of generators, how to determine which is 
needed, how to troubleshoot a generator, et cetera. 
 

1.1.3.3 Liquefied Natural Gas 
 
This training module was developed  to be incorporated into other training 
courses or used as a stand-alone training.  The module (see Appendix C) was 
designed to provide the student with information that would allow him/her to be 
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able to identify what Liquefied Natural Gas (LNG) is, how it is produced, and 
safety and security issues associated with LNG. 

 
1.1.3.4 Education Program on Distributed Generation 

 
Distributed Energy Resource (DER) technologies consist primarily of energy 
generation and storage systems placed at or near the point of use.  The more 
commonly used technologies include reciprocating engines and batteries for 
maintaining operations as a result of power interruptions.  These are 
commercially available and have a broad power output range.  This report 
focuses on DERs that are commercially available and are used to supply power 
to facilities mainly as a result of unplanned power failure.  DERs that are used for 
peak shaving and load management were also be further identified. 
  
A training curriculum and topics have been developed (see Appendix D) for each 
of the target populations that support the DOE Office of Electricity Delivery and 
Energy Reliability, Infrastructure Security and Energy Restoration Division 
mission.  The most comprehensive curriculum is focused on the worker 
population using the train-the-trainer approach, which exponentially increases the 
number of trained people as they return to their local unions, places of 
employment, and communities to train others.  Much of the training is 
accomplished concurrently, but with flexibility to accommodate group schedules 
as the need arises. 
  
The structure of the training modules developed to target each population can be 
modified and updated to meet the needs of the different groups.  Worker and 
maintenance personnel curriculum includes key modules because it is the most 
rigorous training.  The modules Facilities Protection, Natural Disasters, and 
Back-up Energy Systems are integrated into the course materials.  These topics 
enhance the completeness of the energy infrastructure description, and the role 
that distributed energy resources play. 
 
The IUOE, through its local unions, utilizes many of these systems, i.e. backup 
power generators, batteries, and alternate fuel sources.  Lessons learned include 
the strategic use of backup systems at peak times, running major power 
consuming units at off peak hours, and powering down diesel equipment rather 
than idling as techniques for load management.  A complete report covering the 
lessons learned for energy load management has been completed, submitted, 
and  approved by DOE and distributed. 
 

1.2 Compendium of Resources and References 
  
The IUOE developed an extensive reference source for information, regulations, 
standards, and best practices for trainers to use when providing training classes 
see Appendix E).  These were provided to all students in an electronic format on 
a CD-ROM, successfully completing the Train-the-Trainer or the instructor 
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refresher which is easier to transport and index, making it more likely to be used 
as opposed to volumes of hardcopy material. 
 
Examples of information available on the Compendium CD-ROM include (but by 
no means are all inclusive):  
 

 A list of links for related Internet sites  
 “Risk Management Series Reference Manual to Mitigate Potential 

Terrorist Attacks Against Buildings,” December 2003, FEMA 
 “Anthrax as a “Biological Weapon – Medical and Public Health 

Management,” JAMA, May 12, 1999, Vol. 281, No. 18 
 “Coping with an Attack:   A Quick Guide to Dealing With Biological, 

Chemical, And Dirty Bomb Attacks,” Center for Technology and 
National Security Policy, National Defense University 

 “Medical Management of Radiological Casualties Handbook,” Military 
Medical Operations Office 

 “Guidance for Protecting Building Environments from Airborne 
Chemicals, Biological, or Radiological Attacks,” National Institute for 
Occupational Safety and Health (NIOSH) 

 “Building Security Through Design,” 2001, The American Institute of 
Architects 
 

1.3 Training Manuals 
 

1.3.1 Energy Security and Restoration Manual 
 
The NTF NHP completed the Energy Security and Restoration Manual.  The 
Energy Security and Restoration Manual (see Appendix F) is a comprehensive 
source of educational material for participants that directly reflects the core 
information modules given during an Energy Security and Restoration session.  
Chapters in the manual include:  
 

 Terrorism Awareness 
 Personal Protective Equipment 
 Respiratory Protection 
 Decontamination 
 Monitoring 
 Communications 
 Critical Incident Stress Management 
 Risk/Vulnerability Assessments 
 Applicability of HAZWOPER 
 Biological Weapons 
 Chemical Weapons 
 Explosives and Incendiary Devices 
 Incident Command/Unified Command 
 Physical Security HVAC I 
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 Radiological Terrorism 
 HVAC II – Heating, Ventilation, and Air Conditioning 

 
The following chapters were created to address specific needs in the Energy 
Security and Restoration program: 
 

 Energy Infrastructure and Interdependencies 
 Natural Disasters 

 
1.3.2 Situations and Scenarios Developed for Emergency 

Exercises 
 

The energy disruption scenarios that have the highest potential of occurrence are 
the day-to-day events such as weather, and downed power lines.  Inadequate 
response to relatively small incidents can cascade into community or country 
wide disasters, impacting an expansive area and other infrastructure 
components.  The NTF NHP developed energy security and restoration 
scenarios (see Appendix G).  The scenarios selected are not all encompassing, 
but are based on actual occurrences and reflect the day-to-day events that can 
impact our activities.  While these scenarios were designed for incorporation into 
educational sessions for the IUOE Stationary and Operating Engineers, they are 
useful for other response groups.  These scenarios represent differing scales of 
events, but are designed to stimulate the participants to examine all of the 
aspects of an incident, the role of the various groups, and interactions and 
structure of the overall response.  The scenarios consist of the following:   
 

 Subway Station Incident 
 Winter Storm Power Outage 
 Ruptured Natural Gas Transmission Pipeline 
 Bridge Collapse 
 Train Derailment 

 
1.3.3 Best Practices/Lessons Learned for Energy Load 

Management 
 
Energy load management encompasses a variety of approaches to support 
normal operations of buildings and facilities.  Integral to the operation and 
protection of people and equipment is the assessment and planning for 
disruptions, both natural and manmade.  This includes operational periods 
leading up to, during, and recovering from significant emergencies.  The NTF 
NHP developed an Educational Program on Distributed Generation which was 
described in detail in Section 3.1.3.  This program incorporates topics such as 
Site Assessments, Natural Disasters, Facility Protection, and Back up Energy 
Systems.  The techniques and systems to manage power flow and respond to 
disruptions require advanced planning to maintain operations at emergency, 
minimal, and normal operations levels (see Appendix H).  
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The IUOE, through its local unions, utilizes many of these systems, i.e. backup 
power generators, batteries, and alternate fuel sources.  Lessons learned include 
the strategic use of backup systems at peak times, running major power 
consuming units at off peak hours, and powering down diesel equipment rather 
than idling as techniques for load management.   
 

1.4 Training Plan 
 
The NTF NHP identified the primary target audience for training to be IUOE’s 
Stationary (building) Engineers who are truly the ‘first line of defense’ for 
prevention, and are ‘immediate responders’ if an incident occurs within the critical 
energy infrastructure, as outlined (defined) in Homeland Security Presidential 
Directive (HSPD)-7.  The IUOE’s hoisting and portable (H&P – heavy equipment 
operators) are also a target audience since they work in many facilities or areas 
that are part of the critical energy infrastructure, such as power plants and ports, 
and are part of the prevention and response, as outlined (defined) in HSPD-8.   
 
Additional target audiences were also identified through further analysis of  
energy and energy related infrastructure and the change in DOE philosophy.  
Target audiences for which training has been conducted include,  members of 
the Transport Workers Union in New York City, where they operate the city’s 
subway and other public transportation systems; IUOE Local Union 25 Marine 
Division; and Icon facility workers, such as, at the Constitution Center in 
Philadelphia, Pennsylvania.  The Training Plan is seen in Appendix I. 
 

1.5 Training Conducted 
 
The NTF conducted one Train-the-Trainer and three Master Instructor refresher 
courses.  The Master Instructor refresher courses are for IUOE master 
instructors who have previously taken the complete Hazardous Waste 
Operations and Emergency Response (HAZWOPER) Train-the-Trainer and 
return to the NTF NHP’s training facility in Beaver, West Virginia, to receive new 
and updated information for training courses.  Additional support that has been 
provided through instructor refresher training includes videos on relevant topics, 
reference information, CD-ROM PowerPoint presentations, student handouts, 
hands-on equipment, et cetera.   
 
The NTF NHP also conducted direct training courses for other energy 
infrastructure related entities, upon identifying them as an appropriate target 
audience.  Direct training included: 
 

 The Transport Workers Union Local 100 in New York City, New York; 
 Workers at the Constitution Center in Philadelphia, Pennsylvania; 
 Workers at the Fleet Center in Boston, Massachusetts; 
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 And workers at the Madison Square Garden in New York City, New York, 
as part of the preparation for the Democratic and Republican National 
conventions, respectively; 

 Municipal employees for Cape Canaveral, Florida, among other 
municipalities; 

  Municipality workers in cities where DOE nuclear sites are located; 
 West Virginia Army National Guard (WVANG) and DHS staff attending 

classes at Camp Dawson in West Virginia; and  
 Federal Building Managers in Denver, Colorado. 

 
The NTF NHP conducted 43 Energy Security and Restoration courses.  The 
courses ranged from four-hour awareness courses to a three-day Homeland 
Security Comprehensive Assessment Model (HLS-CAM) course.  The total hours 
taught for the 43 courses was7,781 hours.  Attending the 43 courses were 980 
students.   
 
Of the 43 Energy Security and Restoration courses, 32 were conducted at IUOE 
local unions or for local union members at their place of employment throughout 
the U.S., while 17 were conducted for specialized audiences; they are listed 
below:   
 

 Transport Workers Union, New York City, New York  (four classes) 
 Energy Security Seminar, Houston, Texas 
 Federal Center, Sam Nunn Building, Atlanta, Georgia 
 Miami Dade Fire and Rescue HQ, Miami, Florida (two classes) 
 Petro-Chemical Industry, Dallas, Texas 
 Office of Homeland Security, Atlanta, Georgia 
 Gold Strike Casino, Tunica, Mississippi 
 School system, Erie, Pennsylvania 
 School system, Pittsburgh, Pennsylvania 
 National Energy Technology Laboratory, Morgantown, West Virginia 
 National Energy Technology Laboratory, Pittsburgh, Pennsylvania 

 
Training was first conducted through two different training grants to conduct pilot 
courses.  These were conducted in September 2002 and December 2003, and 
have been previously reported on, including recommendations for future class 
content and targeted audiences.  The NTF NHP continued its training throughout 
the program basing course content on DOE direction for each year.  For 
example, during Year Two, the NTF NHP adjusted its curriculum to reflect its new 
mission, one of information sharing, best practices, and the performance of 
energy related exercises.   
 
During Year Three, the NTF NHP conducted awareness level Energy Security 
and Restoration courses, Homeland Security Comprehensive Assessment Model 
(HLS-CAM) student courses, and participated as a subject matter expert in the 
80-hour HLS-CAM Train-the-Trainer.  Three hundred and sixteen members of 
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IUOE local union 68 were trained in Energy Security and Restoration Awareness 
Courses in Caldwell, New Jersey for a total of 992 hours.  Forty five students 
were trained in HVAC for a total of 360 hours at the Camp Dawson, West Virginia 
National Guard facility as part of the HLS-CAM course. 
 

1.6 New Technologies for Responders to Energy Emergencies Report 
 
The NTF NHP developed an informational report that outlined the areas that 
must be taken into consideration for the emergency responders during an energy 
emergency (see Appendix J).  Areas for consideration included personal 
protective equipment, communications / interoperability, decontamination / 
containment, detection / environmental monitoring, and decision support tools. 
 

1.7 Energy Infrastructure Training and Education Program 
 
The NTF NHP staff contributed to “Recommendations for an Energy 
Infrastructure Training and Education Program.”  This document, in draft form, 
provides strategies for developing a training and education program for DOE 
OEA.  IUOE participated in the two meetings held at NETL, April 20-22, and May 
5-6, 2004.  Additionally, subsequent written input was provided along with review 
and comment of the draft documents.  The draft 7C: October 21, 2004, was 
received by IUOE for review and comment on October 25, 2004.  The comments 
were submitted to DOE for incorporation into the final document.   
 

1.8 National Certification Program Report 
 

The concept of a National Certification Program has been discussed by 
government sponsors, as well as private companies.  It is discussed in virtually 
every meeting or event where energy security, homeland security, and weapons 
of mass destruction are discussed.  The NTF NHP research indicated that no 
government entities or organizations have established national certification 
programs for disaster response, although several states have been working 
toward this goal, such as the State of New Jersey Emergency Management 
Registry.  There are a number of other national certification programs with 
corresponding national registries, such as the national registry of emergency 
medical technicians, in existence in 2004 that could serve as a model for a 
national certification program related to energy security/homeland security  
disaster response.  A final report (see Appendix K) on the potential for the 
successful development of a National Certification Program as researched was 
submitted to DOE. 
 

     1.9 Smart Card Pilot Recommendations Report 
 

The NTF NHP has developed an identification card system to expedite the 
response of IUOE members to a natural or manmade disaster.  The NTF NHP 
smart card pilot project demonstrated the cost effectiveness and operational 
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efficiencies associated with creating an identification card for the IUOE 
membership to carry and use for access to and for working on a disaster site.  
The card, equal to the size of a credit card, acts as a form of identity and a key 
that will permit access to a worker’s safety and health training and certifications.  
This information will ensure that responders are adequately trained or will rapidly 
identify any additional training needed prior to accessing the disaster site. 
 
The identification card includes a barcode and magnetic stripe, but does not 
include an embedded chip.  Further investigation was conducted for upgrading 
the pilot project to include the use of smart cards (chip embedded memory 
cards).  Significant issues addressed include: no specific standard exists to guide 
in the selection of the chip embedded memory cards to assure nationwide 
interoperability; the cost of upgrading the existing pilot project from magnetic 
stripe cards to chip embedded memory cards; and chip embedded memory cards 
become their own database and do not need a direct connection to a centralized 
database.   
 
Ultimately, the magnetic stripe identification card is far more cost effective and 
offers more than the chip embedded memory card for the intended usage at a 
disaster site and for daily usage by IUOE members based on:  national 
interoperability, cost, and availability.  A completed report has been submitted 
and approved by DOE and distributed (see Appendix L).  Many of these same 
issues continue in 2009, as evidenced by the difficulties and lack of smart chip 
reader compatibility in the Transport Worker Identification Card (TWIC) Program. 
 
2. Enhanced Initiatives 
 

2.1 Transport Workers Union 
 
Through NTF NHP’s work at the World Trade Center and contacts made while 
establishing training for workers prior to the Republican National Convention, the 
Transport Workers Union was established as a target audience outside of our 
membership who needed the type of training we provided under this Cooperative 
Agreement.  Blackouts, terrorist attack, and natural disaster could all affect the 
subway systems, threatening the lives of thousands of people, the public, and 
workers alike.  The transport workers are in the best position to notice, detect, 
and sound the alarm in the event of unforeseen events, but training was not 
being done for this group until the NTF NHP developed two pilot courses 
specifically for them.  The NTF NHP conducted a total of four courses for the 
Transport Workers Union.  This training was well received and rated very high in 
both usefulness for the transport workers and the quality of the training.   
 

2.2 West Virginia Army National Guard 
 
Since the IUOE’s first Homeland Security course in August 2002, the IUOE has 
been partnering with the West Virginia Army National Guard (WVARNG) 
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conducting training, sharing best practices, and reaching out to targeted training 
populations.  This partnership has also been extended into Energy Security and 
Restoration training.  The WVARNG is one of the leading authorities with regard 
to the Homeland Security – Comprehensive Assessment Model (HLS-CAM) 
course.  The WVARNG has conducted HLS-CAM courses and HLS-CAM site 
assessments around the country.   
 
During Years Two and Three of the program, the IUOE participated in the 80-
hour HLS-CAM courses as a HVAC subject matter expert.  The one-day of 
HVAC training consists of both classroom and hands-on work with the interactive 
models discussed in Section 3.1.2.  Students are given the instruction and asked 
to demonstrate with the models how best to protect against natural disasters and 
manmade events.  They are also asked to demonstrate with the models how to 
efficiently respond in the event of either a natural disaster or manmade event.   
 
3. Information Dissemination 
 

3.1 Communication Plan 
 
The NTF NHP updated and revised its overall Communication Plan.  The 
Communication Plan outlines the NTF NHP Program’s mission, strategic goals, 
objectives, and strategies for dissemination of technical, policy, and 
programmatic information. 
 
One goal of the communication plan was to convey the main message of the 
Energy Security and Restoration Program.  Communication strategies included 
considering all activities as outreach opportunities to promote the program 
mission and DOE’s commitment to protecting the energy infrastructure of this 
country. 
 

3.2 Training Brochures 
 

In support of the overall mission to protect the country’s energy 
infrastructure, the related courses were added to the NTF 
NHP’s training brochures to advertise the purpose, value, and 
benefits of this training (seen on the left). 

 

 
The Energy Security and Restoration brochure (seen on the 
right) was designed to be an informative 
handout outlining NTF NHP Program’s 
exercises and educational/informational topics, 

including assessing weaknesses, emergency response, and 
communications. It also illustrates the interdependencies among 
critical infrastructures and a perspective for analyzing 
infrastructure interdependencies.  It was focused on hurricanes 
because this was the time of the Hurricane Katrina disaster.  
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Photographs include representations of energy infrastructures and how most all 
other infrastructure is dependent on energy. 
 

3.3 Internet Site  
 
The IUOE Internet site www.iuoeiettc.org soon to be changed to 
www.iuoehazmat.org, is used to convey program information, and distribute 
program products, reports, and other related documents.  A recent change 
includes a ‘Tell Us Your Story’ link that allows participants to submit their best 
practices, lessons learned, activities, outreach, et cetera, that can be shared with 
others on the web site.   
 
The Internet site provides users with a contact for questions or requests for 
information such as how to obtain a hardcopy of specific documents.  Contact 
information is provided for e-mail, phone, fax, and postal service mail. 
 
A Disaster Response section was added to the Home Page Navigation Bar.  This 
section includes articles on domestic emergency preparedness and disaster 
cleanup risks for workers, and descriptions of Disaster Response exercises 
developed and conducted by Master Instructors.  A link to Disaster Response 
PowerPoint Presentations was added to the Home Page, and includes a 
download counter providing the number of downloads for each Presentation. 
 
The search engine added to the Home Page of the website better assists 
instructors in finding specific training topics on the site, and courses offered by 
the NTF.  The table format of the website pages allows the search engine to 
search all words and topics on the site. 
 
The “Links” page provides links to sites related to energy assurance, homeland 
security, government, chemical hazards, biological hazards, radiological hazards, 
et cetera.     
 
The IUOE’s National HAZMAT Program web site is handicapped accessible.  
The Americans with Disabilities Act (ADA) refers to Section 508 of the United 
States Rehabilitation Act to determine if a web site is handicapped accessible.  
To ensure accessibility, each page of the Site was analyzed via a link on ADA’s 
website, Watchfire® BobbyTM , for adherence to Section 508, and entitlement to 
the “508 Bobby Approved” icon.  Additionally, a large portion of the information 
on the web site is available in Spanish. 
 

3.4 Conferences and Meetings 
 
During the Program’s three years, NTF NHP staff attended workshops, meetings, 
conferences, and professional development courses that directly affected the 
work being conducted under the Cooperative Agreement.  Attendance provided 
an opportunity to disseminate information on the program and materials 
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produced through the Program, and the strides DOE has made in protecting and 
restoring, when the need arises, the energy infrastructure.   
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CONCLUSION 
 
All deliverables were met under this cooperative agreement.  The training 
programs and modules developed were used for successful training with 
operating engineers but also with transport workers, West Virginia Army National 
Guard, and other miscellaneous workers who have the potential to be reporters 
of information to protect our nation’s energy security such as police officers and 
fire fighters.  Products produced under this cooperative agreement can be used 
by DOE and others to establish best practices and share information on energy 
security and restoration applicable to a number of audiences. 
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APPENDIX A 
 

Facility Operations Safety Training Event Response (F.O.S.T.E.R.) 
Course Content and Photographs 
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F.O.S.T.E.R.  

Facility Operations Safety 
Training Event Response 

Course Outline 

 

DAY 1 

 Opening Session Introduction to F.O.S.T.E.R. 
 Pre-Test 
 Immediate Responders, First Responders, Skilled Support Personnel 
 Accidents, Natural Disasters & Acts of Terrorism 
 Getting Ready 
 Critical Energy Infrastructure 
 Building Systems & Their Interdependencies 
 Table Top Exercise 

DAY 2 

 Understanding HVAC Systems I 
 Understanding HVAC Systems II 
 Understanding HVAC Systems III 
 Practical Exercise – Locating Components on a HVAC System 
 Vulnerability Assessment 
 Vulnerability Assessment Practical Exercise 
 Fundamentals of IAQ in Buildings I 

DAY 3 

 Computer Lab I 
 Practical Exercise – Computer Lab 
 The Building Envelope 
 Protecting the Building Envelope 
 Introduction to Infrared Cameras & Thermal Imaging 
 Practical Exercise – Thermal Imaging of Building Envelope 
 Physical Security 
 HVAC System Manipulation I 

 

 



DAY 4 

 HVAC System Manipulation II 
 Practical Exercise – HVAC Model 
 Emergency Generators 
 Shelter-in-Place 
 Practical Exercise – Shelter-in-Place 
 Actions to take when ending Shelter-in-Place 
 Team Report & Presentation Preparation I 
 Team Report & Presentation Preparation II 

DAY 5 

 Team Report & Presentation Preparation III 
 Team Report & Presentation Preparation IV 
 Team Report I 
 Team Report II 
 Team Report III 
 Team Report IV 
 Post-Test 
 Course & Instructor Evaluations 

 











APPENDIX B 
 

Alternative Energy Supplies – Generators 
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Emergency Generators

Aaron A. Ondo, M.S.
Industrial Hygienist

Operating Engineers National Hazmat Program
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Generators come in all shapes 
and sizes
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Generator Check

• Engineer or building operator
• Operated

• once a week
• thirty (30) minute minimum

• Insures the reliability of the 
emergency power system
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Emergency Generators

The following is a sample of a basic
emergency generator pre-start and test 
run operational check list and should be 
expanded upon depending on the 
needs of your facilities.
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Every Building Engineer is responsible for the checking and running of the Emergency 
Generator in the building assigned to them once a week for a minimum of thirty (30) 
minutes each. These check-runs are necessary to insure the reliability of the emergency 
power system.  
 
 
          Maintenance and Inspection Procedure for Emergency Generators 
 
                                                                                                                 Notes 
 
1.   (  )   Clean around the generators area            _______________________________
2.   (  )   Clean Generator                                      _______________________________
3.   (  )   Check Battery and Rack for Corrosion   _______________________________
4.   (  )   Check Battery Water Level                     _______________________________
5.   (  )   Check Charge Operation and Rate          _______________________________
6.   (  )   Check Engine Radiator Level                 _______________________________
7.   (  )   Check Engine Oil                                    _______________________________
8.   (  )   Check Hoses and Clamps for Leaks       _______________________________
9.   (  )   Check Belts                                             _______________________________
10. (  )   Check for Leaks around Generator         _______________________________
11. (  )   Check Fuel Tank Level                           _______________________________
12. (  )   Test Run Generator     
                 a. Oil Pressure:                     _________________ 
                 b. Generator Temperature:   _________________ 
                 c. Volts:                                _________________ 
                 d. Meter Hours Start Time:  _________________ 
                 e. Meter Hours Stop Time:   _________________ 
13. Set Controls for Generator to start in an Emergency  
 
List Repairs Required 
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
 
Building: ____________________________ Generator Number: __________________ 
 
Checked By: _________________________ Date: ______________________________
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Turn the generator OFF
• Never do a pre-start 

check with the unit 
in the ready

• NEVER leave to do 
something else with 
the generator off, it 
will be rendered 
useless
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1.( ) Check and clean around the 
generators area

• Trash and debris 
that may have 
been blown in by 
the wind
• Object may be 

sucked into the fan
• Check for rodent 

nests
• Most diesel 

engines have water 
jacket heaters
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Check and Clean Around the 
Generators Area
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2.( ) Clean Generator
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3.( ) Check Battery and Rack for 
Corrosion

• Check the battery 
and rack for 
soundness

• Clean the battery
• Check terminals

• Look for corrosion 
or poor connection
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Check Battery and Rack for  
Corrosion
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4.( ) Check Battery Water Level

• Check to ensure that 
each cell has water 
and at the proper 
level

• REMEMBER, 
batteries can be 
explosive, wear the 
proper personal 
protective 
equipment 
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5.( ) Check Charge Operation 
and Rate

• Make sure that the 
charger is on

• Check the charging 
rate
• make sure that it is 

set at the proper 
voltage
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6.( ) Check Engine Radiator 
Level

• Remember to slowly open the radiator 
cap 

• Check the radiator for the proper water 
level

• In the Fall check the anti-freeze level for 
outdoor units don’t wait till winter!
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7.( ) Check Engine Oil

• Make sure the level 
is in the safe 
operational zone.

• Have the oil 
changed annually or 
after an extended 
operational period

• It’s cheaper to 
change the oil rather 
that the engine
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8.( ) Check Hoses and Clamps

• Check for sound 
connections

• Examine for dry rot 
or cracking

• Check for leaks
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9.( ) Check Belts

• Check for dry rot
• Cracking
• Stretching and adjustment
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10.( ) Check for Leaks around 
Generator

• Look for any sign of fluids on the floor 
under the hoses and connections

• If an outdoor generator check the structure 
for
• Leaky roof
• Dampers
• Doors
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11.( ) Check Fuel Tank Level 

• Check and ensure 
that the fuel tank is 
topped off monthly

• Make sure that the 
vent line is free of 
obstructions

• Make sure that the 
fill and vent lines are 
of the same size
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Check Fuel System

• If your generator has 
fuel separators, blow 
them down to 
ensure that there is 
no water in them 
prior to engine start
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Check Warning Controls or 
Lights

• If your generator has warning lights, test each 
light to ensure it is in working condition
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12.( ) Test Run Generator

• After all the different 
sections of the 
generator have 
been checked, start 
and test run your 
generator

• Wear the proper 
hearing protection 
when operating a 
generator
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Check the exhaust 
stack at start up 

It should run clean after
a few seconds



Emergency Generators 25

Test Running Generator System 
Check

• Oil Pressure
• Water Temperature
• Volts
• Meter Hours Start Time
• Meter Hours Stop Time
• If possible test run your generator under 

load conditions
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( ) Test Run Generator

• Cool down period
• Log in all test run 

data
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13. ( ) Set Controls for Generator to 
Start in an Emergency

• Return the 
generator controls to 
the emergency 
stand by setting or 
mode
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Temple University
Stand-by Generation Plant

Part of the energy solution to demands in 
the city of Philadelphia
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Presenter
Presentation Notes
The stand by plant services 57 buildings on the university’s main campus
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Presenter
Presentation Notes
From the outside you could not tell this was a stand by plant Housing development just across the streetNo noise at all When it is running you can not tell at all
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Duel Engine Generator Pods 
in the Plant

• Engines run on natural gas

Presenter
Presentation Notes
There are10 duel engine generator pods on the plantAll engines run on natural gas
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Presenter
Presentation Notes
All 10 lined up
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Presenter
Presentation Notes
An enormous amount of fresh air is needed to keep these units running
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Presenter
Presentation Notes
Here are the 4 Joy supply which service the plant during operation
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Presenter
Presentation Notes
Here are the filtration units on the roof
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Presenter
Presentation Notes
Here are the controls that can create a positive or negative pressure in the facility
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Presenter
Presentation Notes
Here is a picture of the relief air dampersThey are also attached to a unit on the roof to keep the noise level to zero
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Presenter
Presentation Notes
2 sets of air compressors connected to the pneumatic control system
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Presenter
Presentation Notes
Large amounts of cooling water are needed to keep the generators from overheatingNote the very large strainer to the left of the pumpKeeping the cooling system clean is a must to ensure generator reliability 
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Presenter
Presentation Notes
Here is a picture of the chemical/water circulation pumpAll generator cooling water is treated
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Presenter
Presentation Notes
16 inch main supply cooling lines are attached to each of the podsLeft hand corner 
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Presenter
Presentation Notes
5 cooling tower cells are needed to keep the water at a temperature where the generators will not over heat
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Presenter
Presentation Notes
The control room
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Presenter
Presentation Notes
The control room is state of the art technology and can be operated by a single personThe facility is 100% automated and can be started automatically 
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Presenter
Presentation Notes
Computer control center
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Presenter
Presentation Notes
Motor control center and main switch gears
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Presenter
Presentation Notes
This believe it or not is not enough power to run the university in the summerDuring the summer 2 additional sets of generators are brought in to aid in keeping up with the demandThis is the computer center that will engage the into the system when needed
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Emergency Generators

Problem Solving
A True Story
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• In the Summer of 2000 the Philadelphia area was in 
the grips of a major heat wave. 

• The demand for electrical power for air conditioning 
was so high that the stand-by generation station was 
called into service for nearly a full week.

• The facility was crucial for its operation in helping 
avoid rolling blackouts in the north Philadelphia area.

• On the fifth day of operations, the facility started to 
loose city water pressure due to children in the area 
opening fire hydrants to cool off.

• Due to the loss of city water pressure, make-up water 
for the generator cooling towers was not available 
because they are located on the roof.

• Quick thinking and ingenuity helped assure the area 
with the electrical power needed to get through the 
energy crisis.



Emergency Generators 52

What do you think was done 
to assure emergency 

generator operation during 
this emergency?
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Problem solved
• Tanker trucks were 

brought in with fresh 
water.

• The stand by pump had 
pipes and valves welded 
to it so water could be 
supplied at ground level.

• Connections were made 
and a new source of tower 
supply water was 
established assuring plant 
operations
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When reviewing your facilities 
Threat Assessment,

think Out of the Box!
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Any Questions?
Contact information:
Aaron A. Ondo
Industrial Hygienist

Operating Engineers National Hazmat Program
3775 Morgantown Industrial Park Bldg. 400
Morgantown, WV 26501
Phone: 304-284-9129
Fax: 304-284-9130
aondo@iuoeiettc.org
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Credits and Sources

Jesse Wagner
International Union of Operating Engineers
National Homeland Security Committee
Stationary Engineer at Temple University
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Liquefied Natural Gas

•LNG Background
•Production

•Safety
•Security

Presenter
Presentation Notes
Clean-burning liquefied natural gas (LNG) can help meet growing U.S. demand for natural gas. LNG provides one percent of our natural gas, a figure that could triple by 2020, according to the Energy Information Administration (EIA). The ability to convert natural gas to LNG, which can be shipped on specially built ocean tankers, provides access to the world's largest underutilized natural gas resources. U.S. energy policy should help facilitate building new LNG facilities to help meet growing demand for natural gas.Role of natural gas is large and growing. Natural gas accounts for about one quarter of all energy used in the United States. Residential use accounts for 22 percent, with more than 60 million homes employing natural gas for heating, cooling and cooking. Industry consumes 40 percent and the business sector 15 percent. Some 14 percent is used to generate electricity. Natural gas also serves as the raw material to make paint, plastics, fertilizer, steel, fabrics, glass and numerous other products. Meeting natural gas demand. EIA forecasts natural gas demand will grow by more than 38 percent by 2025. LNG could play an increasingly important role in this country if more LNG facilities, including marine terminals for receiving imported LNG, are built. Companies are planning them, but no new marine terminals have been approved. If LNG projects are not approved, the natural gas supply /demand balance will tighten further. A recent EIA analysis indicated that electric power generation use of natural gas would decrease if less LNG were available, with a shift toward greater coal use. Natural gas wellhead prices in 2015 would be 7 percent higher, in EIA's assessment of the impact of restricted LNG imports.LNG safety. No death or serious accident has occurred at U.S. onshore LNG facilities in 25 years. There has never been a fire, significant spill, or accidental death (because of an LNG release) on an LNG ship in the history of the industry. This safety record is a result of the LNG industry's stringent design and operating standards, supported by regulatory oversight. Approving LNG projects. Although LNG facilities pose little risk to the environment and, according to EIA, "throughout the world generally have had an excellent safety record," approvals to construct new facilities are far from certain. Many government agencies must be involved. Regulators, "not-in-my-backyard" opposition, and litigation-minded interests could block development. Long delays could force companies to abandon their plans. What is needed. Government agencies with jurisdiction over LNG projects should review and streamline regulations and procedures, ensure coordination among agencies, eliminate redundancy, shorten critical reviews and advocate changes in the law to facilitate the building of these facilities. Federal agencies, in partnership with the natural gas industry, should help educate state and local governments, communities and consumers on the need for LNG, its safe track record, and its economic benefits
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Liquefied Natural Gas

Image fills this entire area

(OR originates at the upper left corner of the area 
outlined and is sized to the full width or height of this 

bounding box.)

What Is LNG?
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What Is LNG?
•Natural gas is a fuel that’s 
used to heat buildings, 
cook food, dry clothes, 
heat water, and even to 
help produce electricity. 

•Natural gas is really a 
mixture of gases that 
formed from the fossil 
remains of ancient plants 
and animals buried deep 
in the earth. The main 
ingredient in natural gas 
is methane

Presenter
Presentation Notes
Liquefied Natural Gas (LNG) is natural gas cooled to a liquid state. When natural gas is cooled to a temperature of approximately -256°F at atmospheric pressure, it condenses to a liquid. To liquefy natural gas, impurities that would freeze, such as water, carbon dioxide, sulfur, and some of the heavier hydrocarbons are removed. The volume of this liquid takes up about 1/600th of the volume of natural gas at a stove burner tip. LNG weighs about 45 percent as much as water
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• Natural gas is liquefied                    
at temperatures around –260oF  

• Liquefied Natural Gas can be 
moved more efficiently than in 
its gas form. Liquefaction 
reduces the volume 600 to 1

–It would be the same as 
reducing a basketball to the 
size of a ping pong ball

• It weighs around 45% as much 
as water

• Has a density of 3.9 lbs per 
gallon; Water is 8.3

What Is LNG?

Presenter
Presentation Notes
Liquefied Natural Gas (LNG) is natural gas cooled to a liquid state. When natural gas is cooled to a temperature of approximately -256°F at atmospheric pressure, it condenses to a liquid. To liquefy natural gas, impurities that would freeze, such as water, carbon dioxide, sulfur, and some of the heavier hydrocarbons are removed. The volume of this liquid takes up about 1/600th of the volume of natural gas at a stove burner tip. LNG weighs about 45 percent as much as water
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Composition

Presenter
Presentation Notes
LNG supplies come primarily from locations where large gas discoveries have been made and countries that produce a lot of gas associated with oil fields, such as Algeria, Trinidad, Nigeria, Indonesia, Qatar, Oman, Malaysia, Libya, Abu Dhabi, Brunei and Australia. Some LNG is produced in Alaska as well.
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Composition

Presenter
Presentation Notes
Natural gas is composed primarily of methane (typically, at least 90 percent), but may also contain ethane, propane and heavier hydrocarbons and small quantities of nitrogen, oxygen, carbon dioxide, sulfur compounds, and water. The liquefaction process that produces LNG removes any oxygen, carbon dioxide, sulfur compounds, and water.
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Composition

Presenter
Presentation Notes
What is the difference between LNG, CNG, NGL, LPG, and GTL? It is important to understand the difference between Liquefied Natural Gas (LNG), Compressed Natural Gas (CNG), Natural Gas Liquids (NGL), Liquefied Petroleum Gas (LPG), and Gas to Liquids (GTL). Figure 21 shows the difference in typical composition of these products. LNG is made up of mostly methane. The liquefaction process requires the removal of the non-methane components like carbon dioxide, water, butane, pentane and heavier components from the produced natural gas. CNG is natural gas that is pressurized and stored in welding bottle-like tanks at pressures up to 3,600 psig. Typically, CNG is the same composition as pipeline quality natural gas. NGLs are made up mostly of molecules that are heavier than methane like ethane, propane, butane. LPG is a mixture of propane and butane in a liquid state at room temperatures. GTL refers to the conversion of natural gas to products like methanol, dimethyl ether (DME), middle distillates (diesel and jet fuel), specialty chemicals and waxes.
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• Liquefied Natural Gas is odorless, colorless, non-
corrosive, non-toxic and non-carcinogenic
– Gas companies add smells to the gas for 

detection in household usage. The chemical is 
called mercaptan, which gives natural gas that 
funny sulfur-like or rotten egg odor.

• Discovered in the 19th century by British Chemist 
and Physicist Michael Faraday
– German Engineer Karl Von Linde built the first 

practical compressor in 1873
– The first LNG plant was built in West Virginia 

in 1917
– First commercial liquefaction plant was built in 

1941 in Cleveland, Ohio

Composition

Presenter
Presentation Notes
-Is odorless, colorless, non-corrosive, and non-toxic. -The liquefaction of natural gas dates back to the early 1900s. The first practical compressor refrigeration machine was built in Munich in 1873. The first LNG facility was built in West Virginia in 1912 and began operation in 1917. The first commercial liquefaction facility was built in Cleveland, Ohio, in 1941. In January 1959, the world's first LNG tanker, The Methane Pioneer, a converted World War ll liberty freighter containing five, 7000 Bbl aluminum prismatic tanks with balsa wood supports and insulation of plywood and urethane, carried an LNG cargo from Lake Charles, Louisiana to Canvey Island, United Kingdom. This event demonstrated that large quantities of liquefied natural gas could be transported safely across the ocean. LNG has also been used as a vehicle fuel since the mid 1960s. 
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LNG Production

Presenter
Presentation Notes
• Natural gas production, the process of finding and producing natural gas for delivery to a processing facility. • Liquefaction, the conversion of natural gas into a liquid state so that it can be transported in ships. • Transportation, the shipment of LNG in special purpose ships for delivery to markets. • Re-gasification, conversion of the LNG back to the gaseous phase by passing the cryogenic liquid through vaporizers. • Distribution and delivery of natural gas through the national natural gas pipeline system and distribution to end users. Storage is a major focus for safety and security. Once natural gas is liquefied, it is stored before shipment or loaded directly into the ship. LNG ships are required to have double hulls by regulation (International Maritime Organization) to facilitate safe transportation by sea. LNG receiving terminals and re-gasification facilities store LNG before it is re-gasified for pipeline transportation.
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LNG Usage

• Natural gas accounts for 
about one quarter of all 
energy used in the United 
States. 

• Residential use accounts 
for 22 percent, with more 
than 60 million homes 
employing natural gas for 
heating, cooling and 
cooking. 

Presenter
Presentation Notes
• Natural gas production, the process of finding and producing natural gas for delivery to a processing facility. • Liquefaction, the conversion of natural gas into a liquid state so that it can be transported in ships. • Transportation, the shipment of LNG in special purpose ships for delivery to markets. • Re-gasification, conversion of the LNG back to the gaseous phase by passing the cryogenic liquid through vaporizers. • Distribution and delivery of natural gas through the national natural gas pipeline system and distribution to end users. Storage is a major focus for safety and security. Once natural gas is liquefied, it is stored before shipment or loaded directly into the ship. LNG ships are required to have double hulls by regulation (International Maritime Organization) to facilitate safe transportation by sea. LNG receiving terminals and re-gasification facilities store LNG before it is re-gasified for pipeline transportation.
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LNG Usage
• Industry consumes 40 

percent and the 
business sector 15 
percent. 

• Some 14 percent is 
used to generate 
electricity. 

• Natural gas also serves 
as the raw material to 
make paint, plastics, 
fertilizer, steel, fabrics, 
glass and numerous 
other products. 

Presenter
Presentation Notes
• Natural gas production, the process of finding and producing natural gas for delivery to a processing facility. • Liquefaction, the conversion of natural gas into a liquid state so that it can be transported in ships. • Transportation, the shipment of LNG in special purpose ships for delivery to markets. • Re-gasification, conversion of the LNG back to the gaseous phase by passing the cryogenic liquid through vaporizers. • Distribution and delivery of natural gas through the national natural gas pipeline system and distribution to end users. Storage is a major focus for safety and security. Once natural gas is liquefied, it is stored before shipment or loaded directly into the ship. LNG ships are required to have double hulls by regulation (International Maritime Organization) to facilitate safe transportation by sea. LNG receiving terminals and re-gasification facilities store LNG before it is re-gasified for pipeline transportation.
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LNG Value Chain

• The process of finding 
and producing natural 
gas 

–In 2001, the natural 
gas reserves 5919 
trillion cubic feet

• The leading countries in 
LNG exploration and 
production are Algeria, 
Indonesia and Qatar

Natural Gas Production

Presenter
Presentation Notes
Exploration and Production According to World Oil, for the year 2001, worldwide proven reserves of natural gas were 5919 trillion cubic feet (Tcf), an increase of 8.4 percent over year 2000, and more reserves of natural gas continue to be discovered. Much of this natural gas is stranded a long way from market, in countries that do not need large quantities of additional energy. The U.S. natural gas reserves increased by 3.4 percent, to 183 Tcf, between 2000 and 2001.16 The leading countries producing natural gas and selling it to world markets in the form of LNG are Algeria, Indonesia and Qatar. Many other countries play smaller but significant and growing roles as natural gas producers and LNG exporters, such as Australia, Nigeria and Trinidad & Tobago. Countries like Angola and Venezuela are striving to reach their full potential in the global LNG marketplace, and countries like Saudi Arabia, Egypt and Iran, who have vast reserves of natural gas, could also participate as LNG exporters. 
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LNG Value Chain

• The conversion of 
natural gas to a liquid 
state

–LNG is a cryogen 
(its something 
stored a extremely 
low temperature) 
–It is loaded into the 
LNG transports 
(Typically ships, but 
can be carried by 
train, truck, etc.)

Liquefaction

Presenter
Presentation Notes
LNG Liquefaction Feed gas to the liquefaction plant comes from the production field. The contaminants found in produced natural gas are removed to avoid freezing up and damaging equipment when the gas is cooled to LNG temperature (-256oF) and to meet pipeline specifications at the delivery point. The liquefaction process can be designed to purify the LNG to almost 100 percent methane. The liquefaction process entails cooling the clean feed gas by using refrigerants. The liquefaction plant may consist of several parallel units (“trains”). The natural gas is liquefied for shipping at a temperature of approximately -256oF. By liquefying the gas, its volume is reduced by a factor of 600, which means that LNG at -256oF uses 1/600th of the space required for a comparable amount of gas at room temperature and atmospheric pressure. LNG is a cryogenic liquid. The term “cryogenic” means low temperature, generally below -100oF. LNG is clear liquid, with a density of about 45 percent the density of water. The LNG is stored in double-walled tanks at atmospheric pressure. The storage tank is really a tank within a tank. The annular space between the two tank walls is filled with insulation. The inner tank, in contact with the LNG, is made of materials suitable for cryogenic service and structural loading of LNG. These materials include 9% nickel steel, aluminum and pre-stressed concrete. The outer tank is generally made of carbon steel or pre-stressed concrete.
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LNG Value Chain

• The shipment of LNG in 
special purpose ships for 
delivery to markets 
– LNG tankers are double-

hulled ships specially 
designed and insulated 
to prevent leakage or 
rupture in an accident. 
The LNG is stored in a 
special containment 
system within the inner 
hull where it is kept at 
atmospheric pressure 
and -256ºF

Transportation

Presenter
Presentation Notes
LNG Shipping LNG tankers are double-hulled ships specially designed and insulated to prevent leakage or rupture in an accident. The LNG is stored in a special containment system within the inner hull where it is kept at atmospheric pressure and -256ºF. The typical LNG carrier can transport about 125,000 - 138,000 cubic meters of LNG,17 which will provide about 2.6 - 2.8 billion standard cubic feet of natural gas. The typical carrier measures some 900 feet in length, about 140 feet in width and 36 feet in water draft, and costs about $160 million. This ship size is similar to that of an aircraft carrier but significantly smaller than that of a Very Large Crude oil Carrier (VLCC). LNG tankers are generally less polluting than other shipping vessels because they burn natural gas in addition to fuel oil as a fuel source for propulsion. The LNG shipping market is expanding. According to LNGOneWorld,18 as of December 2002, there were 136 existing tankers, with 57 on order. Twelve new LNG tankers were ordered in 2002 of which eight tankers have been delivered. About 20 percent of the fleet is less than five years old. The LNG tanker fleet size is estimated to continue to grow to 193 tankers by 2006.
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LNG Value Chain

• LNG is stored in 
specially built, double-
walled storage tanks to 
keep them as a cryogen

• Re-gasification is the 
conversion of the 
liquefied natural gas 
back to a gaseous state 

–The LNG is slowly 
reheated in pipes 
and sent to the US 
national pipeline 
system

Re-gasification, Storage and Distribution

Presenter
Presentation Notes
Storage and Regasification To return LNG to a gaseous state, it is fed into a regasification plant. On arrival at the receiving terminal in its liquid state, LNG is pumped first to a double-walled storage tank, similar to those used in the liquefaction plant, at atmospheric pressure, then pumped at high pressure through various terminal components where it is warmed in a controlled environment. The LNG is warmed by passing it through pipes heated by direct-fired heaters, seawater or through pipes that are in heated water. The vaporized gas is then regulated for pressure and enters the U.S. pipeline system as natural gas. Finally, residential and commercial consumers receive natural gas for daily use from local gas utilities or in the form of electricity. 
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LNG Safety And Security
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LNG Safety

•Explosions
•Vapor Clouds
•Freezing Liquid
•Rollover
•Rapid Phase 
Transition

•Earthquakes 
•Terrorism

Hazards Involving LNG
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LNG Safety
Explosions occur when 5-

15% of the atmosphere 
is composed of natural 
gas and is met with an 
ignition source of 
approximately 1004*F
– To give a general 

idea a candles 
flame is 2550*F

– Other Auto 
ignition 
temperatures:

• LPG:850-950*F
• Ethanol: 793*F
• Methanol: 867*F
• Gasoline:495*F
• Diesel Fuel: 600+/-*F

Explosions and Fire Hazards

Presenter
Presentation Notes
Explosion. An explosion happens when a substance rapidly changes its chemical state – i.e., is ignited – or is uncontrollably released from a pressurized state. For an uncontrolled release to happen, there must be a structural failure – i.e., something must puncture the container or the container must break from the inside. LNG tanks store the liquid at an extremely low temperature, about -256°F (-160°C), so no pressure is required to maintain its liquid state. Sophisticated containment systems prevent ignition sources from coming in contact with the liquid. Since LNG is stored at atmospheric pressure – i.e., not pressurized – a crack or puncture of the container will not create an immediate explosion. 
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LNG Safety
East Ohio Gas Company Explosion

Presenter
Presentation Notes
Mines, concluded that the concept of liquefying and storing LNG was still valid if "proper precautions were observed."



IUOE National Training Fund – National HAZMAT Program

LNG Safety

• East Ohio Gas Company
– On October 20th 1944, 

an explosion occurred 
at the East Ohio Gas 
Company in 
Cleveland. Caused by 
a gas leak, fires 
burned 160 acres of 
businesses and 
neighborhoods. 129 
people were killed.

• Since then there have 
been few other 
incidences involving 
natural gas explosions

East Ohio Gas Company Explosion

Presenter
Presentation Notes
The company built a plant in Cleveland in 1941 for performing the process of liquefaction and regasification. Three tanks were built to hold 60-million cubic feet of gas each. A fourth tank was added in 1943 that held 120 million cubic feet, setting the stage for a historic industrial disaster. Gas escaped from the fourth tank and ignited into a ball of flame that swept a mile-wide area and claimed 129 lives. In the aftermath of the explosion and fire, the company paid $7,000,000 in compensation to injured workers or families of workers killed in the disaster. It also created a scholarship fund for children of employees who perished. 
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LNG Safety
Vapor Clouds And Rapid Phase Transitions

• Vapor Clouds: If LNG spills but does not immediately ignite, 
the evaporating natural gas will form a vapor cloud that may 
drift some distance from the spill site. If the cloud 
encounters an ignition source,those portions of the cloud 
with a combustible gas-air concentration will burn
– Vapor clouds can also cause of asphyxiation 

• Rapid Phase Transitions: If LNG spills on water, it could 
theoretically heat up and gasify almost instantly in a 
“flameless explosion” (also called a “rapid phase transition”)
– Most of the time, the LNG will only create small pops in the 

water but if enough is spilled then it potentially could create 
a blast large enough to damage a small structure

Presenter
Presentation Notes
Vapor Clouds. As LNG leaves a temperature-controlled container, it begins to warm up, returning the liquid to a gas. Initially, the gas is colder and heavier than the surrounding air. It creates a fog – a vapor cloud – above the released liquid. As the gas warms up, it mixes with the surrounding air and begins to disperse. The vapor cloud will only ignite if it encounters an ignition source while concentrated within its flammability range. Safety devices and operational procedures are intended to minimize the probability of a release and subsequent vapor cloud having an affect outside the facility boundary.Rapid Phase Transition. When released on water, LNG floats – being less dense than water – and vaporizes. If large volumes of LNG are released on water, it may vaporize too quickly causing a rapid phase transition (RPT).7 Water temperature and the presence of substances other than methane also affect the likelihood of an RPT. An RPT can only occur if there is mixing between the LNG and water. RPTs range from small pops to blasts large enough to potentially damage lightweight structures. Other liquids with widely differing temperatures and boiling points can create similar incidents when they come in contact with each other. 



IUOE National Training Fund – National HAZMAT Program

LNG Safety
Rollover

• Rollover: When LNG supplies of multiple
densities are loaded into a tank one at a time
they layer themselves in unstable strata within
the tank. After a period of time, these strata may
spontaneously rollover to stabilize the liquid in the
tank. As the lower LNG layer is heated by normal
heat leak, it changes density until it finally
becomes lighter than the upper layer
– Liquid rollover would occur with a sudden

vaporization of LNG that may be too large to be
released through the normal tank pressure
release valves. The excess pressure can result
in cracks or other structural failures in the
tank.

Presenter
Presentation Notes
Rollover. When LNG supplies of multiple densities are loaded into a tank one at a time, they do not mix at first. Instead, they layer themselves in unstable strata within the tank. After a period of time, these strata may spontaneously rollover to stabilize the liquid in the tank. As the lower LNG layer is heated by normal heat leak, it changes density until it finally becomes lighter than the upper layer. At that point, a liquid rollover would occur with a sudden vaporization of LNG that may be too large to be released through the normal tank pressure release valves. At some point, the excess pressure can result in cracks or other structural failures in the tank. To prevent stratification, operators unloading an LNG ship measure the density of the cargo and, if necessary, adjust their unloading procedures accordingly. LNG tanks have rollover protection systems, which include distributed temperature sensors and pump-around mixing systems.



IUOE National Training Fund – National HAZMAT Program

LNG Safety
Earthquakes

• LNG facilities consider the danger of strong
ground movements and failures due to
seismic activity, liquefaction and landslides in
the area. Major earthquakes can cause
severe damage if the facilities are not
designed to withstand such events

– There are no known incidences of LNG
storage tank failures due to seismic

Presenter
Presentation Notes
Earthquakes When estimating the risk of LNG projects, the companies involved in LNG facilities consider the danger of strong ground movements and failures due to seismic activity, liquefaction and landslides in the area. The seismic design requirements are outlined in the NFPA 59-A 2001. Major earthquakes can cause severe damage if the facilities are not designed to withstand such events, so the companies conduct regional and site-specific studies to see if the areas are seismically active. These factors are then taken into account during planning and design stages. The design of LNG tanks can accommodate regional seismic activity in locations of potential risk. There are no known incidences of LNG storage tank failures due to seismic activity. In fact, in 1995, none of the LNG storage tanks in the Kobe, Japan area were damaged during a 6.8 earthquake on the Richter scale. Japan is one of the world’s largest users of LNG and has many LNG storage tanks. Table 3 shows the different LNG facilities in the U.S. and Japan. Japan is also one of the more seismically active areas of the world. Damage to its LNG facilities from the most severe earthquakes has been limited to that of natural gas pipelines. The UH IELE has a separate case study on Japan’s long experience with LNG and safety record.
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LNG Safety
Terrorism

• LNG tanks, whether on ships, on land, or offshore, 
require exceptionally large amounts of force to cause 
damage. Because the amount of energy required to 
breach containment is so large, in almost all cases 
the major hazard presented by terrorists is a fire, not 
an explosion. 
– If an aircraft crashed into an LNG facility, the 

impact would almost certainly cause a fire fueled 
initially by the aircraft fuel. It may also ignite the 
LNG, causing a larger fire at the facility. 

– Danger to the public from this type of event 
would be reduced or eliminated by the 
separation distance of the facility.

Presenter
Presentation Notes
Terrorism Unexpected risks are, of course, different from routine risks with regard to uncertainty about whether or when they could take place. There must be a general enforcement of security to protect all types of facilities and public places, including LNG operations, from acts of violence. With respect to unexpected risks such as terrorism, a system of safeguards is already in place. LNG tanks, whether on ships, on land, or offshore, require exceptionally large amounts of force to cause damage. Because the amount of energy required to breach containment is so large, in almost all cases the major hazard presented by terrorists is a fire, not an explosion. If an aircraft crashed into an LNG facility, the impact would almost certainly cause a fire fueled initially by the aircraft fuel. It may also ignite the LNG, causing a larger fire at the facility. Emergency fire detection and protection at the LNG facility/ship would be used in such an event. Danger to the public from this type of event would be reduced or eliminated by the separation distance of the facility. Rigorous siting reviews coupled with separation and distance requirements in U.S. safety codes49 minimize risk to the public from land-based facilities. According to the opinion of Project Technical Liaison Associates, Inc. (PTL), “LNG land-based facilities are sited to very stringent design and construction codes and standards. These codes require that ‘worst-case’ accident scenarios be used in the siting and design of these facilities.”50 The U.S. Coast Guard (USCG) which by Federal law has the responsibility for implementing safety regulations that apply to LNG marine operations in the U.S. is now part of the new U.S. Department of Homeland Security. For all vessels of special interest, including LNG ships, the USCG enforces strict measures towards terror threat protection. Measures taken to prevent terrorism on LNG facilities and ships worldwide include inspections and patrols, action plans for security breach, and emergency communication systems as well as intelligence gathering. These same measures are also used at other critical facilities, operations and ships - such as passenger ships, oil tankers, containerships etc. 
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LNG Safety
Critical Safety Conditions
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LNG Safety
• The first and most 

important safety 
requirement for the 
industry is to contain 
LNG. 

• This is accomplished 
by employing suitable 
materials for storage 
tanks and other 
equipment, and by 
appropriate 
engineering design 
throughout the value 
chain.

Primary Containment

Presenter
Presentation Notes
International standards and rules define containment with respect to types of structures and technologies in use. We use the term “containment” in this document to mean safe storage and isolation of LNG. Safe use of LNG, or any cryogenic substance, requires an understanding of how materials behave at cryogenic temperatures. For example, at extremely low temperatures, carbon steel loses its ductility and becomes brittle. The material selected for tanks, piping, and other equipment that comes in contact with LNG is critical. The use of high nickel content steels, aluminum, and stainless steels is costly but necessary to prevent embitterment and material failures. High alloy steels composed of nine percent nickel and stainless steel typically are used for the inner tank of LNG storage tanks and for other LNG applications.A single containment tank (shown in Figurecontainer of a single containment storago applies to LNG ships. An onboard containmentdesign account for 52• for about 46• g structural prismatic designFigure 15. A Spherical Tankost readily identifiable as LNG ships because the14 at left) for LNG is a tank system comprised of an inner tank and an outer container. The engineering design requires only the inner tank to meet the low temperature ductility requirements for storage of the product. The outer e tank serves primarily to retain insulation and vapor. It is not designed to contain LNG due to leakage from the inner tank. Storage tanks may also use double or full containment designs as described in the following section on Secondary Containment. In double or full containment, the outer tank is designed to contain the full amount of the inner tank in case of a failure of the inner tank. Source: Williams Engineering design for safety all system stores the LNG, where it is kept at atmospheric pressure (to keep air from entering the tank) and at -256oF (-160oC). Existing LNG ship cargo containment systems reflect one of three designs. As of June 2003: • Spherical (Moss) percent of the existing ships, Membrane design account percent, and Self-supporting account for about 2 percent. The cargo containment systems of membrane-type LNG ships (see Figure 16) are he primary container is the primary containment for the cargo. It can be made up of a primary container, a secondary containment and further insulation. constructed of stainless steel, invar (36 percent nickel steel). The most common cargo insulation materials include polyurethane, polyvinyl chloride foam, polystyrene and perlite. Nitrogen is placed in the insulation space. Because nitrogen does not react with other gases or materials, even minor leaks can be detected by monitoring the nitrogen-filled insulation space for the presence of methane. 
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LNG Safety
Primary containment

Presenter
Presentation Notes
Several engineering design features ensure the safety of LNG storage tanks. LNG typically is stored in double-walled tanks at atmospheric pressure. The storage tank is a tank within a tank, with insulation between the walls of the tanks. In single containment vides no protection in the event of the failure of the inner tank – it holds the insulation in place. The inner tank, in contact with the LNG liquid, is made of materials suitable for cryogenic service. It has a flat metallic bottom and a cylindrical metal wall both built of materials suitable for cryogenic temperatures (usually nine percent nickel steel). Pre-stressed concrete and aluminum have also been used for inner tanks. The inner tank bottom rests on a rigid insulation material, such as foam glass. The strength of the total tank must withstand the hydrostatic load of the LNG. This hydrostatic head determines the thickness of the inner tank side walls. The tanks also have an insulation layer with a flat suspended deck supported by an outside domed roof vapor barrier or outer tank (often made of carbon steel). All new tank piping designs are through the roof of the tank to avoid siphoning of the full content of the tank in case of piping failures. 
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LNG Safety
• This second layer of 

protection ensures that if 
leaks or spills occur, the 
LNG can be contained and 
isolated. 
– For onshore 

installations dikes and 
berms surround liquid 
storage tanks to capture 
the product in case of a 
spill.

– Secondary containment 
systems are designed to 
exceed the volume of 
the storage tank. 

Secondary Containment 

Presenter
Presentation Notes
Secondary containment provides protection beyond the primary containment. This applies both to storage tanks at receiving/re-gasification terminals as well as LNG ships. A dike, berm or dam impoundment usually surrounds a single containment tank located onshore in order to contain any leakage in the unlikely event of tank failure.12 This system allows any released LNG to be isolated and controlled. The dikes are designed to contain 100 percent to 110 percent of tank volume and to be high enough so that the trajectory of a leak at the upper liquid level in the tank will not overshoot the edge of the dike. Most of the existing LNG tanks at U.S. peakshaving facilities and marine import facilities are single containment with secondary containment provided via impoundments. Single containment tanks require larger land areas for LNG storage facilities because of the larger potential spill area of the dike impoundment. A double containment tank is designed and constructed so that both the inner tank and the outer tank are capable of independently containing the refrigerated liquid. The inner tank contains the LNG under normal operating conditions. The outer tank or wall is intended to contain any LNG leakage from the inner tank and the boil-off gas. The majority of LNG storage tanks built recently around the world are designed as double or full containment tanks. Similar to a double containment tank, a full containment tank is designed and constructed so that both the inner tank and the outer tank are capable of independently containing the stored LNG. The inner tank contains the LNG under standard operating conditions. The outer tank or wall composed of approximately three feet of concrete is one to two meters away from the inner tank. The outer tank supports the outer roof and is intended to contain the LNG.14 The tanks are designed in accordance with international LNG codes (EMMUA 147,15 EN 1473). The full containment tank is less susceptible to damage from external forces. Full containment LNG tanks, with reinforced concrete walls and roofs can be found in Japan, Korea, Greece, Turkey, Portugal (see Figure 18). Cameron LNG, LLC proposed a full containment LNG tank system for the new LNG terminal in Hackberry, Louisiana. The safety records of the onshore LNG facilities around the world demonstrate that the primary containment of the LNG tanks is safe, because secondary spill containment systems installed around all of the tanks, have never been required to hold liquid. LNG operators also are required to provide containment and design of troughs to direct the flow of LNG to a drain sump in a safe location in those process areas where an LNG spill could occur, such as in transfer piping or LNG truck loading areas and vaporization units. For LNG ships, regulations concerning a secondary barrier depend on the type of construction of the storage tanks. It may be a complete secondary containment mechanism for membrane design ships that is equivalent to the primary barrier. In the case of ships with independent tanks, such as the spherical and structural prismatic design systems, the secondary barrier is a splash barrier with a drip pan at the bottom from which accumulated liquid evaporates. Materials used to construct the secondary barrier include aluminum or stainless steel foil, stainless steel and invar. 
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LNG Safety

• In the third layer of protection, the goal is to 
minimize the release of LNG and mitigate the 
effects of a release. 
– LNG operations use systems such as gas, 

liquid and fire detection to rapidly identify any 
breach in containment and remote and 
automatic shut off systems to minimize leaks 
and spills in the case of failures. 

– Operational systems (procedures, training and 
emergency response) also help 
prevent/mitigate hazards. 

– Regular maintenance of these systems is vital 
to ensure their reliability.

Safeguard Systems

Presenter
Presentation Notes
All LNG facilities are designed to comply with spill containment requirements. They have extensive safety systems to detect LNG releases using a number of gas detectors (for methane), ultraviolet or infrared fire detectors, smoke or combustion product detectors, low temperature detectors and detectors to monitor LNG levels and vapor pressures. Closed-circuit television systems monitor all critical locations of LNG facilities. Emergency shut down systems can be activated upon detection of leaks, spills, or gas vapors. While there are different types of designs for LNG facilities, health, safety and environmental (HSE) considerations are generally similar. Various codes and standards (see Industry Standards and Regulation section) ensure that the chances of a release are minimal, as is its volume if a release occurs. LNG transfer lines are designed to prevent releases. Should there be a failure of a segment of piping at an LNG facility, a spill of LNG or leak of gas vapor could occur. An LNG spill from a transfer line is very unlikely due to the design requirements for equipment, such as use of proper materials of construction, minimal use of bolted flanges and rigorous testing of LNG piping. Gas and fire detectors throughout the facility activate alarms and foam systems to ensure rapid dispersion or containment of gas vapors and any fire hazard. Fire detection sensors at LNG facilities would sound an alarm and immediately begin a shutdown procedure. Foam, dry chemical and/or water would be dispersed immediately from automated firefighting systems. If there is an ignition source, then a pool fire would develop at the liquid LNG release point. LNG vapor burns with very little smoke. The LNG quickly evaporates due to the heat of the surroundings and the flame. If a release of LNG goes unignited for a period of time, then a vapor cloud can form. If ignited, a vapor cloud burns back to the  source of the release. The speed of burn depends on conditions such as the size of the release and weather conditions. LNG ships are designed with a double hull. This design provides optimum protection for the integrity of the cargo in the event of collision or grounding as well as separate ballast. Separate from the hull design, LNG ships have safety equipment to facilitate ship handling and cargo system handling. The ship-handling safety features include sophisticated radar and positioning systems that enable the crew to monitor the ship’s position, traffic and identified hazards around the ship. A global maritime distress system automatically transmits signals if there is an onboard emergency requiring external assistance. The cargo-system safety features include an extensive instrumentation package that safely shuts down the system if it starts to operate outside of predetermined parameters. Ships also have gas and fire detection systems, and nitrogen purging. Should fire occur on a ship, two 100 percent safety relief valves are designed to release the ensuing boil off to the atmosphere without over-pressurizing the tank. LNG ships use approach velocity meters when berthing to ensure that the prescribed impact velocity for the berth fenders are not exceeded. When moored, automatic mooring line monitoring provides individual line loads to help maintain the security of the mooring arrangement while alongside. When connected to the onshore system, the instrument systems and the shore-ship LNG transfer system acts as one system, allowing emergency shutdowns of the entire system from ship and from shore. LNG ships and facilities have redundant safety systems, for example, Emergency Shutdown systems (ESD). A redundant safety system shuts down unloading operations when the ship or unloading facility is not performing within the design parameters. 
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LNG Safety
• Federal regulations have always 

required that LNG facilities be sited 
at a safe distance from adjacent 
industrial, communities and other 
public areas. 
– Safety zones are also 

established around LNG 
ships while underway in 
U.S. waters and while 
docked.

– The safe distances or 
exclusion zones are based 
on LNG vapor dispersion 
data, and thermal radiation 
contours and other 
considerations

Separation Distances

Presenter
Presentation Notes
In the U.S., regulators regulate setbacks or protection distances for LNG storage and other facilities. The federal safety standards on LNG facilities are found in the U.S. Code of Federal Regulations (CFR) 49, Part 193.16 Setbacks are important for protecting surrounding areas should the unlikely release of LNG or a fire occur at an LNG facility. The regulations specify that each LNG container and LNG transfer systems have a thermal radiation protection zone beyond the impoundment area.17 Each onshore LNG container or tank must be within a secondary dike or impoundment area. These thermal radiation exclusion zones must be large enough so that the heat from an LNG fire does not exceed a specified limit for people and property. The thermal radiation exclusion zone must be owned or controlled by the operator of the LNG facility. The code also specifies how the thermal radiation distance is calculated for each LNG facility. The Gas Research Institute (GRI) computer model or a similar model is to be used and wind speed, ambient temperature and relative humidity producing the maximum exclusion distances are to be applied subject to other detailed provision of the regulation. Similar to the provision for thermal radiation protection, the U.S. federal regulation 49 CFR Part 193 specifies that each LNG container and LNG transfer system must have a flammable vapor dispersion exclusion zone around the facility that is owned or controlled by the facility operator. The vapor dispersion exclusion zone must be large enough to encompass that part of the vapor cloud which could be flammable. The code specifies how the flammable vapor dispersion distance is calculated for each LNG facility. In order to account for irregular mixing of the vapor cloud, the regulation designates the vapor cloud hazard area as the area where the average gas concentration in air is equal to or greater than 2.5 percent (half of the lower flammability limit of methane). This provides a margin of safety to account for irregular mixing. The regulation also specifies other parameters including dispersion conditions that should be used in computing the dispersion distances. Computer models are used to calculate dispersion distances. Under U.S. regulations, protection distances are to be calculated specific to each location to prevent exposure to fire or thermal radiation. 
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LNG Safety
Shipping Separation Distances (Cove Point, Maryland)

Presenter
Presentation Notes
In some ports, the USCG may require a tug escort and specified safety zones around LNG ships when a ship is underway to a U.S. receiving terminal. The USCG’s intention is to minimize disruption to area shipping and boating traffic while ensuring safe operations. Tugs assist in the safe docking of LNG ships. Figure 20 shows an example of a safety zone around the LNG tanker at Cove Point, Md LNG terminal.
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LNG Security
Coast Guard

Presenter
Presentation Notes
The U.S. Coast Guard (USCG) In U.S. waters, the USCG regulates U.S. flag LNG ships and barges. The USCG has regulatory authority over their design, construction, manning, and operation, and the duties of their officers and crew. USCG regulations focus on safety. One way it provides oversight is through onboard inspection when LNG ships at the berth to confirm compliance with the prescribed regulations and with safety standards. These inspections are also conducted on foreign flag ships when in U.S. waters. The USCG works with terminal and ship operators to ensure that the policies and procedures in place conform to required standards. The USCG also works with operators to conduct emergency response drills and joint exercises to test response plans. The USCG ensures that operators have adequate safety and environmental protection equipment and procedures to respond to an incident. In addition to this oversight function the USCG determines the suitability of a waterway to transport LNG safely, and it requires that operation and emergency manuals be submitted for the ports where ships will operate. They also create safety rules for specific ports in order to minimize the chance of accidents. At LNG export or import terminal facilities, the USCG has jurisdiction over the marine transfer area which is the part of a waterfront facility between the ship and the last manifold valve immediately before the receiving tanks. In November 2002, the U.S. Deepwater Port Act was amended by the Maritime Transportation Safety Act (MTSA) to include natural gas. As a result of this amendment the USCG now regulates deepwater LNG ports.
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LNG Security

• In U.S. waters, the USCG regulates U.S. flag 
LNG ships and barges. 

• The USCG has regulatory authority over their 
design, construction, manning, and operation, 
and the duties of their officers and crew. 
– Coast Guard provides oversight  through 

onboard inspection when LNG ships at the 
berth to confirm compliance with the 
prescribed regulations and with safety 
standards. 

• These inspections are also conducted on foreign flag 
ships when in U.S. waters.

Coast Guard

Presenter
Presentation Notes
Government oversightThe U.S. Coast Guard (USCG) is responsible for assuring the safety of marine operations at LNG terminals and of tankers in U.S. coastal waters. It regulates the design, construction, manning, and operation of LNG vessels and the duties of LNG ship officers and crews. USCG rules often incorporate International Maritime Organization standards and codes for construction and operation of ships. The USCG:Inspects LNG ships, including foreign flag vessels, to ensure they comply with safety regulations. Works with terminal and ship operators and host port authorities to ensure policies and procedures conform to required standards. Works with operators to conduct emergency response drills and joint exercises to test response plans. Ensures that operators have adequate safety and environmental protection equipment and procedures to respond to an incident. Determines the suitability of a waterway to transport LNG safely. Creates safety rules for specific ports. For example, in cooperation with port captains, it sets port safety zones and may require tug escorts. A buffer zone is required for each tanker. 
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LNG Safety

• No systems are complete without appropriate
operating and maintenance procedures being
in place and with insurance that these are
adhered to, and that the relevant personnel are
appropriately trained.

– Organizations such as the Society of
International Gas Tanker and Terminal
Operators (SIGTTO), Gas Processors
Association (GPA) and National Fire
Protection Association (NFPA) produce
guidance which results from industry best
practices.

Industrial Standards/Regulatory Compliances

Presenter
Presentation Notes
Industry Standards/Regulatory Compliance. No systems are complete without appropriate operating and maintenance procedures being in place and with insurance that these are adhered to, and that the relevant personnel are appropriately trained. Organizations such as the Society of International Gas Tanker and Terminal Operators (SIGTTO), Gas Processors Association (GPA) and National Fire Protection Association (NFPA) produce guidance which results from industry best practices. The four conditions described above for safety, along with industry standards and regulatory compliance, are vital to continuing the strong LNG industry safety performance. They are essential if LNG is to play an increasing role in the U.S., both for energy security and to protect the flow of economic benefits from LNG to our society as a whole. 
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Educational Program on Distributed Generation 
Background 
 
The Department of Energy (DOE) has set forth goals for the national energy policy.  The 
energy issues to be addressed include current and future requirements.  The requirements 
should be met in a way that continues to grow the economy while improving protection 
to the environment and the health and safety of the American people.1  The DOE vision 
for 2020 for the United States is to have the cleanest, most efficient and reliable energy 
system in the world by maximizing the use of affordable distributed energy resources 
(DER).2  
 
Increased demands on the nation's electrical power systems and incidences of electricity 
shortages, rolling blackouts, natural disasters, terrorist attacks, power quality problems, 
and electricity price spikes have caused many utility customers to seek other sources of 
high-quality, reliable electricity. DER, small-scale power generation sources located 
close to where electricity is used (e.g., a home or business), provide an alternative to or 
an enhancement of the traditional electric power supply. 

DER is a faster, less expensive option to the construction of large, central power plants 
and high-voltage transmission lines. They offer consumers the potential for lower cost, 
higher service reliability, high power quality, increased energy efficiency, and energy 
independence. The use of renewable distributed energy generation technologies and 
"green power" such as wind, photovoltaic, geothermal, biomass, or hydroelectric power 
can also provide a significant environmental benefit.  

Figure 1 on the next page depicts the types of distributed energy resources and 
technologies.3  These technologies vary in capacity and can be used in a variety of 
applications.   

Applications 

Standby/Emergency Generation 

Applications providing standby or emergency power are usually driven by the reliability 
of the power supply and the cost to the user.  Although the distributed generation unit 
may only operate a few hours a year, it is used to power critical devices whose failure 
would result in property damage and/or threaten health and safety.  Some organizations 
like hospitals and airports may be required by code to install and maintain these units. 

 

                                                 
1 Comprehensive  National Energy Strategy, Department of Energy, DOE/S-0124, Washington, D.C., April 
1998 
2 Strategic Plan for Distributed Energy Resources, Department of Energy, Office of Energy Efficiency and 
Renewable Energy Office of Fossil Fuel, Washington, D.C., September 2000 
3 Distributed Energy Resources (DER), Barney L. Capehart, University of Florida, World Building Design 
Guide, www.wbdg.org/design/der.php 
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  Figure 1   Distributed Energy Resources and Technologies 

Premium Power 

Onsite generation can improve both power quality and reliability.  This application 
requires distributed generation that can operate continuously.  Many businesses may 
install distributed generation units to protect against the risk and cost of power outages.  
These businesses include banks, semiconductor manufacturers, grocery stores, gas 
stations, hospitals and other industrial and commercial market sites. 

Remote Power  

Residences and small commercial establishments that are located well away from the 
transmission and distribution system may elect to generate their power onsite.  By doing 
so, they can eliminate both the cost of connecting to the grid and any problems associated 
with their position at the end of a long transmission and distribution line.  

Distributed Energy Resources 

Distributed energy resources technologies consist primarily of energy generation and 
storage systems placed at or near the point of use.  The more commonly used 
technologies include reciprocating engines and batteries for maintaining operations as a 
result of power interruptions.  These are commercially available, and have a broad power 
output range.  This report will focus on DER that are commercially available and are used 
to supply power to facilities mainly as a result of unplanned power failure.  While there is 
DER that are used for peak shaving and load management, these will only be identified 
and referenced.  The following is a description of those DER technologies that are more 
commonly used.   
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Reciprocating Engines 

The reciprocating engine is an internal combustion engine that is widely available today.  
This is the most commonly used technology for distributed generation.  The technology is 
mature, and reciprocating engines are manufactured inexpensively in large quantities.  
The reciprocating engine converts the energy contained in the fuel into mechanical 
power.  This mechanical power is used to turn a shaft in the engine.  A generator is 
attached to the engine to convert the rotational motion into power. They are available 
from small sizes [e.g., 5 kilowatt (kW) for residential back-up generation] to large 
generators [e.g., 7 megawatt (MW)]. 
 
Reciprocating engines can operate on a wide spectrum of fuels including natural gas, 
diesel, gasoline, landfill gas, digester gas and fuel oil.  The larger engines may last for 20-
30 years while smaller engines tend to have shorter life spans.   
 
Combustion Turbines 
 
A conventional combustion turbine generator is a type of internal combustion engine.  
Combustion turbines, or gas turbines, typically range in size from about 500 kW to 25 
MW for distributed generation.  They are fueled by natural gas, oil, or some combination 
of fuels (“dual fuels”).  Combustion turbines are commercially available. 
 
Micro turbines 
 
Micro turbines are small combustion engines that produce 25-500 kW of power.  Micro 
turbines are derived from turbocharger technologies found in trucks or the turbines in 
aircraft auxiliary power units.  They are fueled by natural gas, oil, or a combination of 
fuels. 
 
Energy Storage/Uninterruptible Power Supply 
 
Energy storage technologies produce no net energy but can provide electric power over 
short periods of time.  They are used to correct voltage sags, flicker, and surges that occur 
when utilities or customers switch suppliers or loads.  They may also be used as an 
uninterruptible power supply. 
 
Fuel Cells 
 
There are four fuel cell technologies at varying states of commercial availability: 
phosphoric acid, molten carbonate, solid oxide and proton exchange membrane.4  Fuel 
cells use hydrogen and oxygen as the primary reactants: however they can operate on a 
variety of fuels depending on the type of fuel process and reformer used.  The fuel cell 
power systems are quiet, clean, and highly efficient on-site electrical generators that use 
an electrochemical process to convert fuel to electricity. Natural gas is the most readily 
                                                 
4 Distributed Generation, US Department of Energy, Office of Fossil Energy, National Energy Technology 
Laboratory, Morgantown, WV, June 2003 
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available and the cleanest fuel (next to hydrogen) for distributed generation applications.  
However, fuel cells need hydrogen gas to operate and therefore require the conversion of 
natural gas into a hydrogen rich gas.  In a low temperature fuel cell, this conversion is 
accomplished using a reformer.  High temperature fuel cells do not require a reformer 
since the high operating temperature of the fuel cell allows for the direct conversion of 
natural gas to hydrogen. 
 
Other 
 
The distributed energy resources discussed above are for the most part commercially 
available.  There are other emerging technologies that are under development that will 
impact the future use of these systems.5  These include further development of micro 
turbines, Stirling engine development, photovoltaic, hybrid systems and wind systems.  
The combined heat and power (cogeneration) system increases the efficiency of on-site 
power generation by using the waste heat for existing thermal processes.  
 
Fuels for Distributed Generation Systems 
 
Natural gas dominates the fast-growing non-utility power market.6  This market is 
composed mainly of large-scale simple-cycle and combined-cycle turbine power plants 
followed by smaller distributed generation systems.  This area is expanding for new 
approaches for generating electricity and satisfying on-site customer needs using smaller 
(under 25 MW) distributed generation systems. 
 
Diesel fuel continues to be used in the majority of standby, peaking power or distributed 
generation application.  Back-up or standby generators fueled by diesel, represent a 
proven and reliable application.  Although diesel- and petrol-fueled reciprocating engines 
are one of the most common distributed generation technologies, especially for standby 
power applications, they create significant pollution (in terms of emissions and noise) 
relative to natural gas- and renewable-fueled technologies, and their use is actively 
discouraged by many municipal governments.7 
 
Gasoline is a commonly used fuel for small distributed energy sources.  Engines that 
drive generators are small, e.g. 5 kW for residential back-up generation.  Fuel storage is 
relatively short and uses additives for longer term stability. 

Landfill waste produces significant amounts of gas as it decomposes -- mostly methane. 
The gas can be collected by a collection system, which typically consists of a series of 
wells drilled into the landfill and connected by a plastic piping system. The gas entering 
the gas collection system is saturated with water, and must be removed prior to further 
processing.  

                                                 
5 Distributed Generation Strategic Plan, California Energy Commission, P700-02-002, June 2002 
6 Natural Gas Powered Systems for the Distributed Generation Market, William E. Liss, GRI, GRI-
99/0198, Chicago, Illinois, November 30, 1999 
7 http:www.eere.energy.gov/de/technologies.html 

 4



The typical dry composition of the low-energy content gas is 57 % methane (natural gas), 
42 % carbon dioxide, 0.5 % nitrogen, 0.2 % hydrogen, and 0.2 % oxygen. In addition, a 
significant number of other compounds are found in trace quantities. These include 
alkanes, aromatics, chlorocarbons, oxygenated compounds, other hydrocarbons and 
sulfur dioxide.  

After the water is removed, the landfill gas can be used directly in reciprocating engines. 
The carbon dioxide can be removed with further refining and purer methane can be used 
for electricity generation applications such as gas turbines and fuel cells. For example, 
Southern California Edison and Los Angeles Department of Water and Power operate a 
40 kW phosphoric acid fuel cell using processed landfill gas at a hotel/convention center 
complex in the City of Industry.  

Digestor gas is produced from a biological process that produces a gas principally 
composed of methane (CH4) and carbon dioxide (CO2) otherwise known as biogas. These 
gases are produced from organic wastes such as livestock manure and food processing 
waste.  Organic waste such as livestock manure and various types of bacteria are put in 
an airtight container. Depending on the waste feedstock and the system design, biogas is 
typically 55 to 75 percent pure methane. State-of-the-art systems report producing biogas 
that is more than 95 percent pure methane.  

At Royal Farms No. 1 in Tulare, California, hog manure is slurried and sent to a covered 
lagoon for biogas generation.8 The collected biogas fuels a 70 kW engine-generator and a 
100 kW engine-generator. The electricity generated on the farm is able to meet monthly 
electric and heat energy demand.  

Many anaerobic digestion technologies are commercially available and have been 
demonstrated for use with agricultural wastes and for treating municipal and industrial 
wastewater. Where unprocessed wastes cause odor and water pollution such as in large 
dairies, anaerobic digestion reduces the odor and liquid waste disposal problems and 
produces a biogas fuel that can be used for process heating and/or electricity generation.  

Educational Program on Distributed Generation 
 
Appendix A contains the training curriculum and topics that have been developed in 
support of the Office of Electricity Delivery & Energy Reliability mission.  The most 
comprehensive curriculum is focused on the worker population using the Train-the-
Trainer approach, which will exponentially increase the number of trained people as they 
return to their local unions, places of employment, and communities to train others.   
 
The structure of the training modules developed to target each population, can be 
modified and updated to meet the needs of the different groups.  Using the curriculum for 
worker and maintenance personnel because it is the most rigorous, key modules are 
incorporated.  The modules: Facilities Protection, Natural Disasters, and Back-up Energy 
Systems are integrated into the course materials.  These topics enhance the completeness 
                                                 
8 http://www.consumerenergycenter.org/renewable/basics/biomass/landfill.html 
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of the energy infrastructure description, and the role that distributed energy resources 
play. 
 
Appendix B contains the IUOE National HAZMAT Program training Catalog.  This 
catalog contains course titles, numbers, and a description of the individual modules. The 
following is a description of the key courses that incorporate the material related to 
distributed energy resources. 
 
Title:  ES 500 Energy Security Train-the-Trainer 
 
Description:  This course is designed to give the basic information needed to train others, 
such as government workers, operators, owners, managers, private industry 
representatives, and the public, with the knowledge needed to protect, detect, mitigate, 
and respond to disruptions that may occur in the nation’s infrastructure sector.  
Completion of this instructor program authorizes the participant to instruct energy 
assurance training at their facility or organization. 
 
  
Title:  HS 500 Homeland Security Train-the-Trainer 
 
Description:  This course is designed to give the basic information needed to train others, 
such as government workers, operators, owners, managers, private industry 
representatives, and the public, with the knowledge needed to protect, detect, mitigate, 
and respond to terrorists’ attacks.  Completion of this instructor program authorizes the 
participant to instruct homeland security training at their facility or organization. 
 
Title:  HLS-CAM Homeland Security Comprehensive Assessment Model 
 
Description:  The National Domestic Preparedness Coalition’s Homeland Security 
Comprehensive Assessment Model (HLS-CAM) was designed to serve as a living 
document to be used by those organizations charged with protecting citizens, facilities, 
and infrastructure from terrorism and hostile criminal activity.  The comprehensive model 
is comprised of a Threat Assessment, Criticality Assessment, Community Priority 
Assessment Plan, and Vulnerability Assessment.  The Community Priority Assessment 
Plan serves as a tool that is used to determine the order in which vulnerability 
assessments will be completed.   The HLS-CAM Train-the-Trainer course provides the 
student with a working knowledge of the HLS-CAM process.  It also provides the tools 
for the student to use the HLS-CAM model in their particular community in conjunction 
with their jurisdictional expertise.  The classroom sessions of the course cover all aspects 
of the HLS-CAM and its instruction 
 
Database review of systems, status and applicability 

A number of databases are available for collecting information on a variety of issues 
including distributed energy emissions regulations, siting regulations, regulatory codes, 
"exit fees", standby rates, and economic incentives.  The databases incorporated in 
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Appendix C, can be used to obtain information on types of DER, uses, and the type of 
location best suited for an application.  DER operates on a variety of fuels, and each has 
selective characteristics that require specific procedures for operation.  
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Appendix A 
 

International Union of Operating Engineers 
Basic and Advanced Course Curriculum 

 
Background 
 
The training curriculum and topics that are developed or are to be developed for each of 
the target populations that support the Office of Electricity Delivery & Energy 
Reliability’s mission is outlined in the International Union of Operating Engineers 
(IUOE) Strategic Training Plan.  The most comprehensive curriculum is focused on the 
worker population using the Train-the-Trainer approach, which will exponentially 
increase the number of trained people as they return to their local unions, places of 
employment, and communities to train others.  The topics are generally focused on 
detection and prevention, but by the very nature of events include response and 
mitigation. 
 
Approach 
 
Using the guidance from the Office of Electricity Delivery & Energy Reliability, 
Department of Homeland Security (DHS), and Presidential Directives, an evaluation of 
needs, threats, and disruptions was conducted.  This information and feedback was used 
to focus topic selection for the “core” program that serves the highest priority population; 
i.e., stationary and operating engineers.  The “core” program topics can also be found in 
the IUOE Curriculum Catalog available on the National HAZMAT Program website: 
www.iuoeiettc.org.  The initial training was piloted in two courses previously reported.  
Evaluations and reviews will be conducted on a continuing basis to identify timely issues 
and lessons learned to upgrade, improve, validate, and integrate new information into the 
training requirements.  Other agency guidance; i.e., DHS and others, will be incorporated 
and integrated into the training to support the development of the information needed to 
assist in response to disruptions at the federal, state, or local level.   
 
Additionally, the development, modification and upgrading of educational information 
and materials at the awareness level will be made available to operators, owners, 
managers, private industry representatives, emergency response groups, and the public.  
This will be accomplished through awareness training, and through distribution of 
materials such as information circulars, brochures, and through the National HAZMAT 
Program website. 
 
The target populations are the workers and maintenance personnel, including the 
stationary and operating engineers who are first responders as defined in Homeland 
Security Presidential Directive, HSPD 8.  The training regime is at a performance level, 
and the Train-the-Trainer approach is utilized.  While facilities and operating personnel 
are the first level of defense for response, other groups such as transport workers, 
chemical industry, and transportation workers are being assessed for additional needs.  
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The training curriculum is a flexible approach that is aimed at prevention, protection, 
response, and mitigation.   
 
While a suite of topics represents a “core” of material, flexibility with this program 
permits site specific topics to be covered, as well as the inclusion of material based on 
specific needs as they are identified, such as Liquefied Natural Gas (LNG), alternate 
power sources and generators, to identify a few.  A training topic may have several 
modules with each module being used for a different level course or population.  Key 
topics for the workers incorporated at this performance level follows: 
 
Workers and Maintenance Personnel  
 Site Assessment 
 Counter-Surveillance 
 Facility Protection 
 Natural Disasters 
 Decontamination 
 Backup Energy Systems 
 Process Safety Management 
 Facility Emergency Plans 
 Terrorists Profiles 
 Weapons of Mass Destruction (WMD) 
 Chemical, Biological, Radiological, Nuclear (CBRN) 
 Crisis Management 
 Explosives Recognition 
 Hazardous Waste Operations and Emergency Response (HAZWOPER) 
 Personal Protective Equipment (PPE) 
 Respiratory Protection 
 Incident Command/NIMS (National Incident Management System) 
 Working effectively with other agencies 
 Communications 
 Critical Incident Stress Management 
 Instructor Methodology 

 
Senior and mid-level management, in-house responders, and workers working within the 
systems are targeted for training at the awareness level emphasizing prevention, 
mitigation, and response to infrastructure disruptions.  The purpose of this level of 
training is aimed primarily for recognition of potential vulnerabilities.  The management 
level is targeted for vulnerability recognition awareness and coordination with other 
groups; i.e., federal and state agencies when disruptions occur.  Building occupants’ 
training is designed more for self-protection, interacting with local response personnel 
and mitigation in the event of a disruption.  The topics that are identified are as follows 
for the targeted groups.  Again, these are basic information and will be modified and 
enhanced from newly developed information and lessons learned.   
 
Senior Management 
 Energy Infrastructure & Interdependencies 
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 Risk & Vulnerability Assessment 
 NIMS 
 Working effectively with federal, state, and local organizations during disruptions 
 Anti-terror/Threat Indicators Training 

 
Mid-level Management 
 Energy Infrastructure & Interdependencies 
 Facility Emergency Plans 
 Risk & Vulnerability Assessment 
 NIMS 
 Working effectively with federal, state, and local organizations during disruptions 
 Crisis Management 
 Anti-Terror/Threat Indicators Training 

 
Office and Support Personnel 
 Facility Emergency Plans 
 Terrorist Profiles 
 CBRN 
 Explosives Recognition 
 Respiratory Protection 
 Incident Command 
 Communications 
 Anti-terror/Threat Indicators  

 
The educational program for state and local emergency responders who will respond to 
incidents involving the energy infrastructure emphasizes working with other first 
responder personnel.  In the event that the disruption is precipitated by a natural 
occurrence or involves destruction requiring heavy equipment operators, coordination 
and working with others and hazard recognition is important.  Current partnerships and 
alliances with state and local agencies include, for example, West Virginia Army 
National Guard (WVANG), Orange County Florida Sheriff’s Association, Mine Safety 
and Health Administration (MSHA) mine rescue teams and others.  The purpose is to 
share expertise and to supplement training at the state and local level on key topics that 
are not readily available to these groups. 

A basic listing of topics for these groups is as follows: 
 
Police (State, County & Local) 
 Supplemental information for special topics such as HAZWOPER 
 Vulnerability & Risk Assessment 
 Anti- terror/Threat Indicators Training 
 Exercises 

 
Fire Department, Emergency Response (EMT) 
 Supplemental training in special topics such as HAZWOPER 
 Anti-terror/Threat Indicators Training 
 Exercises 
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The educational program to inform the public of its role and to enhance participation in 
prevention and response to energy infrastructure disruptions, is training that is aimed at 
the awareness level.  Most often it is self-protection in nature, but will also involve 
assistance to responders in a support role.  Direct contact with public groups and 
distribution of specific safety materials and communications are important.  Information 
that the public needs is varied and is dependent on common disruptions that can occur 
and new information obtained from lessons learned.  Topics for public consumption are 
as follows: 
 
Citizens and Volunteers 
 Awareness Training 
 Volunteers may train in hazard recognition, working with other agencies, incident 

command, Anti-terror/Threat Indicators  
 
Curriculum Catalog 
 
The curriculum catalog is designed to give the user a brief description of the courses and 
training modules offered by the IUOE National HAZMAT Program.  The courses are 
grouped according to general curriculum areas, such as Hazardous Waste Operations and 
Emergency Response (HAZWOPER) and Energy Security & Reliability.  The list then 
follows in descending order according to the series of training: 
 

Series Type of Course 
500 Train-the-Trainer 
400 Master Instructor Refresher 
300 Comprehensive/Certification 
200 Refresher 
100 Awareness 

 
Energy Security & Reliability Curriculum 
 
The topics identified for the target audience represent “core” subjects.  New topics, 
variations, modifications, or enhancements are required to meet the specific class needs.  
The IUOE National HAZMAT Program using existing curriculum and partnership 
members as appropriate has modified or developed new training modules that have been 
used to establish four different levels of training courses.  These four courses are: 
 

1. EA 500 Energy Assurance Train-the-Trainer 
2. EA 400 Energy Assurance Instructor Refresher 
3. EA 300 Energy Assurance 
4. EA 100 Energy Assurance Awareness 

 
All of the courses and modules are described in the IUOE, “Training Course and Module 
Description Catalog,” January 2006.  As new topics are developed, new modules are 
designed and constructed; they are made available on request and subsequently updated 
in the course catalog.  The course catalog is revised and updated at a minimum, annually. 
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The IUOE National HAZMAT Program staff completed a West Virginia Army National 
Guard Homeland Security-Comprehensive Assessment Model (HLS-CAM) course 
qualifying the instructors to teach these modules.  This course structure has key 
components for incorporation into the Energy Security & Reliability training across all of 
the target populations identified in the Strategic Plan.  The HLS-CAM is a methodology 
to rank critical infrastructures, determine vulnerabilities of each ranked item, and provide 
a framework for developing a comprehensive plan to address those vulnerabilities.  
Continuing threats of terrorist activities makes the need for this training an even higher 
priority for public safety officials.  Descriptions of the modules that make up this HLS-
CAM course have been added to the catalog.   
 
Training Materials Catalog 
 
To support the training and educational curriculum for all the programs involves the 
production of audio-visual materials for use in the classroom, and materials for instructor 
use.  Brochures and informational pamphlets, which can be readily distributed to the 
various target populations, such as the newly developed “Energy Infrastructure Security” 
pamphlet, and the video “Homeland Security and Energy Infrastructure” can be used by 
all segments of the various target audiences.   
 
This catalog is updated at least annually, so that the information is current, and 
incorporates the latest changes and enhancements correlating with the changing 
curriculum.  The training materials catalog and the course curriculum catalog has been 
combined so that the users will have a single source of integrated information for training 
and education. 
 
Curriculum Management 
 
Course and instructor evaluations and the input from the general Advisory Board and an 
Advisory Board made up of Stationary (Building) Engineers provided direction for 
modification and improvement of the Energy Security & Reliability Training Program.  
In addition, continual review of current topics and events and lessons learned and best 
practices are used to further identify new issues for enhancement and integration.  The 
curriculum is reviewed at least annually and updates are incorporated as events or 
requirements change. The catalog, best practices, and lessons learned can also be 
accessed at the National HAZMAT Program website at www.iuoeiettc.org. 
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A number of databases are available for collecting information on a variety of issues 
including distributed energy emissions regulations, siting regulations, regulatory codes, 
"exit fees", standby rates, and economic incentives.  These databases can be accessed by 
CTRL + click to follow link. 

 Distributed Energy Case Study Database 
Hundreds of case studies can be found on the Distributed Energy Case Study 
Database, which is searchable by project name, sector, sub-sector, state, prime 
mover (Distributed Generation type), Combined Heat & Power application, 
system size, etc. Once a sector (e.g. industrial) is chosen, a list of North American 
Industry Classification System (NAICS) sub-sectors (e.g. food processing, metal 
casting, chemical, etc.) pops up for cross referencing to the market sector 
classification system.  

 Database of State Incentives for Renewable Energy  
The Database of State Incentives for Renewable Energy (DSIRE) is a 
comprehensive source of information on state, local, utility, and selected federal 
incentives that promote renewable energy.  

 DER Equipment Guide  
An equipment guide provided by the California Energy Commission. Choose a 
technology, and then select the "vendor" link.  

 Distributed Energy Selector  
This tool suggests the best DER technology for a given application and 
geographical area by drawing on a database of more than 600 DER products. 
Additional parameters can be used to provide a more precise match. Provided by 
the Consumer Energy Council of America's Distributed Energy Forum.  

 DG Regulatory Project Guide  
Database organized by state provides distributed energy information for emissions 
regulations, siting regulations, regulatory codes, "exit fees", standby rates, and 
economic incentives.  

 Regulatory Requirements Database for Small Electric Generators 
The Regulatory Requirements Database for Small Electric Generators is an online 
resource that provides basic information, on a state-by-state basis, about permit 
requirements for distributed generation projects. Additionally, it provides 
information on "exit fees," standby rates, and economic incentives, if information 
is available. Each state page provides information for emissions regulations, siting 
regulations, and regulatory codes. The database is continuously updated and 
maintained by Energy and Environmental Analysis, Inc., for the U.S. Department 
of Energy and Oak Ridge National Laboratory.  

 

 15

http://www.eere.energy.gov/de/casestudies/
http://www.dsireusa.org/
http://www.energy.ca.gov/distgen/equipment/equipment.html
http://www.deforum.org/debasic.asp
http://www.eea-inc.com/rrdb/DGRegProject/guide.html
http://www.eea-inc.com/rrdb/DGRegProject/index.html
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• DE Research and Development Portfolio  
This database, organized by state, details distributed energy projects overseen by 
DOE's Distributed Energy Program. 

• Distributed Generation Performance Database  This database has been developed 
to store DG performance test reports for you to review and download. The 
database also stores sets of high-level data that you can query to view a snapshot 
of the results of each test, making it easy to select test reports of interest to you. 
No final reports are available for long-term monitoring sites because they do not 
have an end date. High-level data for these sites are available and are updated 
regularly to reflect the latest site operation. For more detailed data about long-
term monitoring sites, users are provided a link to a Web site run by the company 
in charge of continuously collecting and storing data from these sites. 

• Regulatory Requirements Database for Small Electric Generators 
This database is organized by state. Click on an individual state on the map or 
choose a state from the drop-down box. Each state page provides information for 
emissions regulations, siting regulations and regulatory codes. Additionally, 
information is presented on "exit fees", standby rates and economic incentives if 
the information is available. The database provides an extensive assortment of 
links to other sites for further information. 

• Energy Technology Data Exchange  
ETDE, through its member countries, provides an extensive bibliographic 
database announcing published energy research and technology information.  

• BUGS 1 - Database of Public Back-Up Generators (BUGS) in California 
(Updated January 2004) Microsoft Excel file listing of all public back-up 
generators in California greater than 300 kW. This database was assembled 
largely from information received from all the air districts in California except the 
Bay Area AQMD, with supplemental information supplied by the California 
Department of Corrections, the Office of Energy Assessments of the California 
Department of General Services, PG&E, Silicon Valley Power, and a major 
telecommunications company operating in the state.  

• Fuel Property Database. This highly interactive database, offered by the Energy 
Department's Office of Transportation Technology, gives technical data on 
chemical, physical, environmental (and more) properties of advanced petroleum-
based fuels. 

http://www.bcs-hq.com/der/pics/states/default.asp
http://www.dgdata.org/progs/query.html
http://www.eea-inc.com/rrdb/DGRegProject/index.html
http://www.etde.org/
http://www.energy.ca.gov/database/2004_PUBLIC_BUGS_INVENTORY.XLS
http://www.nrel.gov/vehiclesandfuels/fuels_database.html


APPENDIX E 
 

Compendium of Resources and References 
 



International Union of Operating Engineers 
Compendium of Source Information, References, Regulations, and 

Standards Applicable to Project 
 
Background 
 
The training curriculum and topics that are developed or are to be developed for each of the target 
populations that support the Office of Energy Assurance’s (OEA) mission is outlined in the 
International Union of Operating Engineers (IUOE) Strategic Training Plan.  The most 
comprehensive curriculum is focused on the worker population using the Train-the-Trainer 
approach, which will exponentially increase the number of trained people as they return to their 
local unions, places of employment, and communities to train others.  Much of the training is 
accomplished concurrently, but with flexibility to accommodate group schedules as the need 
arises.  These topics are generally focused on detection and prevention, but by the very nature of 
events include response and mitigation. 
 
Approach 
 
Using the guidance from OEA, Department of Homeland Security (DHS), and Presidential 
Directives, an evaluation of needs, threats, and disruptions was conducted.  This information and 
feedback was used to focus topic selection for the “core” program that serves the highest priority 
population; i.e., stationary and operating engineers.  The “core” program topics can also be found 
in the IUOE Curriculum Catalog available on the IUOE website: www.iuoeiettc.org.  The initial 
training was piloted in two courses previously reported.  Evaluations and reviews will be 
conducted on a continuing basis to identify timely issues and lessons learned to upgrade, improve, 
validate, and integrate new information into the training requirements.  Other agency guidance; 
i.e., DHS and others, will be incorporated and integrated into the training to support the 
development of the information needed to assist in response to disruptions at the federal, state, or 
local level.   
 
The following is a compendium of references identified during the construction, enhancement of 
the training program.  The material is a good starting point for expansion as the program develops 
further.  While a suite of topics represents a “core” of material, flexibility with this program 
permits site specific topics to be covered, as well as the inclusion of material based on specific 
needs as they are identified.  The attached CD-ROM contains the specific documents that 
instructors and students can read in detail to further investigate the specific topics.  This 
compendium will be expanded and new material included as needs change. 
 
 

http://www.iuoeiettc.org/


Hazardous Waste Operations and Emergency Response CFR 1910.120 
January 5, 2005 
U.S. Department of Labor 
www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=STANDARDS&p_id... 
 
National Incident Management System 
March 1, 2004 
U.S. Department of Homeland Security 
http://www.dhs.gov/interweb/asset library.NIMS-90-web.pdf 
 
Quality Assurance 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.govdocs/srs/tr20000120.pdf 
 
Energy Security Post 9/11 
December 5, 2002 
American Petroleum Institute 
femyj@api.ort 
 
National Security Telecommunications Advisory Committee Information Assurance Task 
Force Electric Power Risk Assessment 
Fall 1996 
http://www.aci.net/kalliste/electric.htm 
 
Transportation Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Quality Assurance, Contractor Requirements Document 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.gov_docs/srs/tr_20000120_.pdf 
 
Quality Assurance, Safety Issue Corrective Action Process, Supplemental 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.gov_docs/srs/tr_20000120_.pdf 
 
Test and Quality Assurance Plan 
July 2002 
Greenhouse Gas Technology Center 
www.sri/usepa-ghgrQap-217/2002 
 
Biodefense For the 21st Century 
June 12, 2002 
Department of Homeland Security 
http://www.gov/interweb/assetlibrary/HSPD10Biodefensefor21stcentury 
 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=STANDARDS&p_id
http://www.dhs.gov/interweb/asset%20library.NIMS-90-web.pdf
http://www.dnsfb.govdocs/srs/tr20000120.pdf
mailto:femyj@api.ort
http://www.aci.net/kalliste/electric.htm
http://www.dhs.gov/
http://www.dnsfb.gov_docs/srs/tr_20000120_.pdf
http://www.dnsfb.gov_docs/srs/tr_20000120_.pdf
http://www.sri/usepa-ghgrQap-217/2002
http://www.gov/interweb/assetlibrary/HSPD10Biodefensefor21stcentury


Criteria for the Selection of Critical Infrastructure 
October 20, 2003 
National Association of Regulatory Utility Commissioners 
http://www.naruc.org 
 
Quality Assurance, Proceedings of the AQCEEE’98 Summer Study on Energy Efficiency 
in Buildings – Performance Metrics and Life-Cycle Information Management for Building 
Performance Assurance 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.gov_docs/srs/tr_20000120_.pdf 
 
Quality Assurance, 21 Steps to Improve Cyber Security of SCADA Networks 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.gov_docs/srs/tr_20000120_.pdf 
 
Quality Assurance, Risk Assessment Program 
September 29, 1999 
U.S. Department of Energy 
www.dnsfb.gov_docs/srs/tr_20000120_.pdf 
 
Critical Infrastructure Protection, Significant Challenges Need to Be Addressed 
July 24, 2002 
United States General Accounting Office 
www.gao.gov/newitems 
 
Water Security Research and Technical Support Action Plan 
March 2004 
U.S. Environmental Protection Agency 
www.epa.gov/nhsrc/pubs/bookAction Plan 
 
Planning for Natural Gas Disruptions 
December 2002 
The Chicago Metropolitan Area 
www.iac.anl.gov/RC051_entire_report.pdf#search 
 
Cyber Security for Utility Operators 
March 2004 
Office of Energy Assurance, U.S. Department of Energy 
www.eia.doe.gov/emeu/security 
 
Critical Infrastructure Test Range 
March 2004 
Office of Energy Assurance, U.S. Department of Energy 
www.eia.doe.gov/emeu/security 
 
Natural Gas Market Centers and Hubs:  A 2003 Update 
October 2003 
Department of Energy 
James.tobin@eia.doe.gov 

http://www.dnsfb.gov_docs/srs/tr_20000120_.pdf
http://www.dnsfb.gov_docs/srs/tr_20000120_.pdf
http://www.dnsfb.gov_docs/srs/tr_20000120_.pdf
http://www.gao.gov/newitems
http://www.iac.anl.gov/RC051_entire_report.pdf#search
mailto:James.tobin@eia.doe.gov


The Liquefied Natural Gas Market:  Status and Outlook 
December 2003 
Energy Information Administration, U.S. Department of Energy 
www.eia.doe.gob/oiaf/analysispaper/pdf 
 
Security Vulnerability Assessment Methodology for the Petroleum and Petrochemical 
Industries, Second Edition 
October 2004 
www.api.ec.api.org/tilelibrary/sva_E2.pdf 
 
Infrastructure Assurance:  Natural Gas Security Issues Related to Electrical Power 
Systems 
November 28, 2001 
wpweb2k.gsiq.cmu.edu/cccic/presentations/Buchring.pdf 
 
Blackout One Year Later:  Actions Taken in the United States and Canada To Reduce 
Blackout Risk  
August 14, 2003 
www.nasco.org/committes/energy 
 
Computer-Heavy Electrical Grid Is Vulnerable to Hackers and Viruses 
September 11, 2003 
Information Week (Business Innovation Powered by Technology) 
http://www.informationweek.comcom/shared/printableArticleSrc.jhtml?articleID=1470470
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Widespread Outage A Wake-Up Call 
August 16, 2003 
Post-Gazette (Pittsburgh) 
http://www/post-gazette.com/pg/pp/03228/212145.stm 
 
Consortium for Electric Reliability Technology Solutions 
December 1999 
Pacific Northwest National Laboratory 
security/energyassurance/naturalgas.pdf 
 
Maintaining Reliability in a Competitive U.S. Electricity Industry 
September 29, 1998 
United States Department of Energy Electric System Reliability Task Force 
http://vm1.hqadmin.doe.gov:80/seab/ 
 
Technical Issues in Transmission System Reliability 
May 12, 1998 
United States Department of Energy Electric System Reliability Task Force 
http://vm1.hqadmin.doe.gov:80/seab/ 
 
Western Systems Coordinating Council Disturbance Report for the Power System 
Outage that Occurred on the Western Interconnection August 10, 1996 1548 PAST 
October 18, 1996 
Western Systems Coordinating Council 
http://www.wscc.com/outages.htm 

http://www.eia.doe.gob/oiaf/analysispaper/pdf
http://www.nasco.org/committes/energy
http://www.informationweek.comcom/shared/printableArticleSrc.jhtml?articleID=14704709
http://www.informationweek.comcom/shared/printableArticleSrc.jhtml?articleID=14704709
http://www/post-gazette.com/pg/pp/03228/212145.stm
http://vm1.hqadmin.doe.gov/seab/
http://vm1.hqadmin.doe.gov/seab/
http://www.wscc.com/outages.htm


Guide to Combined Heat and Power Systems for Boiler Owners and Operators 
July 30, 2004 
Oak Ridge National Laboratory 
http://cibo.org/pubs.ornl~tm~2004-144.pdf 
 
Emerging Threats to Energy Security and Stability, “Responding to Emerging Threats 
Security and Stability” 
January 24,, 2004 
Windsor Energy Group 
www.informationweek.com/story/showarticle.htm/?articleID=14704709 
 
Government Activities to Protect the Electric Grid 
October 20, 2004 
Congressional Research Service – The Library of Congress 
http://www.usdoj.gov/criminal/cybercrime/white_pr.htm 
 
Preliminary Research and Development Roadmap for Protecting and Assuring the 
Energy Infrastructure 
July 1998 
Transition Office of the President’s Commission on Critical Infrastructure Protection and 
The Critical Infrastructure Assurance Office 
www.electricity.doe./gov/documentblackout-oneyearlater.pdf 
 
Crude Oil and Petroleum Product Imports 
1988-Present 
Energy Information Administration, DOE 
www.ciq.doe.gov 
 
Solar Energy and Rural Development:  Constraints and Insights from the Developing 
World 
April 2004 
World Bank 
www.worldbank.org/astae/391wbdp.pdf 
 
Institutional Framework and Financial Instruments for PV Deployment in Developing 
Countries 
September 6, 2003 
International Energy Agency IEA 
www.worldbank.org/astae/391wbdp.pdf 
 
Homeland Security Presidential Directive/HSPD-5 
February 28, 2003 
Department of Homeland Security 
http://www.dhs.gov/dhspublic/ 
 
Homeland Security Presidential Directive/HSPD-7 
December 17, 2003 
Computer Security Division:  Computer Security Resource Center (CSRC) 
http://csrc.nist.gov/policies/Directive-hspd-7.html 

http://cibo.org/pubs.ornl
http://www.usdoj.gov/criminal/cybercrime/white_pr.htm
http://www.ciq.doe.gov/
http://www.worldbank.org/astae/391wbdp.pdf
http://www.worldbank.org/astae/391wbdp.pdf
http://www.dhs.gov/dhspublic/
http://csrc.nist.gov/policies/Directive-hspd-7.html


Regulation Standards 29 CFR, Hazardous Waste and Emergency Response.-1910.120 
Current 
U.S. Department of Labor Occupational Safety and Health Administration (OSHA) 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=STANDARDS+p_i
d 
 
Bloodborne Pathogens FAQS 
Current 
OSHA 
www.osha.gov/html/faq-hazwoper.html 
 
Homeland Security Presidential Directive-1 
October 29, 2001 
The Whitehouse 
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html 
 
Homeland Security Presidential Directive-2 
October 29, 2001 
The Whitehouse 
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html 
 
Homeland Security Presidential Directive-3 
 
The Whitehouse 
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html 
 
 
Energy Sector/Current Electricity Sector Threat Alert Levels; 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Chemical Industry and Hazardous Materials Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Defense Industrial Base Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Banking and Finance Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Postal and Shipping Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 

http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=STANDARDS+p_id
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=STANDARDS+p_id
http://www.osha.gov/html/faq-hazwoper.html
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html
http://www.whitehouse.gov/news/releases/2001/10/print/20011030-1.html
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/


Agriculture Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Food Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Water Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Public Health Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Postal and Shipping Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Emergency Services Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Information and Technology and Telecommunications Sector 
Updated Daily 
Department of Homeland Security 
http://www.dhs.gov/ 
 
Strengthening The Security of Our Nation’s Food Supply 
July 6, 2004 
Department of Homeland Security 
http://www.dhs.gov/dhspublic/display?theme=43&content=3802&print=true 
 
Department of Homeland Security Approves Use of Preparedness Funds for First 
Responder Training 
July 9, 2004 
Department of Homeland Security 
http://www.dhs.gov/dhspublic/display?theme=43&content=3818&print=true 
 
Threats and Protection, Critical Infrastructure 
January 5, 2004 
Department of Homeland Security 
http://www.dhs.gov/dhspublic/display?theme=31&content=4252 
 

http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/
http://www.dhs.gov/dhspublic/display?theme=43&content=3802&print=true
http://www.dhs.gov/dhspublic/display?theme=43&content=3802&print=true
http://www.dhs.gov/dhspublic/display?theme=31&content=4252


Management of Domestic Incidents 
February 28, 2003 
The Whitehouse (Press Release) 
www.fas.org/irp/offdocs/nspd/hspd-5.html 
 
Critical Infrastructure Identification, Prioritization, and Protection 
December 17, 2003 
Computer Security Resource Center (CSRC) 
http://csrc.nist/gov/policies/Directive-hspd-7.html 
 
Association of Bridge, Structural, and Ornamental Iron Workers (Minutes/Transcripts) 
October 7, 1998 
OSHA 
www.osha.gob/doc/acchs/transcripts/oct7-98 
 
Progress Report Infrastructure 
September 2003 (An Update to the 2001 Report) 
American Society of Civil Engineers 
www.asce. 
 
“Coping with An Attack”, A Quick Guide to Dealing With Biological, Chemical, and “Dirty 
Bomb” Attacks 
2003 
Center for Technology and National Security Policy, National Defense University 
http://www.ndu.edu/ctnsp/WMD_May%2004%20poster.pdf 
 
Biological Casualties Handbook (Warfare) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare 
 
Biological Casualties Handbook (Anthrax) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/Anthrax 
 
Biological Casualties Handbook (BioAgents) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioAgents.html 
 
Biological Casualties Handbook (Warfare) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare 
 
Biological Casualties Handbook (SmallPox) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/SmallPox/index.htm 
 

http://www.fas.org/irp/offdocs/nspd/hspd-5.html
http://csrc.nist/gov/policies/Directive-hspd-7.html
http://www.osha.gob/doc/acchs/transcripts/oct7-98
http://www.asce/
http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare
http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare
http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare
http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare
http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare


Biological Casualties Handbook (Warfare) 
February 21, 2001 
United States Army Medical Research Institute of Infectious Diseases 
www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare 
 
Guidance for Protecting Building Environments from Airborne Chemical, Biological, or 
Radiological Attacks 
May 2002 
Department of Health and Human Services 
www.cdc.gov/niosh 
 
Critical Incident Protocol 
2000 
Michigan State University 
jonesrad@pilotmsu.edu 
 
A Method to Assess  The Vulnerability of U.S. Chemical Facilities 
November 2002 
U.S. Department of Justice 
www.ojp.usdoj.gov 
 
Security and Safety in Los Angeles High Rise Buildings After 9/11 
2002 
Rand Public and Justice 
www.rand.org 
 
Building Security by Design 
2001 
The American Institute of Architects 
www.aia.com 
 
Medical Management of Radiological Casualties (Handbook) 
December 1999 
Armed Forces Radiobiology Research Institute 
http://www.afrri.usuhs.mil 
 
Disaster Preparedness for Radiology Professionals “Response to Radiological 
Terrorism” 
2002 
American College of Radiology 
www.acr.org 
 
Assessment of Interdependent Infrastructures 
2004 
National Infrastructure Simulation and Analysis Center (NISAC) 
smrinal@sandia.gov 
 
Terrorism “Preparing for the Unexpected” 
October 2001 
American Red Cross 
www.redcross.org 

http://www.nbc-med.org/SiteContent/MeRef/OnlineRef/GovDocs/BioWarfare
http://www.cdc.gov/niosh
mailto:jonesrad@pilotmsu.edu
http://www.ojp.usdoj.gov/
http://www.rand.org/
http://www.aia.com/
http://www.afrri.usuhs.mil/
http://www.acr.org/
mailto:smrinal@sandia.gov
http://www.redcross.org/


Federal Response Plan 
April 1999 
FEMA 
www.fema 
 
Detailed Facts about Vomiting Agent Adamsite (DM) 
2004 
U.S. Army Center for Health Promotion and Preventive Medicine 
kwilliam@aehal.apgea.army.mil 
 
Medical Management of Chemical Casualties Handbook 
July 2000 
U.S. Army Medical Research Institute of Chemical Defense 
www.usamricd 
 
Coping with an Attack 
Current 
National Defense University 
http://www.ndu.edu/ctnsp/index.html 
 
Foodborne Pathogenic Microorganisms and Natural Toxins Handbook, The Bad 
Bug Book 
February 21, 2002 
U.S. Food and Drug Administration (FDA) 
file:///C|/Documents%20and%20Settings/mjohns/DESKTOP/BAD%20BUG/bbb/INTRO
.HTML (1 of 3) [2/21/2002 1:18:59 PM] 
 
 

http://www.fema/
mailto:kwilliam@aehal.apgea.army.mil
http://www.usamricd/


APPENDIX F 
 

Energy Security & Restoration Manual 
 

 

157 
 



 

 

M-23-2006 

 IUOE National Training Fund 
                     National HAZMAT Program 



To:   Users of IUOE National Training Fund Programs 
 

The IUOE National Training Fund -- National HAZMAT Program offers a broad 
spectrum of safety and health training, as well as training support to other users 
of the National HAZMAT Program’s resources.  The National HAZMAT Program 
has available, at no cost, the following: 
  

• Direct training for IUOE Local Union members and other appropriate 
groups conducted at the Local Union, at an employer’s site, or other 
appropriate locations 

• Training materials, including personal protective equipment, and other 
types of equipment for National HAZMAT Program Master Instructors’ 
HAZWOPER and other safety and health related classes 

• New instructor mentoring for HAZWOPER and other safety and health 
related classes 

• Safety and health regulations and standards interpretation assistance 
• Technical safety and health, emergency/disaster response, and energy 

security and restoration assistance 
• Training data information from the National training database for Local 

Union members and others who have completed training through the 
National HAZMAT Program 

• Expertise to provide best practices and information sharing, develop 
scenarios, and conduct exercises to prepare all stakeholders to protect 
and restore critical infrastructure should an event, manmade or natural, 
occur 

• Training information on HAZWOPER, OSHA, emergency/disaster 
response, and other safety and health classes held at other IUOE Local 
Unions nationwide 

 
Inquiries regarding the services the IUOE National Training Fund -- National 
HAZMAT Program have to offer can be directed to Barbara McCabe at 1293 
Airport Road, Beaver, WV 25813, called in at (304) 253-8674, faxed to (304) 
253-7758, or emailed to hazmat@iuoeiettc.org.  Forms requesting classes and 
materials can also be submitted via the Internet at www.iuoeiettc.org. 
 
The IUOE National Training Fund encourages all workers to take advantage of 
the National HAZMAT Program’s services to assist you to be employable, 
competitive, and safe in the workplace. 
 
      Sincerely, 
 
 
 
                
                                                                 Jeffrey R. Vincent 

Executive Director,  
                                                                 IUOE National Training Fund 





 
 
 
          
                    IUOE National Training Fund 
                         National Hazmat Program 
 
 
 
                         1293 Airport Road 
                         Beaver, WV 25813 
                           (304) 253-8674 
                         Fax: (304) 253-7758 
 
                        hazmat@iuoeiettc.org 
                           www.iuoeiettc.org 
 
                           
 
                                                                 

This report was prepared as an account of work sponsored by an agency of the United States Government.  Neither the United 
States Government nor any agency thereof, nor any of their employees, makes any warranty, express or implied, or assumes 
any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or 
process disclosed, or represents that its use would not infringe privately owned rights.  Reference herein to any specific  
commercial product, process, or service by trade name, trademark, manufacturer, or otherwise does not necessarily constitute 
or imply its endorsement, recommendation, or favoring by the United States Government or any agency thereof.  The views 
and opinions of authors expressed herein do not necessarily state or reflect those of the United States Government or any 
agency thereof. 
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International Union of Operating Engineers 
National Hazmat Program 

Specific Disruptions 
 
Background 
 
Future energy related occurrences or disruptions are the result when energy systems lack 
redundancy, or when that redundancy fails or is inadequate, and can result from natural disasters 
or a terrorist attack.  Energy disruptions of electricity, petroleum, or natural gas all fall into two 
distinctive categories, predictable and unpredictable.  The planning for a predictable disruption 
may lesson the impact of an unpredictable disruption.  Viewing the three energy commodities as 
interrelated, but not solely dependent on one another, allows for a better understanding of how a 
disruption of each commodity can occur.  Knowing the extent to which the three energy sources 
are vulnerable is of great importance, not only for the energy producers, but also for the energy 
suppliers, end users, and response personnel. 
 
Most Americans are not able to choose their electric or natural gas supplier as they do for their 
gasoline purchases.  Those that heat their homes with propane or fuel oil know all to well how 
much the price from one supplier can fluctuate and differ from another.  If one supplier closes for 
a day, another local supplier is usually available.  The ability to choose electrical and natural gas 
providers for most Americans is simply not possible.  This is where the vulnerability begins. 
 
Specific Disruptions 
 
The lack of redundancy in the electrical and natural gas distribution systems at the end user point 
are their vulnerabilities, where as petroleum, specifically gasoline, has an end user distribution 
system that stretches from coast to coast.  Few Americans have a backup generator that 
automatically starts to produce electrical power in the event their main electrical service is lost.  
In many cities, businesses, hospitals, and universities have backup systems in place to avoid an 
interruption of electrical power.  Beginning May 8, 2000 Temple University, for example, has 
used its ten natural gas fired generators to provide supplemental power to the electrical grid 
during high demand, thus providing local and regional electrical backup for the Philadelphia and 
surrounding areas.  Area news reports read: 
 
“Second Day of Heat Wave Means Cutbacks on Electrical Demands at Temple University 

 
For the second time in as many days, the heat wave is making enormous demands on the region’s 
supply of electricity.  As a result, Temple’s Office of Facilities Management is required to reduce 
electrical loads, run emergency generators, and raise air-conditioning temperatures in many 
campus buildings.  Everyone is encouraged to turn off all lights and equipment that are not 
absolutely essential. The office of the Pennsylvania-Jersey-Maryland Interconnection (PJM), 
which controls the regional electric grid, mandates the cutbacks.  PJM says there is the possibility 
of "rolling blackouts" this afternoon.  If called, the blackouts will most likely occur at the peak 
time of between 3 to 6 p.m.  They are expected to last for an hour.  The following notice was 
issued by PJM today: "This is an electric power supply emergency message from PJM.  
Extremely high demand for electricity today may exceed the region’s electric supply.  To 
preserve the integrity of the region’s electric power grid, PJM may have to initiate rolling 
blackouts (system-wide, short duration, controlled power interruptions) to prevent failure of the 
grid.  This is a very serious situation.  PJM urges all customers to take major energy reduction 



measures (if health permits) to greatly reduce the use of electricity during this afternoon’s peak 
period."” 
 
In highly populated regions, the energy disruption having the highest potential is that of a 
momentary electrical loss during the time switches activate to redirect electrical energy.  The 
disruption the end user will see is likely having to reset the time of day on a microwave, VCR, 
alarm clock, or possibly oversleeping.  However, lack of sufficient safeguards on the electrical 
grid, as evidenced by the Northeastern Blackout of August 14, 2003, can result in widespread loss 
of electrical power. 
 
In the Task Force Final Report on the August 14, 2003 Blackout in the United States and 
Canada: Causes and Recommendations April 2004 the following comments are made.  “Modern 
society has come to depend on reliable electricity as an essential resource for national security; 
health and welfare; communications; finance; transportation; food and water supply; heating, 
cooling, and lighting; computers and electronics; commercial enterprise; and even entertainment 
and leisure—in short, nearly all aspects of modern life.  Customers have grown to expect that 
electricity will almost always be available when needed at the flick of a switch. Most customers 
have also experienced local outages caused by a car hitting a power pole, a construction crew 
accidentally damaging a cable, or a lightning storm.  What is not expected is the occurrence of a 
massive outage on a calm, warm day.  Widespread electrical outages, such as the one that 
occurred on August 14, 2003, are rare, but they can happen if multiple reliability safeguards break 
down.”1 
 
The satellite photographs show the dramatic difference in illumination 20 hours before and seven 
hours after the blackout, as seen from space2.  The photos show the dramatic impact a local event 
can have on the national power grid if sufficient controls are not in place. 
 

 
 
An anticipated failure or a predictable disruption is not a new concept.  Weather extremes like 
heavy snowfall, tornadoes or hurricanes, can result in the inevitable loss of electrical power and 
disruptions in other sectors of the infrastructure.  When maintenance is planned, power loss is 

                                                 
1 Task Force Final Report on the August 14, 2003 Blackout in the United States and Canada: Causes and Recommendations April 
2004. 
2 Source: Air Force Weather Agency (AFWA) 
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predictable, but not as evident.  The U.S. Department of Energy Office of Energy Assurance3 
ENERGY ASSURANCE DAILY4 on December 16, 2004, included the following two passages. 
 
Garbage truck Knocks Out Power to Georgia County5: 
Many of Colquitt County's 42,000 residents awoke to find their homes without electricity 
Wednesday after a garbage truck swerved to avoid hitting a dog in the road and struck a utility 
pole.  Power was restored to most residents by Wednesday afternoon. Georgia Power said it had 
2,600 customers without power for about two hours but had restored service to all but a dozen by 
afternoon.  All of Moultrie's 14,000 residents were affected, but Distribution Transmission 
Director Roy Goodman said the city was able to provide power to customers quickly because 
when the Georgia Power substation was knocked out, electricity was backfed from another power 
station. 
 
Con Edison Delays N.Y. Power Line Work Due to Fire: 
Consolidated Edison Co of New York Inc. postponed a maintenance outage on an electric 
transmission line due to a fire at a New York City substation that damaged another transmission 
line, a spokesman at the New York electric company said Thursday.  The fire occurred on Dec. 8 
at Con Edison's East 13th Street station in Manhattan.  It damaged a transmission line and 
equipment related to the M54 345-kilovolt (kV) cable between the company's West 49th Street 
station in Manhattan and East 13th Street.  The M54 outage curtailed the flow of electricity by 
about 800 megawatts, which is enough to power about 800,000 homes.  Because of the fire, the 
company postponed the planned maintenance outage on the M52 345-kV cable between the 
Sprain Brook station in Westchester County and the West 49th Street station.  The planned work 
on the M52, when it occurs, will curtail the flow of electricity by about 1,400 MW.  The company 
had scheduled the work to start on Dec. 13 through Feb. 28.  Reuters, 1458 December 16, 2004. 
 

 
 
A garbage truck hitting a utility pole is seemingly unpredictable, but is a foreseeable event.  The 
substation fire also seems unpredictable, but is possibly foreseeable given possible loading 
conditions.  Despite the uncertainties the methods used to remedy the loss of electrical power in 
each case, serve as future remedies for similar occurrences.  As a result, the solution to the 
unpredictable event may simply be to apply a previously used solution.  Specific events may 
remain unpredictable, but in a general sense, any conceivable scenario involving any of the three 
energy systems should have a contingent solution, and in some way has already been solved.   
 
 

                                                 
3 http://www.ea.doe.gov/index.html 
4 http://www.ea.doe.gov/ead.html 
5 http://www.ledger-enquirer.com/mld/ledgerenquirer/10425638.htm 
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Highest Potential of Occurrences 
 
Energy disruptions that have the highest potential of occurrence within the energy and energy-
related infrastructure sector are the day-to-day events that have affected energy systems for many 
years.  Further disruptions are likely to be self-inflicted if known problems are not solved or are 
not part of a greater contingent plan. 
 
As previously stated energy system vulnerabilities are different for each type of energy source, as 
gasoline has little at the end user point but much more at the manufacture and distribution points 
as a petroleum product, whereas electricity and natural gas are seemingly the opposite.  
Electricity and natural gas are just as vulnerable in the manufacture and distribution points, but 
even more so at the end user point.  These vulnerabilities are well known and yet many have not 
been taken seriously. 
 
Communication of Incidents/Occurrences 
 
The Department of Homeland Security6 homepage includes the nationwide Homeland Security 
Advisory System used to inform the public of the current threat level and to target our protective 
measures when specific information to a specific sector or geographic region is received.  It 
combines threat information with vulnerability assessments and provides communications to 
public safety officials and the public.  The Advisory System compromises three types of 
information: Homeland Security Threat Advisories, Homeland Security Information Bulletins, 
and Color-coded Threat level System. 
 
Homeland Security Threat Advisories contain actionable information about an incident involving, 
or a threat targeting, critical national networks or infrastructures or key assets. They could, for 
example, relay newly developed procedures that, when implemented, would significantly 
improve security or protection.  They could also suggest a change in readiness posture, protective 
actions, or response.  This category includes products formerly named alerts, advisories, and 
sector notifications.  Advisories are targeted to Federal, state, and local governments, private 
sector organizations, and international partners. 
 
Homeland Security Information Bulletins communicate information of interest to the nation’s 
critical infrastructures that do not meet the timeliness, specificity, or significance thresholds of 
warning messages.  Such information may include statistical reports, periodic summaries, 
incident response or reporting guidelines, common vulnerabilities and patches, and configuration 
standards or tools.  It also may include preliminary requests for information.  Bulletins are 
targeted to Federal, state, and local governments, private sector organizations, and international 
partners. 
 
The Color-coded Threat level System is used to communicate with 
public safety officials and the public at-large through a threat-based, 
color-coded system so that protective measures can be implemented 
to reduce the likelihood or impact of an attack.  Raising the threat 
condition has economic, physical, and psychological effects on the 
nation; so, the Homeland Security Advisory System can  place 
specific geographic regions or industry sectors on a higher alert 
status than other regions or industries, based on specific threat 
information.   

                                                 
6 http://www.dhs.gov/dhspublic/index.jsp 
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Threat information is a relative concept.  It does not matter if refineries are told today they are 
being targeted, if over the past few years they have ignored simple security measures such as 
securing their perimeters.  It does not matter if electric utilities are told they may be under attack 
if they have little invested in new technologies that provide better electric transmission or fail safe 
capabilities.  It does not matter if natural gas companies spend millions to increase facility 
security when every natural gas pipeline is clearly marked with a “buried natural gas pipeline” 
marker at each road intersection.  Additionally, electric and natural gas lines are clearly marked 
on topographical maps with pinpoint accuracy. 
 
The ultimate vulnerability for each of the three energy sectors is the ultimate reliance on each 
other.  Without electrical power, gasoline will not flow at filling stations.  Without diesel fuel or 
natural gas, electrical backup generators will not operate.  It is a cyclical problem and makes one 
energy commodity as vulnerable and valuable as the others. 
 
The United States Government will continue on a daily basis to monitor and analyze threat 
information and share that information, together with appropriate protective measures, with state, 
local and private sector authorities as well as the general public as part of the ongoing national 
effort to prevent terrorist attacks and protect the country.  The recommended activities by the 
Department of Homeland Security: all Americans should continue to be vigilant, take notice of 
their surroundings, and report suspicions items or activities to local authorities immediately.  
Everybody should establish an emergency preparedness kit, and a communications plan for 
themselves and their family, and stay informed about what to do during an emergency situation.  
Learn more about preparedness by visiting the website: www.ready.gov.  The Citizen Guidance 
on the Homeland Security Advisory System7 is a downloadable one-page PDF guide with 
recommended actions for each level developed with input from the American Red Cross8.  
 
Recommendations 
 
The Office of Energy Assurance needs to work closely with the department of Homeland Security 
and keep communication ties open to various organizations that are of vital interest in preventing 
an energy disruption or vital in repair after an incident, should one occur.  The open source 
information is note worthy but may not be sufficient to reach the intended audience.  A further 
look at the current information distribution system is warranted.  The fine line between secure and 
unsecured information may play an important role in preventing further attacks, if the information 
is disseminated to the correct individuals. 

 
7 http://www.dhs.gov/interweb/assetlibrary/CitizenGuidanceHSAS2.pdf 
8 http://www.redcross.org/ 
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Energy Load Management Best Practices  
and Lessons Learned 

 
 

Abstract 
 
Energy load management encompasses a variety of approaches to support normal 
operations of buildings and facilities.  Integral to the operation and protection of people 
and equipment, is the assessment and planning for disruptions both natural and manmade.  
This includes operational periods leading up to, during, and recovering from significant 
emergencies.  The IUOE has developed an Educational Program on Distributed 
Generation1.  This program incorporates topics such as Site Assessments, Natural 
Disasters, Facility Protection, and Back up Energy Systems.  The techniques and systems 
to manage power flow and respond to interruptions require advanced planning to 
maintain operations at emergency, minimal, and normal operation levels.  
 
The IUOE, through its locals utilizes many of these systems, i.e. backup power 
generators, batteries, and alternate fuel sources. Lessons learned include the strategic use 
of backup systems at peak times, running major power consuming units at off peak hours, 
and powering down rather than idling diesel equipment are techniques for energy load 
management.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                 
1 Educational Program on Distributed Generation, International Union of Operating Engineers National 
Hazmat Program, Progress Report FY 2005 



Background 
 
Energy load management encompasses a variety of approaches to support normal 
operations of buildings and facilities.  Integral to the operation and protection of people 
and equipment, is the assessment and planning for disruptions both natural and manmade. 
Most “modern” energy architecture, production, facilities, and service industries rely 
upon energy that is economical and their supply is essentially inexhaustible.  But there is 
a cost that must be considered to maintain both functional requirements and user comfort.  
This cost is reflected in both dollars for the energy, i.e. electricity, fuel, and 
environmental costs that can result when energy is produced and consumed.   
 
Energy management must balance justifiable energy demand with appropriate energy 
supply.  The process combines energy awareness, energy conservation, and energy 
efficiency with the use of selected energy or power resources. 
 
Energy awareness is fundamental to responsible energy use.  Functional requirements of 
operations, production, and services can be maintained while efficient lighting, 
ventilation, and equipment make use of practical energy resources.  Energy awareness 
can be enhanced through information exchange and education of the public and private 
sector.  For example, the use of energy meters easily accessible to facility occupants so 
that requirements for specific operations can be evaluated.   
 
Energy conservation must be incorporated at the beginning of the planning process.  A 
determination must be made to avoid energy-intensive or unnecessary operations. Facility 
design can contribute to energy conservation in many ways.  Energy conservation can be 
achieved through recycling existing facilities, building only to the minimum to satisfy the 
functional requirement, and having facilities serve multiple functions.  The use of energy 
efficient new building materials and operation modifications can also conserve energy.  
In all cases, mechanical air-conditioning of facilities is energy intensive, and in most 
cases, proper attention to site planning and building design can effectively eliminate its 
need.       
 
Energy efficient methods, equipment, process, and appliances should be employed to 
conserve energy.  As an example, no bulb is cheaper to buy and more expensive to use 
than the incandescent bulb.2  Over 90% of the energy consumed by the incandescent 
lamps is released as heat. Each $10 compact fluorescent bulb will save approximately 
$40 in energy costs over the life of the bulb.  Natural lighting should be used wherever 
possible.  Where artificial lighting is needed, regular or compact fluorescent lighting 
should be used. Lighting, ventilation, and other devices or systems can be controlled with 
a variety of sensors and controls that reduce electricity consumption significantly.  A 
photocell can control day and night operations.  Occupancy sensors (motion or 
ultrasonic) can operate lighting.  Efficiency of refrigeration depends mostly on insulation 
but also on the temperature of the condenser.  High insulation levels and efficient 

                                                 
2 Chapter 7, Energy Management, Guiding Principles of Sustainable Design, U.S. Department of Interior, 
National Park Service 



compressors are available on some refrigerators and freezers.  They will reduce energy 
consumption levels significantly, using only 20% of the energy of the conventional units.  
 
Increased demands on the nation's electrical power systems and incidences of electricity 
shortages, rolling blackouts, natural disasters, terrorists attacks, power quality problems, 
and electricity price spikes have caused many utility customers to seek other sources of 
high-quality, reliable electricity. DER, small-scale power generation sources located 
close to where electricity is used (e.g., a home or business), provide an alternative to or 
an enhancement of the traditional electric power supply. 
 
Additional load management system efficiencies can be realized by controlling the 
duration, time and timing of loads to increase the use of the supply system.  This 
decreases peak demands.  Control strategies will depend on characteristics of the energy 
supply system as well as the loads. 
 
Through planning and design, incorporating appropriate supply systems, controlling time 
and duration and timing of the load, energy management can be implemented to meet 
operation requirements and emergency interruptions.   
 
Energy Awareness 
 
The Energy Policy Act (EPAct) of 1992, is probably the most significant Federal energy 
policy in a decade, and has the potential, if fully implemented, to reduce electricity bills 
significantly for consumers, to improve the nation’s energy efficiency and to reduce the 
emission of global warming gases.  This act impacts every producer and user of energy in 
the United States.  Through executive order,3 President Clinton has established goals 
encouraging the effective energy management in the Federal Government. The U.S. 
Department of Energy (DOE), Office of Energy Efficiency and Renewable Energy 
(EERE) through its Federal Energy Management Program (FEMP) works with other 
agencies to meet the goals set out in the executive order.  The emphasis in the Federal 
sector includes measures aimed at energy management that are beneficial to the public 
and private sector.    EERE, (http://www.eere.energy.gov) is a valuable source of 
information for private individuals, state and local governments and the business 
community.  Information on energy conservation and efficiency improvements for the 
home, vehicles, heating, cooling and industrial plants is available. 
 
The IUOE National Hazmat Program, prior to its redirection by DOE, conducted 43 
Energy Security and Restoration courses.  These were essentially at the awareness level 
for the membership and the trainers.  This educational program (see reference 1) while 
designed for the operating engineers (hoisting & Portable, stationary engineers), is 
suitable with modification for schools, local governments, emergency responders, 
facility, and industry personnel. 
 
The Energy Security and Restoration educational program is available to the 400,000 
IUOE members in the locals from across the country.  Trainers who participated in this 
                                                 
3 Greening the Government Through Efficient Energy Management, Executive Order 13123, June 3,1999 

http://www.eere.energy.gov/


program have gone back to there locals to conduct awareness courses, and in some 
instances have integrated this topic into their training program.  There have been energy 
awareness educational courses conducted at eight different locals.  There are other locals 
that have developed energy related awareness program that are offered to their members.  
These include locals 39, 94, 99A, 99B, 99C and 399.  
 
Energy Conservation 
 
Energy conservation must be incorporated at the beginning of the planning process.  A 
determination must be made to avoid energy-intensive or unnecessary operations. Facility 
design can contribute to energy conservation in many ways.  Through recycling existing 
facilities, building only to satisfy the minimum functional requirement, and having 
facilities serve multiple functions.  The use of energy efficient new building materials and 
operation modifications can also conserve energy.  In all cases, mechanical air- 
conditioning of facilities is energy intensive, and in most cases, proper attention to site 
planning and building design can effectively eliminate its need. 
 
A systematic approach is necessary to achieve energy conservation that can reduce costs 
and improve facility operations.  The planning process involves the following: 
 

1. Track facility energy costs 
2. Evaluate equipment operating practices and identify equipment that represent 

major uses of energy 
3. Identify no- or low-cost projects that save energy 
4. Obtain facility owner or manager support 
5. Form a team for the facility or plant 
6. Develop an ongoing strategy for continuous improvement 

The following are steps to take for little or no cost, using in-house expertise. These 
simple changes can reduce energy costs.  

Best Practices for Combustion Systems  

1. Operate furnaces and boilers at or close to design capacity 
2. Reduce excess air used for combustion 
3. Clean heat transfer surfaces 
4. Reduce radiation losses from openings 
5. Use proper furnace or boiler insulation to reduce wall heat losses 
6. Adequately insulate air or water-cooled surfaces exposed to the furnace 

environment and steam lines leaving the boiler 
7. Install air preheat or other heat recovery equipment  

 

 



Best practices for Steam Generation Systems  

1. Improve water treatment to minimize boiler blowdown 
2. Optimize deaerator vent rate 
3. Repair steam leaks 
4. Minimize vented steam 
5. Implement effective steam trap maintenance program 
6. Use high-pressure condensate to make low-pressure steam 
7. Utilize backpressure turbine instead of pressure-reducing or release valves 
8. Optimize condensate recovery  

Best Practices for Process Heating Systems  

1. Minimize air leakage into the furnace by sealing openings 
2. Maintain proper, slightly positive furnace pressure 
3. Reduce weight of or eliminate material handling fixtures 
4. Modify the furnace system or use a separate heating system to recover furnace 

exhaust gas heat 
5. Recover part of the furnace exhaust heat for use in lower-temperature processes  

Energy Efficiency 
 
Energy efficient methods, equipment, process and appliances should be employed to 
conserve energy.  As an example, natural lighting should be used wherever possible.  
Where artificial lighting is needed, regular or compact fluorescent lighting should be 
used. Lighting, ventilation, and other devices or systems can be controlled with a variety 
of sensors and controls that reduce electricity consumption significantly.  A photocell can 
control day and night operations.  Occupancy sensors (motion or ultrasonic) can operate 
lighting.  Efficiency of refrigeration depends mostly on insulation but also on the 
temperature of the condenser.  High insulation levels and efficient compressors are 
available on some refrigerators and freezers.  They will reduce energy consumption 
levels significantly, using only 20% of the energy of the conventional units. 
 
Operations and management (O&M) of a facility is critical to an efficient operation.  
There are guidelines and recommendations for federal facilities and operations,4 and 
these coupled with specific facility operating procedures can improve all aspects of the 
operation.  In addition to energy/resource savings, the O&M program will: 
   

1. Increase the safety of all staff, as properly maintained equipment is safer 
equipment 

2. Ensure the health and safety and comfort of building occupants through properly 
functioning equipment providing a healthy indoor environment 

3. Confirm the design life expectancy of equipment is achieved 
 
                                                 
4 O&M Best Practices, A Guide to Achieving Operational Efficiency, Release 2,Office of Energy Efficiency 
and Renewable Energy, July 2004 



Energy Assurance 
 
Distributed energy resources (DER) technologies consist primarily of energy generation 
and storage systems placed at or near the point of use.  The more commonly used 
technologies include reciprocating engines and batteries for maintaining operations as a 
result of power interruptions.  These are commercially available, and have a broad power 
output range.  The DER is systems that are integral to continued operation of a facility.  
These systems in many instances, maintain critical operations during times of extreme 
environmental difficulties.   
 
The operating engineers through years of experience in the operation and maintenance of 
various types of facilities have implemented practices to manage non-routine or 
unexpected events. Through the use of facility assessments, operation and maintenance 
programs and the use of backup energy systems, critical operations can be supported, and 
equipment and personnel protected.  Appendix A is an example of a checklist for an 
emergency generator that was developed by local 835 personnel.  To ensure that the 
system is available when needed requires an active operation and maintenance program.  
The programs will ensure that when needed back up systems will operate properly.  In 
addition, properly maintained equipment is safer equipment, and the design life 
expectancy of equipment is achieved.  
 
Few Americans have a backup generator in their homes that automatically starts to 
produce electrical power in the event their main electrical service is lost.  In many cities, 
businesses, hospitals, and universities have backup systems in place to avoid an 
interruption of electrical power, but in rural areas this is not a common practice except for 
some hospitals.  In the summer of 2000, Temple University, for example, used its ten 
natural gas fired generators (operated and maintained by IUOE local 835) to provide 
supplemental power to the regional electric grid, controlled by Pennsylvania-Jersey-
Maryland Interconnection (PJM), during high demand, thus providing local and regional 
electrical backup for Philadelphia and surrounding areas as part of a prearranged 
agreement.  All Philadelphia area electrical consumers including: residents, businesses, 
and universities were required to reduce electrical consumption. 
 
Summary 
 
Load management system efficiencies can be realized by controlling the duration, time, 
and timing of loads to increase the use of the supply system.  This decreases peak 
demands.  Control strategies will depend on characteristics of the energy supply system 
as well as the loads. 
 
Through planning and design, incorporating appropriate supply systems, controlling time 
and duration and timing of the load, energy management can be implemented to meet 
operation requirements and emergency interruptions. 
 
 
 



Appendix A 
 

 

Every Building Engineer is responsible for the checking and running of the Emergency 
Generator in the building assigned to them once a week for a minimum of thirty (30) 
minutes each. These check-runs are necessary to insure the reliability of the emergency 
power system.  
 
 
          Maintenance and Inspection Procedure for Emergency Generators 
 
                                                                                                                 Notes 
 
1.   (  )   Clean around the generators area            _______________________________
2.   (  )   Clean Generator                                      _______________________________
3.   (  )   Check Battery and Rack for Corrosion   _______________________________
4.   (  )   Check Battery Water Level                     _______________________________
5.   (  )   Check Charge Operation and Rate          _______________________________
6.   (  )   Check Engine Radiator Level                 _______________________________
7.   (  )   Check Engine Oil                                    _______________________________
8.   (  )   Check Hoses and Clamps for Leaks       _______________________________
9.   (  )   Check Belts                                             _______________________________
10. (  )   Check for Leaks around Generator         _______________________________
11. (  )   Check Fuel Tank Level                           _______________________________
12. (  )   Test Run Generator     
                 a. Oil Pressure:                     _________________ 
                 b. Generator Temperature:   _________________ 
                 c. Volts:                                _________________ 
                 d. Meter Hours Start Time:  _________________ 
                 e. Meter Hours Stop Time:   _________________ 
13. Set Controls for Generator to start in an Emergency  
 
List Repairs Required 
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
 
Building: ____________________________ Generator Number: __________________ 
 
Checked By: _________________________ Date: ______________________________
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International Union of Operating Engineers 
Energy Security/Assurance 

Strategic Training Plan 
 
Objective 
The strategic training plan objective of the International Union of Operating Engineers (IUOE) is 
to support the mission of the Office of Energy Assurance (OEA) to: 
 
1. Improve the reliability and security of critical energy infrastructure; 
2. Assist state and local governments and the private sector to recover from disruption in the 

energy infrastructure, regardless of cause of the disruptions; and 
3. Coordinate with the Department of Homeland Security (DHS), to protect Americans from 

the potential use of this infrastructure as a means to carryout terrorist’s attacks. 
 
Strategic Plan Goals 
Training topics and curriculum are to be developed for each of the target populations that support 
the OEA’s mission; however, the most comprehensive curriculum is focused on the worker 
population using the Train-the-Trainer approach, which will exponentially increase the number of 
trained people as they return to their local unions, places of employment, and communities to 
train others.  Much of the training should be accomplished concurrently, but with flexibility to 
accommodate group schedules as the need arises.  These topics are generally focused on detection 
and prevention, but by the very nature of events include response and mitigation. 
 
Goal 1.  Develop training that complies with the National Incident Management System (NIMS), 
and OEA’s response to support National Preparedness Goals and integration of this program with 
Homeland Security initiatives. 
 
Goal 2.  Supply operators, owners, managers, private industry representatives, and the public 
with the knowledge needed to protect, detect, respond to, and mitigate disruptions that may occur 
within the energy infrastructure sector. 
 
Goal 3.  Develop a comprehensive curriculum focused on the worker population using the Train 
the Trainer approach, which will exponentially increase the number of trained people as they 
return to their local unions, places of employment, and communities to train others. 
 
Goal 4.  Train senior and mid-level management, in house responders, and workers working 
within the systems in prevention, mitigation, and response to infrastructure disruptions. 
 
Goal 5.  Train state and local emergency responders who will respond to incidents involving the 
energy infrastructure. 
 
Goal 6.  Define and inform the public on its role and enhance participation in prevention and 
response to energy infrastructure disruptions. 



Implementation 
Goal 1.  Using the guidance from OEA, DHS, and Presidential Directives, a comprehensive 
evaluation of needs, threats, and disruptions will be conducted. These evaluations and reviews 
will be conducted on a continuing basis to identify timely issues, lessons learned to upgrade, 
improve and integrate this information into the training requirements that would be applicable to 
the various groups in a disruption scenario.  Other agency guidance; i.e., DHS and others, will be 
incorporated and integrated into the plan to support the development of the information needed to 
assist in response to disruptions at the Federal, State, or local level.   
 
Goal 2.  The development, modification and upgrading of training information and materials at 
the awareness level will be made available to supply operators, owners, managers, private 
industry representatives.  This maybe accomplished through awareness training, and through 
distribution of materials such as information circulars, brochures and through the IUOE website 
www.iuoeiettc.org.  This same approach will also be used to educate and inform the public with 
the knowledge needed to protect, detect, respond to, and mitigate disruptions that may occur 
within the energy infrastructure sector. 
 
Goal 3.  This plan will target as the primary audience, the workers and maintenance personnel, 
including the stationary and operating engineers who are first responders as defined in HSPD 8.  
The training regime is at a performance level, and the Train-the Trainer approach will be utilized.  
While the facilities and operating personnel are the first level of defense and response, other 
groups such as Transport workers, chemical industry and transportation workers will also be 
assessed.  The training curriculum will encompass a comprehensive and flexible approach that 
will be aimed at prevention, protection, response, and mitigation.  Key topics that will be 
incorporated at this performance level follows: 
 
 Backup Energy Systems 
 Chemical, Biological, Radiological, Nuclear (CBRN) 
 Communications 
 Counter-Surveillance 
 Crisis Management 
 Critical Incident Stress Management 
 Explosives Recognition 
 Facility Emergency Plans 
 Facility Protection 
 Hazardous Waste Operations and Emergency Response (HAZWOPER) 
 Incident Command/NIMS (National Incident Management System) 
 Instructor Methodology 
 Personal Protective Equipment (PPE) 
 Process Safety Management 
 Respiratory Protection 
 Risk & Vulnerability Assessment 
 Terrorists Profiles 
 Weapons of Mass Destruction (WMD) 
 Working effectively with other agencies 

 
While this suite of topics represents a “core” of material, flexibility with this program permits site 
specific topics to be covered, as well as the inclusion of material based on specific needs as they 
are identified, such as Liquefied Natural Gas (LNG), alternate power sources and generators, to 
identify a few. 

http://www.iuoeiettc.org/


Goal 4.  Senior and mid-level management, in house responders, and workers working within the 
systems in prevention, mitigation, and response to infrastructure disruptions will be targeted for 
training at the awareness level.  The purpose of this level of training is aimed primarily for 
recognition of potential vulnerabilities.  The management level is targeted for vulnerability 
recognition awareness and coordination with other groups when disruptions occur.  Building 
occupants’ training is designed more for self-protection, interacting with response personnel and 
mitigation in the event of a disruption.  The topics that are identified are as follows for the 
targeted groups.  Again, these are basic information and will be modified and enhanced from 
newly developed information and lessons learned.   
 
Senior Management 
 Energy Infrastructure & Interdependencies 
 Risk & Vulnerability Assessment 
 NIMS 
 Working effectively with Federal, State, and local organizations during disruptions 
 Anti-Terror/Threat Indicators Training 

 
Mid-Level Management 
 Energy Infrastructure & Interdependencies 
 Facility Emergency Plans 
 Risk & Vulnerability Assessment 
 NIMS 
 Working effectively with Federal, State, and local organizations during disruptions 
 Crisis Management 
 Anti-terror/Threat Indicators Training 

 
Office and Support Personnel 
 Facility Emergency Plans 
 Terrorist Profiles 
 CBRN 
 Explosives Recognition 
 Respiratory Protection 
 Incident Command 
 Communications 
 Anti-terror/Threat Indicators Training 

 
Goal 5.  The training for state and local emergency responders who will respond to incidents 
involving the energy infrastructure emphasizes working with other first responder personnel.  In 
the event that the disruption that is precipitated by a natural occurrence or involves destruction 
requiring heavy equipment operators, coordination and working with others and hazard 
recognition is important.  A basic listing of topics for these groups is as follows: 
 
Police (State, County & Local) 
 Supplemental training in special topics such as HAZWOPER 
 Vulnerability & Risk Assessment 
 Anti- terror/Threat Indicators Training 
 Exercises 

 
Fire Department, Emergency Response Team (EMT) 
 Supplemental training in special topics such as HAZWOPER 
 Anti-terror/Threat Indicators Training 
 Exercises 



Goal 6.  The training to inform the public of its role and to enhance participation in prevention 
and response to energy infrastructure disruptions, is training that is aimed at the awareness level.  
Most often it is self-protection in nature, but also will involve assistance to responders in a 
support role.  Direct contact with public groups and distribution of specific safety materials and 
communications are important.  Information that the public needs is varied and is dependent on 
common disruptions that can occur and new information obtained from lessons learned.  Topics 
for public consumption are as follows: 
 
Citizens and Volunteers 
 Awareness training 
 Volunteers may train in hazard recognition, working with other agencies, incident command, 

Anti-terror/Threat Indicators  
 
Training Strategy 
The overall strategy for the Energy Security and Assurance training is to develop an informed 
population prepared to not only respond to disruptions in the energy infrastructure sector, but to 
assist in identification, prevention, and mitigation.  To accomplish the goals outlined in this plan, 
a process that is coherent, dynamic, and responsive to changing issues is needed as new threats 
are identified and lessons have been learned.  A training approach that is integrated and 
synergistic in nature can accomplish these goals. 
 
 The immediate emphasis is to continue at the performance level, the education and training 

for immediate responders at the worker level with the target audience of operators, 
maintenance personnel, and emergency operations center personnel.  IUOE has developed 
and conducted focused training for in-house responders, which includes both building 
(stationary engineers) and heavy equipment operators (operating engineers).  The IUOE 
training includes energy infrastructure and interdependencies, risk and vulnerability 
assessment, facility protection, Weapons of Mass Destruction (WMD), natural disasters, 
personal protective equipment (PPE), respiratory protection, and incident/unified command 
systems, among others. 

 
 Conduct training for facility senior and mid-level management and office and support staff 

utilizing information developed from assessments and DHS and other agency information 
and to integrate and enhance the information needed by these groups. 

 
 Coordinate training and exercises with public sector first response personnel; i.e., fire 

department, police, EMT, etc., develop and conduct awareness training for the public sector 
and engage the public in exercises. 

 
 Continue development of training materials to incorporate current changes and advancement 

in technologies and methods to meet future needs.  Additional topics include Liquefied 
Natural Gas, among others. 

 
 Develop recommendations for core training that is standardized for all groups and incorporate 

Smart-Card technology, so that a registry is available of trained first responders for 
nationwide response. 



Timeline 
The timeline for the accomplishment of the training supports the goals of this plan.  The training 
targets populations that are priority, and through feedback and review of the curriculum, new 
issues and lessons learned can be incorporated to enhance the training.  In addition, information 
obtained during this process will be further utilized to inform and train the public sector 
audiences and guide the implementation of the smart-card system. 
 Over the next five years the emphasis must be on training of “immediate responders” 

particularly those that are working in and maintaining facilities.  In addition, there needs to be 
refresher courses taught after the first three years to maintain worker awareness. 

 Over the next three years Senior and Mid-level management will be trained at least to the 
awareness level with subsequent refreshers during the later years as significant changes 
occur. 

 For the next five years, partnerships need to be expanded with other training organizations in 
addition to existing ones.  Current partnerships and alliances with state and local agencies 
include, for example, West Virginia Army National Guard (WVANG), Orange County 
Florida Sheriff’s Association, Mine Safety and Health Administration (MSHA) mine rescue 
teams and others.  The purpose is to share expertise and to supplement training at the state 
and local level on key topics that are not readily available to these groups. 

 Establish over the next three years, a mechanism whereby trained workers can be readily 
identified; i.e., Smart-Cards, and can assist in response to national energy sector disruption.  
During the last two years, pilot test the smart-card system and refine its implementation. 

 

Training Quality Assurance and Surveillance 
The effort is to provide a broad range of expertise in the development and presentation of national 
level training programs to augment DOE OEA in providing industry information and data, 
analysis, support, technology, subject matter expertise, and knowledge on issues related to the 
energy and energy infrastructure sector reliability and security.  A comprehensive multifaceted 
curriculum will be developed, evaluated, and monitored.  The training shall be designed to enable 
a cadre of trained workers to help protect energy and energy infrastructure systems from 
disruptions by planning for prevention, assessing vulnerabilities, protecting oneself and other 
facility occupants, mitigating damage in case of disruption, providing for post-event expeditious 
recovery, and continuity of operations.  This effort will address the following areas: 
 
1. Curriculum Development 

a. Develop a comprehensive curriculum that addresses the key populations of the 
energy and energy infrastructure systems.  The curriculum will incorporate target 
audiences, energy systems disruption potential and mitigation processes to heighten 
worker awareness.  Curriculum will be developed to address different levels of 
training, therefore, different skill levels and certification levels. 

b. The curriculum shall include topics that cover critical aspects of disruption potential 
to the energy infrastructure systems and methods to anticipate, plan, and respond to 
these disruptions. 

c. The curriculum shall incorporate multi-lingual components to be utilized in training 
within the targeted populations. 

 
2. Curriculum Presentation  

a. Utilizing the latest training approaches and techniques provide training to the target 
audiences. 

b. Maintain full record keeping and data/information retrieval capabilities. 
c. Provide, as needed, training responses to specific customers. 



3. Curriculum Maintenance, Enhancements and Effectiveness 
a. Develop and provide quality control oversight of the development process and 

training products and materials. 
b. Develop and utilize feedback mechanisms for curriculum enhancement. 
c. Provide continuous technical support to all participants of training. 
d. Establish a website that communicates training information to the targeted audiences. 
e. Determine a National Certification Program capability. 

 
4. Program Enhancement 

a. Support DOE OEA through participation on Advisory Boards, Steering Committees 
and in Workshops and identification and execution of agreements with other training 
partners. 

b. Participate in DOE directed training exercises at the local, state, and national level. 
c. Investigate smart-card technology and its applicability to worker record keeping and 

to be compatible with other government agencies. 
d. Assess technologies needed by the target audiences in the conduct of operations. 
e. Identify regulatory requirements at the various governmental levels, and how it 

complements existing industrial training required by the target audiences.  Use this 
information to further develop and enhance the “Equivalent Training Reduction 
Model” (formerly referred to as redundancy reduction in training). 
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International Union of Operating Engineers 
National Hazmat Program 

New Technologies 
 
Background 
 
Future energy related occurrences or disruptions are the result when energy systems lack 
redundancy, or when that redundancy fails or is inadequate, and can result from natural disasters 
or a terrorist attack. Energy disruptions of electricity, petroleum, or natural gas all fall into two 
distinctive categories, predictable and unpredictable.  The planning for a predictable disruption 
may lesson the impact of an unpredictable disruption.  Viewing the three energy commodities as 
interrelated, but not solely dependent on one another, allows for a better understanding of how a 
disruption of each commodity can occur.  Knowing the extent to which the three energy sources 
are vulnerable is of great importance, not only for the energy producers, but also for the energy 
suppliers and end users and response personnel. 
 
Natural and Manmade Disasters Response are Ultimately Local 
 
A disruption in the energy infrastructure can be national, regional or local and can result in a 
coordinated effort that could involve all sectors of the population.  Whether it is natural or 
manmade (terrorist attack) all may ultimately involve local responders.  This includes system and 
facilities upper and mid level management, building and support personnel, traditional response 
organizations; State, County, and Local Police; Fire Department and Emergency Response 
Teams; public sector; and workers and maintenance personnel.  The latter category encompasses 
the IUOE Building (Stationary) Engineers and the Operating Engineers.  This population is 
essentially the first line of defense at the local level as defined by Homeland Security Presidential 
Directive/HSPD 8, which states:  

“The term ‘first responder’ refers to those individuals who in the early stages of an the 
incident are responsible for the protection and preservation of life, property, evidence, 
and environment, including emergency response providers as defined in section 2 of the 
Homeland Security Act of 2002 (6 U.S.C. 101), as well as emergency management, 
public health, clinical care, public works, and other skilled support personnel (such as 
equipment operators) that provide immediate support services during prevention, 
response, and recovery operations.” 

 
In the evident of an incident, natural disaster or manmade/terrorist attack the primary emphasis is 
protection of life, protection of assets, and the subsequent restoration of the infrastructure to 
recover and maintain operations.  In the broadest, sense we can examine protection, prevention, 
mitigation and recovery and the technology needs for response personnel to accomplish these 
tasks.  The subsequent review and identification of technologies is by no means exhaustive, but 
focuses on facility protection, and more importantly the technologies useful to the first responders 
for rescue, mitigation, recovery, and cleanup.  While the technologies discussed in the next 
sections may appear to reflect needs of the traditional responders, Fireman, police and EMT’s, 
many of the protective equipments for these groups will also be needed when a coordinated 
response is needed involving people such as the Stationary and Operating engineers.  The 
rationale for this line of thought is that in the event of and incident, all site personnel will be 
subjected to the same stressors and local environment that may contain solid, liquid and airborne 
hazards.  
 
 
 



Facilities Infrastructure Protection  
   
The most common energy infrastructure disruption that occurs is with the electrical distribution 
system, and this can occur as a result of weather, i.e. hurricanes, extreme cold or heat, equipment 
failure.  This can affect regions of the country, or be more localized as a result of brush growth, 
falling trees and vehicular accidents.  There can be collateral damage or cascading effects that can 
impact other functions.  In addition, the release of a chemical or biological agent can affect the 
operations by the impact on people but not necessarily damage the facility systems. 
 
Most facilities populated by workers have conventional systems such as heating ventilation and 
air conditioning, controlled environment rooms depending upon the facility, such as laboratories, 
clinics and clean rooms, and computer facilities.  These are generally energized by electricity and 
fueled by oil or natural gas.  The facility may have alternative back up generators for critical 
equipment that are fueled by diesel or cylinder fed propane gas.  Monitoring systems for health 
and safety of the occupants such as fire alarms, gas alarms and equipment monitoring systems are 
to provide warning or equipment protection. In the event of chemical or biological release, into 
the HVAC system, filtration is the commonly used method of intake air treatment. 
 
In the evident of a disruption, planned backup systems for critical operation would include 
generators, emergency lighting and an emergency response plan with personnel well trained to 
recognize and understand how to respond.  For facilities in which a chemical or biological evident 
occurs, protection of the HVAC system is imperative.  While there exists current technologies for 
monitoring equipment, equipment operations and chemical monitors, the following are cited as 
examples of types that allow for protection of personnel that can be used to monitor the facility 
assets, to protect occupants in the event of an energy disruption or a terrorist’s attack.   
The following is a listing of technology types for facilities protection: 
 

1. Equipment operations monitors 
2. Fire protection system 
3. Generators to maintain minimum safe egress (diesel, or natural gas) 
4. Fast response generators for mission critical activities (cylinder propane) 
5. Uninterrupted power sources (UPS), (battery powered) 
6. Airflow monitors for sensitive operations i.e. clean rooms, chemical hood exhausts 
7. Area chemical and biological detectors 

 
For building protection, many of the technologies that are designed for personal protection can be 
use the same basic techniques for protection of people.  This includes detectors for chemical and 
biological agents, air flow monitoring and area sensors for perimeter.  Information on building 
protection systems for protection of critical operations can be found at 
http://www.purafil.com/building_protection.htm.  While other sites exist, the IUOE will continue 
to review and update additional technologies and manufacturers as system develop and mature.  
Many of the technologies listed below in the communications/operability, and detection and 
environmental monitoring have facility application.  
 
Emergency Responder, Immediate Responder and First Responder Protection 
 
In the evident of a disruption or attack of the infrastructure, response to rescue, recovery, mitigate 
and the situation will focus on people.  The immediate responder is those in an immediate area, 
and may also be considered first responders by the very nature of the reaction and response.  
Emergency responders are the more traditional response groups recognized by the general public 
or the community.  As such, much in the way of new technologies has been developed, and is 

 2

http://www.purafil.com/building_protection.htm


being developed to meet the needs of the emergency responders.  This development is driven by 
both the Military, who need to react to all manner of attacks or events, and the protection of first 
responders who work often side by side with emergency responders and my well need the same 
level of protection.   

For personnel that are responding to or involved in disruptions, disasters or attacks, protection of 
personnel is paramount.  The equipment available and are considered new technologies fall into 
the following categories.  Availability for many are current but the is still a need for development 
of the technologies for field application.  This listing is lengthy particularly for the PPE, it is by 
no means exhaustive, and as part of this program the IUOE will continue to review new 
developments as they mature and are tested.  Detailed in formation on the description of these 
technologies can be obtained from the website listed, and these can the be linked to the specific 
manufacturer. 

1. Personal Protective Equipment (PPE) 

http://www.nttc.edu/ertProgram/technologies/category.asp?type_id=4&category=56 

Availability of PPE is by far the largest category for personal protection and includes the 
following: 

a. 3M 6000 Series Full Facepiece Respirator 
b. Avon CT 12 Respirator 
c. Avon FM 12 Respirator 
d. Avon NBC SF 10 Respirator 
e. C-Cover Dress CIV-01 (S-97) and C-91NBC Protective Overgarments 
f. COOL Zone - Advanced Personnel Cooling Vest 
g. CoolMan 
h. CoreCool® 
i. Disposable Toxic Agent Protective Suit Level A DTAPS 
j. Disposable Toxic Agent Protective Suit Level B DTAPS 
k. HeatShield 
l. M40A1/M42A2 NBC Protective Masks 
m. M95 NBC Protective Respirator 
n. MSA ADVANTAGE 1000 CBA/RCA GAS MASK 
o. MSA MILLENNIUM CB MASK 
p. MSA PHALANX CBA/RCA MASK 
q. Panorama NOVA Respirator 
r. Percutaneous Protection Suit 
s. Shalon M15-A30 Military Mask 
t. Shalon Model 4A1 NBC Respirators 
u. TYCHEM© Level A Series Protective Garments 
v. TYCHEM© Level B Series Fully Encapsulating Suits 

2. Communications/Interoperability 

http://www.nttc.edu/ertProgram/technologies/category.asp?type_id=4&category=57 

a. ACU-1000 Modular Interconnect System 
b. DragonFly SA PASS 
c. Emergency Vehicle Early Warning Safety System (E-ViEWS) 
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d. GEM System T Pass 3 Evacuate 
2-Way Signaling Personal Alert Safety System (PASS) 

e. Incident Commanders Radio Interface (ICRI) 
f. Scott Eagle Imager 160 
g. Incident Commanders' Radio Interface - Wildfire Version (ICRI-WF) 

 

3. Decontamination/Containment 

http://www.nttc.edu/ertProgram/technologies/category.asp?type_id=4&category=58 

a. Photocatalytic Self-Cleaning Nano Layer Process for Neutralizing Chemical 
and Biological Contaminants for Filtration, Cleaning, and other 
Environmental Applications 

 

4. Detection/Environmental Monitoring 

http://www.nttc.edu/ertProgram/technologies/category.asp?type_id=4&category=59 

a. APD 2000 Chemical Detector 
b. Agentase - Traffic Light Sensor Nerve Agent Sensor 
c. BT-550 BioCapture System 
d. Bio-containment System 
e. BioThreat Alert Bio Strips 
f. CHO-3CB Chemical/Biological Overpack For Secure WMD Containment 

(WMD Overpack Bag) 
g. Canberra Mini- Radiac Personal Radiation Monitor 
h. ChemPro100 Handheld Chemical Profiler 
i. Guardian Reader System 
j. HAPSITE Portable GCMS 
k. Handheld Radiation Monitor 
l. HazCat Chemical Indentification System 
m. ICS-4000 Radiation Detector 
n. M40A1/M42A2 NBC Protective Masks 
o. RADIATION PAGER® 
p. RADIATION PAGER®-S 
q. RADSMART Hand Held Gamma Ray Spectrometer Nuclear Materials 

Identification System 
r. RAID-M Handheld Chemical Agent Detector 
s. RAPID Pathogen Identification System 
t. SABRE 2000 Detector 
u. SAM - Surveillance And Measurement Gamma / Neutron Detection with 

Isotope Identification Nuclear Materials Identification System 
v. Smart Strip 
w. TravellR HazMat Chemical Identifier 
x. WEATHERPAK® 400 Weather Station 
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5. Decision Support Tools 

http://www.nttc.edu/ertProgram/technologies/category.asp?type_id=4&category=60 

a. First Responder Toolkit Chemical Biological Response Aide (CoBRA®) 
b. HAZMASTER G3 Decision Support System 
c. Palmtop Emergency Action for Chemicals (PEAC-WMD) 2002 
d. The Homeland Commander 2003 
e. Mobile Infrared Transmitter (MIRT-VT) and Stealth-EVP for Emergency 

Vehicles 
f. WEATHERPAK® 400 Weather Station 

The Emergency Response Technology (ERT) Program, located in the Robert C. Byrd National 
Technology Transfer Center, Wheeling Jesuit University, Wheeling, WV, 
ERTProgram@nttc.edu, was formed to develop and carry out an active, broad-based program for 
commercializing new health- and safety- related products for the emergency response 
community. Anchored by an elite group of expert emergency managers, the ERT Program is 
tasked with identifying the industry's most urgent technology needs then aggressively identifies 
operationally suitable solutions to those needs. The ERT Group has identified and prioritized the 
top ten need areas facing emergency first responders.  

1. Bio Agent Detectors  

• Area biological monitoring and detection for incident scenes.  
• First Responder Individual Personal Alarm Monitor (Chemical and/or Bio-Agent 

Detector) - A lightweight, simple and accurate alarm and indicator of the presence of any 
one of a spectrum of harmful chemical and/or biological threats that would alert the first 
responder of a hazard. A wearable or hand-held, non-complex and reliable device with 
capability to measure below the immediately dangerous to life and health limits. For 
firefighter gear, the wearable device should be integrated into the protective ensemble if 
possible. Hands-off detection is desirable. For use by tactical operators - USAR, bomb 
squads, SWAT teams, law enforcement and (non-fire service personnel).  

2.  Integrated Spatial Recognition Tracking, Health Monitoring, and Alerting System 
 
A system capable of:  

• Obtaining and updating real-time spatial information within a visually obscured 
environment  

• Distinction of casualties from inanimate objects in a visually obscured environment  
• Determining surrounding hazardous atmospheric composition  
• Determining location/position of sources of high heat and combustion sources  
• Monitoring physiology of the emergency responder to include heart rate, core 

temperature, and other indicators of health status  
• Determining real-time three-dimensional positional location information within structures  
• Integrate capabilities into a presentation overlay within a protective mask  
• Transmitting data through buildings, structures, and/or rubble to an incident command 

vehicle or station outside, preferably without the use of repeaters inside the structure  
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• Receiving an audible alert signal or minimal-printed warning or other information on 
helmet mounted overlay  

• Fusing data and providing for an operationally suitable, decision-support presentation on 
a PC/laptop monitor for the incident commander  

3. Casualty Locations And Assessment System  
 
A system capable of locating, (in three dimensions), the position of casualties within a collapsed 
structure as well as providing basic information on the victim's vitality status. 
  
4. Extended Mission Or Reduced weight Mission Air Supply Respirators 
 
Longer duration mission capability (operable on a single charge 4-6 hours) at the same weight as 
current respirators, and/or lighter weight respirators - light weight, long duration alternatives to 
current 32 lb compressed air respiratory systems.  
 
5. Non-Toxic Decontamination Agent  
 
A fast-acting decontaminant that is non-toxic and can be used on personnel and casualties  
 
6. First Responder work Uniform 
 
Lightweight, durable, and breathable form of dermal chemical protection for law enforcement 
officers, fire fighters, SWAT and EMS workers is required. 
  
7. Casualty/Patient Care Data And Monitoring System 
 
A patient care garment, blanket or shirt that will monitor vitals and condition of patient, and 
collect information and provide wireless encrypted transfer info to PDA or computer/database. 
Will contain microchip technology that will store all information about the patient. Will transmit 
identified information but will not compromise confidential information. Optional capabilities 
also may provide some therapeutic capabilities such as respiratory assistance, cooling, etc.  
 
8. Reinforced Concrete Breaching/Cutting Tool 
 
Capable of cutting or breaching reinforced concrete rapidly and which poses a minimal threat of 
harm to the victim that may be immediately behind the concrete.  
 
9. Building And Facility Emergency Response Information/Survey Tool  
 
A data and decision support system that captures a set of data for any specific building or 
industrial site that is available at the building location and can be scanned at the time of an 
emergency response. (Backup of information can also be held at City/County Emergency 
Management Office). Data stored and readable provides information on the building or structure - 
power panels and wiring, utilities shutoffs and routings, office or apartment layouts, fire systems, 
hazardous material locations, handicapped or disabled occupants and other essential data for 
response personnel. Cost of implementation to be borne by building owners with insurance 
companies providing a premium reduction incentive for owners to implement the system.  
 
10. Approaching Traffic Warning Device For Emergency Response Vehicles 
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Collisions between emergency vehicles and other vehicles are common events. Many of these 
collisions occur at intersections. Public vehicles approaching at 90 degrees to the direction of 
travel of emergency vehicles are very difficult to see. Using sensors mounted on the emergency 
vehicle, or in a fixed location near the intersection, or both, could alert emergency vehicle drivers 
(and other motorists) of approaching traffic (cross traffic).  
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International Union of Operating Engineers 
Feasibility of a National Certification Program 

 
BACKGROUND 
 
The primary objective of a certification program is to provide a measure of an individual's 
knowledge on the subject matter pertaining to a specific area.  The need for the program 
demonstrates the essential role placed on the persons having met the specific requirements.  A 
certification program enables standards to be maintained for all individuals who receive the 
certification, and a national program applies these same concepts on a much broader scale.  
 
Training programs are not nationally certified unless they are sponsored by a national 
organization such as the American Red Cross.1  The American Red Cross nationally certifies 
Cardio Pulmonary Resuscitation (CPR) and First Aid classes, and to do so sets specific learning 
objectives.  On completion of training, each student must pass a competency test to insure 
sufficient retention of the learning objectives. 
 
Training programs follow a predetermined set of learning objectives.  These learning objectives 
guide the training, but do not necessarily state specifically how the training is to be accomplished; 
because of this, variations exist in the degree and level of training across the nation.  If learning 
objectives, training materials, and competency tests are not standardized, the training is likely to 
differ from one training session to another, even when given by the same instructor.  Student 
comprehension levels, ages, social dynamics, and knowledge can shift the course material taught 
by instructors from one class to another.  The same materials can be used to teach youths, 
teachers, and Emergency Medical Technicians (EMT) CPR classes, but one would expect the 
EMT class to be more in-depth and detailed.  Even when using the same class materials the EMT 
class would likely be different as compared to the others because of the differences in age. 
 
If training materials are not the same and training objectives are not specifically stated, variations 
in training are likely to occur within an organization.  As an example, the Environmental 
Protection Agency2 (EPA) encountered problems with consistency and levels of training 
throughout the different EPA regions within the United States.  As the EPA deployed personnel 
from different regions to the World Trade Center Disaster, the training inconsistencies became a 
challenge as each region worked independently and training was not nationally specified, nor 
were training records maintained or tracked nationally.  The EPA is now testing a web-based 
training program, TrainTrax, to track employee training nationally in all regions.  TrainTrax will 
allow the EPA to deploy personnel from various regions and know their level of training before 
doing so, thus, ensuring that personnel are properly educated and trained for the specific 
response.      
 
The National Fire Academy3 (NFA), the delivery arm of the U.S. Fire Administration,4 uses a 
variety of course delivery methods to enhance the ability of fire and emergency services and 
allied professionals to deal more effectively with fire and related emergencies.  Courses are 
delivered at the resident facility in Emmitsburg, Maryland, and throughout the nation in 
cooperation with state and local fire training organizations, colleges, and universities.  The 
training preformed by the USFA at the NFA campus follows the National Fire Protection 

                                                      
1 http://www.redcross.org/index.html 
2 http://www.epa.gov/ 
3 http://www.usfa.fema.gov/training/nfa/ 
4 http://www.usfa.fema.gov/index.shtm 
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Association5 (NFPA) Standard 1001:  Firefighter Professional Qualifications.  This standard 
establishes a very rigorous course of classroom and practical evolutions for basic firefighter 
training and is commonly used to train paid and volunteer firefighters though each state adopts its 
own training requirements that apply to volunteer firefighters, while many states require that 
volunteer firefighters meet NFPA Standard 1001.  When firefighters are requested from different 
localities to assist in large structure fires, few problems may occur in combining efforts, because 
firefighters have been trained using a national standard.  Likewise, volunteer Emergency Medical 
Technicians are trained to the national training criteria established by the U.S. Department of 
Transportation6 and other standard setting bodies.   
 
In response to the lessons learned from the World Trade Center Disaster, the Occupational Safety 
and Health Administration7 (OSHA) developed the Disaster Site Worker course.  The nationally 
available course uses learning objectives and standardized course materials to ensure all students 
receive the same important information.  Designing the course in this manner allows for 
presentation of the important safety and health issues regarding response to a disaster site. 
The National Incident Management System8 (NIMS) developed by the Secretary of Homeland 
Security at the request of the President, integrates effective practices in emergency response into 
a comprehensive national framework for incident management.  The NIMS represents a core set 
of doctrine, principles, terminology, and organizational processes to enable effective, efficient 
and collaborative incident management at all levels. The NIMS provides the framework for 
interoperability and compatibility, based on a balance between flexibility and standardization.  
The recommendations of the National Commission on Terrorist Attacks Upon the United States 
(the "9/11 Commission") further highlight the importance of ICS.  The Commission's recent 
report recommends national adoption of the ICS to enhance command, control, and 
communications capabilities.  The NIMS effectively standardizes training, organization, and 
communication procedures during a response and states specific information concerning: 
 

• Standardized organizational structures, processes and procedures; 
• Standards for planning, training, and exercising; 
• Personnel qualification standards; 
• Equipment acquisition and certification standards; 
• Interoperable communications processes, procedures, and systems; 
• Information management systems with a commonly accepted architecture; 
• Supporting technologies – voice and data communications systems, information systems, 

data display systems, specialized technologies; and 
• Publication management processes and activities. 

 
The National Safety Council9 (NSC) mission is to educate and influence society to adopt safety, 
health and environmental policies, practices and procedures that prevent and mitigate human 
suffering and economic losses arising from preventable causes.  The NSC provides information 
for safety professionals and trainers, including certification programs, regulatory compliance 
training, employee training, best safety practices and management programs, supervisor training, 
roadway work zone training, online training, and custom training.  The NSC website allows 
trainers to access information from remote locations allowing more resources to trainers 
worldwide.  Additionally, a trainer registration area on the website permits trainers to submit 

                                                      
5 http://www.nfpa.org/index.asp 
6 http://www.dot.gov/index.cfm 
7 http://www.osha.gov/ 
8 http://www.fema.gov/nims/index.shtm 
9 http://www.nsc.org/index.htm 
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comments.  The NSC is a recognized leader in providing safety and health information for 
reducing unintentional deaths and disabling injuries. 
 
The National Registry of Emergency Medical Technicians10 (NREMT) began in 1969 with the 
recommendation by President Lyndon Johnson's Committee on Highway Traffic Safety that there 
be a national certification agency to establish uniform standards for training and examination of 
personnel active in the delivery of emergency ambulance service.  This resulted in the 
appointment of a Task Force by the American Medical Association's Commission on EMS to 
study the feasibility of a National Registry for EMTs.  Since then, training programs have been 
developed, a focus has been placed on continuing education, national standards have been 
established, ambulance equipment essentials have been set, and recognition has been given to the 
vital area of medical control.  The National Registry has grown to include 45,988 emergency 
medical personnel registered in 2004 as:  First Responder, EMT- Basic, EMT-I85, EMT-I99, or 
Paramedic.   
 
The National Heart Association11 (NHA) is a leader in Emergency Cardiovascular Care (ECC) 
and CPR training.  The NHA offers courses and training materials available through a national 
training network with consistent policies and procedures further ensuring the quality of the 
courses.  The primary format used is video-mediated instruction, that allows for maximum skill 
practice time and is proven to help students learn multiple psychomotor skills.  Throughout the 
course, instructors introduce a topic, show a video segment that shows the steps to perform the 
skill, and students then practice the skill in work groups. 
 
The National Response Plan12 (NRP) was developed by the U. S. Department of Homeland 
Security13 (DHS), in partnership with federal departments and agencies, state, local and tribal 
officials, private sector, and national and international associations.  The Secretary of Homeland 
Security Tom Ridge said, “The National Response Plan embodies our nation’s commitment to the 
concept of one team, one goal -- a safer and more secure America.  Completion of the National 
Response Plan has been one of my department’s highest priorities, and this achievement is a bold 
step forward in bringing unity in our response to disasters and terrorist threats and attacks.” 
 
The National Response Plan establishes a unified and standardized approach within the United 
States for protecting citizens and managing homeland security incidents.  All federal departments 
and agencies that may be required to assist or support during a national incident will use this Plan, 
whether from threats or acts of terrorism, major natural disasters, or man-made emergencies.  The 
National Response Plan standardizes federal incident response actions by integrating existing and 
formerly disparate processes.  The Plan uses the National Incident Management System (NIMS) 
to establish standardized training, organization, and communications procedures for multi-
jurisdictional interaction and clearly identifies authority and leadership responsibilities.  The Plan 
also provides a comprehensive framework for private and non-profit institutions to plan and 
integrate their own preparedness and response activities, nationally and within their own 
communities. 
 
“With the National Response Plan our nation and its federal, state, local, and tribal response 
communities now have a comprehensive, all-hazards tool for domestic incident management 
across the spectrum of prevention, preparedness, response, and recovery,” said Ridge.  “The 

                                                      
10 http://www.nremt.org 
11 http://www.americanheart.org 
12 http://www.dhs.gov/dhspublic/interapp/editorial/editorial_0566.xml 
13 http://www.dhs.gov/dhspublic/index.jsp 
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complex and emerging threats of the twenty-first century demand this synchronized and 
coordinated plan in order to adequately protect our nation and its citizens.” 
 
The National Response Plan was developed by teams of experts from federal departments and 
agencies, state, local, and tribal officials, incident response, and private sector communities from 
around the nation.  Ridge said, “We brought together the best of the best in our nation’s incident 
management and first responder communities for a singular but critical national endeavor, and I 
am honored to recognize their achievement in completing this landmark Plan and making 
America safer.” 
 
The National Response Plan and the supporting National Incident Management System establish 
incident management processes to: 
 

• Improve coordination and integration between federal, state, local, tribal, regional, 
private sector, and non-governmental organization partners;  

• Integrate the federal response to catastrophic events;  
• Improve incident management communications and increase cross-jurisdictional 

coordination and situational awareness;  
• Improve federal to federal interaction and emergency support;  
• Maximize use and employment of incident management resources; and  
• Facilitate emergency mutual aid and federal emergency support to state, local, and tribal 

governments. 
 
The National Response Plan further recognizes the potential magnitude of threats from weapons 
of mass destruction and severe natural disasters by adoption of a new term, the “Incident of 
National Significance.”  An incident of national significance is described as an incident with high 
impact requiring an extensive and well-coordinated response by federal, state, local, tribal, and 
nongovernmental authorities to save lives, minimize damage, and provide the basis for long-term 
community and economic recovery.  
 
FEASIBILITY 
 
A national certification program for training conducted by the International Union of Operating 
Engineers (IUOE) National Hazmat Program is feasible.  Steps are currently underway to make 
such certification possible.  The feasibility of certification lies in a few key principles: 
 

• National organizational backing; 
• Ability to validate critical training requirements; 
• Quality assurance and quality control procedures; 
• Training based on specifically stated objectives; 
• Training materials are of uniform content; 
• Ability to track trained students; and 
• Sufficient funding to support all aspects of the certification process.  

 
OENHP has consistently used specifically stated objectives when conducting training.  Objectives 
are included in training material and presentations to inform students of the information they 
should learn, and to assure the trainer has sufficiently covered the topic.  Course and instructor 
evaluations and the input from the general Advisory Board and an Advisory Board comprised of 
Stationary (Building) Engineers, provide quality assurance and quality control for modification 
and improvement of the Energy Security (Assurance) Training Program.  In addition, continual 
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review of current topics and events, lessons learned, and best practices are used to further identify 
new issues for enhancement and integration.  The curriculum is reviewed at least annually and 
updates are incorporated as events or requirements warrant a change.  All OENHP training 
materials are created, printed, and shipped to the training location by in-house personnel to assure 
consistency in student manuals and handouts.  OENHP has maintained training records since its 
inception.  The importance of training records is of constant concern to OENHP.  In an effort to 
help make those records available for a response to an event of national significance, OENHP is 
preparing to upgrade the current tracking system and implement a smart card system. 
 
SMART CARD14 
 
A smart card is a credit card-sized device that contains one or more integrated circuits (ICs) and 
may employ one or more of the following machine-readable technologies: magnetic stripe, bar 
code (linear or two-dimensional), contactless radio frequency transmitters, biometric information, 
encryption and authentication, or photo identification.  The integrated circuit chip (ICC) 
embedded in the smart card can act as a microcontroller or computer.  Data stored in the chip’s 
memory can be accessed to complete various processing applications.  The memory also contains 
the microcontroller chip operating system (COS), communications software, and can also contain 
encryption algorithms to make the application software and data unreadable.  When used in 
conjunction with the appropriate applications, smart cards can provide enhanced security, the 
ability to record, store, and update data.  When implemented properly, they can provide 
interoperability across services or agencies, and enable multiple applications or uses with a single 
card. 
 
Smart card technology can enable an organization to become more secure, efficient, and 
interoperable while delivering strong authentication and security, identity management, data 
management, customer support, and communications.  The ICC, the technology on a card that 
makes it a “smart card,” provides a number of functions.  Smart card technology is commercially 
active; therefore, provides additional benefits through commercial off-the-shelf (COTS) products 
and well-established technology standards. 
 
Smart card technology can address issues surrounding identity management and can provide the 
means to eventually re-engineer inefficient processes with a high return on investment (ROI).  In 
the identification of inefficient processes, outdated business practices, and low ROI programs, an 
organization can eliminate deficiencies, unnecessary costs, and under-used resources through the 
implementation of smart card technology.  
 
Smart card technology provides a toolbox of enhanced capabilities that can be used to implement 
a smart identification card, including functions, such as:15

 

 
• Access Control Tools.  Smart cards can provide significantly enhanced security features 

that allow the card to operate as an authentication token for secure logical access to 
terminals and networks (such as local area networks (LANs) and the internet), as well as 
for physical access to buildings, rooms, parking lots, transit, and other facilities. 

 
• Information Storage and Management Tools.  Depending on the size of the ICC, smart 

cards can store and manage data to assist with various applications.  For example, an 

                                                      
14 Government Smart Card Handbook. U.S. General Services Administration. February 2004. 
15 Catherine Allen, “Smart Cards Part of U.S. Effort in Move to Electronic Banking,” in Smart Card Technology International: The 
Global Journal of Advanced Card Technology, ed. Robin Townsend (London: Global Projects Group, 1995), 193-194.  
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authorized medical official, in the event of an emergency or on a routine medical visit, 
can access medical information stored on a smart card.  On-card information availability 
can reduce the amount of time spent locating hard-copy paperwork.  If the medical event 
were a life-threatening emergency, the information would be immediately accessible, 
possibly saving critical time.  

 
• Enhanced Secure Access Capabilities.  The use of sophisticated technologies such as 

biometrics and Public Key Infrastructure (PKI) further enhances the security of identity 
verification in granting physical and logical access.  PKI uses public and private keys for 
digital signatures and email encryption and decryption.  If the digital signature is verified 
using the signer’s public key, then the recipient knows that it was signed by the owner of 
the public/private key pair and that it has not been changed in any way since it was 
signed.  This assures both the sender and recipient that the information has not been 
altered. Biometrics use physical characteristics (e.g., fingerprint, hand geometry, iris scan 
and voice/facial recognition) to authenticate an individual’s identity.  PKI and/or 
biometrics can be used to more accurately identify an individual. 

 
• Verify Training Certification.  Combining all previous functions the smart cards can be 

used in remote locations, such as a disaster site, as a simple tool to gain site access, store 
training information, and allow the collection of this information without the need to 
make contact with the card.  These functions are important especially when personnel are 
wearing personal protective equipment (PPE) that decreases their ability to show or swipe 
identification cards. 

 
IUOE SMART CARD PILOT PROJECT 
 
The IUOE smart card pilot project will demonstrate the effectiveness and operational efficiencies 
associated with creating a standard smart card that stores certification, training, and equipment 
proficiency information on one card.  It is anticipated that the smart card will replace the existing 
paper environment and will allow personnel to carry one card instead of volumes of paper 
certifications.  The database associated with the smart card will also allow designated officials 
such as DOE, DHS, and local government, to locate responders at the time of a natural disaster or 
terrorist attack. 
 
The Government Smart Card Handbook produced by the U.S. General Services Administration 
dated February 2004 will be used as reference information for the IUOE smart card pilot project.  
The Handbook provides extensive knowledge, practical guidance, and most importantly lessons 
learned.  The implementation process of the IUOE smart card pilot project will prove to further 
benefit the nation, by enabling the immediate solicitation of properly trained Operating Engineers 
for response to an event of national significance. 
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SUMMARY 
 
The IUOE smart card pilot project has demonstrated the cost effectiveness and 
operational efficiencies associated with creating an identification card for the IUOE 
membership to carry, and use for access to, and for working on a disaster site.  The 
identification card includes a barcode and magnetic stripe, but does not include an 
embedded chip.  Further investigation was conducted for upgrading the pilot project to 
include the use of smart cards (chip embedded memory cards).  Significant issues 
addressed include: no specific standard exists to guide in the selection of the chip 
embedded memory cards to assure nationwide interoperability; the cost to upgrade the 
existing pilot project from magnetic stripe cards to chip embedded memory cards is 
substantial; and chip embedded memory cards become their own database and do not 
need a direct connection to a centralized database.  Ultimately, the magnetic stripe 
identification card is far less costly and presently offers more than the chip embedded 
memory card for the intended usage at a disaster site and for daily usage by IUOE 
members based on: national interoperability, cost, and availability. 
 
BACKGROUND INFORMATION 
 
Smart Card1 
 
A smart card is a credit card-sized device that contains one or more integrated circuits 
(ICs).  It may also employ one or more of the following machine-readable technologies: 
magnetic stripe, bar code (linear or two-dimensional), contactless radio frequency 
transmitters, biometric information, encryption and authentication, or photo 
identification.  The integrated circuit chip (ICC) embedded in the smart card can act as a 
microcontroller with internal memory or a memory chip alone.  Data stored in the chip’s 
memory can be accessed to complete various processing applications with direct 
physical contact or with a remote contactless electromagnetic interface.  The memory 
also contains the microcontroller chip operating system (COS), communications 
software, and can also contain encryption algorithms to make the application software 
and data unreadable.  When used in conjunction with the appropriate applications, 
smart cards can provide enhanced security, the ability to record, store, and update data.  
When implemented properly, they can provide interoperability across services or 
agencies, and enable multiple applications or uses with a single card. 
 
Smart card technology can enable an organization to become more secure, efficient, 
and interoperable while delivering strong authentication and security, identity 
management, data management, customer support, and communications.  The ICC 
provides a number of functions.  Smart card technology is commercially active; 

                                                      
1 Government Smart Card Handbook. U.S. General Services Administration. February 2004. 



therefore, provides additional benefits through commercial off-the-shelf (COTS) 
products and well-established technology standards. 
 
Smart card technology can address issues surrounding identity management and can 
provide the means to eventually re-engineer inefficient processes with a high return on 
investment.  An organization can eliminate deficiencies, unnecessary costs, and under-
used resources through the implementation of smart card technology.  Smart card 
technology provides a toolbox of enhanced capabilities that can be used to implement a 
smart identification card, including functions, such as:2 

 
• Access Control Tools.  Smart cards can provide significantly enhanced security 

features that allow the card to operate as an authentication token for secure 
logical access to terminals and networks (such as local area networks (LANs) 
and the internet), as well as for physical access to buildings, rooms, parking lots, 
transit, and other facilities. 

 
• Information Storage and Management Tools.  Depending on the size of the ICC, 

smart cards can store and manage data to assist with various applications.  For 
example, an authorized medical official, in the event of an emergency or on a 
routine medical visit, can access medical information stored on a smart card.  
On-card information availability can reduce the amount of time spent locating 
hard-copy paperwork.  If the medical event were a life-threatening emergency, 
the information would be immediately accessible saving critical time. 

 
• Enhanced Secure Access Capabilities.  The use of sophisticated technologies 

such as biometrics and Public Key Infrastructure (PKI) further enhances the 
security of identity verification in granting physical and logical access.  PKI uses 
public and private keys for digital signatures and email encryption and 
decryption.  If the digital signature is verified using the signer’s public key, then 
the recipient knows that it was signed by the owner of the public/private key pair 
and that it has not been changed in any way since it was signed.  This assures 
both the sender and recipient that the information has not been altered. 
Biometrics use physical characteristics (e.g., fingerprint, hand geometry, iris scan 
and voice/facial recognition) to authenticate an individual’s identity.  PKI and/or 
biometrics can be used to more accurately identify an individual. 

 
• Verify Training Certification.  Combining all previous functions, the smart cards 

can be used in remote locations, such as a disaster site, as a simple tool to gain 
site access, store training information, and even allow the collection of this 
information without the need to make contact with the card.  These functions are 
important especially when personnel are wearing personal protective equipment 
(PPE) that decreases their ability to show or swipe identification cards. 

 
 
                                                      
2 Catherine Allen, “Smart Cards Part of U.S. Effort in Move to Electronic Banking,” in Smart Card Technology International: The Global Journal 
of Advanced Card Technology, ed. Robin Townsend (London: Global Projects Group, 1995), 193-194.  
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Magnetic Stripe 
 
Magnetic stripes have been used on cards since the 1970s for a wide range of 
applications – from financial credit cards to transit cards to driver’s licenses.  The 
magnetic stripe on the back of an ID card is composed of iron-based magnetic particles 
encased in plastic-like tape.  Information is written on the stripe by magnetizing the tiny 
bars with a special electromagnetic writer, called an encoder.  Identification information 
is written to the magnetic media during the personalization process and then read by 
swipe or insertion readers at the point of interaction.  The user data encoded on 
magnetic stripes can easily be copied and interpreted using a standard magnetic 
reader.  The data can also be easily transferred to another card.  This fact makes 
magnetic stripe technology most applicable for low security applications.  New 
technology is available, however, that determines the magnetic “fingerprint” of a 
magnetic stripe card, making the magnetic stripe card more secure. 
 
Bar Code 
 
A bar code is an image of varying width lines (bars) and spaces that can be affixed to 
retail store items, identification cards, and postal mail to identify a particular product 
number, person, or location.  The code uses a sequence of vertical bars and spaces to 
represent numbers and other symbols.  A bar code symbol typically consists of five 
parts: a quiet zone, a start character, data characters (including an optional check 
character), a stop character, and another quiet zone.  Bar codes can store personal 
information and can be printed on plastic cards.  Linear bar codes are used to store 
simple alphanumeric data (e.g., in retail applications).   
 
Two-dimensional bar codes using standard PDF417 can now store significantly more 
data in a small amount of space (up to 1108 bytes).  Data is translated into a bar code 
and embedded on the card during the printing process.  The card is then scanned by a 
bar code reader at the point of interaction.  The reader uses a laser beam that is 
sensitive to the reflections from the line and space thickness and variation. 
 
ACCOMPLISHMENTS 
 
The NHP has pioneered the development of an identification card system to expedite 
the response of IUOE members to a natural or manmade disaster.  The IUOE smart 
card pilot project has demonstrated the cost effectiveness and operational efficiencies 
associated with creating an identification card for the IUOE membership to carry, and 
use for access to, and for working on a disaster site.  The card, equal to the size of a 
credit card, acts as a form of identity and a key that will permit access to a worker’s 
safety and health training and certifications.  This information will ensure that 
responders are adequately trained or will rapidly identify any additional training needed 
prior to accessing the disaster site. 
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How It Works 
 
The card will be presented by the member at a disaster site access point.  The site 
control personnel can verify the likeness of the person presenting the card to the 
photograph on the card.   The card features the members’ name, photograph, IUOE 
local number, IUOE registration number, and IUOE holographic overlay on the front.  
After visual verification, site control personnel can obtain the training qualifications of 
the individual.  This is accomplished by connecting to the secure NHP website via a 
World Wide Web connection and logging onto the IUOE NHP training database using a 
username and password.  Once connected to the database the magnetic stripe is 
swiped through a card reader or the bar code is read using a bar code scanner to obtain 
an alphanumeric key code.  Both the magnetic stripe and bar code are located on the 
back of the card.  The member’s key code is an additional layer of information security 
and is necessary to obtain information from the database for that member. 
 
The IUOE NHP training database is located in Beaver, West Virginia and is the 
repository of the training records for IUOE members.  A secure computer server stores 
various types of information within the database including, but not limited to the 
member’s: name, Local number, registration number, contact information, certification, 
training, and equipment proficiency.  Additional information parameters can be added 
and training information can be readily updated as additional training is obtained.  
Information can be retrieved from the database locally or remotely using any device that 
can connect to the World Wide Web.  Examples of such devices include: a personal 
computer, a personal digital assistant (PDA), or a cellular telephone.  If a World Wide 
Web connection is not available at the disaster site, a copy of the database information 
can be securely transmitted to a personal computer or a PDA at a distant location where 
a web connection is available.  The database copy will also interact with the member’s 
key code to obtain information from the database for that member.  It is anticipated that 
the identification card will replace the existing paper environment and will allow 
personnel to carry one card instead of volumes of paper certifications.  The database 
will also allow designated officials such as the DOE, the DHS, and local government, to 
locate responders at the time of a natural disaster or terrorist attack.  The following are 
the project activities conducted in support of the evaluation of technologies applicable to 
the IUOE organization.  These include: 
 
Phase 1:  Research Available Identification Technologies 
 
The available identification card technologies were reviewed and the IUOE evaluated 
the ways they can be used and the technologies available to support them.  The IUOE 
document Feasibility of a National Certification Program3 incorporates the research 
provided by the Government Smart Card Handbook4 to assist in determining the 
appropriate technology. 
 
 

                                                      
3 Feasibility of a National Certification Program. International Union of Operating Engineers. January 2005. 
4 The Government Smart Card Handbook. U.S. General Services Administration. February 2004. 
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Phase 2:  Determine Identification Card Requirements 
 
The identification card requirements were evaluated by using the various identification 
card technology descriptions and utilization issues discussed in the Government Smart 
Card Handbook.  In addition, the needs of the organization such as transportability, 
cost, and ease of updating the card had to be met.  
 
Phase 3:  Determine the most cost-effective technologies to meet the IUOE’s needs 
 
Based on a literature review of the available identification card technologies, an off-the-
shelf approach was decided as the most cost-effective means to implement the project 
objective.  It was determined that an identification card containing an embedded chip or 
a card containing a magnetic stripe and bar code would both meet the IUOE technical 
requirements. 
 
Phase 4:  Conduct performance evaluation of initial system design with IUOE local 25 
members 
 
The performance of the identification card with magnetic stripe and bar code was 
conducted via a World Wide Web connection.  The performance of this card was 
compared to the literature reviewed characteristics of applicability and compatibility to 
the smart card technology. 
 
Phase 5:  Improve initial system based on the results of the pilot test with local 25 
members 
 
We conducted an evaluation on the initial design using Disaster Site Worker course 
students that helped us to evaluate and identify performance characteristic 
enhancements that would be compatible with smart card technology.  Among items 
identified: variable security levels and dual image photographs to enhance security. 
 
Phase 6:  Recommend an implementation approach for the IUOE based on the results 
of the pilot test 
 
The magnetic stripe identification card is a practical approach for the intended usage at 
a disaster site and for daily usage by IUOE members based on: interoperability, cost, 
and availability.  The IUOE developed identification card can be incorporated in the 
smart card system by adding a magnetic stripe or bar code to the chip embedded smart 
card. 
 
RESULTS OF FURTHER SMART CARD USAGE INVESTIGATIONS 
 
The identification cards currently used for the IUOE Smart Card Pilot Project include a 
barcode and magnetic stripe; however, they do not include an embedded chip.  Further 
investigation of upgrading the pilot project to include the use of smart cards (chip 
embedded memory cards) has revealed substantial issues.  
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Smart Card Usage  
 
The challenges concerning the use of chip embedded memory cards are significant.  
The intended use of the identification cards at a disaster site sets the usage criteria; 
however, no specific standard exists to guide in the selection of the chip embedded 
memory cards to assure nationwide interoperability.  The cost of upgrading the existing 
pilot project from magnetic stripe cards to chip embedded memory cards is substantial.  
Software currently used for the magnetic stripe cards to store the member’s information 
in a database will not work with chip embedded memory cards.  Also, the use of a 
centralized database with the magnetic stripe cards will not function similarly with chip 
embedded memory cards.  Chip embedded memory cards become their own database 
and do not need a direct connection to a centralized database. 
 
The information on a chip embedded memory card can be changed without updating 
information in a centralized database.  The use of only one reader/writer connected to a 
centralized database works for one location, and would be difficult to apply to the IUOE.  
The IUOE Locals are spread across the United States and member’s can receive 
training in a multitude of locations.  Updating a member’s chip embedded memory card 
would be done at the member’s local or by mailing the card to the Beaver, West Virginia 
location for updating.  Mailing the card defeats the identification purpose.  Updating the 
card at the unions local would require the computer technology, chip embedded 
memory card reader/writer, the appropriate software license, and a qualified and trained 
person to update the card and the centralized database. 
 
Chip embedded memory cards would require a large monetary investment with little or 
no gain, because the resulting identification cards will likely not be able to be read at a 
disaster site.  Existing magnetic stripe technology is far less costly and offers a more 
technologically supported database access tool.  Ultimately, the magnetic stripe 
identification card offers more than the chip embedded memory card for the intended 
usage at a disaster site and for daily usage by IUOE members based on: 
interoperability, cost, and availability. 
 
Chip embedded memory cards have a substantially greater initial cost as compared to 
magnetic stripe cards.  Chip embedded memory cards cost a minimum of $3.00 each 
versus thirty cents each for magnetic stripe cards.  These cost values are based on 
purchase quantities of 1,000 card increments.  Manufacturer availability of magnetic 
stripe cards surpasses that of chip embedded memory cards.  Orders for chip 
embedded memory cards require a least a three month waiting period as opposed to 
three days for magnetic stripe cards. 
 
The equipments costs associated with each card type are also substantially different.  A 
card reader/writer for a chip embedded memory card will cost $750 each.  Magnetic 
stripe card readers are priced as low as $20.  The lower cost of the magnetic stripe card 
technology is due to its prolific use in many applications including: credit cards, hotel 
room keys, public library cards, calling cards, and gift cards.  Magnetic stripe card 
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usage as identification cards includes: state driver’s license, higher education colleges 
and universities, high schools, and many businesses. 
 
The design of the magnetic stripe card does not suffer the interoperability issues the 
chip embedded memory cards have.  Regardless of the manufacturer, any magnetic 
stripe card reader will read any magnetic stripe card.  Chip embedded memory cards 
can only be read and written by identically manufactured equipment.  The proprietary 
nature of the operating system on the chip embedded memory card does not permit one 
manufacturer’s card reader to read all chip embedded memory cards.  Additionally, the 
present lack of infrastructure to support smart cards significantly limits their use and 
possible applications.  Because chip embedded memory cards can contain personal 
information some legal and policy issues are unresolved regarding the use of the cards. 
Lastly, no government agency has established a national standard for smart card use 
specifically at a disaster site. 
 
PROPOSED DEPARTMENT OF ENERGY SMART CARD SYSTEM 
 
National Emergency Responder Credentialing System5 
 
The current mandate by Homeland Security Presidential Directive 5 Management of 
Domestic Incidents6 requires federal departments and agencies to adopt the National 
Incident Management System (NIMS).  A fundamental component of the NIMS is the 
development of a national emergency responder credentialing system.  According to the 
NIMS, “credentialing involves providing documentation that can authenticate and verify 
the certification and identity of designated incident managers and emergency 
responders to ensure that response personnel possess a minimum common level of 
training, currency, experience, physical and medical fitness, and capability for the roles 
they are tasked to fill.”  The intent of the national credentialing system is to help 
governments at all levels identify, request, and dispatch adequately trained, skilled, and 
qualified emergency responders from other jurisdictions when needed.  A national 
system to verify the identity and qualifications of emergency responders will not provide 
automatic access to an incident site, but will serve to prevent unauthorized access to an 
incident site by self-dispatched or unqualified personnel.  The main components of the 
NIMS proposed credentialing system are: eligible volunteers; certifications and 
qualifications standards; credentialing organizations; credentialing information that can 
easily identify personnel and verify certifications, training, and licenses; and a record-
keeping system.  Working groups are used to identify job titles that should be 
credentialed as well as the minimum qualification, certification, training, education, 
licensing, and physical fitness requirements for each position.  Working groups will 
represent the following disciplines: Incident Management, Emergency Medical Services, 
Fire/HazMat, Law Enforcement, Medical and Public Health, Public Works, and Search 
and Rescue. 
 

                                                      
5 The NIMS Integration Center. Fact Sheet. National Emergency Responder Credentialing System. www.fema.gov/nims Oct. 26, 2005 
6 Homeland Security Presidential Directive 5 Management of Domestic Incidents (20).  
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html 

 7



National Capital Region Smart Card System7 

The National Capital Region was created pursuant to the National Capital Planning Act 
of 1952 (Title 40, U.S.C., Sec. 71).  The Act defined the NCR as the District of 
Columbia; Montgomery and Prince George’s Counties of Maryland; Arlington, Fairfax, 
Loudon, and Prince William Counties of Virginia; and all cities now or here after existing 
in Maryland or Virginia within the geographic area bounded by the outer boundaries of 
the combined area of said counties. Today, the NCR includes the District of Columbia 
and eleven local jurisdictions in the State of Maryland and the Commonwealth of 
Virginia.  The NCR is leading the nation in identifying first responders with a new smart 
card credentialing effort.  The First Responder Partnership Initiative (FRPI) is designed 
as a model for other regions to enhance cooperation and efficiency between state and 
local first responders and their federal counterparts.  “We are excited to launch an effort 
that will help the country better coordinate its most valuable resources -- its people -- 
during an incident,” said Tom Lockwood, Director of the Department of Homeland 
Security’s Office of National Capital Region Coordination.  “I encourage state and local 
governments to adopt the interoperable technology to support mutual aide across 
jurisdictional lines.”  The architecture of the card, which uses the FIPS 201 and 14443 
contactless standards, will identify first responders and their qualification(s) at the site of 
an incident, so they may move rapidly into, out of, and within an area in a trusted and 
secure manner.  The card will be recognized across all NCR federal, state, and local 
multi-jurisdictions.  The smart card technology is standards-based and can serve as a 
platform for: physical access into buildings, logical access to networks, human resource 
asset accountability, incident command and control, property/firearms accountability, 
and NIMS integration. 

Federal Information Processing Standards (FIPS) Publication 2018 

Publication 201 specifies the architecture and technical requirements for a common 
identification standard for federal employees and contractors. The overall goal is to 
achieve appropriate security assurance for multiple applications by efficiently verifying 
the claimed identity of individuals seeking physical access to federally controlled 
government facilities and electronic access to government information systems.  The 
standard contains two major sections.  Part one describes the minimum requirements 
for a Federal personal identity verification system that meets the control and security 
objectives of Homeland Security Presidential Directive 12. The Homeland Security 
Presidential Directive 12 Policy for a Common Identification Standard for Federal 
Employees and Contractors9 establishes a mandatory government-wide standard for 
secure and reliable forms of identification issued by the federal government to its 
employees and contractors (including contractor employees), no later than eight months 
following promulgation of the standard.  The control objectives, provided in paragraph 3 
of the directive, are quoted here: 

                                                      
7 New Smart Card System to Coordinate First Responders in National Capital Region. Office of the Press Secretary. August 25, 2005. 
8 Federal Information Processing Standards Publication 201 Personal Identity Verification of Federal Employees and Contractors. Computer 
Security Division Information Technology Laboratory National Institute of Standards and Technology. February 25, 2005. 
9 Homeland Security Presidential Directive 12 Policy for a Common Identification Standard for Federal Employees and Contractors. 
http://www.fas.org/irp/offdocs/nspd/hspd-12.html 
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(3) "Secure and reliable forms of identification" for purposes of this directive 
means identification that (a) is issued based on sound criteria for verifying an 
individual employee's identity; (b) is strongly resistant to identity fraud, tampering, 
counterfeiting, and terrorist exploitation; (c) can be rapidly authenticated 
electronically; and (d) is issued only by providers whose reliability has been 
established by an official accreditation process. 
 

Part two provides detailed specifications that will support technical interoperability 
among personal identity verification systems of Federal departments and agencies. It 
describes the card elements, system interfaces, and security controls required to 
securely store, process, and retrieve identity credentials from the card. The physical 
card characteristics, storage media, and data elements that make up identity credentials 
are specified in this standard. The interfaces and card architecture for storing and 
retrieving identity credentials from a smart card are specified in Special Publication 800-
73, Interfaces for Personal Identity Verification. Similarly, the interfaces and data 
formats of biometric information are specified in Special Publication 800-76, Biometric 
Data Specification for Personal Identity Verification. 
 
Proposed DOE Smart Card System 

The illustration of the National Smart Card System as depicted in Figure 1 shows the 
relationship and integration of the DOE and IUOE Smart Card systems.  The DOE 
Smart Card System will allow the same freedom of information exchange between all 
smart card systems, regardless of; the card manufacturer, the chip operating software, 
the card reader/writer manufacturer, or the software used to retrieve and manipulate the 
card data.  The recent Presidential Directives 5 and 12, and the resulting FIPS 201 and 
14443 contactless standards will enable a compatible information exchange to occur.  
The DOE Smart Card System should incorporate these standards as identified in the 
Presidential Directives and doing so will ensure its compatibility with other Government 
Smart Card Systems.  The IUOE identification card system can be incorporated into a 
true chip embedded Smart Card System by including a magnetic stripe or barcode. 
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Figure 1.  Illustration of the National Smart Card System showing the relationship and integration of the 
DOE and IUOE Smart Card systems. 
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	  The overarching objective for the work conducted under this cooperative agreement was to support the mission of the DOE Office of Energy Assurance (OEA) and after restructuring the DOE Office of Electricity Delivery and Energy Reliability, Infrastructure Security and Energy Restoration Division.  Prior to the redirection of the program, the NTF - National HAZMAT Program performed its tasks based on its former mission statement.  From January 1, 2005 , through March 31, 2006, the NTF National HAZMAT Program (NTF) conducted 43 Energy Security and Restoration courses with 980 students for a total of 7,781 contact hours.  These courses included awareness level Energy Security and Restoration courses, Homeland Security Comprehensive  Assessment Model (HLS-CAM) student courses, and participation as a subject matter expert in the 80-hour HLS-CAM Train-the-Trainer.
	EXPERIMENTAL
	1.  Products
	The NTF NHP identified the primary target audience for training to be IUOE’s Stationary (building) Engineers who are truly the ‘first line of defense’ for prevention, and are ‘immediate responders’ if an incident occurs within the critical energy infrastructure, as outlined (defined) in Homeland Security Presidential Directive (HSPD)-7.  The IUOE’s hoisting and portable (H&P – heavy equipment operators) are also a target audience since they work in many facilities or areas that are part of the critical energy infrastructure, such as power plants and ports, and are part of the prevention and response, as outlined (defined) in HSPD-8.  
	Additional target audiences were also identified through further analysis of  energy and energy related infrastructure and the change in DOE philosophy.  Target audiences for which training has been conducted include,  members of the Transport Workers Union in New York City, where they operate the city’s subway and other public transportation systems; IUOE Local Union 25 Marine Division; and Icon facility workers, such as, at the Constitution Center in Philadelphia, Pennsylvania.  The Training Plan is seen in Appendix I.
	CONCLUSION
	All deliverables were met under this cooperative agreement.  The training programs and modules developed were used for successful training with operating engineers but also with transport workers, West Virginia Army National Guard, and other miscellaneous workers who have the potential to be reporters of information to protect our nation’s energy security such as police officers and fire fighters.  Products produced under this cooperative agreement can be used by DOE and others to establish best practices and share information on energy security and restoration applicable to a number of audiences.
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