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 The discipline of information security management is still in its infancy as 

evidenced by the lack of empirical scholarly work in this area. Most research within the 

information security domain focuses on specific technologies and algorithms and how it 

impacts the principles of confidentiality, integrity, and availability. But, an important area 

receiving little attention is the antecedents of effective information security management 

at the organizational level (Stanton, Guzman, Stam & Caldera, 2003). The little 

empirical research that has been conducted in this area has shown that information 

security management in many organizations is poor (Baskerville, 1993; Shimeall & 

McDermott, 1999).  

 Several researchers have identified the need for methods to measure the 

organization-wide information security posture of organizations (Eloff & Von Solms, 

2000; James, 1996). This dissertation attempts to measure the organization-wide 

information security posture by examining benchmark variables that assess role, 

planning orientation, and performance structure within the organization. Through this 

conceptualization of an organization’s information security posture, a means is 

presented to measure overall information security and how it impacts the effective 

utilization of information security strategies. The presence of the dependent variable, 

effectiveness, gives academics and practitioners a success measure which can guide 

more effective decision making in the information security domain.  



An additional aim of this dissertation is to empirically examine the influence of 

management practices and decisions on effective use of information security strategies 

within the organization. The issues of centralization versus decentralization of 

information security activities will be evaluated along with its impact on information 

security posture of organizations and the effectiveness of the organization’s information 

security strategies.  

 Data was collected from 119 IT and information security executives. Results 

show that how the organization structures information security activities is not correlated 

with more effective utilization of information security strategies. Meanwhile, the 

organization’s information security posture is significantly correlated with more effective 

utilization of information security strategies. The implications of this research is 

discussed.  
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CHAPTER 1 
 

INTRODUCTION 
 

Overview 

Information security is beginning to generate research interest as terrorist and 

hacker threats, media exposure and government response has elevated the nation’s 

awareness of the risks associated with the current information-intensive environment in 

which we live today. A recent survey conducted by Pimchangthong, et al. (2003) found 

that, as far as management is concerned, information security was not among the top 

ten critical issues in management of information systems. However, there are 

indications that management’s perceptions about information security may be changing. 

New laws, like the 2002 Sarbanes-Oxley Act, are increasing management’s liability with 

respect to protecting financial information under their control and evidence suggests 

information security breaches are problematic in many organizations. According to the 

2004 Computer Security Institute / FBI Computer Crime and Security Survey, 53% of 

organizations surveyed experienced a financial loss due to a security breach with a total 

loss estimate of $141 million.  

In addition, information security breaches can be a public relations nightmare for 

organizations trusted with sensitive customer information. For instance, in June 2005, 

the information belonging to 40 million credit card holders was hacked through a third-

party credit card processor (Bradner, 2005). Shortly thereafter, the CEO of the credit 

card processing company was called before congress to discuss the information 

security breach. Aside from damaging the company’s public image, information security 

breaches also impact the worth of companies. Cavusoglu, Mishra, and Raghunathan 
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(2004) find that firms that experience an information security breach, which is made 

public, lose 2.1% or $1.65 billion in market capitalization within two days. These issues 

are pushing organizations and government entities to improve information security. Yet, 

research in the management of information security has offered little guidance.  

 

Background and Problem Area 

 The discipline of information security management is still in its infancy as 

evidenced by the lack of empirical scholarly work in this area. The little empirical 

research that has been conducted, in this area, has shown that poor information 

security management practices exist within many organizations (Baskerville, 1993; 

Shimeall & McDermott, 1999). Unique IT environments and organizational requirements 

complicate the process of evaluating, developing and managing an organization’s 

information security posture. Meanwhile, the methodologies used for information 

security evaluation are heavily influenced by the methodologies used in the past 

(Siponen, 2002). Organizational structures are changing from the traditional centralized, 

hierarchical organization to one characterized as an organic network, while the practice 

of information security continues to utilize the ‘best practice’ prescriptions identified for 

the traditional centralized environment (Dhillon & Backhouse, 2000). This dynamic, 

organic environment makes information security management more complex as the 

practice of information security is moving away from a focus on technical installations 

and functionality toward a focus on the management of the holistic information security 

health of the organization (Dhillon & Backhouse, 2000).  



 3

Most research on information security focuses on specific technologies and 

algorithms and how it impacts the principles of confidentiality, integrity, and availability. 

But, an important area receiving little attention is the antecedents of effective 

information security management at the organizational level (Stanton, Guzman, Stam & 

Caldera, 2003). With increasing decentralization and empowerment within the 

organization, employees are expected to design their own work practices and any 

attempt to implement an excessive number of rules to guide behavior in all 

circumstances is infeasible (Dhillon & Backhouse, 2000). As a result, organizations 

should expend more effort on establishing an information-security-conscious 

environment. Today, in large part, information security is the implementation of controls 

and best practices suggested by consultants, standard governing bodies (i.e. NIST, 

ISO/EIC, etc.) and, sometimes, the organization’s employees.  

The practice of information security is more art than science (Kwok & Longley, 

1999). This has brought forth numerous methodologies. Some methodologies stress 

more formal high-level evaluation while others stress a more quantitative low-level 

approach and still others stress a check-list approach. While methodologies for 

information security analysis are available (i.e. NIST special publications, BS17799, 

OCTAVE, etc.), some of the criticism leveled at these approaches are lack of 

comprehensiveness and lack of details on how to achieve certain information security 

objectives (Siponen, 2006; Dhillon & Backhouse, 2001; Bowen & Hinchey, 1995). It is 

difficult to assess how these different methods are related, resulting in a disjoint in 

information security evaluations (Dobson, 1994). It is no coincidence that the creation of 

an all-encompassing, universally-accepted methodology has been elusive. The difficulty 
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with this endeavor is, in part, due to the multi-dimensional nature of information security. 

Von Solms and Von Solms (2004) identify 13 dimensions of information security which 

include corporate governance, organizational, policy, best practices, ethics, certification, 

legal, insurance, personnel/human, awareness, technical, metrics, and audit. Adding 

more complexity, many of these dimensions vary with nationality, culture, and 

organizations. The variability in the methods organizations use to evaluate and manage 

information security as well as the unique environment and information security needs 

of organizations makes research in this field very difficult. 

 

Purpose and Research Question 

Several researchers have identified the urgent need for methods to measure 

the organization-wide information security posture of organizations (Eloff & Von 

Solms, 2000; James, 1996). James (1996) criticizes the traditional approaches to 

information security analysis for discounting the human factor and calls for 

techniques that increase the importance of human and organizational factors. To 

effectively manage the information security posture of an organization, 

management needs methods to identify the current holistic information security 

posture of the organization. Here, information security posture is defined as the 

current state in terms of the role of information security in the organization, degree 

of integration of information security in business planning and 

employee/management attitudes towards information security.  

One avenue by which to measure the holistic information security posture of 

organizations is through a “stages of growth” approach. Nolan’s seminal work in 
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1973 is the earliest application of a “stages of growth” approach to evaluate the 

management of the information systems function of organizations. Since this 

publication, the stage hypothesis approach has been adapted to evaluate end-user 

computing (Huff et al., 1988), business planning and IS planning integration (King & 

Teo, 1997), and data processing (Nolan, 1979; Drury, 1983). 

 One of the aims of this dissertation is to identify the stages of growth with respect 

to information security. It is believed that a set of general conditions, carved from 

previous literature concerning the stages of growth phenomena, can be identified and 

applied to the growth of information security in organizations. The benefits of this are 

twofold: 1.) there currently is little understanding of how growth of information security is 

taking place, and 2.) there is a plethora of frameworks for the information security 

discipline but no obvious ties between them. This stage model will provide a new 

conceptual lens by which information security can be observed, analyzed, and 

managed. Identifying a stage model can assist management with the orderly transition 

among the stages (Drury, 1983) as well as identify the current attitudes, management 

practices and integration of information security within the organization.  

 Among the different stage models, models with four stages are most common 

(King & Teo, 1997). I will, therefore, propose and test a four stage evolutionary model of 

information security in organizations. In addition, I will test the strength of each 

benchmark variable in predicting the different stages of an organization’s information 

security posture. An additional aim of this dissertation is to empirically examine the 

influence of management practices and decisions in explaining the variation in the 

dependent variable, managerial effectiveness of the information security function, 
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among large organizations. The issues of centralization versus decentralization will be 

evaluated along with its impact on the stages of information security growth and 

managerial effectiveness.  

 This study makes several contributions to the information security discipline. 

First, this study provides a working definition of an organization’s information security 

posture. Through this conceptualization of an organization’s information security 

posture, a means by which an organization can evaluate overall information security is 

presented. Many information-security-evaluation methodologies utilize decomposition in 

order to evaluate large systems in terms of numerous smaller subsystems. However, 

the high-level and simplistic nature of this proposed stages approach does not call for 

such limitation. Second, the stages of information security approach gives analysts and 

organization executives a means to assess whether conditions in place are facilitating 

or obstructing future growth of the information security function. Another contribution is 

identifying how the stages of information security posture and 

centralization/decentralization of information security tasks impact the managerial 

effectiveness of the information security function. The presence of the dependent 

variable, managerial effectiveness, gives academics and practitioners a success 

measure which can guide more effective decision making in the information security 

domain.  
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CHAPTER 2 

 
LITERATURE REVIEW 

 

 To place this dissertation in context, the literature for success and effectiveness 

in information systems, information security, information system planning, 

centralization/decentralization, and applications of the stage hypothesis will be reviewed 

in this chapter. As this dissertation explores information security from a “stages of 

growth” perspective and its impact on effectiveness measures, the review of the 

relevant literature will begin with a review of the literature addressing effectiveness of 

information systems followed by a review of the stage hypothesis approach to 

information system evaluation and management. The next section addresses the use of 

benchmarking as a tool to assess stages. Then the bulk of the review will focus on 

research examining information security, information system planning, and 

centralization versus decentralization.  

 The rationale behind the use of the literature on information systems planning in 

this study is twofold. First, Nolan (1973), in his original description of the stage 

hypothesis, states that the stages can be identified through measurement of the central 

tendencies that appear in the nature of planning, organizing and controlling tasks 

associated with the computer resource. As the critical nature of systems grow in 

importance and the complexity of systems increase, planning becomes one of the chief 

mechanisms employed by organizations to reduce uncertainty, ensure the availability of 

staff, hardware, software and financial resources and improve effectiveness (McFarlan 

et al., 1983). Second, the purpose of information systems planning changes as 
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information systems technology evolves (Pyburn, 1983; McFarlan et al., 1983). 

Therefore, as organizations become more mature in the domain of information security, 

the planning, control and management techniques must evolve as well and this is one 

method by which to identify stages. For instance, top-level management tends to use 

planning systems, while middle-level management tends to use control systems and the 

lower operational-level management are more likely to use operational systems (Nolan, 

1979). Clearly, since the focus of this dissertation is on the holistic information security 

posture of organizations, a focus on information system planning and security planning 

is beneficial as planning is one of the critical first inputs into organizational information 

security programs. A focus strictly on security planning models will be insufficient as 

there are no widely accepted information security planning models (Straub & Welke, 

1998). The final section of the literature review chapter will describe the proposed 

benchmarks for measuring the information security posture of the organization.  

 

Managerial Effectiveness 

 Measuring the effectiveness of the information systems function remains a critical 

research problem. The inability to accurately measure the performance of the 

information systems function may result in over or undervaluing IT assets and 

processes which can lead to poor decision making (Grover, Jeong, & Segars, 1996). 

While the dependent variable of interest in this study is effectiveness, research 

examining performance, success and effectiveness are presented as these terms are 

often used interchangeably in many academic research papers despite warnings from 

some academic researchers (DeLone & McLean, 1992; Venkatraman & Ramanujam, 



 9

1986). For instance, Venkatraman and Ramanujam (1986) state that performance is a 

dimension within the effectiveness construct. DeLone and McLean (1992) argue that 

success is a larger construct that includes three dimensions labeled technical, semantic, 

and effectiveness; this manuscript presents what is termed the DeLone and McLean 

Information Systems Success Model. This model assists the researcher in the pursuit of 

measuring success within the information systems field by providing a parsimonious 

framework to classify past research and guide future research.  

 The DeLone and McLean Information System Success Model (1992) identifies 

six major categories of IS success measures. They label these six measures “systems 

quality”, “information quality”, “use”, “user satisfaction”, “individual impact”, and 

“organizational impacts”. “System quality” measures the technical dimension of 

success. “Information quality” measures the semantic dimension of success. While 

“use”, “user satisfaction”, “individual impact”, and “organizational impact” measures the 

effectiveness dimension of success. In 2003, DeLone and McLean published an 

updated model adding service quality to the IS Success Model.  

 Seddon, Staples, Patnayakuni, and Bowtell (1999) published a manuscript 

presenting another means for classifying research examining success and information 

systems. They propose a two-by-two matrix with one dimension representing the type of 

system being evaluated which ranges from a specific “aspect of IT design or use” to the 

overall “IT function”. The second dimension represents the stakeholder perspective by 

which the system type is being evaluated. The authors would go on to analyze 186 

papers published in three leading IS journals and attempt to classify them into their 

proposed matrix. One of the major contributions of this manuscript is the proposed 
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model explicitly addresses the first three of the Cameron and Whetten’s (1983) 

questions to think about when measuring effectiveness. 

 Cameron and Whetten (1983) identify and evaluate four models used in prior 

research to evaluate organizational effectiveness. One of these models, which is 

labeled the “Goal Model”, evaluates effectiveness from the perspective of the 

organization achieving (or not achieving) stated goals. The “System Resource 

Approach” model evaluates the ability of the organization to acquire needed resources. 

The third approach, evaluating effectiveness from the perspective of the presence of or 

lack of internal strain and smooth functioning within the organization is termed the 

“Internal Process Model”. The final model, termed the “Strategic-Constituencies Model”, 

evaluates the ability of the organization to satisfy all major strategic constituencies. 

Cameron and Whetten (1983) go on to argue that seven questions should be answered 

when measuring organizational effectiveness.  

 Cameron (1984) would identify three additional organizational effectiveness 

models labeled the “Competing Values Model”, the “Legitimacy Model”, and the 

“Ineffectiveness model”. The competing values model identifies two value dimensions 

by which an organization can evaluate effectiveness. One value dimension represents 

the trade-off between flexibility and control and the other value dimension represents 

the trade-off between emphasizing people concerns or organizational concerns. The 

legitimacy model is concerned with organizational survival by striving for legitimacy with 

the external environment. This model is useful when assessing the macro-level factors 

that determine organizational survival or demise. The ineffectiveness model aims to 
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assess the presence or absence of ineffectiveness. This model is useful when 

effectiveness measures are not established and strategies for improvement are needed.  

 Segars and Grover (1998) identify four approaches to evaluating effectiveness 

that they label “goal-centered judgment”, “comparative judgment”, “normative 

judgment”, and “improvement judgment”. These four approaches address Cameron and 

Whetten’s (1983) question number seven. Goal-centered judgment attempts to assess 

the realization of specified goals for a project or system. Comparative judgment 

assesses effectiveness of a system or project in relation to another “similar system” or 

project. This approach is difficult to put into practice as it requires identifying and 

acquiring specific measurements on a “similar system” (Grover et al., 1996). Normative 

judgment assesses the effectiveness of the system in relation to an ideal system. The 

use of “standards of practice” is an example of this approach (Segars and Grover, 

1998). The last approach identified is improvement judgment which assesses how a 

system has improved over time.  

 These models developed by DeLone and McLean (1992), Seddon et al. (1999), 

Cameron and Whetten (1983) and Cameron (1984) are impressive tools to help 

researchers understand the complex and dynamic research examining effectiveness 

and success. The difficulty with examining effectiveness or success in information 

systems has been documented many times (Brynjolfsson, 1993; Lewin & Minton, 1986). 

This difficulty is more compelling when a researcher attempts to identify whether the 

variables of interest predict effectiveness or measure effectiveness (Lewin & Minton, 

1986). It is suggested that variables can be either type and are dependent on the 

context of the research study.  
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 A variety of factors have been identified in IS research to impact success and its 

sub-dimension effectiveness. For instance, researchers have suggested that user and 

management expectations influence success (Cheney et al., 1986; Dearden, 1972). 

Two methods useful for managing management and user expectations are training and 

inviting user and management involvement in the development and planning process. 

Alloway and Quillard (1983) and Ein-Dor and Segev (1982) suggest that success is 

partially impacted by the management level that is responsible for the MIS function. 

Sabherwal and Kirs (1994) surveyed 244 academic institutions and found alignment 

between the organization’s critical success factors and IT capabilities to be positively 

correlated with perceived IT success. Raymond (1990) examines organizational 

contexts and its impact on information systems success and finds organizational size, 

maturity, and planning orientation to be positively correlated with success. Interestingly, 

he also finds that increasing financial resources allocated to the information systems 

function is not significantly correlated with success.  Previous research examining 

success and effectiveness has consistently shown that there is no single factor that will 

predict success (Earl, 1993). As such, many researchers recommend examining 

success and effectiveness from multiple perspectives (DeLone & McLean, 1992; Earl, 

1993; Grover et al., 1996). 

 

Information Security Posture: A Profile Multidimensional Construct 

 Von Solms (2000) proposed that information security has evolved through three 

waves. The first wave, termed the “technical wave”, is demonstrated by a technical 

approach to information security. The next wave, termed the “management wave”, 
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includes a growing interest and involvement from management to protect information. 

The third wave, termed the “institutional wave” is where best practices and codes of 

conduct are adopted. Management is focused on proving the information security 

strength of the organization by implementing information security into the organizational 

culture, certification, and continuous measurement and monitoring. While viewing 

information security from a “waves” perspective is beneficial, a more valuable approach 

to viewing information security is from a “stages of growth” perspective. A “stages of 

growth” perspective attempts to identify the antecedents of change over time and 

provide researchers and practitioners with tools to better study and manage 

organizational change.  

 Nolan’s work in 1973 is the earliest application of a “stages of growth” approach 

to evaluate the management of the information systems function of organizations. Nolan 

(1973) identifies four stages of computer usage: Initiation, Contagion, Control, and 

Integration. Nolan (1973) describes the “initiation” stage as the introduction of 

computers into the organization. In this stage, the use of computers is slowly embraced 

by the organization, top management pays little attention to the issues facing computer 

use, minimal or no planning is conducted and control is decentralized. The “contagion” 

stage is characterized by rapid growth of the use of computers. In this stage, top 

management commitment to exploiting the potential advantages provided by computer 

use has increased, centralization of the computer management function is beginning to 

be implemented, there is very little planning which leads to a rapid increase in computer 

expenditures. The “control” stage is described as management working to get a handle 

on computer expenses that are perceived to be out of control (King & Kraemer, 1984). 
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In this stage, the computer management function is centralized, planning is a 

requirement, and standards are established. In an attempt to control the perceived run-

away cost of computer use and development, management implements controls that 

are suffocating the ability of the organization to take advantage of benefits from new 

computer application development. In response, management modifies the controls to 

give the organizational units more slack regarding the use computing technology and 

this leads to Nolan’s (1973) final stage termed “integration”. In the “integration” stage, 

economic evaluation of new computer developments are prevalent, the issues 

surrounding centralization versus decentralization are made with organizational strategy 

as an input, users are more knowledgeable about computing, and the growth of 

computing begins to slow as computing use is now widespread within the organization. 

Later Nolan (1979) would add two more stages but the new six stage model maintains 

most of the assumptions of the earlier model (King & Kraemer, 1984).   

 Many researchers that examine the corporate life cycle from birth and ultimately 

to decline predict that variables among environment, strategy, structure and decision-

making methods are significantly different in each stage (Miller & Friesen, 1984). Nolan 

(1973), borrowing from these life cycle theorists, made the assertion that the computer 

budget is a suitable surrogate by which to measure changes in an organization’s 

environment, strategy, uses of computer technology, and planning and control tasks. As 

a result, an organization’s computer budget will give some indication about the “stages 

of growth” phenomena within the information systems domain (Benbasat et al., 1984; 

King & Kraemer, 1984). However, several studies failed to empirically validate this 

assertion (Lucas Jr. & Sutton, 1977; Drury, 1983). Nolan (1973) would also go on to 
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theorize that with each successive stage the objectives of the computer resource, and 

the organizational responsibility and authority of the computer resource function will 

shift. He would speculate that as the information system organization matured, the skills 

of the information system managers would shift from a heavy technical focus to a more 

managerial and administrative focus (Nolan, 1973).  

 In 1979, Nolan proposed a set of benchmarks to measure the stages of growth of 

the data processing function which included expenditures, technology, applications 

portfolio, information system organization, information systems planning and control, 

and user awareness. Empirical support for the benchmarks of computer budget, the 

applications portfolio and data administration have not materialized, while other 

benchmarks have found either strong or partial empirical support (Benbasat et al., 

1984). Some of these supported or partially supported benchmarks include senior 

management perceptions, organizational positioning of the information systems 

function, use of steering committees, user awareness, and increasing formalization of 

the management of the information systems function (Benbasat et al., 1984). Since 

Nolan’s (1973; 1979) work, the stage hypothesis approach has been adapted to 

evaluate end-user computing (Huff et al., 1988), business planning and IS planning 

integration (King & Teo, 1997), information centers (Magal et al., 1988), end-user 

satisfaction (Mahmood & Becker, 1985-1986), data processing (Nolan, 1979; Drury, 

1983) and chargeback effects on user/manager attitudes (Nolan, 1977).  

 One of the drawbacks to the stage hypothesis concept is lack of empirical 

support. Several studies have attempted to empirically validate the stages of growth 

with little success (Drury, 1983; Huff et al., 1988). Two manuscripts authored by King 
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and Kraemer (1984) and Benbasat et al. (1984) found a number of problems in Nolan’s 

method of identifying the stages of computing growth. King and Kraemer (1984), for 

instance, challenged some of Nolan’s assumptions like the assertion that the computer 

budget is a useful surrogate for growth and the contention that technological change is 

the trigger driving change. But despite these limitations, researchers are continuing to 

refine and adapt the stage hypothesis model and analyze it in different contexts within 

the IS discipline. For instance, Cheney and Dickson (1982) and Mansour and Watson 

(1980) used Nolan’s stage model to accurately categorize the IS sophistication of 

organizations. One explanation for the lack of empirical support is the difficulty of 

accurately measuring the underlying changes in environment, structure, strategy, 

planning and control (Benbasat et al., 1980). Research in organizational life cycle and 

some more recent research in information systems addressing the stage hypothesis 

have found some interesting correlations and patterns that suggest the “stage of 

growth” phenomena is evident with proper measurement and analysis techniques (Miller 

& Friesen, 1984; King & Teo, 1997; Huff et al., 1988). 

 In order to identify the stage in which an organization is currently practicing, 

Nolan (1979) recommends the creation and measurement of benchmarks. Some 

benchmarks recommended by Nolan (1979) include expenditures, applications portfolio, 

planning and control, and user awareness. Other researchers have since added other 

benchmarks to more effectively identify the different stages of growth in the information 

systems discipline. However, the application of benchmarks to identify stages of growth 

has proven to be an ambitious endeavor. For the benchmark approach to be effective, 

the proposed benchmarks for each stage must be highly correlated with each other in 
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order to identify the specific stages (Drury, 1983); while showing minimal correlation 

with benchmarks corresponding to the other stages (King and Teo, 1997).  

 There are two views found in research on “stages of growth” that recommend a 

shift in the “stages of growth” model originally proposed by Nolan (1973). Several 

researchers have suggested that research evaluating “stages of growth” will lead to 

rough measurement as some benchmarks may be behind or ahead of the 

organization’s current stage, but a rough, general and yet unique tendency should 

identify each stage (Miller & Friesen, 1984; Gibson & Nolan, 1974). Nolan’s original 

model used one variable, “computer budget”, to identify stages and the common 

practice today is to use multiple benchmarks to identify stages which lead to the 

potential for fuzziness. One other recommendation is to view each stage as unique from 

one another but not connected in a predetermined sequence. This approach allows 

researchers to accept that organizations may skip stages and even regress to a 

previous stage in some instances (Miller & Friesen, 1984). In a sense, this last view is to 

explicitly recognize a preferred “stages of growth” model as an evolutionary model, as 

opposed to an evolutionist model, where change is described in terms of procedures. 

King and Kraemer (1984), looking at the features of Nolan’s (1973) original model, 

suggest that the original stage model proposed by Nolan was an evolutionist model 

where change follows a specific direction; although they admit that Nolan never 

expressed whether the model was one type or the other.  

 

Benchmarking 

 The European Foundation for Quality Management defines benchmarking as: 



 18

The process of systematically comparing your own 
organizational structure, processes and performance 
against those of good practice organizations globally, 
with a view to achieve business excellence. 
 

There are different types of benchmarking which include ‘metric benchmarking’, 

‘process benchmarking’, and ‘diagnostic benchmarking’ (Zairi & Al-Masari, 2005). 

‘Metrics benchmarking’ focuses on comparing performance between departments, 

functions, or organizations. A focus on performance measures will measure the 

performance level of best performers but fail to guide management on how to achieve 

best performance (Zairi & Al-Mashari, 2005). ‘Process benchmarking’ does not strive to 

measure best performance but rather it attempts to measure ‘best practices’ which, in 

turn, is viewed to cause best performance (Zairi & Al-Mashari, 2005). This focus on 

practices versus performance identifies how the best performers achieve their level of 

performance. This type of benchmarking strives to focus on the means to achieve best 

performance not the ends of best performance. The final benchmarking type, ‘diagnostic 

benchmarking’, focuses on both the performance and practice issues. This 

benchmarking evaluates the organization’s performance and identifies practices that 

need to change. This benchmarking thrives to assess the improvement in performance 

that should result as practices are modified.  

 The American Productivity and Quality Centre (APQC) identify four major 

avenues by which to find best practices. One avenue is ‘internal benchmarking’ which is 

the comparison between sites or departments within an organization. Another means of 

identifying best practices is ‘competitor benchmarking’ or ‘generic benchmarking’ which 

is the comparison of one organization to the best organization in a similar industry or to 
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the best organization across industries. The final avenue, identified by the APQC, is 

‘functional benchmarking’ which is comparing one organization performing a functional 

activity to the functional activity performance of a best organization. Two leading uses of 

benchmarking identified by Zairi and Al-Mashari (2005) are 1.) as a learning tool to 

identify and facilitate improvement opportunities and 2.) as a tool to assist with self 

assessment. They also identify some other uses of benchmarking which include tools to 

aid compliance with published standards, as an input to strategy, investment support, 

and to prove competitiveness to the board. Two chief advantages of the benchmarking 

approach to process improvement, performance evaluation, and self assessment are its 

wide-spread use and acceptance among top-level management as an effective tool and 

its capacity to support learning and communication.  

 

The Role of the Information Security Function 

 Through the identification of the role of different functions we can characterize 

the position of the functional units within an organization (McFarlan et al., 1983). A 

critical factor impacting the effectiveness of an organizational function is the agreement 

or lack thereof between senior management and the function concerning roles (Lederer 

& Salmela, 1996; Reich & Benbasat, 1996; Magal et al., 1988). As such, research 

examining the role of organizational functions must assess the perspective of both the 

function and senior management (Boynton, Zmud & Jacobs, 1994). Any inconsistency, 

in understanding of roles, can impact the effectiveness of the information security 

function. 
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 Wylder (1992) describes the evolution from data security to information security. 

In the early stage of computer use within a highly centralized environment, a single 

point of authority was responsible for authentication and authorization decisions. This 

environment is characterized by a small population with expert knowledge on the use of 

computing technology (Loch et al., 1992). The information security manager position 

was a computer technician that emphasized physical security and technical solutions to 

information security problems.   

 As more users request access and the use of information is more scattered 

throughout the organization, management and control becomes more complex and the 

issue of degrees of privilege becomes important (Wylder, 1992). Solutions to 

information security problems within an organization now encompass technical, political, 

physical and managerial concerns. As the data becomes more decentralized within the 

organization, a change in how management views information assets is necessary as 

the data elements in isolation and the flow of data elements are not of equal value 

(Wylder, 1992). The information security manager at this advanced stage of growth 

must secure data and information that is being processed in multiple locations, within 

multiple diverse systems, and communicated through multiple channels. This 

environment is extremely difficult to secure and this is the environment that exists today 

(Wylder, 1992). Technical solutions leave management dissatisfied as information 

security problems still persist. In this environment there exist a large knowledgeable 

population with respect to computer technology and this creates a risky environment 

(Loch et al., 1992). This dynamic environment shifts some of the information security 

responsibility out to the user groups and this requires allocating attention to human 
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factors. As maintaining an information-secure organization becomes more complex, the 

information security manager is asked to place more emphasis on planning and 

identifying the value-added for information security investments in light of organizational 

goals and objectives (McFarlan et al., 1983). The use of security education and 

awareness training becomes a critical and cost-effective tool to maintain an information-

secure environment (Whitman, 2003).  

 

Environment Effect on Information Security 

 Often times, the main influence on top management’s awareness of information 

security issues is increased due to environmental influences (Kwok & Longley, 1999). 

These environmental influences include media reports, external pressures from clients, 

business partners or new governmental legislation. The environment that affects 

information security can be broadly categorized into two distinct constructs: internal 

environment and external environment (Lederer & Salmela, 1996). Brown (2004) 

suggests looking at four distinct constructs when examining the environment, which 

include the external business environment, external IT environment, internal business 

environment, and internal IT environment. An effective information security process 

entails scanning the internal and external environment for threats, vulnerabilities, and 

probabilities of occurrence (Loch et al., 1992).  

External Environment 

Two key external environmental factors that affect the planning process are 

turbulence and complexity (Byrd, Sambamurthy & Zmud, 1995; Premkumar & King, 

1994). Complexity is defined as the number of stakeholders whose information security 
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demands must be satisfied (Byrd, Sambamurthy & Zmud, 1995). While turbulence is 

defined as the frequency by which the information security demands of each class of 

stakeholders change (Sambamurthy et al., 1994). The external stakeholders of the 

organization include governmental entities through legislation, stockholders, customers, 

and business partners. In a more complex and turbulent external environment, the 

information security planning process becomes more difficult (Pyburn, 1983). The 

complexity and turbulence of the external environment will, in turn, impact the internal 

business and IT environment through control and management mechanisms such as 

organizational structure (Pyburn, 1983). Lederer and Mendelow (1990) suggest that 

organizations that exist in a highly turbulent and complex environment will tend to 

maintain flexible organizational structures.  

The industry in which the organization operates has been suggested to 

significantly impact the planning process (Johnston & Carrico, 1988; Earl, 1999) and the 

susceptibility of information security violations (Hoffer & Straub, 1989). Johnston & 

Carrico (1988) find that organizations in the service industry have better quality planning 

processes and higher expectations of the planning outputs. In the context of information 

security, the financial services industry has long been at the forefront of implementing 

security technologies due to the sensitive nature of the information they maintain on 

their customers (Hoffer & Straub, 1989). However, Premkumar and King (1994) find 

conflicting results suggesting industry is not important but rather the role of information 

systems is the significant variable. They suggest that organizations within an industry 

pursue different means of competing and the role of the information system function is 

the variable that shows significance.  
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Internal Business Environment 

Planning is conducted within the context of the organization, as a result the 

characteristics that make up the internal business environment will have a significant 

impact (Premkumar & King, 1994, Hartono et al., 2003). The internal business 

environment encompasses a variety of dimensions including culture, size, 

organizational structure, planning, management style, and business goals and 

objectives. An organizational culture that places a high value on information security is 

more likely to support the information security planning process (Guimaraes & McKeen, 

1989). Likewise, the information security planning process will be ineffective in an 

environment where top management accepts minimal ownership of an information 

security philosophy (Earl, 1993). Organizations that are characterized by a politically-

charged planning environment are less likely to create information system plans that 

support the business objectives and strategies (Sillince & Frost, 1995).  

 Size, organizational structure and management style may also impact the 

information security planning process. The extent of formal planning has been found to 

be significantly related to organization size (Premkumar & King, 1994). As the 

organizational size increases, complexity increases making formal planning processes 

more critical to the development of organization-wide information systems (McFarlan et 

al., 1983). Doukidis et al. (1996) suggest that organization structure and management 

style will impact the organization’s information system security planning process. They 

propose looking at organizational structure from a mechanistic versus an organic 

viewpoint and looking at management style from an entrepreneurial versus a 

conservative view.   
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Internal Information Technology Environment 

 The internal IT environment will create a unique set of circumstances that 

impacts the information security planning process. The internal IT environment 

encompasses the maturity of the information security management function, goals and 

objectives, the IT infrastructure, end-user developed systems, the capability of the IT 

users, the manner in which IT is acquired, and the importance of IT to the organization’s 

survival. The maturity of the information security function will impact the planning and 

implementation process. As organizations begin to understand the information security 

issues within the organization, the information security planning process can emphasize 

finding solutions to recurring and new problems (Earl et al., 1995).  

The increase in end-user development has led to the creation of “sloppy 

systems” (Lederer & Mendelow, 1990). These end-user developed systems often failed 

to follow rules of systems analysis and design, and ignored data validation rules, 

security and file back-up issues (Lederer & Mendelow, 1990). This environment 

complicates the management and implementation of information security measures. It is 

reasonable to expect end-users who have enjoyed relative independence when 

developing their own systems to initially resist information security controls and 

standards.  

 The changes in the users’ capability can impact the information security 

management and planning process (Lederer & Mendelow, 1990). As users become 

more knowledgeable about information security measures, the management of 

information security may be more effective. In similar fashion, the increasing user 

capability also increases the risk associated with securing information (Loch et al., 
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1992). One of the most cost-effective means to create an information-secure 

organization is through security education and awareness training (Whitman, 2003). 

Employees, managers, and other stakeholders should know what constitutes 

acceptable and unacceptable behaviors when handling, processing, distributing, and 

destroying information.  

 

Changing Role of Information Security Manager 

 The changing organizational structure from the traditional autonomy and control 

form to one of increasing cooperation among organizations, increasing information 

sharing and establishment of interconnected business coalitions is resulting in an 

evolving role of information security (Dhillon & Backhouse, 2000). Wylder (1992) 

examined the evolution of data/information security management roles as it progressed 

through four phases driven by such factors as the increasing complexity of processing, 

diversity of data locations, and reliance on information. For purposes of this research, 

the information security manager is the highest-level employee with responsibility and 

management oversight of data/information security within the organization. Wylder 

(1992) refers to the first phase as the “introductory phase”. It is characterized by the 

introduction of a security program into a highly centralized computing environment and 

the first employee responsible for data/information security is usually a technician who 

is given security as an additional duty (Wylder, 1992).  

 Eventually the number of users increases to the point that the demands on the 

information security duties of the job requires full-time attention. So a full-time security 

manager is hired with the duties of writing policies to deal with the increasing demand 
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and managing the administrative duties pertaining to data/information security. The 

majority of data processing is still centralized allowing the information security manager 

to maintain tight control. Wylder (1992) refers to this phase as the “early growth phase”.  

In the next phase, termed the “rapid growth phase”, the number of users continue 

to increase but now the computing environment is less centralized with the proliferation 

of distributed processing. This environment places increasing administrative demands 

on the security manager, which is hampered by inexperience with data/information 

security outside the mainframe or highly centralized processing environment. The skill 

set of the information security manager changes from a technical or low-level 

administrative focus to a focus on policies and procedures that are enforced 

organization-wide. The person to fulfill this position, often times, will come from a 

personnel or finance position, with the assumption that these functions are experienced 

with organization-wide administration (Wylder, 1992).  

The last phase identified by Wylder (1992) is termed the “maturity phase”. This 

phase is characterized by the full enmeshing of distributed processing into the 

organization. The value of distributed processing to the users has increased and the 

attempts to control data/information security through strictly centralized controls and 

administration is ineffective (Wylder, 1992). With greater control over data processing 

and the security of their data, the users must exercise greater responsibility toward 

securing data in their possession. This environment leads to the creation of international 

and governmental standards to guide the information security officer. The information 

security officer spends a good deal of time evaluating the organizations conformance to 

these published standards and implementing best practices (Kwok & Longley, 1999). 
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This leads to a change in the skill set needed to effectively manage the organization 

data/information security. The new skills set identified by Wylder (1992) include 

technical, administrative, bureaucratic, and technocratic skills. In addition, Wylder 

(1992) emphasizes personnel skills to facilitate the creation of local accountability and 

organization-wide understanding of the data/information security function.  

The responsibility of the information security manager has expanded from the 

protection of information within the organization to the need to protect information in an 

extended enterprise (Fried, 1994). In addition, the information security manager must 

work with service providers and ensure that continuity-of-operation plans of critical 

services are adequate (Dutta & McCrohan, 2002). This decentralization of data and 

processing and increasing interconnectivity between organizations and customers is, 

again, promoting a change of the information security officer’s role in the organization 

(Dhillon & Backhouse, 2000). Control becomes increasingly difficult in this environment. 

The role of the information security officer will turn to educating employees so that they 

can make the appropriate decisions regardless of what situation they may encounter 

(Dhillon & Backhouse, 2000).  

 

Top Management Participation 

 There is no such thing as perfect security. So every organization must identify 

the value of the information assets within the organization and determining an 

acceptable level risk. Not all information assets in the organization are equal and, as 

such, determining acceptable levels of security expenditures and controls for each 

major information asset should not be the same. After identifying the major type of 
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information assets and their relative worth to the organization, a decision about 

acceptable risk levels for each information asset should be made and senior 

management is in the best position to make this decision (Dutta & McCrohan, 2002).  

 The importance of top management support of the planning process has been 

well established in the literature (Lederer & Salmela, 1996; Byrd et al., 1995; Earl, 1993; 

Hartono et al., 2003). In addition, many studies have found that top management 

involvement is crucial to the success of information system planning (Lederer & Sethi, 

1988; Premkumar & King, 1994). Involvement goes beyond support in that it includes 

top managements’ time and knowledge inputs not just monetary support and a slap on 

the back. For top management involvement to effectively assist the planning process a 

number of factors are important; one being the quality of the top management 

participation and input (Premkumar & King, 1994). Two other critical factors are the 

level of information security knowledge that management brings to the table (Boynton et 

al., 1994) and the level of agreement between top management and information 

security management about the goals and objectives of the information security 

planning process (Sambamurthy et al., 1994; Lederer & Salmela, 1996).  

One of the first critical steps in the information security planning process is 

acquiring top management support. It is through top management support that 

recognition of the importance of information security planning is communicated 

throughout the organization. The information security planning process will be 

ineffective in an environment where top management has a low level of ownership of 

the information security philosophy (Earl, 1993). A low level of attention from 

management will result in a low level of concern among employees (Thong et al., 1996). 
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Byrd et al. (1995) find a significant positive relationship between top management 

support and the resultant quality of the plans. They also find that the larger the firm the 

more significant the relationship between top management support and plan quality. 

However, involvement alone, is not sufficient to facilitate successful planning.  

Going beyond top management support, many researchers recognize that top 

management involvement of high quality is critical to the success of information system 

planning projects (Lederer & Sethi, 1988; Premkumar & King, 1994). The inputs of top 

management will influence the alternative futures identified and evaluated during the 

planning process (Lederer & Mendelow, 1987). In addition, top management support 

and active involvement will facilitate management buy-in which will be necessary for 

plan implementation to happen. In fact, Teo and Ang (2001) find “difficulty to secure top 

management commitment to implement the IS plan” and “ignoring the IS plan once it 

has been developed” to be two of the top problems facing information system planners. 

This difficulty with getting management to support implementation may be due, in large 

part, to the actual plan being “inconsistent with top management’s expectations” 

(Lederer & Sethi, 1991). Through active management involvement, the information 

security planners can develop plans more in line with managements’ expectations, 

which will reduce wasted effort, time and expense.  

As a derivative of research in top management involvement, researchers began 

to look at the degree of involvement (Byrd et al., 1995; Segars & Grover, 1998) and the 

information security knowledge that management brings to the planning process or 

acquires during the planning process (Lederer & Mendelow, 1988). Byrd et al. (1995) 

defines the “degree of participation” as the “number and diversity of the actors and 
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stakeholders involved in the planning process”. When looking at the degree of 

involvement, researchers suggests that there is a delicate balance that must be 

achieved and that too much “degree of participation” may reduce the potential for 

planning success (Lederer & Sethi, 1991). Top management will lose interest and 

support for the planning process, if they perceive the level of involvement requested of 

them or the duration to complete planning is excessive (Lederer & Sethi, 1992). The 

more personnel brought into the planning process, the more time and expense will be 

incurred to complete the planning process (Segars & Grover, 1998).  

Two other important factors affecting the quality of top management input will be 

top managements’ understanding of the impact of information security on the 

organization (Lederer & Mendelow, 1988) and degree of agreement between the 

information security manager and top management with respect to the goals and 

objectives of the information security planning process (Lederer & Salmela, 1996; Reich 

& Benbasat, 1996). It is not necessary for management to come into the planning 

process ready with a good understanding of information security and how it impacts the 

organization. However, the knowledge is important for top management to acquire in 

order to give high quality inputs into the process. Through education, information 

security managers can increase top management’s appreciation and awareness of 

information security issues. In fact, in organizations with an information system 

environment that is characterized as being decentralized, top management and user 

involvement becomes more crucial to the planning process (Kay et al., 1980).  

In order to facilitate communication and effective planning, it is important for the 

information security manager and top management to reach agreement on the 
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objectives of information security planning and information security in general. Through 

this agreement, the team can pursue unified planning objectives and goals with less 

conflict.  Through better communication, top management commitment is more easily 

acquired and the visibility of the information security function will increase, resulting in a 

more information-secure organization (Chi et al., 2005).  

Hann and Weber (1996) identify two types of planning control that exists in 

organizations. The first type is termed “principle controlled” which represents top 

management initiating and maintaining control of the planning process. When top 

management controls the planning process more environmental assessment ensues 

and a long-run strategic focus is more likely as the focus of planning is generally at the 

enterprise level (Chi et al., 2005). Enterprise-level planning will also enjoy more 

resources (Chi et al., 2005). The other type of planning control is “agent controlled” 

which is characterized as an IS manager retaining most of the control of the planning 

process (Hann & Weber, 1996).  “Agent controlled” planning tend to follow a more 

financial or short-run operational focus more concerned with input and resource-related 

issues and less on strategic issues (Hann & Weber, 1996). This type of planning focus 

will lead to information security plans being less aligned with the organizational 

business goals.  

The involvement of top management is necessary for the information security 

planning process to promote an organization planning approach. Planning with a top-

down focus, broad participation and preset planning cycles increases the ability of 

planning teams to align strategies and plans within the organization (Brown, 2004). A 

high degree of alignment between information system plans and business plans has 
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been shown to lead to a high level of management commitment to the information 

system plans (Lederer & Salmela, 1996), more of the plan being implemented 

(Gottschalk, 1999), and increase visibility of the information security function (Lederer & 

Sethi, 1996).  

 

User Participation 

 Numerous studies promote the importance of getting users involved in the 

planning and implementation process (Lederer & Sethi, 1991; Segars & Grover, 1998; 

Peffers et al., 2003). The benefits, touted in the literature, of active user involvement 

include higher user acceptance, awareness, and ownership (James, 1996), greater 

extent of plan implementation (Gottschalk, 1999) and higher quality input for the 

planning process (Lederer & Mendelow, 1987). Ultimately it is the users who must abide 

by and use the prescriptions that make up the finalized information security plan. The 

users have been consistently viewed as the weak link in the information security 

literature (Schultz et al., 2001). Leaving them out of the planning process has the 

potential to alienate the information users which could lead to conflict during plan 

implementation and lasting discord between the users and the information security 

department (Brancheau et al., 1989). An environment of discord is certainly at odds with 

the ideals of a collaborative, knowledge-sharing organization.  

The notion of user acceptance and its impact on behavior and IT use has 

spawned several well-studied theories and models like the Technology Acceptance 

Model, the Theory of Reasoned Action, and the Theory of Planned Behavior (Venkatesh 

et al., 2003). In the information system planning literature, user acceptance has been 
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found to be critical to the implementation of final plans (Gottschalk, 1999). Failure to 

implement final plans is one of the top problems facing information system planners 

(Hartono et al., 2003) and without implementation the information security planning 

process is wasted. One of the most effective ways to get users to accept plans is by 

getting the users involved in the planning process (Peffers et al., 2003). Users are more 

accepting of information security measures when they are involved in the process and 

contributed to the solution of any identified issues (James, 1996).  

 Researchers have measured user involvement in a number of ways such as 

degree of participation (Byrd et al., 1995; Palanisamy, 2005) and quality of user input 

(Premkumar & King, 1994). The degree of participation is measured by “the number and 

diversity of the actors and stakeholders involved in the planning process” (Byrd et al., 

1995). Achieving an adequate level of widespread user participation is critical to 

planning success (Segars & Grover, 1998). Palanisamy (2005) identified, from previous 

literature, five degrees of user involvement. The first degree of user involvement termed 

“no involvement” is characterized as a planning environment where the user either 

chooses not to participate or is not allowed to participate. The next degree of user 

involvement is characterized as a “symbolic” involvement where the user is asked for 

their input but the input is largely ignored in the final plan. The third degree of user 

involvement, identified by Palanisamy (2005), is “involvement by advice” where the user 

input is acquired through interviews and/or surveys. The fourth user involvement type is 

referred to as “involvement by weak control” which is characterized by the users having 

“sign off” control of the final plan. The final user involvement type is “involvement by 

doing” which is where the users are active members of the planning team.  
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 Through widespread user participation, good quality information can be 

contributed to the planning process leading to better plans (Peffers et al., 2003). The 

knowledge of the vulnerabilities, threats, and risk that face an organization are not 

exclusively or conclusively known at the executive level or within the information 

security function (James, 1996). In addition, within the information security alternatives 

there are usability issues that will impact user resistance and the participation of users 

can help to identify these issues (Schultz et al., 2001). The utilization of the knowledge 

assets of employees, at various levels, increases the success of the planning process 

(Peffers et al., 2003; James, 1996). Traditional information security evaluation methods 

are heavily focused on quantitative costs and benefits and ignore qualitative issues 

(Bodin et al., 2005). However, newer information security standards (published by the 

GAO and NIST) are pushing for more use of qualitative information to make information 

security decisions. High quality information is critical in a planning process that 

evaluates qualitative information (Blakley et al., 2002).  

 Another issue highlighting the importance of user participation can be seen from 

the alternative sources of information that would be used in the event that the users 

refuse to participate or are not given permission to participate. Without user 

participation, the information security department may be forced to rely on organization 

documentation. This documentation is not suitable for the information security planning 

process (Kwok & Longley, 1999). The documentation that exists in the organization is 

scattered throughout the organization, often times outdated and incomplete, and 

important operational and administrative procedures may not even exist in any form of 

documentation. In addition, it will be extremely difficult to filter out the information-
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security relevant issues from the vast volumes of documentation (Kwok & Longley, 

1999). Use of organizational documentation will lead to incomplete information security 

plans of minimal effectiveness (Kwok & Longley, 1999).  

 Along with participation in the planning process, the quality of the user’s input will 

impact the success of information security planning (Lederer & Mendelow, 1987). In 

order to encourage user’s to submit high quality information into the information security 

planning process, the information security manager must ensure that the users have a 

good understanding of the potential information security issues as well as an 

appreciation of the importance of information security. Two avenues by which to foster 

this understanding among users are via education and establishing better 

communication between the users and the information security department. In fact, 

security education, training, and awareness programs have been found to be one of the 

most effective security measures an organization can implement (Whitman, 2003). A 

security education, training, and awareness program will educate employees about 

what are and are not acceptable behaviors. This is especially important in today’s 

environment where employees are seeing more unethical yet attractive situations than 

ever before (Gattiker & Kelley, 1999). In addition, the users and the information security 

planners must have a similar understanding with respect to the goals and objectives of 

the information security planning process (Sambamurthy et al., 1993). Attention to 

educating users and establishing mutual understanding concerning planning goals and 

objectives will foster an efficient and effective communicative dialogue between the two 

parties leading to quicker agreement on the identified information security issues and 

less conflict.  
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Triggers and Methods for Making Investments Decisions 

 The factors, identified in the literature, that trigger information security investment 

and evaluation include discovered information security abuses (Hoffer & Straub, 1989), 

government legislation, media reports, and pressures from clients and business 

partners (Kwok & Longley, 1999). Cavusoglu et al. (2004) identify four approaches an 

organization may use to make information security investment decisions. The first 

approach termed the “fear, uncertainty, and doubt” strategy utilizes the complexity, 

uncertainty, and lack of quality information to push management to make investments in 

information security. The second approach, termed “bang for the buck”, begins with an 

information security budget and the information security officer is left with the task of 

securing the organizations within the predetermined budget. The third approach is to 

utilize proxy variables (i.e. losses in customer confidence due to reported security 

breaches) to convince management that information security investments are needed. 

The fourth approach identified by Cavusoglu et al. (2004) is risk analysis. We can also 

add cost/benefit analysis to this taxonomy as both are related in terms of features, 

objectives and assumptions underlying the two approaches (Baskerville, 1993).  

 Another means by which to evaluate information security investments is 

contributed by Tallon et al. (2000) as they present a parsimonious 4x4 matrix model to 

group different objectives of information system investments. Along one axis is the low 

versus high strategic focus to information system investments and along the other axis 

is the low versus high operational effectiveness focus. They use the term “unfocused” to 

describe the low operational effectiveness / low strategic focus type of information-
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system organization. This type of organization views information systems as a cost 

center and the aim is exclusively on minimizing information system expenditures. This 

environment is supported in an organization where information systems are not critical 

to the organization and its business strategy.  

 The next type of information system investment, termed “operational focus”, fits 

in the high operational effectiveness / low strategic focus portion of the 4x4 matrix 

(Tallon et al., 2000). This type of organizational focus views information systems as an 

investment aimed to reduce operating cost of the organization, reduce errors, increase 

quality, and improve speed of services (Tallon et al., 2000). It is this investment focus 

that would raise the visibility of information systems within organizations. The benefits of 

information systems are transparent for the first time as process automation would 

prove to produce a positive impact on the financial position of the organization.  

 The other two cells are termed “dual focus” and “market focus” (Tallon et al., 

2000). The “dual focus” approach to information system development is described by a 

high operational effectiveness / high strategic focus (Tallon et al., 2000). In this 

environment, management is beginning to recognize that information system 

investments offer not only operational effectiveness benefits but can also support 

business goals. The “market focus” approach to information systems investments is 

characterized by a high strategic focus and low operational effectiveness focus (Tallon 

et al., 2000). In this investment environment, the investments in information systems are 

made in light of its impact on strategic positioning and improving customer relations 

(Tallon et al., 2000). Operational effectiveness is less important in this environment as 
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information systems play a critical role in the organization’s survival and business 

strategy.  

 

Performance Criteria of the Information Security Function 

 Smith et al. (1985) evaluate the priorities of management as an indicator of what 

effectiveness values are valued most. They present three categories of effectiveness 

which are termed “technical efficiency priority”, “organizational coordination priority”, and 

“political support priority”. The “technical efficiency priority” focus is interested in 

maximizing organizational efficiency (Smith et al., 1985). While the “organizational 

coordination priority” focus is interested in the long-term integration within the 

organization and the “political support priority” focus is interested in maintaining power 

and control structures and gaining employee, partner and customer commitment (Smith 

et al., 1985). Smith et al. (1985) find that “technical efficiency priority” declines in the 

middle stages but is deemed to be of high importance in the beginning and later stages. 

They also find that “organization coordination priority” was of importance in the 

beginning and middle stages and less important in the later stages. While “political 

support priority” increased in importance as the organizations moved through the 

stages. Management places higher value on employee commitment and input in later 

stages (Smith et al., 1985).  

 Quinn and Rohrbaugh (1983) present three dimensions by which organizations 

evaluate effectiveness. These include 1.) an internal versus an external focus, 2.) 

flexibility versus control focus, and 3.) a focus on ends versus means. An internal focus 

is described as placing an emphasis on the people within the organization (e.g., job 
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satisfaction) while an external focus places more emphasis on achieving organization 

objectives (Quinn & Rohrbaugh, 1983). The flexibility focus values adaptation and 

expansion while the control focus emphasizes stability (Quinn & Rohrbaugh, 1983). The 

last pair-wise effectiveness construct is the ends versus means which places emphasis 

on outcomes versus an emphasis on planning and the setting of goals (Quinn & 

Rohrbaugh, 1983). 

 Traditional approaches to information security assessment utilize highly-

structured methods to evaluate systems. These approaches emphasize two chief 

effectiveness approaches identified by Quinn and Rohrbaugh (1983) which are a control 

focus or an ends focus. These methods include audit/checklist methods, risk 

analysis/risk assessment methods, and cost accounting/cost justification methods. For 

instance, the Information Systems Audit and Control Association (ISACA) published a 

detailed audit checklist aimed to assess IT governance issues which includes 

information security, the General Accounting Office publishes a risk assessment 

methodology that looks at risk to monetary loss, risk to productivity loss, and risk to loss 

of customer confidence due to a variety of information security violations and the 

National Institute of Standards and Technology (NIST) Special Publication 800-30 

directs information security managers on how to conduct a risk analysis. The NIST also 

publishes another special publication (SP 800-55) that offers a list of information 

security metrics that organizations may use.  

 There are several major criticisms of these highly-structured methods and one is 

the lack of attention directed to “people considerations” (James, 1996). Another criticism 

is the narrow focus of information security that these methods promote (James, 1996) 
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and yet another criticism aimed specifically at risk analysis is that the process tends to 

raise more questions than answers (Kwok & Longley, 1999). It is very difficult to 

measure information security and without convincing information security performance 

measures, the information security officer may find budget justification to be difficult 

(Bodin et al., 2005; Kwok & Longley, 1999).  

 One method used to measure the performance of the information security 

function is through an audit that assesses the conformance of the organization’s 

information security with prescriptions recommended by standard governing bodies like 

the NIST. While this approach will establish some baseline level of information security, 

it is a mistake to consider this an acceptable level of security for the organization (Kwok 

& Longley, 1999). The standards are purposefully unsophisticated so as to be useful to 

a wide variety of organizations from government entities to various corporate entities.  

 A possibly more effective approach to illustrate the performance of the 

information security department is through demonstration of the use of information 

security investments to support the organization’s business objectives and ensure 

compliance with government legislation. The number of information security breaches 

or, more importantly, the intensity of these breaches along with business disruption may 

be a more interesting performance measure to management (Leach, 2003). In addition, 

legislation compliance is seen as one of the most critical issues that the information 

security function must address (Computer Security Institute / FBI survey, 2006). In 

organizations with a mature information security function, top management may place 

more value on identifying the linkage between information security investments and 

organizational business objectives and goals.  



 41

Status of the Information Security Manager in the Organization 

 Gibson and Nolan (1974) would make the claim that during the “initiation” stage, 

the information systems function would be located where the application is first 

implemented and as the organization’s use of information systems matured, the 

information systems function becomes a separate department. Ein-Dor and Segev 

(1982) find evidence to support Gibson and Nolan’s (1974) claim by finding that as the 

use of information systems increased over time so did the hierarchical level of the 

information systems manager. McFarlan et al. (1983) find that the role of information 

systems in the organization’s operations or strategy should impact the status level of the 

information systems manager. In an organization that views information security as 

impacting the organization’s strategy, the information security manager will need to be 

close to top management to be effective as planning will be critical (McFarlan et al., 

1983). In an organization where information security is crucial to operations but is of 

little consequence to organizational strategy, the level of the information security 

manager at a lower level is acceptable as aligning information security objectives with 

organizational objectives is not necessary.  

 Within organizations, the information systems security management position has 

evolved in the form of job responsibility and authority (Wylder, 1992). This evolution is a 

result of the changes that occur in organizations in reaction to a changing environment 

and increasing importance of the information security function (Wylder, 1992). The 

status and level of authority granted to the information security officer has been found to 

significantly influence the success of the information system planning process (Pyburn, 

1983). The results of the information security function and the information security 
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executive getting closer to top management is a more effective information security 

planning process (Pyburn, 1983). In fact, Lederer and Sethi (1988) find that when the 

information system executive reported to an organizational level responsible for 

operational issues (such as a controller) they experienced more critical problems in 

comparison to organizations where the information system executive reported to a 

higher level. Kwok and Longley (1999) list five common problems faced by information 

security officers with inadequate status with the organization. These problems include 

lack of full commitment from senior management, lack of authoritative source of 

guidance, difficulty in deciding how much security is required, difficulty with actual risk 

and audit analysis, and difficulty convincing current levels of security to auditors. In the 

information security context, one security expert claims that the positioning of the 

information security officer within an IT department renders the information security 

function ineffective (Berinato, 2003).  

 

Information Security Manager Participation in Business Planning 

 Top management involvement in the information security planning process has 

been found to increase information system planning success (Lederer & Sethi, 1988; 

Premkumar & King, 1994). The participation of information system executives in the 

business planning process has also been shown to lead to increased information 

system planning success (Lederer & Sethi, 1992). In order to produce useful, relevant 

information security plans, the information security officer must understand the 

objectives and strategies of the firm in order to produce information security plans that 

fit the organization. Pryburn (1983) suggests that many organizations fail to 
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communicate and document completely the strategies and plans of the organization. 

When strategy decisions and plans are documented it is common to find that the 

documents are severely lacking in details and subsequently fail to adequately guide the 

information system planners (Henderson & Sifonis, 1988). When information security is 

viewed as having a strategic impact on the organization, the information security 

executives being left out of the communication loop likely renders the information 

security function ineffective.  

 Some of the benefits that arise from the information system executive’s 

participation in the business planning process include better information systems 

planning and better utilization of resources (McFarlan, 1971; Sabherwal, 1999). The 

assumption that organizations have clear-cut, stable organizational goals is likely 

inaccurate for many organizations (King & Kraemer, 1984). Research has shown that 

the organizational goals are established through a dynamic, politically-charged process 

that results in temporary stability (King & Kraemer, 1984). Through active participation 

in the business planning process, the information systems executive acquires a more 

enterprise-level view of the organization and has less trouble understanding top 

management’s objectives and strategic decisions (Lederer & Mendelow, 1987).  

 Participation in the organizational planning process also gives the information 

security executive the occasion to educate top management about potential information 

security issues (Premkumar & King, 1994). The number of problems with the 

information system planning process is lower in organizations where the information 

system executive participates in business planning (Lederer & Sethi, 1988). The 

participation of top information system executives in the business planning process has 
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also been shown to lead to increase support of information system plan implementation 

(Lederer & Sethi, 1992). If the information security plans do not address the 

organizational goals and strategies, top management will view the plan as lacking in 

relevance and view the information security executive as unknowledgeable about the 

business issues facing the organization (Lederer & Sethi, 1992). An information security 

plan that is linked to the business plans of the organization will experience fewer 

problems during the implementation phase (Premkumar & King, 1994).  

 

Benchmarks for Information Security Posture 

 This section describes the eight benchmark values that will encompass the 

information security posture construct. These benchmarks are adapted from King and 

Teo’s (1997) manuscript examining ten proposed benchmarks representing the growth 

of business planning and information system planning integration. Two benchmarks are 

eliminated for this dissertation. One benchmark, purpose of integration, is eliminated 

due to lack of relevance. In King and Teo’s (1997) manuscript, the results show a very 

weak relationship for the benchmark labeled “assessment of new technologies”. These 

benchmarks are modified to fit the information security domain as described in the 

literature review presented previously. A number of the following benchmarks will refer 

to an information security manager. Due to title changes and inconsistency in title 

definition in the business environment, the information security manager is the highest 

level employee of the organization responsible for information security. 
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Benchmark 1: Role of the information security function 

At stage 1, the information security function is viewed as a technically-oriented 

issue where upper level management offers little attention. The information security 

issues are delegated to a position in the computing department and the computing 

environment is characterized as highly centralized (Wylder, 1992). The role of 

information security is to address authentication and authorization issues. Physical 

security and technical solutions are developed and enforced. In stage 2, the number of 

users requesting access increases and the duties of information security has become a 

full time administrative job. Authentication and authorization are still important but the 

major duty of the information security manager revolves around the development and 

enforcement of organization-wide policies. Stage 3 is characterized by decentralization 

of data and processing and this increases the complexity of information security. The 

role of the information security function is now focused on complying with established 

information security standards and best practices. The information security function 

actively monitors activity on the organization’s networks and keeps the organization in 

compliance with any applicable information security laws. In stage 4, upper level 

management now believes information security is critical to the long-term survival of the 

organization. The role of information security is expanded to include development of 

security education and awareness programs and maintaining relationships with 

company employees, business partners, and government regulators.  

Benchmark 2: Role of the information security manager 

 At stage 1, the role of the information security manager is employed within the 

computer department and is given information security duties as an additional 
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responsibility to their original responsibilities. The information security manager focuses 

on physical security and technical solutions to authorization and authentication issues. 

At stage 2, the information security duties have increased to the point that a full-time 

employee responsible for information security is added. The primary responsibilities of 

the information security manager are to manage the administrative duties of granting 

users access to data and processing capacity and monitoring authentication issues. 

Stage 3 and 4 are characterized by growing decentralization of data and data 

processing as well as increasing channels of information dissemination. At stage 3, the 

roles of the information security manager consist of implementing best practices, 

verifying user compliance and conducting periodic risk analysis. At stage 4, the 

information security manager is responsible for security awareness and training and is 

more active in establishing relationships with business partners, information security 

vendors, government regulators, management and users. The information security 

manager becomes more involved in the business strategy decisions and getting users 

and executive management involved in decisions regarding the information security 

investments.  

Benchmark 3: Top management participation in information security planning 

 At stage 1, top management involvement in information security is non-existent. 

The responsibilities are pushed down to a lower level in the organization. Gradually the 

participation of top management increases to a point where top management is actively 

involved in the information security strategy decisions. At stage 2, top management is 

involved only when serious security breaches have been experienced and losses have 

been incurred. At stage 3, executive management views information security as 
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important and gives full support to implementing best practices. At stage 4, executives 

recognize the strategic role of information security and actively promote changing the 

culture of the organization to be more information security conscious (Von Solms, 

2001). At this stage, information security is viewed as critical to the long-term survival of 

the organization.  

Benchmark 4: User participation in information security planning 

James (1996) identifies two advantages to promoting user involvement: 1.) to 

utilize the knowledge base of employees with an intimate understanding of the business 

processes and goals, 2.) and to increase information security awareness which can lead 

to a higher level of ownership of the proposed solutions. At stage 1, the users are not 

involved in the information security planning process. Information security is left to low-

level employees in the computer department. At stage 2, users are more involved in the 

information security process as the information security manager begins to ask for their 

input with respect to degrees of privilege issues. At stage 3, the users are asked to get 

involved in the information security planning process as implementation of best 

practices has the potential to impact how they go about accomplishing their duties. 

However, the quality of the user inputs may not be sufficient as users are too busy to 

put much effort and time in the process. At stage 4, users understand the importance of 

information security and the quality of their inputs increases dramatically. User buy-in 

and commitment to implementation has increased resulting in an organization that is 

more secure.  
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Benchmark 5: Performance criteria for the information security function 

The focus of evaluating the performance of information security matures from a 

no performance evaluation approach to a concern about the impact of information 

security on the business strategy. At stage 1, the performance of the information 

security function is non-existent although a case could be made that it is tied to how the 

computing department has faired in minimizing cost. In stage 2, the information security 

function is evaluated in terms of the ability to address authorization and authentication 

issues. As more information is obtained from outside the organization and as 

management awareness of information security increases, the performance of the 

information security function is compared to others through best practices and widely 

accepted standards. This characterizes an information security function in stage 3. At 

stage 4, the performance of the information security function is examined through its 

long-term impact on the organization and the degree through which the information 

security investment are viewed as supporting the overall organizational goals and 

objectives.  

Benchmark 6: Triggers for information security investments 

In stage 1, the decision to implement information security measures comes solely 

from the information security manager. There is no cyclical budgeting process focused 

strictly on information security. Any information security investments must come from 

the computer budget.  Cavusoglu et al. (2004) identify four approaches an organization 

can utilize to guide information security investments. The first approach is called the 

“Fear, uncertainty, and doubt strategy” which utilizes uncertainty and lack of information 

to push management to make information security investments. The second approach 
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focuses on the cost effectiveness of information security investments. This method 

begins with a budget for information security and the information security manager 

attempts to the get the most bang for the buck. Stage 2 utilizes the previous two 

approaches to reach decisions regarding information security investments. At stage 3, 

the trigger to any information security investment are as a result of actively seeking to 

implement best practices, comply with widely accepted standards like BS 17799, and 

comply with new information security laws. Risk analysis, checklist, and information 

security audits are common means of reaching information security investment 

decisions. Another tool is to utilize proxy variables (i.e. loss in market value due to 

security breaches) to convince management that information security investments are 

needed. At stage 4, information security investments are considered along with the 

long-term business planning decisions. 

Benchmark 7: Status of the information security manager 

 At stage 1, the status of the information security manager is as a low-level 

employee who is responsible for implementing technical security controls and physical 

security on a part-time ad hoc basis. At stage 2, the information security manager is 

now a full-time position enjoying greater authority but is still limited by the lack of a 

budget and placement under the information system department. At stage 3, the 

information security manager reports directly to the executive-level information system 

director. Stage 4 is reached when information security is removed from the control of 

the IT department and an executive information security manager or a steering 

committee is established to monitor the information security posture of the organization 

(Berinato, 2003).  
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Benchmark 8: Information security manager participation in business planning 

At stage 1, the information security manager is shut out of the business planning 

process as information security is viewed as a technical issue not a business issue. At 

stage 2, the information security manager is still not involved in business planning as 

information security is viewed as a technical and administrative problem although the 

information security manager may use business plans as an input into information 

security planning process. At stage 3, the information security manager is more actively 

involved in the business planning decision especially when implementing information 

security best practices are the main concern. At stage 4, information security has a 

strategic role in the organization and as a result the information security manager is 

actively involved in the business planning process. The business planning process is 

not complete without addressing any information security issues and the information 

security officer is pressured to demonstrate the link between information security 

investments and business objectives and goals.  

 

IT Organization 

 The IT organization encompasses organizational design considerations, 

hardware, software, and personnel with skills and knowledge. Research examining 

organization and IT structure receives a great deal of attention in academic literature. 

The belief that organization and IT structure are factors impacting the success, or lack 

thereof, of the information systems function is driving past and current research (Adria & 

Chowdhury, 2004). For this dissertation, the focus will be exclusively on the IT 

organizational design (i.e. centralization/decentralization). A plethora of research 
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looking at design considerations of the IT organization is examined through a 

centralization/decentralization viewpoint. The range of prior academic research within 

the information systems domain that has focused on structure from a 

centralization/decentralization perspective include examining the impact of structure on 

innovation (Moch & Morse, 1977; Zmud, 1982), information services (Olson & 

Chervany, 1980), MIS structure (Ein-Dor & Segev, 1982), management of call centers 

(Adria & Chowdhury, 2004), quality of computing service (Danziger et al., 1993), and 

organizational competitive strategy (Tavakolian, 1989). Academic research has also 

examined the antecedents of structure such as industry, size, and strategy (Brown & 

Magill, 1994; Ein-Dor & Segev, 1982; Miller, 1991; Moch & Morse, 1977; Tavakolian, 

1989).  

 Another driving force fueling research in organization and IT structure is the lack 

of consistent findings in regards to this phenomena and the difficulty studying this 

phenomena (Bloomfield & Coombs, 1992). The lack of consistent findings is partially a 

result of the inability to directly link structure variables with outcome variables (Fry, 

1982). The inability to link structure variables and outcome variables hints that other 

factors are at play. For instance, centralization is characterized by a high level of control 

by top management but the benefits of centralization may be minimized by lack of user 

recognition of the decisions made by central management and/or poor central 

management decisions making (King, 1983).  

The difficulty of studying the centralization/decentralization phenomena is evident 

by the various conceptual definitions, in the existing literature, describing the 

organization and IT structure. These different definitions focus on one of three central 



 52

themes which include physical location, control, and function (King, 1983). The physical 

location is focused on the actual placement of facilities, processing activities and data 

(King, 1983). Control is focused on the concentration of decision-making authority 

where centralization is described as decision-making power in one or a small group and 

decentralization is described as decision-making power distributed throughout the 

organization at multiple hierarchical levels (Dewett & Jones, 2001; Govindarajan, 1986). 

Meanwhile, function is focused on the position of the decision-making authority within 

the organizational structure (Buchanan & Linowes, 1980, Zmud, 1982).  

Olson and Chervany (1980) examined the centralization/decentralization 

structure through the three dimensions of the information systems function identified by 

Norton (1973). These three dimensions are operations, development, and management. 

They describe operations as the day-to-day decision activities associated with the 

particular information system function. Development is described as the decision 

activities associated with analysis, design, implementation and maintenance of the 

information system function. While the management function is described as the 

decision activities associated with planning, developing and controlling information 

system resources.  

 The centralization/decentralization decision is a difficult one for management as 

evident by the constant tinkering and movement between the two extremes (Ein-Dor & 

Segev, 1978; King & Kraemer, 1984). This difficulty is due to both the need to be 

cognizant of organization needs while also atoning for technical issues (Ballou & Tayi, 

1985). The decision to centralize or decentralize information system resources presents 

unique technical and organizational challenges that impact the effectiveness of 
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providing information services (Adria & Chowdhury, 2004). Despite these technical and 

organizational concerns, political and bureaucratic influences are major factors 

impacting the centralization/decentralization decisions (George & King, 1991; King, 

1983).  

 The benefits cited in the literature for centralization include lower costs through 

economies of scale in the areas of facilities and hardware (Exley, 1984), greater career 

opportunities for information systems staff (Danziger et al., 1993), improved 

coordination of software and data between various organizational departments, more 

effective management guidance towards organization-wide objectives (Hvalshagen, 

2004) and greater control and leverage in relationships with external business partners 

and vendors (Agarwal & Sambamurthy, 2002). However, some of these benefits are 

less salient in an environment with falling hardware costs, increased processing 

capabilities in the personal computer, and standardized software solutions (Danziger et 

al., 1993). The benefits of decentralization are more effective response to user and 

department needs and quicker response time (Danziger et al., 1993; King, 1983). The 

drawback is decentralization leads to higher coordination and control costs 

(Govindarajan, 1986; Khandwall, 1974).  

 The information security resources can be centralized, shared between central 

authority and user groups, or decentralized (Kotulic & Clark, 2004). It has been 

suggested that centralization is more effective preventing information security violations 

through organization-wide establishment of policies and better monitoring (Kotulic & 

Clark, 2004). However, it has also been suggested that as organizations become more 

sophisticated and the environment becomes more uncertain the ability to manage in a 
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centralized manner becomes more difficult (Benjamin, Dickinson & Rockart, 1985; 

Govindarajan, 1986). So in response to greater sophistication and uncertainty, some of 

the decision-making authority must be reassigned to divisions and departments. 

However, when lower-level employees are incompetent to handle certain decisions, the 

decentralization choice is perilous at best (Nault, 1998). An important caveat in the 

design of the structure of the information security function is specific recognition of 

decision authority and no sharing of decision rights (King, 1983).  
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CHAPTER 3 
 

MATERIALS AND METHODS 
 

Introduction 

 This chapter is organized into five sections. This chapter begins with a high-level 

description of the constructs that formulate the proposed research model followed by a 

more detailed construction of the research model. The second section will present the 

research questions and hypotheses for this study. A discussion of the measurement 

instrument is presented in section three. Section four presents the research design and 

sample population for this study. The final section will discuss the proposed statistical 

methods to effectively evaluate validity and reliability issues as well as the hypotheses 

of interest.  

 

Figure 1. High-level Research Model 

 This research model, as seen in Figure 1, encompasses three constructs: the 

Information Technology (IT) organization structure, information security posture, and 

IT 
Organization 
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Information 
Security 
Posture

Effectiveness 
of Information 
Security 
Practices 
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effectiveness of information security practices. This model includes an independent 

variable (IT organization structure), a mediator variable (information security posture) 

and a dependent variable (effectiveness of information security practices). Prior 

research attempting to link organizational structure and outcome measures have 

resulted in conflicting findings due to environment, strategy, and technology factors (Fry, 

1982). As a result, the information security posture is believed to account for a 

significant amount of the variance in the dependent variable (effectiveness of 

information security practices). With the addition of the mediator variable, the 

independent variable (IT organization structure) is assumed to have a small or non-

significant effect on the dependent variable (effectiveness of information security 

practices). However, it is believed that conditions in the IT organization structure may 

enable or obstruct the organization’s ability to effectively reach certain stages of 

advanced information security posture and, therefore, is an important construct in the 

model. The dimension of interest within the IT organization structure construct is 

centralization versus decentralization. The centralization versus decentralization 

structure of the IT organization will be examined through management activities. The 

other section of the model proposes that the information security posture of the 

organization impacts the effectiveness of information security practices. 

 The research models, shown in Figures 2, 3, and 4, encompasses eight 

constructs: the centralization/decentralization of information security resource 

management activities, the centralization/decentralization of information security 

selection and planning activities, the centralization/decentralization of information 

security compliance and communication activities, information security posture, 
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effectiveness of information security prevention measures, effectiveness of information 

security recovery measures, effectiveness of information security detection measures 

and effectiveness of information security deterrence measures. This model includes 

three independent constructs (centralization/decentralization of information security 

resource management, information security selection and planning, and information 

security compliance and communication), a mediating construct (information security 

posture) and four dependent constructs (effectiveness of information security 

prevention, deterrence, detection and response measures). Information security posture 

is mediating the relationship between all four dependent constructs and the three of the 

independent constructs. 
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Figure 2. Research Model - Part 1 
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Figure 3. Research Model - Part 2 
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Figure 4. Research Model - Part 3 

  

Research Questions 

 Each stage of the information security posture typology is identified through 

unique roles, communication behaviors, and status within the organization. This stage 

model represents the central theme of this study by which all questions are related. This 

study addresses these three general research questions: 

Question 1: Is there a relationship between the centralization/decentralization of 
information security activities and the information security posture of the 
organization? 
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Question 2: Is there a relationship between the information security posture of the 
organization and the perceived managerial effectiveness of the information 
security function? 

 

Question 3: Does information security posture mediate the relationship between the 
structure of information security activities and the perceived managerial 
effectiveness of the information security function? 

 

Hypotheses 

 From the research model and the three research questions, three hypotheses 

are identified and presented below. Hypotheses 1 and 2 may be analyzed with 

structural equation modeling, regression, or partial least squares. Hypothesis 3 will be 

analyzed by evaluating bivariate correlation. 

Ha1a: More advanced stages of information security posture are positively associated 

with more centralized information security management activities within the IT 

organizational structure. 

Ha1b: More advanced stages of information security posture are positively associated 

with more centralized information security planning activities within the IT organizational 

structure. 

Ha1c: More advanced stages of information security posture are positively associated 

with more centralized information security control activities within the IT organizational 

structure. 

Ha2a: More advanced stages of information security posture are associated with higher 

levels of effectiveness of information security prevention measures. 

Ha2b: More advanced stages of information security posture are associated with higher 

levels of effectiveness of information security recovery measures. 
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Ha2c: More advanced stages of information security posture are associated with higher 

levels of effectiveness of information security deterrence measures. 

Ha2d: More advanced stages of information security posture are associated with higher 

levels of effectiveness of information security detection measures. 

Ha3a: Information security posture will mediate the impact of information security 

management activities on the effectiveness variables of information security prevention 

measures. 

Ha3b: Information security posture will mediate the impact of information security 

management activities on the effectiveness variables of information security recovery 

measures. 

Ha3c: Information security posture will mediate the impact of information security 

management activities on the effectiveness variables of information security deterrence 

measures. 

Ha3d: Information security posture will mediate the impact of information security 

management activities on the effectiveness variables of information security detection 

measures. 

Ha4a: Information security posture will mediate the impact of information security 

planning activities on the effectiveness variables of information security prevention 

measures. 

Ha4b: Information security posture will mediate the impact of information security 

planning activities on the effectiveness variables of information security recovery 

measures. 
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Ha4c: Information security posture will mediate the impact of information security 

planning activities on the effectiveness variables of information security deterrence 

measures. 

Ha4d: Information security posture will mediate the impact of information security 

planning activities on the effectiveness variables of information security detection 

measures. 

Ha5a: Information security posture will mediate the impact of information security control 

activities on the effectiveness variables of information security prevention measures. 

Ha5b: Information security posture will mediate the impact of information security control 

activities on the effectiveness variables of information security recovery measures. 

Ha5c: Information security posture will mediate the impact of information security control 

activities on the effectiveness variables of information security deterrence measures. 

Ha5d: Information security posture will mediate the impact of information security control 

activities on the effectiveness variables of information security detection measures. 

 

Research Instrument 

 Three measurement instruments are developed and used to assess the 

constructs of interest. One goal of survey instrument development is to keep the 

instruments as short a possible with the belief that survey recipients will be more likely 

to respond to a short survey than a longer survey. A discussion of the measurement 

instrument of each construct follows. 

IT Organizational Structure 
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 The IT organizational structure dimension of interest for this study is the 

centralization/decentralization of information security activities. Prior academic research 

has evaluated centralization and decentralization in a variety of different contexts 

including innovation (Moch & Morse, 1977; Zmud, 1982), information services (Olson & 

Chervany, 1980), MIS structure (Ein-Dor & Segev, 1982), management of call centers 

(Adria & Chowdhury, 2004), quality of computing service (Danziger et al., 1993), and 

organizational competitive strategy (Tavakolian, 1989). Several resources are used to 

develop the centralization/decentralization measurement instrument.  King (1983) 

presents three means of evaluating the centralization/decentralization issue which are 

control, physical location, and function (For a description of these three means see the 

literature review). For this research study, the centralization/decentralization will be 

evaluated from a function viewpoint. The function perspective identifies the position of 

responsibility for specific activities.  

 The work of Zmud (1982) and Olson and Chervany (1980) are utilized as 

templates to aid construction of the centralization/decentralization measurement 

instrument. Following the template used by Zmud (1982), the survey items request the 

location of responsibility for each major organization-wide information-security decision 

task. The location of responsibility includes board of directors or steering committees, 

chief executive officer, chief information security officer or chief information officer, 

divisional or functional manager, sub-department managers, and lower-level information 

security personnel/analyst. These locations of responsibility shift from a highly 

centralized location (Owners / Board of directors) to a highly decentralized location 

(lower-level information security personnel/analyst). Steering committees are often 
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made up of high-level representatives from all or a majority of major constituency 

groups or departments with the goal of aligning IT strategy and business strategy 

(Karimi et al., 2000). The location of responsibility for each activity will be coded as 1 

being the highly centralized position (Owners / Board of directors) through 6 which 

represents the most decentralized position (lower-level information security 

personnel/analyst). 

 Olson and Chervany (1980) identify “three classes of activity” through which the 

centralization/decentralization strategies of organizations can be examined. These three 

classes are management, operations, and development. The management activities are 

associated with the administrative tasks of planning, developing and controlling 

information security resources. The NIST Security Metrics Guide (SP 800-55) is 

referenced in order to construct survey items that fit the information security domain. 

The following survey items represent activities associated with managing the 

information security resources (Information security resource management): 

Create Information security budget 
Control of information security development 
cost 
Allocation of resources to ensure 
accomplishment of information security action 
plans 
Hiring and assigning information security 
employees 
Authority to spend unbudgeted money on 
information security investments. 
Negotiating information security outsourcing 
arrangements 
Conducting performance reviews of 
information security staff 
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 The following survey items represent information security planning activities 

(Information security selection and planning): 

Creating disaster recovery plans 
Creating contingency plans 
Creating continuity plans 
Selecting information security projects for 
implementation 
Setting priority of information security projects 
Setting delivery dates for information security 
projects.  
Creating overall organizational information 
security policy 

 

 The following survey items represent activities associated with controlling the 

information security resources (Information security compliance and communication): 

Auditing (internal) systems for information 
security compliance 
Translating information security policies into 
useable rules for company employees 
Creating information security training programs 
for company employees 
Communicating changed information security 
policies to employees 
Analyzing software installation request for 
compliance with company security standards. 

 

Information Security Posture 

 The information security posture construct borrows from prior research in 

business and IT alignment. Chan (2002) suggests there are four key dimensions to 

measure business/IT alignment which are: communication between organization 

employees and management, linking business and IS strategies, connections between 

business and IS planning processes, and management commitment to IS issues. From 

this conceptual description, the information security posture is defined as the current 
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organizational state in terms of activities and interactions among stakeholders, 

integration of information security objectives, and user/management understanding and 

attitudes. The survey items to operationalize this construct are pulled from King and 

Teo’s (1997) manuscript on IT-business planning integration and an analysis of the 

literature in the information security domain. The measurement instrument for the 

organization’s information security posture encompasses eight benchmarks that assess 

alignment of information security with business objectives and interaction among 

stakeholders within the organization. The measurement instrument will ask the 

respondents to choose one of four descriptions within each benchmark that most 

represents their organization. A typology of the proposed four stages of information 

security posture can be viewed in Table 1. Selection in the stage one column will be 

coded as 1 while selections in stage two, three and four will be coded 2, 3, and 4 

respectively.  

Table 1. Typology of the stages of growth of the information security function 

Adapted from King and Teo (1997) 
Benchmarks 
Variables Stage 1 Stage 2 Stage 3 Stage 4 

BMK 1: Role of 
information security 
function 

Technically 
oriented Administrative 

Comply with 
laws and 

established 
'best practices' 

Critical to the 
long-term 

survival of the 
organization 
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BMK 2: Primary role 
of information 
security executive 

Computer 
programmer 

who 
implements 

technical 
control for 

authentication 
and 

authorization 

Functional 
administrator 

responsible for 
granting user 

access 

Information 
security expert 
responsible for 
conducting risk 

analysis, 
implementing 

'best practices' 
and 

monitoring. 

Integral 
member of top 
management 

who is 
involved in 

many 
business 
matters 

related to 
information 

security 

BMK 3: Top 
management 
participation in 
information security 
planning 

Seldom Infrequent Frequent Almost 
Always 

BMK 4: User 
participation in 
information security 
planning and 
implementation 

Seldom Infrequent Frequent Almost 
Always 

BMK 5: Performance 
criteria for the 
information security 
function 

No 
performance 

reviews  

Cost 
minimization 

while not 
inhibiting 

operational 
efficiency 

Compliance 
with 'best 

practices' and 
information 

security laws.  

Long-term 
impact and 
support of 

organizational 
objectives and 

goals. 

BMK 6: Triggers for 
information security 
investments 

Need to 
establish a 

minimal set of 
security 
controls 

Information 
security 
manager 

perceives a 
need to make 
information 

security 
investments 

Need to 
comply with 

'best practices' 
and 

information 
security laws 

Securing 
information is 
critical to the 

success of the 
organization 

BMK 7: Status of top-
level information 
security manager 
(Number of levels 
below the CEO) 

4 or more Three Two One 
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BMK 8: Information 
security manager 
participation in 
business planning 

Seldom Infrequent Frequent Almost 
Always 

 

Managerial Effectiveness of the Information Security Function 

 Premkumar and King (1994) suggests that researchers have more success 

measuring outcome variables of planning, strategy, and structure decisions through the 

use of perceptual measures (i.e. improved communication between managers and 

users) in comparison to more objective measures (i.e. number of security incidents, 

financial costs of security incidents, etc.). Due to the well documented problems with 

measuring cost and benefits of information systems (Brynjolfsson, 1993), perceptual 

measures are prominent in effectiveness, success, and performance research (Galletta 

& Lederer, 1989). In addition, the use of perceptual measures is encouraged by Kotulic 

and Clark (2004) who find research within the information security domain to be difficult 

and discourage survey questions that ask respondents to answer sensitive questions 

(i.e. dollar losses due to security violations or number of security violations) or questions 

that require the respondent to look up information.  

 For this study, I will focus on a subset of critical issues at the organization level 

which are categorized into three constructs: recovery, prevention, detection, and 

deterrence. These critical issues will be measured through a five-point likert scale with 1 

representing “strongly disagree” and 5 representing “strongly agree.” The recovery 

measures are designed to assess the response capabilities of the information security 

function and the overall organization to information security incidents. The objective of 



 70

recovery is to repair the negative consequences of an information security violation or 

natural disaster.  The survey items to measure recovery follows: 

Appropriate employees have a good understanding of the disaster 
recovery plans 
Appropriate employees have a good understanding of the 
organization's contingency plans 
Appropriate employees have a good understanding of the 
organization's continuity plans 
In the event of an information security breach, corrective 
measures are implemented quickly 

 

 The prevention measures are designed to assess the organization’s ability to 

enforce user compliance with information security policies, design information-secure 

systems, effectively train users, and maintain documentation. Survey item to measure 

prevention follows: 

Organizational information systems are in compliance with 
regulatory and legal requirements 
Information security personnel participate in continuous learning 
programs 
Information security is part of the information systems 
development process 
End users are sufficiently trained with respect to information 
security policies. 
End users are required to complete periodic information security 
training programs. 

 

 The deterrence measures are designed to assess the organization’s ability to 

motivate employees to follow information security policies. Deterrence measures are 

passive measures in that they do not force compliance (Straub & Welke, 1998). Instead 

deterrence measures utilize fear and user motivation to comply. Survey items to 

measure deterrence are: 

The information security function has sufficient top management 
support and commitment. 
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Users comply with information security controls 
Supplier and/or business partner are in compliance with the 
organization's information security procedures 
Users understand the consequences for failure to follow 
information security policies 
Users understand that they are under constant supervision in 
regards to information security policies. 
Employees caught violating information security policies are 
disciplined. 

 

 Detection measures are designed to identify potential information security 

violations and the perpetrators of such violations. Survey items to measure detection 

are: 

Oftentimes, the information security department discovers attacks 
on the organization's networks and computers as they happen.  
Periodic auditing is conducted for employee compliance with 
information security policies 
Organization employees are under constant monitoring for 
information security violations 
In the event of an information security violation by organization 
personnel, the information security department has little problem 
identifying the perpetrator. 
In the event of an information security breach by outside threats, 
the information security department has little problem identifying 
how the perpetrator gained access and what they did. 

 

Research Design 

 The purpose of a research design is to provide a methodological template that, if 

followed, will allow the researcher to effectively reach conclusions regarding the 

research questions proposed. The research design for this study utilizes the survey 

methodology to assess the relationship between structure of information security 

activities, information security posture, and effectiveness measures of the information 

security function. According to Pinsonneault and Kraemer (1993), the survey 

methodology is appropriate when 1.) The research questions are “what is happening?” 
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or “how and why is it happening?”, 2.) control of the independent or dependent variables 

are not possible, 3.) The phenomena of interest cannot be studied in a controlled 

environment, and 4.) The phenomena of interest can be observed currently or in the 

recent past. In addition, when data collection requires large amounts of data, the survey 

method is more cost effective than other approaches. 

 The survey design is not recommended when the data gathered is of a sensitive 

nature, as is often the case in information security research, or may require the 

respondent to look up information (Kotulic & Clark, 2004). However, the nature of the 

questions to be addressed for this research is not deemed to be of a sensitive nature. 

Therefore, it is believed that information security managers will have little concern about 

answering the survey questions truthfully.  

 

Sample Population 

 The data will be collected by means of a mail survey sent to information security 

managers, IT managers and high-level executives within an organization. Because the 

unit of analysis for this study is at the organizational level, a good overall understanding 

of the information security function within the organization is necessary. In order to 

measure effectiveness at the organizational level, Seddon et al. (1999) state that top-

level management and owners are acceptable query respondents. As a result, the ideal 

survey respondent is the top-level manager responsible for information security and 

information systems within an organization. Due to discrepancies in job titles and job 

differentiation, the survey may not be sent to the appropriate survey candidate. In an 

attempt to get data from the ideal candidate, the cover letter will ask the individual to 
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forward the survey to the top-level manager directly responsible for the information 

security function of the organization. See Table 2 for a description of the strengths and 

weaknesses of the proposed research design and sample population. 

Table 2. Description of the strengths and weaknesses of methodology choices 

 Strengths Weakness 

Survey Research  

1.) Cost effective for 
collecting large amounts of 
data in a short period of 
time (Kerlinger & Lee, 
2000). A large number of 
respondents is required for 
Structural Equation 
Modeling.                              
2.) A large sample 
population aids 
generalizability (Kent, 
2001).                                  
3.) Specific hypothesis and 
propositions can be 
analyzed in an objective 
manner.                           
4.) Surveys are reusable, 
easy to administer and 
easy to score 
(Pinsonneault & Kraemer, 
1993). 

1.) Cross-sectional survey 
data hinders the 
researcher’s ability to 
probe further into 
phenomena of interest 
(Kerlinger & Lee, 2000).       
2.) Survey data does not 
provide evidence of 
causality as strong as 
experimental data.                
3.) The data may not 
reveal the factor(s) of 
interest (Kent, 2001).            
4.) Failure in survey 
design, execution and data 
analysis can produce poor 
results (Kent, 2001).             
5.) In a mail or web survey, 
there is no verification that 
the respondent is who they 
say they are (Cycyota & 
Harrison, 2002).                    
6.) Respondents may lack 
interest in the survey and 
may carelessly answer 
survey questions (Kent, 
2001). This often results in 
low response rates.  

Sample Population -    
top-level Information 
Security Managers 

1.) Top-level information 
security executives will be 
knowledgeable about 
structure and information 
security posture.                   
2.) In order to measure 
effectiveness at the 
organizational level, 

1.) There has been a 
decline in survey response 
rates especially from 
executive-level 
respondents (Cycyota & 
Harrison, 2002).                    
2.) Use of only one 
respondent per 
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Seddon et al. (1999) state 
that top-level management 
and owners are acceptable 
query respondents.  

organization weakens the 
final results.                          
3.) Asking top-level 
information security 
executives about the 
effectiveness of the 
information security 
function may result in 
overstatement of 
effectiveness as these 
executives are asked to 
rate their respective 
organizational 
responsibility.  

 

Procedure for Analysis 

Validity and Reliability 

 Before data collection should commence, the content validity of the 

measurement instruments are evaluated. The proposed survey items are analyzed for 

content validity by two IT professors, a computer science engineering professor, and an 

industry expert. Content validity is a subjective measure that is assessed by having 

experts evaluate the constructs domain with the proposed survey items (Huck, 2000). In 

addition to content validity, reliability and construct validity will also be assessed.  

 Reliability is a measure of consistency of the measurement instrument (Huck, 

2000). Consistency is the degree to which a survey instrument will show similar results 

if the survey were administered again. However, this study is a cross-sectional survey 

study not a longitudinal study. As a result, reliability will be assessed by measuring the 

internal consistency of the measurement instruments. Internal consistency is the 

consistency of individual survey items with other survey items within a measurement 

instrument (Huck, 2000). Cronbach’s alpha is a strong measure of internal consistency 
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when the survey items are measured with three or more potential values (Huck, 2000). 

Cronbach’s alpha has been cited as one of the best measures of internal consistency 

and will be used to measure reliability (Crano & Brewer, 1973). 

 Construct validity is an assessment of the degree to which a measurement 

instrument represents the construct of interest and does not measure other constructs 

(Huck, 2000). The first part of the previous statement is in reference to convergent 

validity and the second part refers to discriminant (divergent) validity. In this 

dissertation, construct validity will be assessed by conducting exploratory factor 

analysis. Huck (2000) asserts that claims of construct validity are more convincing when 

both convergent and discriminant validity are examined. Exploratory factor analysis 

provides evidence to assess convergent validity when variables load on the factors 

hypothesized. In addition, discriminant validity is demonstrated when variables load on 

one factor and not any other. Factor analysis is a statistical method used to assess the 

interrelationships among variables by assessing the common variances among the 

survey items (Hair et al., 1998). Common variances aid in the identification and/or 

confirmation of the dimensions that make up the underlying construct or factor.  

Model Assessment 

 Baron and Kenny (1986) propose two methods of evaluating a model that 

includes a mediating variable. One method utilizes three regression equations to 

measure each of the three paths described in the model. This method requires 

regressing the mediating variable on the independent variable, regressing the 

dependent variable on the independent variable, and then regressing the dependent 

variable on the mediating and independent variables (Baron and Kenny, 1986). In order 
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to establish the model’s robustness, a significant relationship must be found between 

the independent variable and the mediating variable, between the mediating variable 

and the dependent variable and between the independent variable and the dependent 

variable. But when the entire model is assessed, the relationship between the 

independent and the dependent variable should fall significantly in order to establish the 

mediating effect. Baron and Kenny (1986) recommend against this approach when 

measurement error is expected in the mediating variable which is often the case in 

psychological and behavioral variables.  

 The second approach is to use structural equation modeling (SEM) to measure 

the paths between the independent, mediating, and dependent variables. SEM is a 

covariance-based modeling technique. While the regression approach (first proposed by 

Baron and Kenny (1986)) is ineffectual dealing with measurement error, structural 

equation modeling is capable of measuring measurement error (Bryne, 1998). As a 

result, the structural equation modeling approach is not flawed due to measurement 

error in the mediating variable. However, some researchers question the use of SEM in 

an exploratory mode (Chin, 1998; Lee et al., 1997). Chin (1998) suggest use of the 

Partial Least Squares (PLS) statistical approach for research studies where the 

underlying models are still in the early stages of development. As the research model of 

interest in this study is a new and untested model, the PLS technique will be used to 

explore the relationships between the measurement model and the structural model.  

 PLS is a components-based structural equation modeling technique used to 

analyze research models that contain unobservable latent variables (Gopal et al., 1993). 

A strength of the PLS statistical technique lies in its ability simultaneously model the 
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structural paths and the measurement path with small to medium sample sizes (Chin et 

al., 2003). The measurement model encompasses the relationship between the directly 

observable survey items and the unobservable constructs (latent variables). The 

structural model represents the proposed relationship between the latent variables. One 

alternative method of assessing the structural model is through regression analysis. 

While this and other multivariate techniques break up the assessment of the 

measurement and structural model, PLS evaluates both concurrently.  

 The mediating variable in this model is information security posture which is 

measured through a stages approach. One critical aspect of this research is to 

demonstrate that this classification scheme is practical. To evaluate the practicality of 

the information security classification scheme, the data representing the benchmarks 

will be evaluated through bivariate correlations. This statistical viewpoint will evaluate 

the benchmark means. All benchmark values should show high correlation with one 

another as it is proposed that organizations that fall in stage 1 will answer all benchmark 

values according to the information security posture typology in Table 1.  

Because the values for each benchmark will be assigned values of one through 4, I 

would expect the organization assessed to be in stage one to have all benchmark 

values of one while organizations in stage two to have the value two assigned to all 

benchmarks, etc. Although this is highly unlikely as this would represent a perfect fit and 

perfect fit in social research is a rarity. Bivariate correlations will be used to assess if 

there is a good fit between the data and the proposed information security posture 

conceptualization.  
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Summary 

 The proposed research methodology for this research study will follow four major 

activities. The first step will be establishing content validity of the three measurement 

instruments (IT organization, information security posture, and managerial 

effectiveness). The next step will be to obtain IRB approval to send the survey 

instrument to information security managers and IT executives within organizations. 

Following IRB approval, a pilot study will be conducted within a single organization 

where personnel within the information security department will be asked to fill out the 

survey. After making any adjustments necessary to the research instrument, the survey 

items will be mailed to contacts listed in the Definitive Database Inc. list of executive 

members of the information security and information systems functions within 

organizations. After receipt of survey responses, data entry and data analysis will 

commence to evaluate the proposed hypotheses and model.  

 



 79

CHAPTER 4 
 

RESULTS 
 

 This chapter presents a descriptive analysis of the survey respondents’ profile 

and descriptive statistics of the three measurement instruments. The first section 

discusses response rate and non-response bias. Followed by a discussion of the 

respondents’ profile which includes information about company demographics, types of 

information security policies in use, percentage of IT budget spent on information 

security related activities and investments, and survey respondent’s title and months 

with the their respective company. Finally descriptive statistics for the three survey 

instruments is presented.  

 

Demographics 

 The survey instruments were mailed to upper-level information security and IT 

executives requesting their participation. Of the 1500 surveys mailed out, a total of 180 

were returned. Of the 180 surveys returned, 61 were discarded because the contact 

person was no longer employed by the organization. Extrapolating the 61 unusable 

responses out of the 180 total surveys to the population suggests that 508 out of the 

1500 contacts surveyed may be incorrect contact addresses. A total of 116 responses 

was received from the initial mail out. A follow-up mail out, to improve the response rate, 

was sent after three months requesting their participation by directing the respondent to 

an on-line version of the survey instrument. The second mail out resulted in an 

additional 64 responses. Using the remaining 992 as the total population, the 119 

useable responses results in a response rate of 12 percent.  
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Non-response bias attempts to identify characteristics that may differ between 

respondents and non-respondents. One method of assessing non-respondent bias is to 

survey or interview non-respondents. However, this approach is difficult as non-

respondents are not inclined to respond to your further inquiries. So another approach is 

to compare the respondents, who responded on the first contact attempt, to the 

respondents who responded after two or more attempts to contact. The idea is that 

those who respond only after further prying may be similar to non-respondents. To 

assess the differences between late and early respondents, a t-test of independent 

samples was conducted on three separate demographic responses. The results of the t-

tests are shown in Table 3. All p-values are greater than .10 showing no significant 

differences between early and late respondents.  

Table 3. Difference between early and late respondents 
Variable t p-value mean difference

Size 1.557 0.1221 0.551 
% of IT budget 
spent on 
Information Security  

-0.1388 0.8898 -0.0572 

Length of 
Employment -0.2961 0.7676 -6.1633 

 

 A varied cross section of organizations and industries are represented in the data 

set as shown in Table 4 and 5. For profit companies represent the bulk of the 

respondents (58.83%). Government organizations represent 21.84% and Not-for-profit 

organizations represent 19.32% of the data set. While there are a variety of industries 

represented in the data set, only a handful of industries have more than 1 or 2 

respondents and several industries, such as telecommunications and real estate, are 
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notably absent. The majority of the organizations participating in the survey employ less 

than 5,000 employees (79.1%) as shown in Table 6. 

Table 4. Distribution of respondents by type of organization 

  
Number of 
responses % 

Cumulative 
% 

Public 16 13.45 13.45 
Private 54 45.38 58.83 
Federal 5 4.2 63.03 
State 7 5.88 68.91 
County 6 5.04 73.95 
Municipal 6 5.04 78.99 
Educational 14 11.76 90.75 
Religious 1 0.84 91.59 
Philanthropic foundation 0 0 91.59 
Charitable foundation 1 0.84 92.43 
Other - Healthcare Research 1 0.84 93.27 
Other - Non-Profit Financial Institution 1 0.84 94.11 
Other - Credit Union 1 0.84 94.95 
Other - Health Care 3 2.52 97.47 
Other - International Govt (United 
Nations) 1 0.84 98.31 
Other - Federally recognized native 
sovereign nation - Tribal 1 0.84 99.15 

Other 1 0.84 99.99 
Total 119     

 

Table 5. Distribution of respondents by industry 

  
Number of 
responses % 

Cumulative 
% 

Agriculture 0 0 0 
Mining 0 0 0 
Construction 2 1.68 1.68 
Printing, Publishing 2 1.68 3.36 
Transportation 2 1.68 5.04 
Consumer Goods Manfucturing 3 2.52 7.56 
Capital Goods Manufacturing 2 1.68 9.24 
Utilities 1 0.84 10.08 
Retail 6 5.04 15.12 
Food Service 1 0.84 15.96 
Banking, Sec, Invest 12 10.08 26.04 
Insurance 4 3.36 29.4 
Real Estate 0 0 29.4 
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Hotels 0 0 29.4 
Business Services 7 5.88 35.28 
Entertainment 1 0.84 36.12 
Health 20 16.81 52.93 
Legal 1 0.84 53.77 
Education 14 11.76 65.53 
Government 20 16.81 82.34 
Military 2 1.68 84.02 
Telecommunications 0 0 84.02 
Other - Bio Med Manufacturing 1 0.84 84.86 
Other - Media/Broadcasting 1 0.84 85.7 
Other - Call Center 1 0.84 86.54 
Other - IT Consulting 1 0.84 87.38 
Other - Wholesale Distributor 1 0.84 88.22 
Other - Laboratory Operations 1 0.84 89.06 
Other - Aviation & Defense 1 0.84 89.9 
Other - Consulting 1 0.84 90.74 
Other - Finance 1 0.84 91.58 
Other - Life Sciences 1 0.84 92.42 
Other - Laboratory consulting 1 0.84 93.26 
Other - Market Research 1 0.84 94.1 
Other - Information services 1 0.84 94.94 
Other - Supportive Housing 1 0.84 95.78 
Other - Software 2 1.68 97.46 
Other - Holding Company 1 0.84 98.3 
Other - IT services contractor 1 0.84 99.14 
Other  1 0.84 99.98 
Total 119     

 

Table 6. Distribution of respondents by organization size 

  
Number of 
responses % 

Cumulative 
% 

Less than 500 34 28.6 28.6 
500 to less than 1,500 29 24.4 52.9 
1,500 to less than 5,000 31 26.1 79.1 
5,000 to less than 10,000 9 7.6 86.6 
10,000 to less than 50,000 8 6.7 93.3 
50,000 or more 8 6.7 100 
Total 119     

  

 Most organizations have an idea of how much of their IT budget is spent 

specifically on security as shown in Table 7. However, nine respondents answered 
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“unknown” to the question asking about percentage of IT budget spent on security. This 

does not imply these organizations are failing to implement security in the IT 

organization. Two organizations commented that their security and IT budget was 

intertwined as security is being designed into all IT projects making it difficult to 

separate non-security related activities from security related activities. This is not an 

unexpected result as it is widely accepted that the most effective way to secure systems 

is by designing security into the system during the initial stages of the system 

development life cycle. A crosstab and chi-square test of independence between the 

variables organization size and percentage of IT budget spent on IT security is shown in 

Table 8. The variable groups of size and percentage of budget are combined as some 

expected values are less than 5 which is in violation of chi-square protocol. As a result, 

organization size is grouped by less than 1,500 employees, 1,500 to less than 10,000 

employees, and 10,000 employees or more. Likewise, percentage of IT budget spent on 

IT security is grouped as 0% to 2%, 3% to 7% and more than 8%. No relationship is 

found between organization size and the percentage of IT budget spent on IT security.   

Table 7. Distribution of respondents by portion of IT budget spent on security 

  
Number of 
responses % 

Cumulative 
% 

Less than 1% 19 16.0 16.0 
1% to 2% 22 18.5 34.5 
3% to 5% 39 32.8 67.3 
6% to 7% 9 7.6 74.9 
8% to 10% 14 11.8 86.7 
More than 10% 3 2.5 89.2 
Unknown 9 7.6 96.8 
Missing values 4 3.4 100.2 
Total       
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Table 8. Crosstab and chi-square test of independence (size versus % of IT budget 

spent on IT security) 

Crosstabulation Table 
OBSERVED 

 
% of IT budget spent on IT 

security 
Size <3% 3% - 7% >7% Total

less than 1,500 9 23 29 61 
1,500 to less than 10,000 12 18 11 41 

10,000 or more 5 7 5 17 
Total 26 48 45 119 

Calculation of the Chi-
Square Test 

DESCRIPTION VALUE 
  

χ2* 5.827819 
p-value 0.212381 

Critical value 9.487729 
α 0.05 
df 4 

 

 A crosstab and chi-square test of independence between the variables 

organization type (For-profit organizations, government organization, or non-profit 

organizations) and percentage of IT budget spent on IT security is shown in Table 9. 

The variable percentage of IT budget spent on information security is combined as 

some expected values are less than 5 which is in violation of chi-square protocol. As a 

result, percentage of IT budget spent on IT security is combined into two groups where 

one group includes IT budget percentage values between 0% to 2% and the other 

percentage of IT budget percentage values greater than 3%. No relationship is found 

between organization type and the percentage of IT budget spent on IT security.   

Table 9. Crosstab and chi-square test of independence (organization type versus % of 

IT budget spent on IT security) 
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Crosstabulation Table 
OBSERVED 

 
% of IT budget spent on IT 

security 
Organization Type <3% >3% Total 

For-Profit 26 43 69 
Government 11 12 23 
Non-Profit 13 10 23 

Total 50 65 115 
Calculation of the Chi-Square 

Test 
DESCRIPTION VALUE 

  
χ2* 2.712821 

p-value 0.257584 
Critical value 5.991465 

α 0.05 
df 2 

 

The majority of the respondents have responsibilities outside of information or IT 

security (72.26%) with the rest having security in their job title (26.88) as shown in Table 

10. The average tenure of the respondents, within their respective organization, is 110 

months. As shown in Table 11, only 6.72% of the respondents report being with their 

respective organization for less than 2 years. 

Table 10. Distribution of respondents by job title 

  
Number of 
responses % 

Cumulative 
% 

CIO 42 35.29 35.29 
CISO 8 6.72 42.01 
ISO 6 5.04 47.05 
CTO 3 2.52 49.57 
Director of IT 23 19.33 68.9 
Director of IT Security 2 1.68 70.58 
VP of IT/Information Services 11 9.24 79.82 
Manager of IT 5 4.2 84.02 
Manager of Information Security 9 7.56 91.58 
Security Analyst 4 3.36 94.94 
Asst Comptroller 1 0.84 95.78 
Info Security & Network Administrator 3 2.52 98.3 
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Software Engineer 1 0.84 99.14 
Missing value 1 0.84 99.98 
Total 119     

 

Table 11. Distribution of respondents by tenure within respective organization 

  
Number of 
responses % 

Cumulative 
% 

Less than 12 months 5 4.2 4.2 
12 months to less than 24 months 3 2.52 6.72 
24 months to less than 60 months 21 17.65 24.37 
60 months to less than 84 months 17 14.29 38.66 
84 months to less than 120 months 34 28.57 67.23 
120 months or more 39 32.77 100 
Total  119     

 

 The National Institute of Standards and Technology Special Publication 800-53 

discuss the various types of information security policies. The survey respondents are 

asked to report yes or no to questions about specific information security policies in use 

within their respective organization. Table 12 shows the percentage of participating 

organizations using specific information security policies. Access control policy and 

procedures is the most prevalent information security policy in use which is 

understandable as the early beginnings of information security dealt specifically with 

granting access and separation of duties. The least used type of information security 

policy is certification, accreditation and security assessment policy and procedures.  

Table 12. Distribution of information security policy use 

  Policy Used % 
Access Control Policy and Procedures 114 95.8 
Security Awareness and Training 
Policy and Procedures 96 80.67 
Audit and Accountability Policy and 
Procedures 93 78.15 
Certification, Accreditation & Security 
Assessment Policy and Procedures 48 40.34 
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Configuration Management Policy and 
Procedures 89 74.79 
Contingency Planning Policy and 
Procedures 97 81.51 
Identification & Authentication Policy 
and Procedures 104 87.39 
Incident Response Policy and 
Procedures 86 72.27 
System Maintenance Policy and 
Procedures 94 78.99 
Media Protection Policy and 
Procedures 92 77.31 
Physical and Environmental 
Protection Policy and Procedures 102 85.71 
Security Planning Policy and 
Procedures 81 68.07 
Personnel Security Policy and 
Procedures 89 74.79 
Risk Assessment Policy and 
Procedures 80 67.23 
System and Services Acquisition 
Policy and Procedures 72 60.5 
System and Communication 
Protection Policy and Procedures 85 71.43 
Systems and Information Integrity 
Policy and Procedures 82 68.91 

 

Effectiveness of Information Security Practices Instrument  

 The results from the survey examining the effectiveness of information security 

practices shows that the average response was 3.4584. As the survey instruments 

utilizes a five point likert scale, this average implies a better than neutral response to 

effective information security practices. See Table 13 for descriptive statistics for each 

information security practice of interest in this study. An interesting result of this 

instrument is the two information security practices with a lower than neutral response 

concerns user training; One question asks if users are sufficiently trained with respect to 

information security practices and the other asks if users are required to complete 
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periodic information security training programs. Despite numerous publications 

highlighting the critical importance of adequate user training, user training is still subpar 

in many organizations and this may very well explain the next finding discussed. The 

effectiveness measure with the highest response concerns the ability of the information 

security department to quickly implement corrective measures in response to an 

information security breach. Poor user training may be leading to a large number of 

easily avoidable information security breaches forcing the information security 

department to come in and save the day. Due to plenty of practice, the strength of the 

information security department may not be in preventing information security breaches 

but it helping the organization recover from information security breaches. Table 14 

shows the same descriptive statistics but only includes large organizations (5,000 

employees or more) and Table 15 shows the same statistics with organizations with 

less than 5,000 employees. Tables 14 and 15 shows that both large and small to 

medium size firms report subpar user training and report, as a strength, the 

organization’s ability to quickly implement corrective measures in response to an 

information security breach. 

Table 13. Descriptive statistics for effectiveness of information security practices 

 N Mean Place 
Std. 

Deviation 
InComply 118 3.9068 2 1.02104 
ContLearn 119 3.5126 9 1.10366 
PartDevelop 117 3.7436 3 0.95731 
UsersTrain 118 2.9492 19 1.06094 
PeriodicTrain 115 2.7565 20 1.30848 
UnderstandDRP 118 3.3983 13 1.05523 
UnderstandContingency 118 3.3136 15 1.03527 
UnderstandContinuity 117 3.2222 17 1.07568 
CorrectiveMeasures 119 3.9580 1 0.88677 
TopMgmtSupport 119 3.5798 6 1.18247 
UsersComply 119 3.4202 12 0.89723 
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SupplierPartnersComply 111 3.5586 7 0.75900 
UnderstandConsequence 118 3.3814 14 1.02047 
ConstantSupervision 117 3.4701 11 0.91513 
UsersDisciplined 119 3.5966 5 1.01947 
ReportViolations 117 3.7436 3 0.92990 
DiscoverAttacks 116 3.5086 10 0.96455 
AuditUsers 116 3.5172 8 0.95538 
UserSupervision 117 3.1880 18 1.03334 
IndentifyPerp 119 3.6218 4 0.92050 
HowPerpAttacks 114 3.2807 16 0.89748 
Average   3.4585     

 

Table 14. Descriptive statistics for effectiveness of information security practices 

(organizations with 5,000 or more employees) 

 N Mean Place 
Std. 

Deviation 
InComply 25 4.0800 2 0.90921 
ContLearn 25 3.9200 4 0.99666 
PartDevelop 25 3.4800 10 1.12250 
UsersTrain 25 2.6400 18 1.15036 
PeriodicTrain 25 2.9200 17 1.22202 
UnderstandDRP 25 3.4000 12 1.25831 
UnderstandContingency 25 3.3200 13 1.28193 
UnderstandContinuity 25 3.2400 15 1.26754 
CorrectiveMeasures 25 4.1600 1 0.94340 
TopMgmtSupport 25 3.4800 10 1.19443 
UsersComply 25 3.4400 11 1.08321 
SupplierPartnersComply 24 3.5000 9 0.78019 
UnderstandConsequence 25 3.2800 14 1.17331 
ConstantSupervision 25 3.6000 8 1.04083 
UsersDisciplined 25 3.8800 5 1.01325 
ReportViolations 25 3.9600 3 0.97809 
DiscoverAttacks 25 3.8000 6 0.95743 
AuditUsers 25 3.7200 7 0.93630 
UserSupervision 25 3.3200 13 1.21518 
IndentifyPerp 25 3.6000 8 1.04083 
HowPerpAttacks 24 3.1667 16 0.96309 
Average   3.5194     
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Table 15. Descriptive statistics for effectiveness of information security practices 

(organizations with less than 5,000 employees) 

 N Mean Place 
Std. 

Deviation 
InComply 93 3.8602 2 1.04872 
ContLearn 94 3.4043 14 1.11026 
PartDevelop 92 3.8152 3 0.90091 
UsersTrain 93 3.0323 20 1.02630 
PeriodicTrain 90 2.7111 21 1.33446 
UnderstandDRP 93 3.3978 15 1.00152 
UnderstandContingency 93 3.3118 16 0.96660 
UnderstandContinuity 92 3.2174 18 1.02524 
CorrectiveMeasures 94 3.9043 1 0.86843 
TopMgmtSupport 94 3.6064 6 1.18429 
UsersComply 94 3.4149 12 0.84764 
SupplierPartnersComply 87 3.5747 7 0.75686 
UnderstandConsequence 93 3.4086 13 0.98064 
ConstantSupervision 92 3.4348 10 0.88086 
UsersDisciplined 94 3.5213 8 1.01313 
ReportViolations 92 3.6848 4 0.91302 
DiscoverAttacks 91 3.4286 11 0.95618 
AuditUsers 91 3.4615 9 0.95810 
UserSupervision 92 3.1522 19 0.98265 
IndentifyPerp 94 3.6277 5 0.89183 
HowPerpAttacks 90 3.3111 17 0.88234 
Average   3.4419     

 

Information Security Organizational Structure Instrument 

 The IT organizational structure instrument examines who (or what level on the 

organization chart) is responsible for various information security related activities. 

Table 16 shows the descriptive statistics for each information security related activity. 

With a mean value greater than 3, the implication is employees lower than the CIO, 

CISO, ISO are giving responsibility over the organization’s various information security 

management activities. While the effectiveness of some activities like analyzing 

software request may not depend on a strong executive figure. The effectiveness of 
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certain other activities like disaster and continuity planning may be severely hampered 

without a strong executive figure head. 

Table 16. Descriptive statistics for IT organizational structure 

 N Mean Std. Deviation 
Budget 118 3.2373 0.84406 
DevelopmentCost 119 3.2773 0.83285 
AllocateResources 118 3.2966 0.89928 
Hiring 116 3.4138 0.85536 
SpendUnbudget 117 2.8034 1.02755 
NegotiateOutSource 115 3.3130 0.92115 
PerformanceReviews 117 3.4872 0.92490 
DisasterRecovery 119 3.5294 1.10333 
ContingencyPlan 118 3.5593 1.12122 
ContinuityPlan 116 3.5172 1.16083 
ProjectSelection 119 3.2101 0.89133 
SettingPriority 119 3.0672 0.90882 
SettingDeliveryDates 119 3.3277 0.90300 
CreateInfoSecPolicy 119 3.2353 0.94516 
AuditCompliance 117 4.4872 1.82235 
TranslateInfoSecPolicy 119 3.6807 1.04907 
CreateInfoSecTraining 117 3.8291 1.08509 
CommunicateChanges 118 3.6017 1.09498 
AnalyzeSoftwareReq 119 3.9496 1.07237 
Average   3.4640   

 

Information Security Posture Instrument 

 The information security posture instrument examines the organization’s current 

views and practices in regards to information security’s role in the organization, level of 

participation in security planning, measuring the performance of the information security 

function, level of authority granted to the information security manager, and primarily 

triggers for information security investments. The respondent has four choices for each 

question and is asked to choose the response most representative of their organization. 

Each choice is tied to one of four levels of information security maturity. See table 17 for 

descriptive statistics of the eight benchmark variables of interest.  
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A level 1 stage information security organization is characterized as having a 

very technical-focus, bottoms-up approach to information security development and 

implementation, and little awareness on the part of management and other users (Earl, 

1993). A level 2 stage information security is characterized as an administrative position 

focusing on granting users access, and very little or no management and user 

awareness of information security threats and impacts. A level 3 organization is 

characterized as having a heavy risk-analysis emphasis where management and user 

awareness is evident strictly in regards to compliance with regulations and laws. A level 

4 organization is characterized as viewing information security as critical to the long-

term survival of the organization and placing a great deal of emphasis on encouraging a 

high-level of management and user awareness (James, 1996). The majority of the 

organizations in the data set falls somewhere between a level 2 and level 3 stage of 

information security maturity. This shows that the majority of organizations are choosing 

to view information security strictly from a cost-benefit or risk analysis viewpoint. This 

result also shows that organizations are not placing a heavy focus of information 

security on developing aware, responsible information users and views the goal of 

information security is chiefly to demonstrate compliance with laws and regulations. 

Table 17. Descriptive statistics for information security posture 

 N Mean Std. Deviation 
RoleInfoSec 119 2.4538 1.26053 
RoleInfoSecManager 117 2.2308 1.14006 
TopMgmtParticipation 119 2.4286 1.02156 
UserParticipation 119 2.2521 0.91335 
PerformanceCriteria 119 2.6975 1.04601 
InfoSecTriggers 119 2.7731 0.72995 
LevelInfoSecManager 118 2.6610 1.03131 
InfoSecManagerParticipation 118 2.5000 1.11516 
Average   2.4996   
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CHAPTER 5 

DATA ANALYSIS 

Introduction 

 This chapter presents a more in-depth statistical analysis of the three research 

instrument along with the results of hypothesis testing and a final assessment of the 

research models. The first section discusses the treatment of missing data values and 

outliers. The next discussion concerns the reliability, convergent and divergent validity 

of the three survey instruments. The final section presents a description of the steps 

taken to test the hypotheses and research models.  

 

Treatment of Missing Data and Outliers 

 After examining all survey items, no specific survey question(s) resulted in more 

unanswered responses than others. There are several methods for dealing with missing 

data including dropping all cases with missing data and using the available data for the 

particular case to estimate a mean which is then entered as the value of the missing 

data (Hair et al., 1998). Following the later approach to dealing with missing values will 

decrease the sample size by 35. Missing data was treated using the second strategy as 

sample size is of concern. As a result, all missing values are estimated by calculating 

the means of the relevant available values.  

 The data was screened for outliers by calculating Mahalanobis D2 for each case. 

Mahalanobis D2 useful for identifying outliers in multivariate data analysis (Hair et al., 

1998). Mahalanobis D2 is the distance in a multidimensional space of each case from 

the mean center of all cases (Hair et al., 1998). To calculate the significance of the 
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Mahalanobis D2 value in SPSS, the cumulative density function for chi-square function 

must be computed with the distance value and the number of predictor variables as the 

two function parameters. Only those Mahalanobis D2 values that are significant at the 

.001 level are identified as outliers (Hair et al., 1998). No outliers are observed within 

the benchmark variables.  However, within the structure variables, 19 observations are 

identified as potential outliers.  

 

Assessment of Validity 

 This section will describe the steps to assess the convergent and discriminant 

validity of the measurement instruments. Convergent validity is the degree to which the 

survey items measures a single construct of interest. While discriminant validity is the 

degree to which the survey items measures the single construct of interest and do not 

measure the other construct. The assessment of both convergent and discriminant 

validity provides the researcher with a reasonable level of confidence in the construct 

validity of the measurement instrument.  

Exploratory factor analysis is one common approach utilized to assess the 

convergent and discriminant validity of the measurement instruments. Factor analysis is 

used to assess the dimensionality of survey items which is an assessment of whether 

multiple items on a measurement instrument measure a single or multidimensional 

construct. It accomplishes this feat by analyzing the correlations among the various 

items in the measurement instrument to identify unique factors (Hair et al., 1998).  

 Sufficient correlations in the data matrix are required for successful application of 

factor analysis (Hair et al., 1998). Two measures used to assess the appropriateness of 
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the data matrix for factor analysis are the Bartlett test of sphericity and Kaiser-Meyer-

Olkin measure of sampling adequacy. The Bartlett test for sphericity assesses the 

statistical probability of significant correlations among some of the variables (Hair et al., 

1998). A significance level less than 0.05 demonstrates acceptable correlations among 

some of the variables. The three measurement instruments show a Bartlett test for 

sphericity significance level of 0.00. The Kaiser-Meyer-Olkin measure of sampling 

adequacy measures the degree of intercorrelations among the variables (Hair et al., 

1998). A Kaiser-Meyer-Olkin measure of sampling adequacy of 0.6 or above is 

acceptable. The three measurement instruments show Kaiser-Meyer-Olkin measure of 

sampling adequacy of .766 and above.  

Factor analysis was conducted with the criterion of Eigenvalues greater than 1 in 

order to determine the optimum number of factors. The factor loadings are examined to 

assess the degree of correlation between the individual variables and the proposed 

factor structure. Items with a factor loading greater than 0.5 are deemed to be 

significantly correlated with the proposed factor structure (Hair et al., 1998). Items that 

do not meet this threshold are deleted from the study as these items are not 

unidimensional. While items with factor loading of .3 or more on more than one factor 

are deleted as these factors are deemed to be cross-loading across factors and are not 

unique indicators of a single factor (Hair et al., 1998).  

 In addition, factor analysis is performed using SmartPLS 2.0. An examination of 

the loadings on the anticipated factors shows further proof of convergent validity. All 

items show a greater than 0.5 loading on their respective factors with the exception 

three of the eight benchmark variables. These three benchmark variable assess the 
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primary duties of the information security manager, the triggers of security investments, 

and where on the corporate hierarchy the information security manager is positioned. 

Because these three items show weak correlation with the theoretically anticipated 

factors, they are dropped from the PLS model. Average Variance Extracted (AVE) is a 

measure of the percentage of variance that is described by the construct of interest. A 

comparison of the square root AVE and the correlations of the latent constructs shows 

proof of discriminant validity (Geffen & Straub, 2005). For proof of discriminant validity, 

the square root of the AVE must be larger than the correlations. Table 18 shows the 

AVE scores for the seven constructs and Table 19 shows the correlations among the 

latent constructs.  

Table 18. AVE and SQRT(AVE) 

Construct  AVE SQRT(AVE) 
Management 0.5798 0.7614
Planning 0.9478 0.9736
Control 0.6323 0.7952
Posture 0.5111 0.7149
Recovery 0.8823 0.9393
Deterrence 0.6542 0.8088
Detection 0.6192 0.7869

 

Table 19. Correlations of the latent constructs 

Construct  Management Planning Control Posture Recovery Deterrence Detection
Management 1.000             
Planning 0.445 1.000           
Control 0.327 0.395 1.000         
Posture -0.302 -0.214 -0.255 1.000       
Recovery -0.013 0.144 0.080 0.353 1.000     
Deterrence -0.304 -0.092 -0.149 0.481 0.496 1.000   
Detection -0.221 0.018 -0.002 0.270 0.318 0.392 1.000
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Factor Analysis Results 

  Construct validity is assessed by performing factor analysis on the survey items 

and calculating the reliability of the resulting factors. Principle component factor analysis 

utilizing Varimax with Kaiser normalization rotation method was conducted on the three 

measurement instruments. Table 20 shows the results of factor analysis. Three factors 

are identified with eigenvalues >= 1.0. However, there are four proposed dependent 

variables for this study which are recovery, deterrence, detection and prevention. Due to 

cross loadings with other factors, the prevention variables were deleted from the study. 

Straub and Welke (1998) define prevention measures as “active countermeasures with 

inherent capabilities to enforce policies and ward off illegitimate use”. Some prevention 

measures might include use of user IDs, passwords, locks, etc. As the survey 

instrument was designed to assess the participant’s perception of information security 

and not what specifically is done within their organization, the survey items for 

measuring prevention did not include specific measures for preventing information 

security breaches. As a result these items are more representative of deterrence 

measures which may explain some of the crossloading. Evidence of convergent validity 

is demonstrated by factor loadings greater than 0.5 which are highlighted in Table 20. 

Evidence of discriminant validity is demonstrated by lack of crossloadings between 

factors or factor loadings greater than 0.3 on more than one factor. There are no items 

crossloading on other factors.  

After factor analysis, the Cronbach’s alpha of each factor is calculated in order to 

assess reliability. Cronbach’s alpha measures the internal consistency of the items in 

the factor. The lower limit for an acceptable Cronbach’s alpha is 0.7 (Hair et al., 1998). 
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The Cronbach’s alpha calculations are also shown in Table 20. While the items 

measuring detection is slightly below the 0.7 threshold, it is deemed close enough for 

continued use in this study.  The total variance explained for the three remaining 

dependent variables is 71.681%. In addition to Cronbach’s alpha calculations, the 

Average Variance Extracted (AVE) is evaluated. AVE is a more rigorous assessment of 

reliability with values greater the 0.5 shows acceptable levels of reliability. Table 20 

shows the AVE values for each construct.  

Table 20. Factor Analysis of Dependent Variable 

  Recovery Deterrence Detection
Recovery1 0.863 0.228 0.144 
Recovery2 0.922 0.235 0.138 
Recovery3 0.914 0.241 0.098 
Deterrence1 0.193 0.736 0.105 
Deterrence2 0.157 0.848 0.064 
Deterrence3 0.184 0.827 0.157 
Deterrence4 0.274 0.656 0.250 
Detection1 0.027 0.206 0.696 
Detection2 0.162 0.209 0.822 
Detection3 0.133 0.000 0.765 
Eigenvalue 4.398 1.464 1.307 
Variance 
explained 26.448 26.270 18.963 
Cronbach's 
alpha 0.933 0.824 0.695 
AVE 0.882 0.654 0.619 

  

The three variables for the independent construct is information security 

management, planning, and control practices. Table 21 shows the results of factor 

analysis. Three factors are identified with eigenvalues >= 1.0. Evidence of convergent 

validity is demonstrated by factor loadings greater than 0.5 which are highlighted in 

Table 21. Evidence of discriminant validity is demonstrated by lack of crossloadings 
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between factors. There are no items crossloading on other factors. As seen in Table 21, 

the items measuring control is slightly below the 0.7 reliability threshold. However, it is 

deemed close enough for continued use in this study.  The AVE is also deemed 

acceptable as all values are greater than 0.5. The total variance explained for the three 

independent variables is 69.497%.  

Table 21. Factor Analysis of Independent Variable 

  Management Planning Control 
Management1 0.850 -0.026 0.007 
Management2 0.763 0.040 0.111 
Management3 0.708 0.258 0.217 
Management4 0.711 0.279 0.112 
Management5 0.705 0.264 0.109 
Management6 0.667 0.186 0.010 
Planning1 0.223 0.910 0.235 
Planning2 0.181 0.943 0.210 
Planning3 0.235 0.925 0.115 
Control1 0.286 0.113 0.846 
Control2 0.119 0.291 0.811 
Control3 -0.028 0.071 0.596 
Eigenvalues 5.120 1.924 1.295 
Variance 
explained 29.055 24.397 16.045 
Cronbach's 
alpha 0.857 0.972 0.692 
AVE 0.580 0.948 0.632 

 

 

Examination of the Benchmark Variables 

 The information security posture construct is the central construct of the model 

under examination. This construct is measured through the use of benchmarks 

variables and Nolan’s theoretical lens of functions within organizations exhibiting stages 

of growth. This dissertation theorizes that each stage of growth within the information 

security function is identifiable by changes in role, planning orientation, user and 
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management awareness, and status of information security. As such it is important that 

the conceptualization of the benchmarks together describe each of the four stages. To 

evaluate the relationship between the benchmark variables and the stages of growth 

phenomena, first factor analysis is conducted followed by an analysis of the bi-variate 

correlations. If each benchmark variable is believed to represent each stage of growth 

then only one factor should load when conducting factor analysis. Factor analysis 

shows two factors loading with this data set. The first five items load together with the 

last three items loading on a separate factor. The last three items measure the status of 

the information security function and triggers of development and implementation. Table 

22 shows the Pearson correlations between all benchmark variables. The correlation 

matrix shows benchmark variables 6 (triggers of implementation) and 7 are poorly 

correlation with the remaining six benchmark variables so these two variables are 

deleted from the final model. Rerunning factor analysis with the remaining six variables 

still shows two factors loading with the first five benchmarks loading on one factor and 

benchmark 8 loading on its own separate factor. As a result benchmark variable 8 is 

also deleted from the final model. The Cronbach’s alpha and AVE for the information 

security posture construct is 0.763 and 0.511 respectively which shows reasonable 

reliability.  

Table 22. Pearson Correlation Matrix of Benchmark Variables 

  BMK1 BMK2 BMK3 BMK4 BMK5 BMK6 BMK7 BMK8 
BMK1 1.000        
BMK2 0.391** 1.000       
BMK3 0.446** 0.432** 1.000      
BMK4 0.384** 0.221** 0.570** 1.000     
BMK5 0.434** 0.465** 0.480** 0.338** 1.000    
BMK6 0.229*  0.164 0.177 0.251* 0.187 1.000   
BMK7 0.290 0.170 0.185 0.274* 0.265* 0.004 1.000  
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BMK5 0.234* 0.103 0.279* 0.434** 0.304** 0.031 0.412** 1.000 
 

* p < 0.05 ** p < 0.01 
 

Regression Results 

 Prior to running Partial Least Squares (PLS), regression analysis is conducted in 

accordance to Baron and Kenny’s (1986) method of assessing models with mediating 

variables. Regression analysis is used as another tool to assess the level of significance 

between the three constructs of interest. Baron and Kenny (1986) recommend 

analyzing three regression equations. First, regressing the mediating variable on the 

independent variable, next, regressing the dependent variable on the independent 

variable, and last, regressing the dependent variable on the mediating and independent 

variable (Baron and Kenny, 1986). In order to establish the model’s robustness, a 

significant relationship must be found between the independent variable and the 

mediating variable, between the mediating variable and the dependent variable and 

between the independent variable and the dependent variable. To demonstrate the 

mediating effect four conditions must be established. First, there must be a significant 

relationship between the independent variable and the mediating variable. Second, a 

significant relationship must exist between the independent variable and the dependent 

variable. Next, a significant relationship must exist between the mediating variable and 

the dependent variable. Finally, assuming the first three conditions are established, the 

significance of the relationship between the independent variable and the dependent 

variable must be significantly less in the third regression equation.  
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In order to conduct regression analysis, the items making up each factor must be 

combined into a summated scale. The summated scale is an average of the items that 

define each factor. Ordinary Least Squares is utilized to assess the hypotheses shown 

in Table 23. In addition, the dependent variables are regressed on the mediating 

variable along with the control variables of percentages of IT budget spent on 

information security and size of organization.  

Table 23. Summary of Hypotheses 

Ha1a: More advanced stages of information security posture are positively 
associated with more centralized information security resource management 
activities within the IT organizational structure. 

Ha1b: More advanced stages of information security posture are positively 
associated with more centralized information security planning activities within 
the IT organizational structure. 

Ha1c: More advanced stages of information security posture are positively 
associated with more centralized information security control activities within the 
IT organizational structure. 

Ha2b: More advanced stages of information security posture are associated with 
higher levels of effectiveness of information security recovery measures. 

Ha2c: More advanced stages of information security posture are associated with 
higher levels of effectiveness of information security deterrence measures. 

Ha2d: More advanced stages of information security posture are associated with 
higher levels of effectiveness of information security detection measures. 

 

 Hypothesis Ha1a proposes a positive relationship exists between information 

security posture and information security management activities. The results of 

regression analysis indicate the relationship is significant but not in the positive direction 

(β = -0.274, p = 0.047) therefore Hypothesis Ha1a is not supported. Hypothesis Ha1b 

proposes a positive relationship exist between information security posture and 

information security planning activities. Regression analysis indicates no significant 
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relationship exist between planning activities and information security posture (β = -

0.118, p = 0.142). Hypothesis Ha1c proposes a positive relationship exist between 

control activities and information security posture. The results of regression analysis 

indicate no significant relationship exist between control activities and information 

security activities (β = -0.071, p = 0.382).  

In addition to gathering data on structure, the survey instrument also assessed 

the types and number of information security policies in existence within an 

organization. Formalization or standardization is the presence of written rules, policies, 

and procedures that drive the behavior of people within an organization. Previous 

research has examined the formalization or standardization of organizational structures 

using measures that examine the number of written rule, policies and procedures and 

the extent to which these written documents are used (Zmud, 1982; Zollo and Winter, 

2002). Like centralization, formalization has been shown in previous research to 

increase user’s perception in regards to the importance of performing the respective 

tasks (Jansen et al., 2006; Zmud, 1982).  As such regression analysis is performed by 

regressing number of information security policies on information security posture, 

effectiveness of recovery, detection and deterrence measures. Table 24 shows the 

regression results for number of information security policies and information security 

posture. Both size of organization and number of information security policies show a 

positive relationship with information security posture.  

Table 24. Number of Information Security Policies and Information Security Posture 

Variables β t-value p-value 
Number of Information Security 
Policies 0.234 3.385     0.001 *** 
Size of Organization 0.151 2.497    0.015 ** 
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% of IT Budget Spent on Information 
Security  0.003 0.057 0.955 

 
* p < 0.10 ** p < 0.05 *** p < 0.01 
  

Tables 25, 26, and 27 show the regression results for number of information 

security policies and the three effectiveness measures of recovery, detection, and 

deterrence. All three regression results show a significant positive relationship between 

the number of information security policies and the effectiveness of information security 

measures. 

Table 25. Number of Information Security Policies and Effectiveness of Recovery 

Measures 

Variables β t-value p-value 
Number of Information Security 
Policies 0.291 3.180     0.002 *** 
Size of Organization -0.069 -0.867 0.389 
% of IT Budget Spent on Information 
Security  0.213 3.208      0.002 *** 

 
* p < 0.10 ** p < 0.05 *** p < 0.01 
 

Table 26. Number of Information Security Policies and Effectiveness of Detection 

Measures 

Variables β t-value p-value 
Number of Information Security 
Policies 0.205 2.899     0.005 *** 
Size of Organization 0.002 0.029 0.977 
% of IT Budget Spent on Information 
Security  0.075 1.473 0.145 

 
* p < 0.10 ** p < 0.05 *** p < 0.01 
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Table 27. Number of Information Security Policies and Effectiveness of Deterrence 

Measures 

Variables β t-value p-value 
Number of Information Security 
Policies 0.358 4.941     0.000 *** 
Size of Organization 0.052 0.821 0.414 
% of IT Budget Spent on Information 
Security  0.063 1.194 0.236 

 
* p < 0.10 ** p < 0.05 *** p < 0.01 
 

Hypothesis Ha2b proposes positive relationship exists between information 

security posture and effectiveness of information security recovery measures. The 

results of regression analysis confirm a significant positive relationship exist between 

information security posture and effective use of recovery measures within the 

organization (β = 0.375, p = 0.008). Hypothesis Ha2c proposes a positive relationship 

exists between information security posture and effectiveness of information security 

deterrence measures. The results confirm a significant positive relationship exist 

between the organization’s information security posture and the effective use of 

deterrence measures (β = 0.442, p = 0.000). Hypothesis Ha2d proposes a positive 

relationship exist between information security posture and effectiveness of information 

security detection measures. The results of regression analysis show an insignificant 

positive relationship exist (at a 0.05 level of significance) between the organization’s 

information security posture and the effective use of information security detection 

measures (β = 0.205, p = 0.052).  

 Tables 28, 29 and 30 show a regression analysis of hypothesis 2b, 2c, and 2d 

including the two control variables. In all cases, the control variables of size and 
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percentage of IT budget spent on information security are not significant. This shows 

that size of the organization and percentage of IT budget spent on information security 

do not significantly affect the effectiveness of organization’s utilization of information 

security recovery, deterrence, and detection measures.  

Table 28. Information Security Posture and Effectiveness of Recovery Measures 

Variables β t-value p-value 
Information Security Posture 0.396 2.703     0.008 *** 
Size of Organization -0.089 -1.006 0.317 
% of IT Budget Spent on Information 
Security  0.073 1.102 0.274 

 
* p < 0.10 ** p < 0.05 *** p < 0.01  
 

Table 29. Information Security Posture and Effectiveness of Deterrence Measures 

Variables β t-value p-value 
Information Security Posture 0.437 3.789     0.000 *** 
Size of Organization 0.043 0.619 0.538 
% of IT Budget Spent on Information 
Security  -0.051 -0.986 0.327 

 
* p < 0.10 ** p < 0.05 *** p < 0.01 
 

Table 30. Information Security Posture and Effectiveness of Detection Measures 

Variables β t-value p-value 
Information Security Posture 0.212 1.92   0.058 * 
Size of Organization 0.014 0.208 0.836 
% of IT Budget Spent on Information 
Security  -0.043 -0.862 0.391 

 
* p < 0.10 ** p < 0.05 *** p < 0.01  
 

 All multiple regression models are tested for multicollinearity and autocorrelation 

using variance inflation factors and Durbin-Watson statistic. The values of the Durbin-

Watson statistic fall between 1.832 and 2.223 which shows no significant 
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autocorrelation among the error terms. All the variance inflation factor values are less 

than 1.6 which shows no significant multicollinearity problems. 

  

PLS Analysis 

 This section describes the statistical analysis of the proposed research model 

and its associated hypothesis using partial least squares (PLS) causal modeling 

approach. PLS is has several advantages over traditional statistical techniques like 

regression and analysis of variance. PLS has the capability to concurrently test the 

measurement and structural model and is not constrained to data sets that meet 

homogeneity and normality requirements (Chin et al., 2003). SmartPLS version 2.0 

(Ringle, Wende & Will, 2005) is used to analyze the measurement model and the 

structural path between the constructs of interest. In order to obtain reliable results and 

t-values, 200 random samples of 100 are generated using a bootstrapping procedure. 

The hypotheses will be evaluated by assessing the sign and significance of the 

structural path coefficient using one-tailed t-test statistics. PLS Graph does not calculate 

any goodness-of-fit values, so the R2 is evaluated to assess the predictive validity of the 

relationships between constructs.  

The research model under investigation specifies that information security 

posture mediates the relationship between structure variables and the effectiveness 

variables. To tests for mediating effects, Baron and Kenny (1986) suggest a three step 

approach. For mediating effects to be evaluated, there first must be a significant 

relationship between the independent variables and the three dependent variables. 

Then a relationship must be established between independent variables and mediating 
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variable. Lastly, a relationship must be established between the mediating variable and 

the three dependent variables. So three PLS models are analyzed to test for significant 

effects. Table 31 shows the path coefficients and t-values for the three PLS models.  

The first model examines the relationship between the structure variables and 

the effectiveness variables. Of the three structure variables, only the management 

variable shows reasonable significance with two of the three effectiveness variables. 

Therefore, Baron and Kenny’s (1986) first condition is not met for the latent variables of 

planning and control. As a result, the examination of the mediating effects of information 

security posture on the relationship between the antecedents of planning and control 

activities and the dependent variables of recovery, deterrence, and detection is not 

significant. Of the three structure variables, only the management variable shows 

reasonable significance with two of the three effectiveness variables. Therefore, the 

management latent variables will be examined further while planning and control will not 

be evaluated further. 

The second model examines the relationship between the structure latent 

variables and the mediating variable: information security posture. Planning and control 

variables are not significantly related to the information security posture construct. As a 

result, Baron and Kenny’s second condition is not met with the planning and control 

variables providing further evidence to warrant their exclusion from the model. The third 

model examines the relationship between the mediator variables and the three 

effectiveness variables. Baron and Kenny’s (1986) third condition is that the mediating 

variables must be significantly correlated with the dependent variables. Baron and 



 109

Kenny’s (1986) third condition is met as the information security posture variable is 

significantly related to all three effectiveness variables.  

Table 31. Results of testing for conditions of mediating effects 

  Relationship Beta t-values 
  Management -> Recovery -0.193 1.730 
  Management -> Deterrence -0.322 2.547* 
  Management -> Detection -0.261 2.716** 
Model 1 Planning -> Recovery 0.139 1.353 
  Planning -> Deterrence -0.081 0.695 
  Planning -> Detection -0.013 0.119 
  Control -> Recovery 0.097 1.118 
  Control -> Deterrence -0.085 1.007 
  Control -> Detection -0.041 0.460 
  Management -> Posture -0.227 2.749** 
Model 2 Planning -> Posture -0.064 0.907 
  Control -> Posture -0.155 1.701 
  Posture -> Recovery 0.359 3.332** 
Model 3 Posture -> Deterrence 0.484 6.447** 
  Posture -> Detection 0.276 3.026** 

 
* p < 0.05 ** p < 0.01  
 

Figure 5 shows the results of testing the model for mediating effects with Tables 

32 and 32 showing the path coefficients and resulting t-values. As expected, the path 

coefficients are significant. In order to test for a mediating effect between the 

management activities variable and the effectiveness variables, another PLS model is 

evaluated with the inclusion of the direct effects between the management activities 

variable and the effectiveness variables. For full mediating to be presence, the path 

coefficients between the management activities variable and the effectiveness variables 

must be zero (Frazier et al., 2004). However, if the significance of the direct path 

coefficients between the management activities variable and the effectiveness variables 

become insignificant when the mediating variable is in the model then a partial 
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mediating effect is established. Figure 6 shows the results of testing the model for direct 

effects between the management activities variable and the effectiveness variables. 

Tables 34 and 35 shows the path coefficients and t-values for the PLS model examining 

the direct effects between the management activities variable and the effectiveness 

variables. With the mediating variable in the model, the direct effect between 

management activities and the three effectiveness variables are all insignificant. This 

provides evidence of a partial mediating of information security posture on the 

relationship between the structure of information security management activities and the 

deterrence and detection effectiveness variables. Table 36 shows the results of 

hypothesis testing. T-values and levels of significance are not reported for the three 

hypothesis investigating mediation as these three hypotheses are assessed by 

examining the change in significance of the direct effects between the model without the 

mediating variable and the model with the mediating variable. 
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Figure 5. Testing the model for information security posture mediating effects 

 

Table 32. Path Coefficients for model with mediating effects 

  MGMT Posture 
MGMT 0 0 
Posture -0.302 0 
Recovery 0 0.355 
Deterrence 0 0.481 
Detection 0 0.272 
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Table 33. t-values for path coefficients for model with mediating effects 

  MGMT Posture 
MGMT 0 0 
Posture 4.805 0 
Recovery 0 3.388 
Deterrence 0 7.061 
Detection 0 2.568 

 

Figure 6. Testing the model for direct effects between structure and effectiveness 
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Table 34. Path coefficients for model with direct effects between structure and 

effectiveness 

  MGMT Posture 
MGMT 0 0 
Posture -0.293 0 
Recovery  0.084 0.383 
Deterrence -0.178 0.428 
Detection -0.187 0.210 

 

Table 35. t-values for model with direct effects between structure and effectiveness 

  MGMT Posture 
MGMT 0 0 
Posture 3.612 0 
Recovery 0.671 3.710 
Deterrence 1.728 5.845 
Detection 1.613 2.025 

 

Table 36. Summary of hypothesis tests 

Hypothesis  Results t-value 
p-

value 
Ha1a: More advanced stages of information security 
posture are positively associated with more 
centralized information security resource 
management activities within the IT organizational 
structure. 

Not 
Supported -2.749 0.997 

Ha1b: More advanced stages of information security 
posture are positively associated with more 
centralized information security planning activities 
within the IT organizational structure. 

Not 
Supported -0.907 0.818 

Ha1c: More advanced stages of information security 
posture are positively associated with more 
centralized information security control activities 
within the IT organizational structure. 

Not 
Supported -1.701 0.955 
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Ha2b: More advanced stages of information security 
posture are associated with higher levels of 
effectiveness of information security recovery 
measures. 

Supported 3.332 0.0004 

Ha2c: More advanced stages of information security 
posture are associated with higher levels of 
effectiveness of information security deterrence 
measures. 

Supported 6.447 0 

Ha2d: More advanced stages of information security 
posture are associated with higher levels of 
effectiveness of information security detection 
measures. 

Supported 3.026 0.0012 

Ha3b: Information security posture will mediate the 
impact of information security management activities 
on the effectiveness variables of information security 
recovery measures. 

Not 
Supported 

Not 
Applicable 

  
Ha3c: Information security posture will mediate the 
impact of information security management activities 
on the effectiveness variables of information security 
deterrence measures. 

Supported Not 
Applicable 

  
Ha3d: Information security posture will mediate the 
impact of information security management activities 
on the effectiveness variables of information security 
detection measures. 

Supported Not 
Applicable 
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CHAPTER 6 
 

CONCLUSION 
 

This study examines the relationship between structure of information security 

activities and information security posture benchmark variables. This study also 

examines the relationship between information security posture and the perception of 

management in regards to the effective use of deterrence, detection, recovery, and 

prevention measures.  This chapter begins with a discussion of the findings along with 

limitations of the study. Then the implications of this study on information security 

management are discussed. The last section will propose future research directions.  

 

Discussion of Research Findings 

 Hypothesis 1a-c proposes that more centralized management, planning and 

control activities are positively related to organizations with more a mature information 

security posture. However, the results show a significant negative relationship between 

centralization of information security management and control activities and information 

security posture. This finding suggest that organizations with more sophisticated 

information security planning processes and a more long-term view of information 

security push the responsibilities of many information security activities down the 

corporate hierarchy. This pushing of responsibilities down to corporate ladder may be a 

result of the size of the information security departments. More mature information 

security organizations may very well employ more specialized employees to handle 

specific information security activities. This finding also suggests that how the 
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organization chooses to structure activities of the information security function can 

impact the information security posture of organizations.  

 Hypothesis 2a-d proposes that organizations with more mature information 

security posture will more effectively utilize prevention, recovery, deterrence and 

detection strategies. The prevention construct was not effectively measured by the 

survey instrument as significant crossloading with other effectiveness construct is 

present. The results show that a significant positive relationship between maturity of the 

information security posture and effective utilization of three information security 

effectiveness strategies: recovery, deterrence, and detection. Organizations with more 

mature information security postures exhibit more sophisticated planning process that 

include other management and user involvement which leads to more effective 

information security implementations. This finding is consistent with previous research 

that has shown user involvement in planning leads to better alignment between 

organization objectives and plans (Sambamurthy et al., 1994), higher user acceptance 

and buy-in (Lederer & Sethi, 1991; Segars & Grover, 1998; James, 1996), greater 

extent of plan implementation (Gottschalk, 1999) and better quality plans (Lederer & 

Mendelow, 1987). This finding is also consistent with previous research showing that a 

critical factor to success is how the organization views information security (Bjorck, 

2001).  

  Hypothesis 3a-d proposes that the maturity of the organization’s information 

security posture will mediate the relationship between the structure of information 

security management activities and the effective utilization of information security 

strategies. The results show partial mediation is present in the relationship between 
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structure of information security management activities and deterrence and detection 

strategies. This result support previous research that organizational structure does not 

have a direct relationship with success variables (Fry, 1982). The data shows that the 

structure of information security planning and control activities is not correlated with 

effective utilization of information security strategies providing further evidence that 

structure is not correlated with effectiveness variables. Data analysis shows the 

information security posture construct explains a significant amount of the variance in 

the effective utilization of recovery, deterrence, and detection strategies. 

   

Limitations 

 There are several limitations to this dissertation. One limitation to this dissertation 

study is the broad, high-level view of information security is a simple representation of a 

very complex, deeply intertwined area of organizational behavior. This dissertation also 

avoids examining the technical and functional details of the organization information 

security strategies which is clearly an important consideration in any study of 

information security with organizations. Another limitation is the cross-sectional design 

of the study which does not permit conclusions about causation. Therefore, only claims 

of correlations among the variables of interest are possible.  

 Another limitation is common-method variance as the survey is completed by 

only one person within the organization. To help minimize common-method variance, 

the survey instrument was into different sections with each section representing items 

for one construct of interest. Another strategy employed to help minimize common-

method variance is obtaining multiple perspectives of a construct of interest. For 
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instance, the items in the survey were designed to gain insight into two distinct 

perspectives of information security: specific structure of information security activities 

and perceptual measures of information security effectiveness.  

 Sampling error is another limitation of this dissertation. Sampling error is the 

possibility that the sample data obtained is not truly represented of the target population 

and it is present in all research examining sub-samples of a target population (Kerlinger 

& Lee, 2000). The contact information was obtained from a market research database 

company which resulted in a high number of undeliverables. Another limitation is social 

desirability bias reporting. Social desirability bias is present when respondents overrate 

positive survey questions and underrate negative survey questions. As the survey 

instrument was sent to respondents with information security responsibility within their 

respective organizations, this bias is likely present.  

 

Contributions and Implications 

 The majority of research in the information security research has ignored the 

organizational aspect of information security (Dhillon & Backhouse, 2000; Kankanhalli et 

al., 2003). This dissertation attempts to measure the organization-wide information 

security posture of the organization by examining benchmark variables that assess 

planning orientation, role, and performance structure and how this posture impact the 

effective utilization of information security strategies. This dissertation also examines 

how the proposed information security posture is impacted by the structure of 

information security activities in the organization. The benchmark variables are 

classified to measure four different levels of information security maturity. One thing that 
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is noticeably absent, in this dissertation, is any assessment of technology and IT 

infrastructure. Instead, this dissertation focuses on management practices in regards to 

information security and avoids the specific technical details that make up an 

information security infrastructure like firewalls, monitoring technologies, and virus 

protection software.  

  The result of information security posture analysis shows that the majority of 

organizations are choosing to view information security strictly from a cost-benefit or risk 

analysis viewpoint. Parker (2007), Gordon and Loeb (2006), and Dutta and McCrohan 

(2002) discuss the dangers of using risk analysis and cost-benefit analysis to examine 

information security investments and implementations. While cost-benefit analysis and 

risk analysis are great tools for regular occurring information security problems like virus 

attacks, these tools are poor for situational analysis that is more sporadic like natural 

disasters (i.e. Hurricane Katrina, The great Chicago fire, etc.) or targeted attacks 

(Parker, 2007). Good news is Gordon and Loeb (2006) find that organizations are 

gradually beginning to use economic analysis when examining information security 

investments.  

 The result of information security posture analysis also shows that organizations 

are not placing a heavy focus of information security on developing aware, responsible 

information users. Further evidence of the lack of emphasis on developing responsible 

information users within the organization is seen in the effectiveness measures. The 

only effectiveness measures that show a below neutral response dealt with user training 

providing further evidence that organizations are not placing enough emphasis on 
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developing responsible information users. Verton (2002) finds that less than 50% or 

organizations have an IT security and training program for employees.  

 The findings also suggests that organizations’ view the goal of information 

security is chiefly to demonstrate compliance with laws and regulations. This is not a 

surprising finding as liability is the number one concern of executives (Dutta & 

McCrohan, 2002). However, this is a very narrow, short-sighted viewpoint of information 

security as laws and regulations are geared toward protecting external stakeholders of 

the organization like customers and investors. Information security strategies and 

investment are more effective when they are aligned with organizational mission and 

objectives (Dhillon & Backhouse, 2000; James, 1996; Parker, 2007). Laws and 

regulations are not focused on assisting management with the alignment of 

organizational objectives and information security strategies.  

 The evaluation of the research model shows that the planning orientation, role, 

and performance structure of the information security function is correlated with the 

organization’s effective use of information security strategies. As the information 

security function in organizations mature, the effective use of information security 

strategies improves. The findings suggest the best-performing organizations are those 

with more sophisticated information security planning processes where the role of 

information security is more focused on supporting the organization’s mission and 

objectives and the performance structure encourages aligning information security 

investment with organizational objectives. This provides evidence for the interpretive 

studies (Backhouse & Dhillon, 1996; Baskerville, 1991; Parker, 2007) that tout the 
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critical nature of aligning information security initiatives with the organizations 

objectives.  

An important contribution of this dissertation is that the findings show that how 

the organization views and plans for information security is a critical factor in the 

effective use of information security strategies. Another important finding is that the 

structure of information security management activities is shown to impact the effective 

use of information security strategies; however, when consideration of the information 

security posture of the organization is factored into the model the structure of 

information security management activities becomes insignificant which suggest that 

how the organization structures the information security management activities is not as 

critical as how the organization views and plans for information security.  

 The dependent variables examined in this dissertation are measures of 

information security managerial effectiveness. The focus of this construct is to examine 

the organization’s effective use of information security management strategies which 

are classified as deterrence, detection, prevention, and recovery strategies. The data 

suggest that organizations are doing a good job recovering from recurring information 

security breach events once the incident is discovered. But organizations do not 

emphasize user training which may prevent the information security breach event from 

happening in the first place. One of the best strategies, used by the top performing 

organizations, to help prevent information security incidents is security education and 

awareness programs (Berinato, 2003; Dutta & McCrohan, 2002; Fried, 1993). The 

number one threat to an organizations’ information security is employees (Hoffer & 
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Straub, 1989; Lee & Lee, 2002; Straub & Nance, 1990) and security education and 

awareness programs can help develop security-conscious users.  

 One interesting finding is who is doing the mission critical activity of disaster 

recovery, contingency and continuity planning. With a mean value greater than 3, the 

implication is employees lower than the CIO, CISO, ISO are giving responsibility over 

the organization’s disaster recovery, contingency and continuity plans. This is contrary 

to best practices discussed by the National Institute of Standards and Technology 

special publications 800-34 and 800-18 where the employee at the CIO level or higher 

is actively involved in the disaster recovery and contingency planning process. The 

concern is the effectiveness of certain mission critical activities may be hampered 

without a strong executive with adequate authority in charge and effective disaster and 

contingency planning should be a concern.  

The Meta Group, in 2000, examined the cost of downtime for 21 industries from 

the perspective of lost revenue per hour and employee idle time. This study finds the 

highest lost revenue per hour to be $2,817,846 in the energy industry and lowest lost 

revenue per hour to be $330,654 in the hospitality/travel industry. These figures 

demonstrate the significant cost associated with unplanned downtime and the 

importance of adequate disaster recovery, contingency, and continuity plans. However, 

a more critical factor may not be what level of authority is responsible for certain 

information security activities but rather that some identifiable structural unit is 

responsible for the critical activities. Without clear responsibility and accountability for 

information security activities, information security planning and implementation is 

ineffective (Dutta & McCrohan, 2002; Fried, 1993). 
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 The results of data analysis shows that the degree of formalization of the 

information security function is correlated with more mature information security 

postures and the effective utilization of recovery, deterrence, and detection strategies. 

Previous research has shown that, as functions within the organization are driven more 

by rules and procedures, the perceptions of users in regards to the importance of the 

function increases (Jansen et al., 2006). This result suggests that organizations are 

better off creating specific plans to address specific information security concerns within 

the organization as this may increase user awareness. 

  

Directions for Future Research 

 Research in information security has shown the organization’s internal 

environment is a critical factor driving the effectiveness of information security measures 

and controls. However, we only just beginning to understand the impact of various 

internal environment factors on information security. There are numerous factors within 

an organization’s internal environment that can potentially affect the effectiveness of 

information security measures and controls. Some of internal environment factors 

include organizational policy and risk culture, codes of ethics, reward and compensation 

structure and resource availability. This dissertation focused on organizational structure 

from a centralization versus decentralization perspective. However, organizational 

structure can be examined through other ways that may produce more insightful, 

meaningful result. For instance organizational structure can be examined through a 

flexibility versus control perspective or a mechanistic versus organic perspective. Chang 

and Chin-Shien (2007) did not find a significant relationship between flexibility-oriented 
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organizational structures and the application of information security management 

principles. But they did find a significant relationship between control-oriented 

organizational structures and the application of information security management 

principles. However, more work is needed to examine the impact of these organizational 

structures on the effectiveness of information security. Organizations that choose to 

implement more flexible organizational structure understand there are risk associated 

with giving up control but what is not understood is what specifically the risk in relations 

to information security and its impact. 

 

Conclusion 

 Research in the information security domain is predominantly focused on 

technical issues ignoring socio-technical setting in which information security exists 

(Dhillon & Backhouse, 2000; Kankanhalli et al., 2003). This study adds to the existing 

body of research on information security by introducing the information security posture 

construct. In addition, this dissertation examined the structure of information security 

activities and its impact on the information security posture of organizations and 

ultimately with the effective utilization of information security strategies. This dissertation 

may serve as a first step to defining a more complete manifestation of the information 

security posture construct. 
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{Date} 
 
{Name} 
{Organization} 
{Address} 
 
Dear {Name}, 
 
We are conducting a research study of the information security function in large 
organizations in order to better understand how firms view and structure the information 
security function. We would like for you to fill out a short survey that should take about 
25-35 minutes to complete. All questions aim to assess your perception of various issues 
in information security so there are no right or wrong answers. If there is someone else in 
your organization who is more directly involved with the management of the information 
security function, please pass this letter and survey along to them.  
 
There is very little empirical research in information security. Much of what is reported in 
the trade press suggests that information security initiatives of the U.S. government and 
corporations have not been adequate.  However, there is other evidence that suggests 
information security has improved in both government organizations and corporations, 
but that effective information security is often dependent on many structure, integration, 
and culture influences. The purpose of this study is to gain a better understanding of the 
maturity of the information security function and identify benchmark values that 
organizations can use to assess their current information security posture from an 
overall holistic view. The findings should enable us to provide a framework within which 
other firms can evaluate their own information security posture and to provide guidance 
to organization that will allow them to manage their information security efforts more 
effectively. 
 
All results will be examined in the aggregate, and no respondent's name or company 
will be published. Every feasible effort will be made to preserve anonymity. Participation 
is completely voluntary, and you may decline to answer any particular question that you 
are uncomfortable with or feel is not appropriate. Mailing the survey back to us will 
indicate that you have given your consent for us to use the survey data as described in 
this paragraph.  
 
This study, titled “Defining the Information Security Posture: An Empirical Examination 
of Structure, Integration, and Effectiveness” has been reviewed and approved by the 
UNT Institutional Review Board (940) 565-3940. Contact the UNT IRB with any 
questions regarding your rights as a research subject. 
 
THANK YOU FOR HELPING US!!!! 
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Randall Young     Dr. John Windsor 
College of Business Administration  College of Business Administration 
1167 Union Circle, BUSI 336   1167 Union Circle, BUSI 336 
Denton, TX 76203     Denton, TX 76203 
(940) 565-3338     (940)565-4147 
YoungR@unt.edu     Windsor@unt.edu 
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We appreciate your help with our data collection. By completing and submitting this survey you 
are giving your consent for the researchers to aggregate your responses with other responses in 
the conduct of their research. The survey should take about 25-35 minutes to complete. 
 
1. Please mark the answer that best describes your organization (Please answer only 

one). 
 
Corporation 

     Publicly-traded 
     Privately-held 
     Other: ________________________________________________ 

Governmental organization 
     Federal 
     State 
     County 
     Municipal 
     Other: ________________________________________________ 

Not-for-profit organization 
     Educational 
     Religious 
     Philanthropic foundation 
     Charitable institutions 
     Other:  _______________________________________________ 

 
2. Which of the following best describes the industry of your organization (Please answer only 

one)? 
 Agriculture   Real Estate 
 Mining   Hotels and Leisure 
 Construction   Business Services 
 Printing, Publishing   Entertainment 
 Transportation   Health 
 Consumer Goods Manufacturing   Legal 
 Capital Goods Manufacturing   Education 
 Utilities   Government 
 Retail   Military 
 Food Services   Telecommunications 
 Banking, Securities, 

Investments   Other: ____________________ 

 Insurance    
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3. How many people does your organization employ?    
     Less than 500               
     500 to 1,500          
     1,500 to 5,000   
     5,000 to 10,000     
     10,000 to 50,000         
     More than 50,000 

 
4. What portion of your IT budget is spent on IT security?    

     Less than 1%   
     1% to 2%        
     3% to 5% 
     6% to 7% 
     8% to 10% 
     More than 10% 
   Unknown 

 
5. How long have you been employed by the organization?  _________________ 
 
6. What is your job classification (title)? __________________________________________ 
 
7. Indicate which types of information security policies and plans in use within your 
organization: 

Types of Information Security Policies Yes No Do 
Not 

Know 
Access Control Policy and Procedures    
Security Awareness and Training Policy and Procedures    
Audit and Accountability Policy and Procedures    
Certification, Accreditation & Security Assessment Policy 
and Procedures 

   

Configuration Management Policy and Procedures    
Contingency Planning Policy and Procedures    
Identification & Authentication Policy and Procedures    
Incident Response Policy and Procedures    
System Maintenance Policy and Procedures    
Media Protection Policy and Procedures    
Physical and Environmental Protection Policy and 
Procedures 

   

Security Planning Policy and Procedures    
Personnel Security Policy and Procedures    
Risk Assessment Policy and Procedures    
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Types of Information Security Policies Yes No Do 
Not 

Know 
System and Services Acquisition Policy and Procedures    
System and Communication Protection Policy and 
Procedures 

   

System and Information Integrity Policy and Procedures    
 
8. The information security function is primarily viewed as (Please answer only one): 

     an administrative job focused on granting user access and establishing degrees of 
privilege. 

     critical to the long-term survival of the organization with emphasis on maintaining 
relationships with employees, business partners and government regulators. 

     technically oriented with an emphasis on addressing authentication and authorization 
issues and maintaining physical security of computer resources.  

     as a resource to maintain compliance with information security standards and   
best practices. 

 
9. The senior information security manager is (Please answer only one): 

     a part-time position with the duties to implement technical solutions to authentication 
and authorization issues and physically secure the computing resources.  

     a full-time position with the administrative duties of granting user access and   
 monitoring authentication issues.  
     a full-time position where the primary duties consists of conducting periodic risk   
 analysis, implementing ‘best practices’ and monitoring user compliance. 
     a full-time position where the primary duty is establishing and maintaining   
 relationships with employees, business partners, information security vendors,   
 management and government.  

 
10. Please indicate the frequency of top management’s participation in 
information security planning (Please answer only one):  

     almost always 
     frequent   
     infrequent 
     seldom 

 
11. Please indicate the frequency of user participation in information security 
planning (Please answer only one): 

     almost always 
     frequent   
     infrequent 
     seldom 
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12. The performance criteria for the information security function are its (Please 
answer only one): 

     long-term impact on the organization and support of organizational goals and 
objectives. 

     there are no performance reviews of the information security function.  
     ability to address authentication and authorization issues and minimizing costs. 
     compliance with ‘best practices’ and information security laws. 

 
13. The development or implementation of information security controls is 

primarily triggered by (Please answer only one):  
     perceived need on the part of the information security manager. 
     an information security budget and a need to get the ‘most bang for the buck’ 
      a need to comply with ‘best practices’ and information security laws. 
     needs identified during long-term business planning. 

 

14. The senior information security manager is __________ levels below the CEO 
(Please answer only one).  
     One 
     Two 
     Three 
     Four or more 

 
15. Please indicate the frequency of the senior information security manager’s 

participation in business planning (Please answer only one):  
     Almost always 
     Frequent 
     Infrequent 
     Seldom 
 

Currently, who in the 
organizations is doing the 
following tasks 

Board of 
Directors / 

Owners 
Steering 

Committee 

CISO / 
CSO / 
CIO 

Divisional 
or 

functional 
manager 

Sub-
department 
managers 

Lower –
Level 

information 
security 

personnel 
Outside 
Agency 

Create information security budget 
 

 
Control of information security 
development cost   

 
Allocation of resources to ensure 
accomplishment of information 
security action plans       

 

Hiring and assigning information 
security employees 
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Currently, who in the 
organizations is doing the 
following tasks 

Board of 
Directors / 

Owners 
Steering 

Committee 

CISO / 
CSO / 
CIO 

Divisional 
or 

functional 
manager 

Sub-
department 
managers 

Lower –
Level 

information 
security 

personnel 
Outside 
Agency 

Authority to spend unbudgeted 
money on information security 
investments.        
Negotiating information security 
outsourcing arrangements 
       

 

Conducting performance reviews of 
information security staff   

 
Creating disaster recovery plans 

  
 

Creating contingency plans 

  
 

Creating continuity plans 

  
Selecting information security 
projects for implementation 

  
 

Setting priority of information 
security projects 

  
Setting delivery dates for 
information security projects.    
Creating overall organizational 
information security policy   
Auditing (internal) systems for 
information security compliance 

      
Translating information security 
policies into useable rules for 
company employees       

 

Creating information security 
training programs for company 
employees       

 

Communicating changed 
information security policies to 
employees       

 

Analyzing software installation 
request for compliance with 
company security standards.   

 
 

With respect to the following items, how do you 
perceive the current state of your organization? 

Strongly 
Disagree Disagree Neutral Agree 

Strongly 
Agree 

Not 
Applicable 

Organizational information systems are in 
compliance with regulatory and legal requirements  

 
Information security personnel participate in 
continuous learning programs 
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With respect to the following items, how do you 
perceive the current state of your organization? 

Strongly 
Disagree Disagree Neutral Agree 

Strongly 
Agree 

Not 
Applicable 

Information security is part of the information 
systems development process 

 
End users are sufficiently trained with respect to 
information security policies.  
End users are required to complete periodic 
information security training programs.  
Appropriate employees have a good understanding 
of the disaster recovery plans  
Appropriate employees have a good understanding 
of the organization's contingency plans  
Appropriate employees have a good understanding 
of the organization's continuity plans  
In the event of an information security breach, 
corrective measures are implemented quickly  
The information security function has sufficient top 
management support and commitment.  
Users comply with information security controls 

 
Supplier and/or business partner are in compliance 
with the organization's information security 
procedures       
Users understand the consequences for failure to 
follow information security policies  
Users understand that they are under constant 
supervision in regards to information security 
policies.       
Employees caught violating information security 
policies are disciplined. 

 
The information security department follows 
documented policies for reporting information 
security violations to authorities.       
Oftentimes, the information security department 
discovers attacks on the organization's networks 
and computers as they happen.        
Periodic auditing is conducted for employee 
compliance with information security policies  
Organization employees are under constant 
monitoring for information security violations 

 
In the event of an information security violation by 
organization personnel, the information security 
department has little problem identifying the 
perpetrator. 

      

In the event of an information security breach by 
outside threats, the information security department 
has little problem identifying how the perpetrator 
gained access and what they did. 
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