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ABSTRACT 

This paper describes a method, IDHEAS (Integrated Decision-Tree Human Event Analysis 
System) that has been developed jointly by the US NRC and EPRI as an improved approach to 
Human Reliability Analysis (HRA). It is based on an understanding of the cognitive mechanisms 
and performance influencing factors (PIFs) that affect operator responses. The paper describes the 
various elements of the method, namely the performance of a detailed cognitive task analysis that 
is documented in a crew response tree (CRT), and the development of the associated time-line to 
identify the critical tasks, i.e. those whose failure results in a human failure event (HFE), and an 
approach to quantification that is based on explanations of why the HFE might occur. 
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1  INTRODUCTION 

The Office of Nuclear Regulatory Research (RES) at the US Nuclear Regulatory 
Commission (NRC) is working with the Electric Power Research Institute (EPRI) under a 
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Memorandum of Understanding to address the challenge presented in a Staff Requirements 
Memorandum (SRM) to the Advisory Committee on Reactor Safeguards (ACRS) from the NRC 
to “work with the staff and external stakeholders to evaluate the different human reliability 
models in an effort to propose a single model for the agency to use or guidance on which 
model(s) should be used in specific circumstances”[1].  The objective of the project is to develop 
an HRA structure firmly grounded in the state-of-knowledge on human factors, cognitive science 
and human performance and on existing HRA technology and experience such that it will be 
extendable to different conditions, different hazards, and different plants.  

Given the need to reasonably predict human performance, an understanding of human 
information processing and the associated cognitive mechanisms that could lead to failure is 
important to understanding how crews might fail. That is, it is important for an HRA model to 
have the ability to address the potential origin and cause of undesirable human performance in 
accident situations. This requires an understanding of the psychological mechanisms of human 
performance that could lead to failure, as well as an understanding of how various external 
factors can influence the mechanisms and lead to undesirable human performance. The project 
has sought to achieve this goal by reviewing cognitive literature on the current state-of-the-art, 
up-dating the theoretical basis for HRA, and building on existing technology and experience [2, 
3]. The results of the literature review provide the basis for the quantification model in that they 
identify the various cognitive mechanisms that can lead to failure and more importantly the 
factors that need to be modeled to assess the probability of their failure. To date this conceptual 
model has been applied primarily for control room human actions, but it is extendable to other 
types of tasks.  

The initial step in performing an HRA is a clear definition of the human failure events 
(HFEs), which is summarized in Section 2. The main thrust of IDHEAS is that it is essential to 
perform an analysis to identify in detail the tasks required of the crew to perform the function 
whose failure is being addressed, and identification of the contextual factors that may influence 
whether the crew succeeds or fails in performing the required function. Consequently, an 
important product of this project is the development of guidance on the performance of a 
qualitative analysis and how it interfaces with the quantification model. This is described in 
section 3 of this paper since it provides the framework for the quantification of the human error 
probabilities (HEPs). The concept behind the quantification model itself is described in Section 
4. Section 5 describes the way in which this model is used to develop HEPs. 

2 DEFINITION OF HFES  

A human failure event (HFE) is defined in the ASME/ANS PRA standard [4] as a PRA logic 
model element that represents a failure or unavailability of a component, system, or function that 
is caused by human inaction, or an inappropriate action. As discussed in the introduction, the 
focus of IDHEAS is on HFEs that represent a failure of the operating crew to respond correctly 
to a plant upset condition, such as an initiating event, or the failure of an operating train of a 
support system. A typical HFE definition therefore includes the following:  

a) The PRA scenario in which this HFE is modeled which defines the plant status and 
identifies the functional response required in response to this plant status, 
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b) Accident sequence (or plant status/upset condition) specific procedural guidance that 
specifies the required operator response (e.g., EOPs, AOPs, annunciator response 
procedures), 

c) Identification of cues that alert the operators to the need for response and additional 
cues or other information required to perform the response, 

d) Accident sequence specific timing of cues and relevant information related to plant 
status, 

e) The plant state or physical condition by which the operator action must be 
completed, and the corresponding time window (TW), and 

f) The equipment (e.g., system or systems) the crew uses in order to achieve the 
functional goal and the way in which the equipment is to be used to achieve success 
(e.g., initiate injection using system X, perform depressurization).  

Note that PRAs may include HFEs that represent failure to perform a non-proceduralized 
response. In this case, item b) would not be directly applicable; instead this would be replaced by 
documentation of the state-of-practice or skill-of-the-craft that would lead to the recognition for 
the need for response and the expected method of response. The PRA scenario specifies the 
initiating event and the hardware and operator action events that lead up to the demand for the 
operator action whose failure is represented by the HFE. The preceding failures and the success 
events are both relevant for the HRA since they provide the context for the operator action and 
influence the time evolution of the plant physical parameters. It is the context provided by the 
plant state that determines which procedure(s) is in effect and also which cues are applicable. 

In IDHEAS, the importance of performing a feasibility study prior to including and 
modeling an HFE in the PRA is emphasized, but it is not discussed further here. 

3 IDENTIFICATION AND CHARCTERIZATION OF CRITICAL TASKS 

The first step in the detailed analysis of the HFE is to perform what could be called a 
procedural task analysis. This task analysis examines which procedures are in play (e.g., 
Functional Response Procedures [FRPs] and Critical Safety Functions Status Trees [CSFTs]), 
and from an understanding of the role of each step in the procedure identifies the critical steps 
which, if not performed correctly, will, unless there is a possibility of recovery, lead to the HFE. 
The stages are summarized in Table I which characterizes both the inputs and the outputs of the 
analysis. 

In IDHEAS it has been found useful to document the results of this analysis in the form of a 
crew response tree (CRT). The CRT constructed for an HFE being modeled in the PRA 
represents the potential crew failure paths for the HFE in terms of the critical tasks required for a 
successful response. At this stage, the project has focused on procedure guided responses. In this 
regime, therefore, a CRT is the result of a procedural task analysis that defines what has to 
happen for a human action for which an HFE is defined to succeed and provides a graphical 
representation of the entire task analysis. It is both an easily reviewed representation of 
procedural flow and a helpful aid for identification of subtasks to analyze in more detail.  
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Table I.  Overview of the 
task analysis stages 

Task Analysis 
Stage

Overall
Objective(s) of 

the Step Principal Inputs Output 
Stage 1. 
Characterization 
of the expected 
success path and 
identification of 
critical tasks 
(nodes for the 
CRT) 

Describe the 
evolution over 
time of the 
scenario and the 
crew response 
(critical tasks) for 
the crew to 
successfully 
respond to the 
plant challenge. 

• HFE definition 
• Procedural 

guidance and 
relevant cues and 
their timing 

• Procedural 
guidance applied in 
successful response 

• Expected path through 
the procedures (entry, 
transfers, and 
sequence of procedure 
steps) 

• Chronology of 
significant events 
including arrival of 
cues and transition 
steps in the procedures 

• Identification of 
critical tasks  

• Understanding of 
execution tasks 

Stage 2. 
Identification and 
definition of 
critical sub-tasks   

Identification of 
the individual 
subtasks (e.g., 
collect 
information, such 
as check an 
indicator or 
trajectory of a cue 
[SG level] over 
time) underlying 
the critical tasks 
associated with 
the steps of a 
procedure or as 
determined from 
standard 
operating practice 
and definition of 
the individual 
success criteria 

Same as above 
 

• Understanding of the 
role of the steps in the 
procedure 

• Identification of 
cognitive tasks, 
particularly tasks 
associated with 
diagnosis of the need 
for a response such as 
transitioning to 
another procedure, 
selecting a response 
option, or initiating a 
system (the sub-tasks). 

• Definition of 
requirements for 
success for each of the 
contributing subtasks   

• Characterization and 
definition of the nodes 
of the CRT, including 
the identified sub-tasks



IDHEAS – A New Approach for Human Reliability Analysis 
 

 Page 5 of 12 
 

Table I.  Overview of the 
task analysis stages 

Task Analysis 
Stage

Overall
Objective(s) of 

the Step Principal Inputs Output 
Stage 3. 
Identification of 
Recovery 
Potential 

Identification of 
the opportunities 
for correction 
given failure at 
one of the nodes 
identified in Stage 
1 or 2 and the 
requirements for 
successful 
recovery. 

• Expected operator 
behavior (e.g., path 
being followed 
through the 
procedures) given 
failure to perform a 
critical task. Note 
that a critical task 
(CRT node) will 
fail due to the 
failure of one of the 
sub-tasks) 

• Subsequent 
procedural guidance 
and relevant cues 
and their timing 

• Procedural 
guidance applied in 
successful response 

• For each of the critical 
tasks identified in 
Stage 1 or 2, an 
identification of an 
opportunity for error 
correction, and a 
definition of what is 
necessary for 
recovery, e.g., 
additional cues and 
or/procedural 
directions that are 
relevant to the failure 
path. 

• Incorporation of 
recovery paths on the 
CRT  

 

Figure 1 is an example CRT for an HFE which represents the failure to initiate Feed and 
Bleed. 

 

 
The branches on the CRT represent failures (on the down branch) and successes (on the up-

branch) to follow the critical steps in the procedure. Opportunities for recovery can be identified 
on the failure branches (nodes 7, 8, 9) by walking through the procedure with an understanding 

4 1   OK5 6

Enter
FR-H1

Decide F&B
xfer FR-H1
Step 10

Implement
F&B
FR-H1 Steps 10-13

2   fail, execution

9

3

E-0 to
ES-01

R

7

4  fail, no entry to FR-H1 and no F&B

R

1 2

Manual
Rx Trip

45' TW
HFE-FB1

IE
Total LOFW

8
R

3  fail, no decision to establish F&B

Figure 1. Feed and Bleed CRT Demonstrating Success Path, 
Opportunities for Failure, and Opportunities for Correction 
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of the way the plant status is changing (particularly parameter values, potential alarms, etc.). The 
CRT is essentially a structure used to represent a broad range of the (human) failure paths and 
causes for a given HFE.  

The CRT supports analysts in performing a thorough assessment of the conditions that could 
lead crews to take inappropriate paths through the procedures. It facilitates a more extensive 
qualitative analysis and a broader consideration of the conditions that could lead crews to fail, 
along with different ways they could fail. The structure could also facilitate identification of 
deviation scenarios (variations in conditions that could lead to taking inappropriate paths) as 
advocated in the ATHEANA [5] and MERMOS [6] methods. 

In this representation, the nodes of the CRT are described in terms of high level tasks. As 
will be seen later, when using this CRT as a basis for quantification, the nodes will be 
characterized in more detail in terms of the specific activities that are required to achieve success 
in those high level tasks. Those activities relate to the collection of data and its interpretation as 
supported by the procedures and specific manipulations. Also critical is the development of a 
time line for the cues and the time taken to reach specific points in the procedure. This has an 
influence on both the structure of the CRT (e.g., ordering of the nodes) and also on the 
assessment of the feasibility of the recovery provided by nodes 7, 8, and 9. 

4 OVERVIEW OF QUANTIFICATION MODEL 

The quantitative approach that has been developed is a cause-based approach. The HEPs are 
assessed on the basis of explanations of why the HFE occurred (e.g., crew dismisses relevant 
information due to bias that results in their failure to achieve the required response). These 
explanations, called crew failure scenarios, are informed by and consistent with the work done 
(and described in references 2 and 3) to identify cognitive failure mechanisms, the consequences 
of those mechanisms (proximate causes of failure), and the characteristics of those performance 
influencing factors (PIFs) that enable those mechanisms to result in errors. These crew failure 
scenarios also address why the originating error persists long enough to result in failure to 
perform the appropriate mission. Which of the set of possible crew failure scenarios are relevant 
to, or significant for, specific HFEs will depend on the detailed context for the HFE, i.e., the 
performance influencing factors (PIFs). Several crew failure scenarios may be contributors to a 
single HFE. 

4.1 Crew Failure Modes (CFMs) 
To make the model tractable, the crew failure scenarios are grouped into categories referred 

to as crew failure modes (CFMs). Each CFM represents the common feature of the crew failure 
scenarios included in that category and can be thought of as describing the initial fault in the 
crew failure scenario. If this initial failure is allowed to persist (i.e., is not corrected) the crew 
will fail the task in the Event Tree (Prob(HFE|CFM)=1). What differentiates between the 
scenarios in the category is the presence or absence of PIF characteristics that are relevant to the 
occurrence of the CFM. This is addressed further in Section 4.2.  The PIFs that are relevant to 
each CFM are based on the results of the literature review [2, 3] to identify those factors that can 
result in the CFM based on an explanation (the psychological/cognitive mechanisms) of why 
they are relevant.  
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The CFMs are tailored to the various activities (e.g., a directed search for a piece of data, or 
determining a trend in a parameter value) that can be identified for the procedure driven crew 
interactions in nuclear power plants (NPPs). The set of CFMs represents a set of generic failure 
modes for these activities. All CFMs are potentially relevant to an HFE, but generally not all of 
those generic types of activity will be needed to quantify a given HFE; for example, if there is no 
reliance on an alarm, then the CFM related to alarms will not be applicable.  

The CFMs are based on a high level characterization of the stages of the crew interaction 
with the plant [7]. Three basic stages of the crew interaction with the plant are defined as: 

Status Assessment (SA): Encompasses gathering information about plant status and 
diagnosis or developing an understanding of the plant condition. Failures will result in an 
incorrect understanding of the plant status, which leads to entering the incorrect 
procedure, or, if within a procedure, choosing the wrong path for responding to the plant 
disturbance, and thereby failing the required function. 
Response Planning (RP): Includes formulating a response based on the plant status 
assessment and deciding upon a course of action. Failures result in adopting an incorrect 
approach even though the crew has the correct assessment of the plant status, and thereby 
failing the required function. 
Action/Execution (A): Involves implementing the course of action decided upon. Failures 
result when the action is performed incorrectly, or not performed at all, given the 
response plan is correct. 

 
These stages of crew interaction with the plant are modeled as sequential (SA  RP  A). 

For the purposes of defining the CFMs, each stage is considered to be conditional on success in 
the previous stage, but is otherwise independent of the other stages. 

The CFMs as a function of the stages are: 
 

• Plant Status Assessment 

– Key alarm not attended to 

– Critical data incorrectly processed 

– Critical data not obtained 

– Critical data dismissed/discounted 

– Decide to stop collecting critical data 

– Wrong data source attended to 

• Response Planning 

– Misinterpret procedures 

– Choose inappropriate strategy 

• Action  

– Fail to initiate action 

– Fail to perform response correctly  
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– Delay implementation 

• Multiple stages 

– Misread or skip step in procedure  

– Critical data not checked with sufficient frequency Miscommunication 

The CFMs are designed to be orthogonal in the sense that they represent different starting 
points for crew failure scenarios. A separate decision tree is defined for each one of the CFMs as 
discussed below. An example decision tree is presented in Figure 2. 

4.2 Decision Trees 
To estimate the failure probability of the CFM a decision tree (DT) is constructed. The 

branch points of each DT correspond to the PIFs considered to be most relevant to the cognitive 
mechanisms that can result in the CFM. The direction taken at each branch of each DT is 
determined by the answers to a set of questions that relate to the presence or absence of the 
critical PIF characteristics. The concept behind this form of quantification model is that it leads 
the analyst directly to the assessment of those factors that have been identified as affecting the 
occurrence and persistence of each CFM. The DTs will also include a branch related to the 
potential for recovery from the initial human error, and the question related to this branch will be 
focused on determining whether the conditions are such that recovery is likely or not within the 
time available as defined by the success criteria for the human action whose failure is 
represented by the HFE. The information needed to assess the presence/absence of critical 
factors in a DT is determined either directly from the definition of the PRA scenario S (typically 
plant conditions, procedural guidance, timing information), or needs to be determined by review 
of operating practices, details of the procedures, the nature of the training and experience etc. 
(the more traditional PSFs). This information is collected as a part of the qualitative analysis.  

Each path through the DT represents a crew failure scenario and the set of all DTs represents 
an integral model of the crew failure scenarios. 

For each DT, a probability has been assigned to each of the end points (or complete path). 
The probabilities represent a consensus of a group of experts regarding the likelihood that the 
context implied by the path through the DT results in the crew failure.  

It is intended that the complete set of DTs captures all the significant crew failure scenarios. 
When interpreted in the context of the human failure event (HFE), a crew failure scenario 
describes the way the crew can fail and gives a high level description of the factors that 
contribute to the failure e.g., the crew failed because, even though they had a correct plant status 
assessment, they delayed implementation of the strategy that was needed in the mistaken belief 
that they had time to repair the faulted equipment whose failure resulted in the need for the 
response, and failed to respond to the alarm that was intended to remind them to implement the 
action. Each decision tree is developed to address the more significant performance influencing 
factors (PIFs) identified from the review of the psychological literature that could impact the 
likelihood of failure.  

In developing the trees, the philosophy is to develop decision trees with a sufficient number 
of branch points to capture the significant influences on the crew failure scenarios. In this way, 
several PSFs or other influencing factors are addressed in a combined way at a single branch. 
This is reflected in the decision logic used for the sets of questions used to determine which path 
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to take at a branch. The decision trees constructed in this way represent a compromise between 
incorporating an increased level of detail and the capability of the expert panel to make 
distinctions in their assessment of the influence of the PIFs on human error probabilities (HEPs). 

The possibility that the initial fault on the part of the crew is corrected before the failure 
represented by the HFE occurs is referred to as recovery, and in this context, it is internal to the 
evaluation of the HFE. In some cases, some of what could lead to recovery is already included as 
one of the PIFs, a good example being the skill-of-the-craft implementation of searching for 
confirmatory indications prior to making a decision, another being the existence of an alarm that 
is directly related to the initiation of the required response. However, in some of the decision 
trees there is a branch labeled recovery, which recognizes that the crew, having made an initial 
error, may be able to correct their error if new information comes into play once they have 
deviated from the required path. For this to be a possibility, the new information has to be 
correctly interpreted and acted on in time to prevent the failure characterized by the HFE. It is 
necessary to be clear what recovery mechanisms are represented already in the branches of the 
decision tree and what’s in the Recovery Branch (or later branches in the expanded CRT) so that 
recovery is not double counted.  

 
An example decision tree is presented in Figure 2. 

Inappropriate
bias

Indications
reliable

Confirmatory
indications

Recovery
potential

Formed

Not
Formed

No
Yes

Yes

Yes

Yes

No
No

HEP
Valid
alternative
scenario

N/A

No

No

Yes

No

Yes

 
 

 

 

4.3 Quantification of Human Error Probability 
 The quantification of the HEP takes the following form:   

 For a PRA scenario S,  

Figure 2. Decision Tree for Critical Data Dismissed/Discounted 
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where the outer sum is over the CRT sequences that lead to the HFE, and the inner sum is over 
the CFMs that are relevant for the CRT sequence. The term  is 
the probability associated with the end point of the path through the DT for the specific CFM 
that is determined by the assessment of the relevant contextual factors associated with the HFE 
(and the CRT sequence). These contextual factors are determined by answering the questions 
associated with the branches on the DTs given the conditions identified in developing the CRT. 

 Because the probabilities associated with the end points of the paths through the decision 
trees are predefined, when analyst to analyst differences arise, they would primarily derive from 
the assessment of the PIF characteristics. For this reason, the documentation associated with the 
derivation of the CRT and the assessment of the choice of CFMs and the contextual factors 
(PIFs) is a crucial part of the HRA task. 

 The model described above has some conceptual similarities with the MERMOS approach 
[6] and the CBDT method [8], although the details are quite different. 

5 IMPLEMENTATION OF THE QUANTITATIVE MODEL 

In order to apply the model presented in the previous section, the following process is used. 
The first node on a failure path on the CRT is analyzed by characterizing the activities required 
for success. Based on understanding which activities are required, the applicable CFMs are 
identified as represented in Table II.  

 

Table II. Rational for identification of potential CFMs 

Response
phase

Relevant factors for 
determining success or failure 
at CRT node 

Applicable CFM (If the answer to the 
question in the second column is yes use 
the CFM/Decision Tree. If the answer is 
no, the CFM does not apply.) 

All phases Is communication between crew 
members required? Miscommunication 

Plant status 
assessment and 
response 
planning 

Is written procedure being used? 
Misread or skip steps in procedures (errors 
during execution are implicitly included in 
the execution DTs) 

Special case 
that covers the 
complete 
response from 
perceiving, 
understanding 
and reacting 
correctly 

Does success require alarm 
response? Key alarm not attended to 

Plant status Does success require monitoring Critical data not checked with appropriate 
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Table II. Rational for identification of potential CFMs 

Response
phase

Relevant factors for 
determining success or failure 
at CRT node 

Applicable CFM (If the answer to the 
question in the second column is yes use 
the CFM/Decision Tree. If the answer is 
no, the CFM does not apply.) 

assessment and 
execution 

for a critical plant parameter as a 
cue to initiate response? 

frequency 

Plant status 
assessment 

Does success require data 
collection to assess plant status? 

Data misleading or not available 
Wrong data source attended to  
Critical data incorrectly processed / 
misperceived 
Critical data dismissed/discounted  
Premature termination of critical data 
collection 

Response 
planning 

Does the success require a 
decision (e.g., transfer to another 
procedure, or initiate action) 
which if performed incorrectly 
would lead to an incorrect path 
through the procedures? 

Misinterpret procedures 

Does the procedure allow a 
choice of strategies? Choose inappropriate strategy 

Execution 

Does success require responding 
when a critical value is reached 
(given the value has been 
recognized)? 

Delay implementation 

Does the node address execution? 

Fail to initiate execution 
Fail to execute simple response correctly 
or Fail to execute complex response 
correctly  

 

The appropriate path through the decision tree for each applicable CFM is determined by 
assessing the PIF characteristics associated with the branches on the decision trees. This results 
in the assessment of the contribution to the HEP from that crew failure scenario. 

6 SUMMARY

This paper has described progress in the derivation of a new approach to quantifying the 
probabilities of HFEs (i.e., HEPs) that is grounded in the state-of-knowledge on Human Factors 
and Human Performance and on existing HRA technology and experience. While the 
development of the conceptual framework built around the quantification model represented by 
the decision trees is complete, the approach needs additional work to make it a practical tool.  
The next steps will include developing guidance on how to apply the various elements of the 
method, i.e., the performance of the task analysis and the development of the CRTs, and on the 
implementation of the quantification approach. 
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