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Environmental factors can have a significant impact on an individual’s health and 

well-being, and a primary characteristic of environments is air quality. Air sensing 

equipment is available to the public, but it is often expensive, stationary, or unusable for 

persons without technical expertise. The goal of this project is to develop an inexpensive 

and portable sensor module for public use. The system is capable of measuring 

temperature in Celsius and Fahrenheit, heat index, relative humidity, and carbon dioxide 

concentration. The sensor module, referred to as the “sniffer,” consists of a printed circuit 

board that interconnects a carbon dioxide sensor, a temperature/humidity sensor, an 

Arduino microcontroller, and a Bluetooth module. The sniffer module is small enough to 

be worn as a pendant or a belt attachment, and it is rugged enough to consistently collect 

and transmit data to a user’s smartphone throughout their workday. The accompanying 

smartphone app uses Bluetooth and GPS hardware to collect data and affix samples with 

a time stamp and GPS coordinates. The accumulated sensor data is saved to a file on 

the user’s phone, which is then examined on a standard computer. 
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CHAPTER 1 

INTRODUCTION 

1.1 Background and Motivation 

Indoor air quality (IAQ) is affected by microbial contaminants caused by various 

airborne pollutants or gases; consequently, indoor air pollution causes Sick Building 

Syndrome (SBS) and Building Related Illness (BRI) [6]. To regulate IAQ, HVAC 

systems use the technique of Demand Control Ventilation (DCV) according to the 

American Society of Heating, Refrigeration, and Air-Conditioning Engineers (ASHRAE) 

standards on occupancy [1]. DCV is often dependent on building occupant estimates, 

so a precise Air Quality Index (AQI) measurement may have savings in energy costs in 

addition to improved health quality of the building’s occupants. 

Industrial development and transportation have a direct effect on air quality in the 

form of carbon monoxide (CO) and other pollutants [5]. These pollutants not only have 

an effect on the environment, but they can pose a health hazard to people who are in 

these urban and industrial environments. Some of these pollutants, such as CO, can 

have serious or fatal effects even without being humanly perceptible. Several 

automated measuring stations can be implemented to sense pollutants such as nitric 

oxide (NO), nitrogen dioxide (NO2), sulfur dioxide (SO2), ozone (O3), and carbon 

monoxide (CO) [4]. However, this functionality is of no use without proper interpretation 

and response. 

The current challenge lies in designing a system that provides adequate 

information to experts while being easy to use for the public [4]. In many instances, the 

designer of the system and the end user are from two different backgrounds and use 
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the system with two entirely separate motives. For instance, a government or regulatory 

official may only be interested with the measurement in question, regardless of the 

means by which that information was produced. It is therefore unsurprising that many 

innovative systems have been abandoned because of inaccessibility of unintelligibility to 

a typical consumer audience. 

The Internet of Things (IoT) is comprised of a variety of sensors that collect 

masses of data. However, constant collection of data is computationally intensive 

[2].Cloud storage for sensor data is not a new concept; the current focus is how to best 

collect and examine that data, as these datasets are constantly changing. 

1.2 Objective of Research 

One team of researchers [1] has created a wireless sensor network (WSN) to 

monitor IAQ in order to prevent adverse health effects to a building’s occupants. 

Context aware framework (CAF) can also be used to make threshold decisions, declare 

building conditions, and even notify building occupants. 

Researchers in Malaysia decided to monitor air quality in urban areas [3]. In this 

scenario, CO and particulate matter (<10um) are of interest. Current practices use 

sensors that are sparse and stationary; new techniques involve using a geographic 

information system (GIS) in order to make an air quality map of an area [3].The aim is to 

improve the quality of interpolation by increasing data quantity. The data collection 

consists of spectral images of an area on three different dates. The images are 

decompiled and the pixel locations of the stations are mapped. Finally, a pollution 

concentration map is interpolated. 
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According to [3], the National Oceanic and Atmospheric Administration (NOAA) 

has innovative methods of measuring haze with satellites with correlation to ground 

measurements. Meshing of remote sensing and Kriging (also referred to as Gaussian 

process regression) interpolation is also a viable pollution monitoring method. 

Croatia established the creation of an air monitoring system arranged into a 

three-tiered architecture [4]. The system consists of the following components: 

 Client/interface (records and stores pollutant measurements into a database)

 Application and web servers (handles station automation and processing

incoming data) 

 Database (stores measured information)

 Data transfer automation (scripts that move data from station to database)

 Web reports (publicly accessible and updated hourly)

An urban air quality monitoring system based on wireless sensor network 

technology was also discussed in [5] for drawing conclusions on public health in urban 

areas. This system was deployed on main roads in Taipei to monitor CO. The recorded 

CO measured from 30 to 130 PPM. These sensors were placed on busy roundabout in 

Taipei, and the resulting data showed noticeable CO peaks during rush hours [5]. 

1.3 Contribution of the Research 

The AirSniffer system consists of a wearable sensor module that interfaces with a user’s 

Android smart phone. The sensor module (or the ‘Sniffer’) is built with inexpensive and 

easily-sourced components, like an Arduino microcontroller, hobbyist-grade sensors, 

and compatibility with both Bluetooth and XBee radio modules for greater versatility. 
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Using common and inexpensive components allows for rapid implementation of multiple 

sniffers for relatively little initial investment. Additionally, the implementation of the 

Android platform allows for system users to use technology they are already familiar 

with, which could dramatically reduce the learning curve, increase the likelihood of 

system adoption, and multiply the amount of data collected by users. 

The primary goal of this research is to make a measurement system for personal 

area use, which will draw a user’s awareness to their surroundings by means of reliable 

data. Another goal is to perform a feasibility study to determine if the system is useful 

and what features are desired. What is needed in a commercial product? Are alarm 

levels for dangerous conditions needed for the portion of the public that are sensitive or 

at-risk? This research can be considered a learning process: it is an opportunity to 

analyze present uses of personal technology to look for areas to constantly improve in. 

Part of this work has been published in the Proceedings of IEEE 10th International 

Symposium on Medical Information and Communication Technology. 

The conclusion of this research is to create a tool used in making daily decisions, 

such as those that dictate one’s driving route or workspace arrangement. One track of 

this thesis research is to complete a sensor system. The other side of this thesis 

research is to create and design several experiments that demonstrate the applicability 

and usefulness of the AirSniffer system. These experiments involve making hypotheses, 

collecting data, and drawing useful conclusions. 

1.4 Organization of the Thesis 

Chapter 1 is an introduction that provides background and motivation for the 

research being discussed. Chapter 2 overviews system concepts, discussing the 
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organization of the system as well as some important concepts put into practice. 

Chapter 3 discusses the system hardware that was used to perform sensing, 

processing, and wireless communication. Chapter 4 walks through the system software, 

which is responsible for obtaining meaningful quantities from the sensors. Chapter 5 

studies the Android application that was implemented to interact with the sensor 

modules. Chapter 6 looks at how data acquisition and organization is performed. 

Chapter 7 discusses experiments performed with the sniffer, and a thorough analysis of 

the experimental data is performed. Chapter 8 examines future work, unimplemented 

ideas, and possible expansion of the research already performed.  
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CHAPTER 2 

SYSTEM CONCEPTS 

2.1 System Principles 

This section discusses various technological concepts that have been 

implemented into the AirSniffer project. 

2.1.1 Global Positioning System 

The Global Positioning System (GPS) is a system of orbiting satellites that use 

telemetry and cooperative communication techniques to triangulate a user’s geographic 

location. It was originally developed by the Department of Defense in the 1970s, and it 

was made available to civilians by President Ronald Reagan and President Bill Clinton 

[8]. The system is still maintained by the United States government but it is used 

worldwide. For functional operation, four satellite lines-of-sight (LoS) are required 

throughout the triangulation process. 

In a GPS, the satellites know their own positions and times. To determine 

location, satellites cooperatively use Code Division Multiple Access (CDMA), signal 

delay, and vector geometry and distance equations. A GPS uses the NMEA 0183 serial 

protocol characterized by a baud of 4800 [7], and it contains time, latitude, longitude, 

and other miscellaneous information.GPS doesn’t perform well indoors, so other 

locating methods are advised for indoor applications. 

2.1.2 Universal Asynchronous Receiver/Transmitter 

Various forms of electronic communication exist [9] in order to pass signals from 

one integrated circuit (IC) to another or from an IC to a personal computer (PC), and 

these communication formats are regulated by various protocols depending on their 
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natures. Protocols such as Inter-Integrated Circuit (I2C), Serial Peripheral Interface 

(SPI), and Onewire are considered “synchronous” because they rely on a clock pulse 

signal that is shared between the two devices. 

The Universal Asynchronous Receiver/Transmitter (UART) protocol is 

asynchronous, meaning it does not use a clock common to multiple devices [9]. Instead, 

a pre-decided bit rate per second (called “baud”) substitutes for a clock. The 

communication speeds must match between devices. Each device has a transmitter 

and receiver port, and transmitter and receiver ports are complimentarily paired 

between devices. Communication can be half duplex or full duplex. In a half duplex 

scheme, communication is one way at any time, which can be used with multiple 

devices to address a particular device. Alternately, talking and listening can happen 

simultaneously in full duplex systems. 

Much like the English language, UART has grammar rules: a message begins 

with a start bit, similar to how a new sentence starts with a capital letter [9]. A stop bit (a 

“period”) comes after a message. The remaining bits in between are called the data bits. 

The entire “sentence,” including start and stop bits, is called a frame. Specifics like start 

bit, stop bit, number of data bits, and an optional parity bit strategy must be 

predetermined, just like the baud rate. Parity is a simple method of error detection that 

works by summing the number of binary ones into a decimal value and setting the parity 

bit to get either an even or odd sum. For example, if both devices are set to odd parity 

and a message with 4 ones is transmitted, then the parity bit is set to 1 to make a total 

number of 5 bits. If the message is received and it doesn’t meet odd parity criteria, an 

error is assumed to have happened and the transmitter must resend the information. 
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2.1.3 Bluetooth 

Bluetooth is a standard of wireless communication used for connecting different 

types of devices, particularly portable and mobile devices [35]. A Bluetooth-enabled 

device contains a small radio and software to interface with its host device and to 

simplify the connecting process. Pairing between devices must occur before data 

transfer commences. Bluetooth connections occur in short-range, ad-hoc networks 

called “piconets” that can support up to eight devices. In these networks, one device is 

the master and the rest are identified as slaves. 

Bluetooth range depends on the transmitter and the receiver hardware [36]. It is 

also dependent on environmental conditions like atmosphere, geography, and 

infrastructure. Bluetooth performance is inversely related to the connection distance. 

There are two common classes of Bluetooth devices. Class 1 devices have a range of 

typically 20 to 30 meters with a max of 100 meters, whereas class 2 devices have a 

typical range of 5 to 10 meters with a max of 20 meters. 

2.2 System Components 

In the sensor module, there are two types of sensors: the SenseAir S8 [12], 

which measures CO2 output in parts per million (PPM), and the MaxDetect RHT03 [33], 

a combination temperature/humidity sensor. These sensors interface with an Arduino 

Pro Mini microcontroller [10], which performs sensor communication and data 

interpretation. The Pro Mini also interacts with a Roving Networks RN42XV Bluetooth 

module [14, 15], which is used to communicate with an Android device via a 2.4GHz 

wireless Bluetooth channel. The whole system is powered by a USB cable plugged into 

a computer’s USB port or a mobile phone charger. 
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2.3 System Layout 

The AirSniffer system consists of two major components: the sensor module 

(hereafter referred to as the ‘sniffer’) and an Android smart phone, as shown in Figure 

2.1. The sniffer includes a carbon dioxide sensor and a combination 

temperature/humidity sensor, an Arduino Pro Mini, an XBee Explorer, and a Roving 

Networks RN42XV Bluetooth module. The two sensors pass measurements to the 

microcontroller, which in turn compiles the measurements into a packet roughly every 

two seconds. 

 

 

Upon receiving a command from the user’s smartphone, the sniffer’s 

microcontroller interprets the incoming command and responds by sending the 

corresponding data packet to the Bluetooth module which wirelessly transmits the data 

Figure 2.1. A block diagram of the AirSniffer system. 

CO2 Sensor 

Temperature and 
Humidity Sensor 

Microcontroller 
Bluetooth 
Hardware 

Bluetooth 
Hardware 

Android 
Application 

Android System 
Information 

User 
Input 

(Future Work) 

Cloud 
Storage 

HVAC 
System 
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via a Bluetooth channel to the user’s Android device. At that point, the data packet is 

received, formatted, and saved to the device’s storage media (typically a MicroSD card) 

for later interpretation on a computer. 
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CHAPTER 3 

SYSTEM HARDWARE1 

3.1 Sensors 

This section discusses the various hardware components that were used in the 

development of the AirSniffer platform. 

3.1.1 Carbon Dioxide Sensor 

For detecting CO2, a SenseAir S8 carbon dioxide sensor was used. The S8 

measures carbon dioxide (CO2) using a non-dispersive infrared (NDIR) method [17]. 

Depending on the model, it is capable of a measurement range of 400 to 32,000 parts 

per million (PPM) (0 to 3.2%) or 0 to 10,000 PPM (0 to 1%). For applications involving 

personal exposure it can measure concentrations up to 3.2% with accuracies of ±0.02% 

and ±3%, respectively. It performs a self diagnostic by means of a built-in self-test of the 

sensor module’s functionality; therefore, it requires no maintenance during its operating 

lifespan of more than 15 years. It is powered by 5VDC (±5%) and consumes an average 

of 30mA current, with a 300mA peak for the initial 2 minute warm-up [12]. Both CO2 

sensors are operational from 0 to 50 degrees Celsius. 

                                            
1
 Parts of this chapter, including Figure 3.12, are reproduced with permission from IEEE and have been 

previously published from J. Smith and X. Li, “AirSniffer: A Smartphone-Based Sensor System for Body 
Area Climate and Air Quality Monitoring,” Proceedings of IEEE 10

th
 International Symposium on Medical 

Information and Communication Technology. 2016. 
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Figure 3.1. An underside pin diagram of the SenseAir S8. [18] 

 

Table 3.1. A description of the UART lines on the S8. [18] 

As shown in Figure 3.1, one feature of interest is the capability of two varieties of 

output: programmable open collector (OC) for threshold alarm scenarios and 
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programmable Pulse-Width Modulation (PWM) for microcontroller interfacing or analog 

output. Additionally, Table 3.1 shows that it can communicate using either two 

unidirectional UART lines or a single UART line using the Modbus protocol with RS485 

capability [13], which is a simple and open-source protocol that is typically implemented 

in programmable logic controllers (PLCs) and sensors. More information can be found 

online [14]. 

3.1.1.1 Non-Dispersive Infrared 

 Waves of any type, whether acoustic or electromagnetic, propagate in a 

particular manner, depending on the frequency and media [37]. Due to the interaction of 

the wave’s propagation speed and the wave’s phase velocity, a phenomenon known as 

dispersion may occur, where different frequencies propagate through a single media at 

different speeds. 

  For instance, waves in the audible spectrum are non-dispersive; if they were 

dispersive, then different pitches emitted from different instruments in an orchestra 

would reach a listener at different times and cause disharmony [37]. Waves that travel 

through material media are typically dispersive. Accordingly, multi-frequency waveforms 

tend to lose their original shape as they propagate through some medium. 

A non-dispersive infrared (NDIR) sensor is a simple optical device that uses 

spectroscopy on matter, typically gases, to analyze some characteristic [38]. An NDIR 

sensor contains a light source called a “lamp,” a sample chamber for analyzing gases, a 

wavelength-specific filter, and an infrared receiver. As gases enter an exit the sample 

chamber, light traveling from the lamp to the IR detector is absorbed and the remaining 

IR intensity induces an electrical signal on the IR detector, which is then interpreted as a 
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gas concentration. The exact formula that describes the inverse relation between IR 

light intensity and gas concentration is described by Beer’s Law.  

Thermal (Infrared) radiating lamps are typically used for excitation of gas 

molecules [38]. Unlike filament or ceramic heating elements, glass lamps can operate at 

higher temperatures and therefore offer higher output intensity. Although the use of a 

glass lamp limits the spectral versatility of the sensor, it is a cost-effective technique for 

measuring CO2 and hydrocarbons (HCs). Other advantages of NDIR sensors include 

high IR output, small size, and a long life span. 

3.1.1.2 S8 Data Communications 

In order to maintain the integrity of the data collected within the sensor, the 

UART option was used at 9600 baud. Since theS8 has a set measurement interval of 

two seconds and data transmissions to and from the S8 are no more than 64 bits, it was 

decided that 9600 baud provides more than sufficient speed while avoiding data 

corruption that is much more likely at higher baud rates. Communicating with the S8 is 

quite simple, as the sensor’s datasheet provides sufficient instructions (see Figure 3.2) 

regarding commands sent to the sensor [13]. This can be accomplished with virtually 

any programmable device. 
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Figure 3.2. A Communication sequence for obtaining sensor data [19]. 

Figure 3.3 shows a successful transmit and receive test of the S8. For all logic 

analysis tests, a Saleae Logic8 was used [15]. Figure 3.4 shows an 8 byte packet being 

sent to the sensor, whereas Figure 3.5 shows a 7 byte packet response from sensor. 

Figure 3.3. A timing diagram of the S8 MOSI and MISO packets. 
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Figure 3.4. A timing diagram of the packet transmitted to the S8. 

 

Figure 3.5. A timing diagram of the response packet from the S8. 

The UART lines of the S8 are meant for 3.3V logic levels; however, the Pro Mini 

that was selected supplies 5V logic levels [10], as does the ubiquitous Arduino Uno. 

There exist 3.3V variants of the Arduino Pro Mini, and many other popular 

microcontrollers such as the Raspberry Pi operate at 3.3V logic levels. However, for the 

sake of thrift, two resistors have been added on each sniffer as a voltage divider in 

order to act as a level shifter for the S8’s master out, slave in (MOSI) line. 

3.1.2 Temperature and Humidity Sensor 

The MaxDetect RHT03, shown in Figure 3.6, is an inexpensive temperature and 

humidity sensor. It operates on a voltage supply of 3.3V-6V, and it consumes less than 

2mA of current when in use [33]. The RHT03 has a humidity range of 0% to 100% it an 
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accuracy of ±2%, and a temperature range of -40 to 80 degrees Celsius with an 

accuracy of ±0.5 degrees C. Unlike analog temperature sensors, the RHT03 is pre-

calibrated from the factory and it is interfaced digitally for increased measurement 

clarity. 

 

Figure 3.6 The RHT03 temperature/humidity sensor [58]. 

3.1.2.1 RHT03 Operation 

The RHT03 uses a polymer humidity capacitor and a thermistor as its primary 

sensing elements, which allow it resolutions of ±0.1% relative humidity and 0.1 degrees 

Celsius [33]. The sensor interfaces with a basic 8-bit microcontroller, which houses the 

calibration coefficient from the factory calibration process in one-time programmable 

(OTP) memory. When the sensor is detecting, this calibration coefficient is recalled from 

memory and is used to produce a definite digital value.  

3.1.2.2 RHT03 Data Communications 

The RHT03 is pre-calibrated from the factory and is interfaced with by a single 

active-low digital bus. This digital bus uses a proprietary protocol developed by the 
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manufacturer; therefore, it is not to be interfaced with other schemes like Dallas 1-Wire 

[33].  

The MaxDetect 1-wire bus scheme consists of five bytes of data [33]. The first 16 

bits correspond to the value of the relative humidity, the second 16 bits correspond to 

the temperature value, and the last byte contains a basic checksum value. All data 

communication is handled by the RHT03, and the only action that the master 

microcontroller (and therefore, the user) must take is to manage the pull-down pulse to 

change the sensor’s status and initiate data transfer. When communication is 

terminated, the data line is returned to 5V, either actively through the interfacing 

microcontroller or via a 1 k-ohm pull-up resistor [33]. 

An open-source library has been developed specifically for this sensor [34]. It 

contains predefined capabilities for masking the relevant bits and translating them into a 

legible numeric format. It also contains functions for calculating between Celsius and 

Fahrenheit as well as computing a heat index value. These libraries were implemented 

into the sniffer’s firmware. 

3.2 Wireless Modules 

This section discusses the various wireless devices that were utilized in the 

development of the AirSniffer platform. Although the devices have their own unique 

characteristics, either of them can be used in conjunction with the AirSniffer, depending 

on the intended application. 

3.2.1 XBee Modules 

A Digi XBee is an RF device that can perform wireless bidirectional serial 

communication [16]. Some modules support mesh networking. Series 1 models are of 
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the 802.15.4 family and come in 1mW (standard) and 60mW (XBee Pro) models, which 

are shown in Figure 3.7. Antennas are PCB mounted or wired, and indoor/outdoor 

ranges are 100/300’ (standard) and 300’/1 mile (XBee Pro). Series 1 (all 802.15.4 

model) modules are cross compatible.  

 

Figure 3.7. Series 1 XBee radios, both standard (left) and Pro (right) models [28]. 

Series2 are of the ZB/ZigBee family and are not compatible with any Series 1 

models. However, they are compatible with ZigBees from other vendors, and they come 

in 1.25mW (standard) and 63mW (XBee Pro) models, and both have wired antennas. 

The Indoor and outdoor ranges are 133’ and 400’ for the standard model, respectively, 

and 300 and 2 miles, respectively, for the Pro model. Series 2 has features similar to 

those in Series 1 models and a faster baud rate (up to 1Mbps). Series 3 models require 

an antenna with an RPSMA connector. They have indoor and outdoor ranges of 2000’ 

and 9mi, which can be up to 28mi with a high-gain antenna, respectively. In some 

cases, the XBee can be its own standalone microcontroller and sense data from its 

input pins [17].  

3.2.2 Bluetooth Module 
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The Roving Networks RN42XV, shown in Figure 3.8, is a versatile Bluetooth 

radio module that is both shaped like and interchangeable with an XBee device, which 

means that it is capable of providing Bluetooth functionality to systems that were 

otherwise designed around a radio module using the 802.15.4 standard [11].  

 

Figure 3.8. The RN42XV Bluetooth adapter [11]. 

It uses Bluetooth 2.1, but it is backward compatible with versions 2.0, 1.2, and 

1.1. The RN42XV has a current draw of only 30mA when in use, and its PCB trace 

antenna allows for a range of up to 20 meters. It supports UART and USB data 

interfaces and functions at data rates up to 3Mbps. 

3.3 The Microcontroller 

The Arduino Pro Mini is a small form-factor microcontroller (less than 1 inch by 2 

inches, or 1.8 cm by 3.4 cm) that has nearly all of the same capabilities as its Arduino 

Uno predecessor [10].It operates at 3.3V or 5V and is based on the Atmega328 

microcontroller which operates at a clock speed of 8MHz or 16MHz for the 3.3V and 5V 

models, respectively. The Arduino Pro Mini is shown in Figure 3.9. 
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Figure 3.9 The Arduino Pro Mini, top view [13]. 

For an ATmega168/328 device, the maximum operating temperature ratings are 

-55 to 125 degrees Celsius [18]. Arduino has their own integrated development 

environment for uploading firmware onto the microcontroller, and the large community 

surrounding this open-source platform can assist even novice electronics users. 

3.4 The Compiled Sniffer 

 With the use of a multimeter and a 5V supply, the sniffer has a current draw of 

77mA when connected and transmitting, and it has a current draw of 57mA when the 

sniffer is idle and searching. When connected to a 5V supply, this equates to power 

consumptions of 385mW and 285mW, respectively. 

The PCB design (see Figure 3.10 and Figure 3.11) was based off an Arduino 

shield template in the component library provided by Adafruit [19]. Additionally, a Micro-

B USB socket and a pair of jumpers for making or removing sensor connections were 

added. 
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Figure 3.10. The completed PCB. 

 

Figure 3.11. The accompanying schematic for the PCB. 

In order to facilitate easy testing and experimentation, the sniffer module has 

been implemented onto a printed circuit board (PCB) shown in Figure 3.12. Not only 

does this permit several sniffers to be operating at once, but it also provides valuable 

insight into further design changes that could be made before large-scale manufacturing 

occurs. According to ITEAD Studio [20], an order of 10 boards for can be placed for 

about $30, which equates to a base manufacturing cost of just $3 per board. Combined 
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with a turn-around time of three weeks, the prototype sniffers are cost-effective and 

expedient prototyping platforms. One such sniffer is shown in Figure 3.13. 

Figure 3.12. A close-up of the front and back of the PCB. 

Figure 3.13. The completed Sniffer device. 
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CHAPTER 4 

SYSTEM SOFTWARE 

4.1 Software Concepts 

4.1.1 Serial Ports and UART 

 A port is an interface (usually a piece of physical hardware) that serves as a point 

of entry for data to get into a computer [39]. In the early days of computing, many 

devices had a parallel port, meaning that data bits entered into the device 

simultaneously, with each bit on its own conducting path. This required parallel ports 

and cables to be large and bulky to accommodate the extra wires that ran in parallel 

with each other. These ports were eventually replaced with serial ports, where data bits 

enter into the device in a particular sequence, one bit at a time. The voltages, timings, 

and arrangement of these bits are typically governed by some particular standard, with 

the RS-232 and RS-422 standards being the most popular. 

 A universal asynchronous receiver/transmitter (UART) is a piece of hardware that 

performs interfacing functions between serial communication lines and parallel, 

computationally-friendly arrangements on a character-by-character basis [40]. A UART 

consists of a serial/parallel conversion unit with buffering, interfaces to the computer 

and to the communication line, and a sequence controller circuit. 

A communications (“COM”) port is the original name given to any serial port on 

IBM computers [41]. It can refer to either physical ports or virtual ports created by I/O 

devices, like those using USB connections. 

Serial communications are used by an Arduino board to interact with external 

devices [42]. All Arduino boards have at least one physical serial port, which the board 
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uses for communicating with a computer via a USB connection. This on-board UART 

device is referred to as “hardware serial,” and it can only perform one communication 

job at a time. To circumvent this, additional serial ports can be created virtually and 

assigned to any available pins that the user wishes. These virtually created ports are 

called “software serial” ports, and they can perform many of the same functions as the 

Hardware Serial port, albeit without the performance that dedicated hardware can give. 

4.1.2 Baud Rates  

When electronic devices communicate with one another, they typically do so with 

some type of shared “language” that both devices can fluently understand [9]. This 

happens on hardware and software levels, and these communication “languages” 

usually exist in the form of some standardized protocol. On the hardware level, where 

communication takes place on electrical conductors or wireless, electromagnetic waves, 

there are communication standards that depend on the nature of the electrical signal 

itself. 

While some communications use a shared clock signal as a point of commonality 

(see Section 2.1.2), others do not. In order to ensure that the meaning of the sender’s 

message is interpreted correctly by the receiver, they must read the same message 

through the same “viewpoint,” so to speak. To do this, the two asynchronous devices 

share a predefined data rate in bits per second, called “baud.” When the two devices 

communicate back and forth, each can use its own clock to arrange the message into a 

format that the other device knows how to interpret with its own clock. This 

asynchronous communication is particularly useful in systems where including 

resources for synchronizing a clock signal isn’t feasible. 
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4.1.3 Cyclic Redundancy Check  

 A cyclic redundancy check (CRC) is a method of fault checking in situations 

where interference can cause erroneous changes to a communication signal. The 

concept of CRC is based on polynomials and the “XOR” operation [43]. In systems with 

a CRC, the sender and receiver agree on a generator polynomial. The size of the CRC 

is determined by the degree of the polynomial, and the CRC bit pattern, called the 

“generator,” is determined by the polynomial’s coefficients. For example, a CRC using 

the polynomial X4 + X2 + X + 1 would have a CRC size of 4, and the generator would be 

10111. CRC sizes are proportional to the size of the message they are intended to 

check [44]. A CRC of size 16 can reliably check a message of up to 4 kilobits in size, 

whereas a CRC-32 (a CRC of size 32) can reliably check a message of up to 64 

kilobits. 

To implement a CRC, the sender performs binary division where the message bit 

string is divided by the generator. Before dividing, the dividend has several zeros 

appended to the least significant bit (LSB) end of it. The number of zeros concatenated 

is equal to the size of the CRC.  Rather than iteratively subtracting as in normal binary 

division, the XOR operation is performed. This is also the case when the leading digit 

(the most significant bit) of the dividend is zero. A remainder, called the “check value,” is 

determined, and it is appended to the end of the message before communication.  

In order to use the CRC to check for errors, the receiver performs the same XOR 

division with the message and the generator. However, this time you append the 

previously determined remainder onto the end of the message, rather than just zeros. 

The resulting remainder should be all zeros, because the XOR operation is triangular. 
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Otherwise, an error has occurred somewhere and the communicated message must be 

re-sent. 

4.1.4 Data Types 

Binary values are used to represent both numeric and alphabetic information. 

Numeric information can exist in a variety of binary formats, such as unsigned integers, 

signed integers, fixed point decimal, floating point, and so on. Likewise, alphabetic 

binary information can be represented in various formats, like ASCII and UTF-8. 

Standard formats, like IEEE-754 for single precision floating-point decimal numbers, are 

used to translate between machine-readable binary information and human-readable 

language. In coding environments, data type declarations are used for dedicating a 

particular register or memory allocation for a particular binary configuration. 

4.1.5 Unions 

A Union is a special data type that can have several different representations. 

This is done by allocating a section of memory that can be written to by one data type 

and read from in another type. This conversion process is useful for preserving the 

meaning of a communicated message while reducing the number of bits required in 

communicating that information. Unlike compression, no bits are removed in the 

process of using a union structure; the information is merely transformed into a more 

economical form. One example would be the number “12345,” which could be stored as 

five different ASCII characters that are eight bits each for a total size of 40 bits. 

Alternatively, the same value can be transmitted as an unsigned integer that requires 

only 16 bits. Obviously, this size efficiency can have a dramatic effect on a larger scale, 

especially when the meaning of the information remains intact. 
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4.1.6 Device Hierarchy 

Communicating electronic devices typically have a hierarchy in order to 

coordinate the functionality of the overall system. Some components are denoted as 

“masters” that initiate communications and handle scheduling of lower-ranked devices. 

These other components are referred to as “slaves,” and they perform specific, isolated 

tasks at the command of a master. A typical master message consists of a slave ID 

(which is the “name” of the slave for which the command is intended), a function code to 

read or read/write the slave’s memory, the starting address in the memory, and the read 

count (which is the actual message data). 

4.2 Arduino Firmware 

The code running onboard the Arduino Microcontroller manages the functioning 

of the entire sniffer unit. A block diagram of this code can be seen in Figure 4.1. Upon 

power-up, the microcontroller reads header files, initializes several variables, and 

establishes necessary communication channels. The firmware then enters into an 

infinite loop. In this loop, the S8 and the RHT03 are each prompted for sensor readings. 

Then, these values are arranged into a predetermined order, filling up their respective 

slots in the proprietary packet. Once these values are placed into an array, a CRC value 

is calculated on the binary equivalents of the sensor values. This CRC value is placed 

into another slot on the end of the packet, and then start and stop flags are placed on 

the front and back of the packet, respectively. 

At this point, a packet is fully assembled and ready for transmission. The code 

then goes into a routine that checks if any incoming data from the phone has been 

received. If the serial buffer detects a command sent from the phone, the 
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microcontroller enters a subroutine that compares the command against a list of valid 

commands. The firmware then responds to the command by transmitting either part or 

the entire prepared packet. Once this listener routine is completed, the loop concludes 

and the sensor polling process begins again. 

Figure 4.1. A block diagram of the Sniffer’s embedded code. 
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4.2.1 Libraries 

 The firmware starts by referencing two header files that contain predefined 

functions for using virtual serial ports and performing computations with the RHT03.  

After these library files are included, several variables (some of which are shown in 

Figure 4.2) are instantiated for later use by their respective processes. 

 

Figure 4.2. ‘Include’ statements. 

 Likewise, another library that contains functions for OneWire communication is 

imported (see Figure 4.3). This library is included because it contains a useful CRC 

routine based on a lookup table rather than an iterative division process, which allows 

for better performance at the expense of extra program size. 

 

Figure 4.3. An ‘include’ statement for the CRC generator. 

4.2.2 Variables 

Many variables used by the sniffer are initially instantiated as shown in Figure 

4.4. Rather than re-declare them once per loop iteration, the variables are simply 

declared before the loop begins. Most begin without an explicit value, but variables that 

handle unchanging values (like the sensor command sequences) are dealt with upon 
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startup to avoid any unnecessary data assignments that might hinder the loop’s 

performance. 

 

Figure 4.4. Declaration of assorted variables. 

 Some variables, like those in Figure 4.5, have been given particular data types in 

order to efficiently allocate system resources. The start and stop flags are compliant 

with standard notation used in High-Level Data Link Control (HDLC) [21]; therefore, they 

only need eight bits in which to function. Likewise, the CRC-16 scheme is used for the 

packet, so the variable used for the check value has been tailored to the particular 

range of positive integers that it will be storing. 

 

Figure 4.5. Declaration of special variable types. 

4.2.3 Unions and Bit Values 

 When data is returned into the microcontroller from the sensors, it is presented in 

a sequence of alphanumeric characters. While floats and integers are stored in memory 

with the exact number of bytes as theoretically specified, character and string data 



32 

types use significantly more bits. While functions to transform data types already exist, 

these require extra processing power. Instead, unions are used in order to extract 

binary sequences from the information received from the sensors.  These unions can be 

seen in Figure 4.6. 

 

Figure 4.6. Implementation of unions. 

4.2.4 Sensor Communication 

After the variables and other prerequisites have been taken care of, the 

microcontroller then begins establishing the assorted serial ports interconnecting the 
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microcontroller, the sensors, and the Bluetooth module. The Bluetooth uses the 

hardware serial port of the Pro Mini at 115200 baud, and its port is the first one 

established. Then, the virtual ports for the S8 and the RHT03 are established, and a 

header string (for debugging purposes) is printed before the program enters into an 

infinite loop. See Figure 4.7.  

 

Figure 4.7. Serial channel initialization and sensor calls.  

Once inside the loop, the sensors are regularly polled, and the returned values 

are used to update the variables in memory. By accumulating the individual source 

codes used to interact with the sensors separately, the sniffer can buffer incoming 

sensor data automatically every 2000 milliseconds, as limited by the refresh rate of the 

RHT03. 
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4.2.5 Packet Arrangement 

 To accommodate for various implementation scenarios, the packet can be 

presented, in whole or in part, in a variety of ways. For the sake of clarity during 

prototyping and demonstration, the packet is presented as a string of ASCII characters. 

This provides the added benefit of organizing numerous packets over time into a single 

comma-separated value (CSV) file. 

 

Figure 4.8. Insertion of numeric data into the union blocks. 

When using the union structure to access the individual memory elements, which 

are declared in Figure 4.8, the arrangement of the bytes is reversed with respect to 

typical significant-bit arrangement; however, the bits within each byte are arranged 

normally. To compensate for this, the bytes of each variable were stored into the packet 

array in reverse order (see Figure 4.9). The numeric information is then loaded into a 

single array starting with a sample index count, then a repetition of the command from 

the phone, then temperatures in Celsius and Fahrenheit. The next four bytes are for the 

heat index, the four after that are for the percentage of humidity. The sixteen bytes after 

that hold the CO2 PPM count and the final two bytes are reserved for the CRC value, 

which at this point in the loop has not yet been calculated. 
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Figure 4.9. A sequential arrangement of the information bytes within the packet. 

4.2.6 CRC Checksum 

 Once the sensor values have been compiled into a single array, the binary 

representations of these values are extracted. As seen in Figure 4.10, they are then 

passed to a function located within the OneWire library, and a lookup table cross-

examines the data and its length to return one of many stored values.  

 

Figure 4.10. A generation of a CRC check value for the packet. 
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This use of a lookup table alleviates the amount of computation that the microcontroller 

must perform anytime new sensor data is received. 

Data framing is used to define the start and stop bytes of a packet [21]. This 

packet arrangement strategy was implemented to encapsulate and identify useful data 

during and after a wireless transmission. A basic packet structure is shown in Figure 

4.11, and a similar set of data is shown in another format in Figure 4.12. 

 

Figure 4.11. A 54-byte packet containing several sensor measurements in ASCII. 
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Figure 4.12. A 24-byte packet, in hexadecimal, containing similar information. 

4.2.7 Dependent Broadcasting 

In order to establish a reliable interaction between by sniffer and the smartphone, 

a master/slave requesting scheme has been implemented. The cell phone acts as the 

master by initiating the data requests and the sniffer responds according to the 

command that it received. The sniffer’s ability to receive commands is done with a 

‘Serial.read’ function (see Figure 4.13) that listens to incoming data from the RN42XV 

connected to the hardware serial port of the Pro Mini. 

 

Figure 4.13. The sniffer’s command retrieval process. 
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The ‘Serial.read’ function by nature returns an integer value, whereas the phone 

application sends commands as single-byte characters. If the sniffer detects inbound 

data, it reads the first eight bits from the buffer and discards the rest. The code then 

performs a basic offset to extract an integer value from the received command, which 

will be used for the case statements within the ‘Check_Command’ method shown in 

Figure 4.14. 

 

Figure 4.14. The managing function for interpreting the phone’s command. 

Once inside the ‘Check_Command’ method, the integer parameter is recorded in 

a temporary variable for later recitation in a packet, if the command is successfully 

interpreted. The integer then proceeds through a series of case statements (some of 

which are listed in Figure 4.15), and each case statement corresponds to a particular 

selection of the data packet that the sniffer can return to the phone. Alternatively, the 

sniffer can transmit all of the readings that were earlier compiled into a packet, and this 

packet can be transmitted in 54 bytes of ASCII text or 24 bytes of hexadecimal values, 

depending on the user’s end application. Regardless of the case, any valid command 

increases an index counter that tracks the number of packets transmitted by the sniffer 

since a power supply was connected and the program began. 



39 

 

Figure 4.15. A series of various data requests that the sniffer can fulfill. 
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CHAPTER 5 

ANDROID APPLICATION 

5.1 Android Concepts 

Mobile applications (“apps”) are programs that run in different states called 

“activities [39].” The Android operating system is based on Unix, and apps are primarily 

written in Java and C [45]. Items like buttons or text displayed on a screen are called 

“widgets [23].”  A layout defines rules on how widgets are presented in an activity. An 

activity can be designed using a grid layout, where widgets are placed absolutely on a 

screen, or using a relative layout, which places widgets spaced relative to one another 

[24]. Grid layouts are good for objective, fine-tuned positioning of widgets on a screen. 

A ‘ListView’ is a useful way to make a list made of just text, or it can have posts, 

pictures, or newsfeeds [25]. There exist certain syntaxes for making an array and for 

handling the text to be used in a list.  

An app needs “permissions” in order to do functions that require the use of the 

mobile device hardware, like connecting the app to the internet or using storage 

memory [26]. The different actions that can happen in an app are called events [27]. An 

app uses multiple screens by switching from one activity to another with a process 

referred to as an “intent” [28]. Every activity is a unique entity with its own unique 

widgets and properties. A “broadcast” is a system-wide message that an app sends out 

to some arbitrary receiver within the device for the sake of doing something [29].  

‘Threads’ help make the mechanics of an app’s code more invisible, unlike 

sequential processes which cause an app to appear frozen during certain instructions 

[30]. By combining them with “systemTime” methods, delays are introduced, but they 
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are unadvisable in most circumstances. Threads are also useful for making an app’s 

code parallel. On the other hand, “services” are tasks that run in the background that 

the user doesn’t know about, like getting the time, downloading images, or checking for 

new messages [31]. Services typically don’t have an interface. Intent services require 

two things: a constructor and an ‘onHandleIntent.’ Intent services automatically create 

threads upon execution. Generic services are good for handling background 

happenings that don’t interfere with the user’s experience. In a sense, threads function 

much like timer interrupts. A bound service is useful for better communicating between 

an app and a service.  

Finalizing an APK file, the Android equivalent of an executable file, requires a 

signature to verify the app author’s ID that will be tied to their app [32]. An author’s e-

signature is called a “key,” and their keys are stored in an encrypted file called a 

“keystore.” 

5.2 Android Application – Java Files 

In a practicality analysis, it was decided that Android devices were more likely to 

be used over those that operate on an OS/x platform, so an app was created from 

scratch in Java using Android Studio, shown in Figure 5.1. Before beginning, several 

features that would be useful in the Android app were identified, including: 

 Working with text 

 Working with Bluetooth 

 Adding timestamp and GPS 

 Displaying objects 

 Saving files 
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The following sections cover each of the Java files that were assembled into the 

final app. The function of each file is explained in further detail below. 

 

Figure 5.1. The Android Studio interface. 

5.2.1 ‘MainActvity.java’ 

 When the app is launched, the primary activity is loaded, as defined by the 

functionality described in ‘MainActivity.java.’ Within this file, the visible layout for this 

activity is loaded, based on the details specified in ‘activity_main.xml.’ When this Java 

file is run, several preexisting libraries are imported, and a custom library written for a 

background service is also loaded. The execution enters the primary class, where 

numerous variables, an event handler, and a broadcast receiver are declared. Next, the 

activity is manifested with a call to the ‘onCreate’ method, which is specified in Figure 

5.2. This method starts the visual layout of the app’s main screen, begins a pair of 
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services, and attempts a Bluetooth connection if the app is returning to this activity from 

a secondary menu screen.  

 

Figure 5.2. The 'onCreate' method with the 'setupUI' call. 

 The primary functionalities of this activity are set up within the ‘setupUI’ method. 

Within it, the functional code links to the visual objects of the activity and assorted 

listeners manage how the code responds based on how the user engages the widgets. 

One widget in particular, the “Connect Bluetooth” button, causes a transition to a 

secondary activity that allows the user to select the Bluetooth device associated with the 

sniffer from a list of recognized devices. After the button listeners have been 

established, the ‘onCreate’ method concludes by starting a thread that silently retrieves 

the current time from the phone every five seconds. This thread is also used to send a 
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single-byte command to the sniffer in the event that a Bluetooth connection has been 

established. 

 Further down in the Java file, other methods set up the socket and hardware 

service to establish a Bluetooth connection. Here, a device identification number 

selected from the secondary activity is interpreted, and once a Bluetooth connection to 

a sniffer has been established, this method also manages the master out, slave in 

(MOSI) and master in, slave out (MISO) data transfers. 

At the end of this Java file, the ‘getLocation’ method checks the user’s GPS 

settings and prompts the user to enable GPS locations. It also communicates with 

another Java file (‘GPSTracker.java’) to retrieve current GPS coordinates that will be 

stamped onto the incoming packet from the sniffer. Finally, a method called 

‘misoFormat’ conditions the inputted data from the Bluetooth buffer. It extracts the data 

from between the “start” and “stop” flags, appends time and location information, and 

returns a legible string of text that is then written to a file by another Java file (called 

‘FileSaver.java’). 

5.2.2 ‘DeviceList.Java’ 

This Java file is responsible for the mechanics of the secondary activity, where 

the user can select the sniffer’s Bluetooth address from a list of recognized Bluetooth 

devices. This list is generated with a ListView widget that consists of an array of 

buttons, and when a button is pressed, a string containing the address of a particular 

Bluetooth device is passed to ‘MainActivity.java,’ where it is used to perform data 

communications in the primary activity. 
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The file begins by importing several widget libraries, including the ListView, 

buttons, and functionalities for interfacing with the device’s Bluetooth capabilities. Once 

inside the main class, several widgets and variables are initialized. The ‘onCreate’ 

method directs the utilities of the widgets once the activity is called, and a single button 

is given a listener that draws the list of devices when pressed. 

Once pressed, the ‘pairedDevicesList’ method, shown in Figure 5.3, is called. 

This method polls the device for all of the paired Bluetooth devices that are in memory. 

For each device, an entry in the ListView is created, and the name and address of the 

paired device is printed. The ListView is also given an on-click listener. When an entry 

in the ListView is pressed, the listener retrieves the text printed on the entry, divides the 

name and address, returns the address, and re-starts the primary activity. 

Figure 5.3. The ‘pairedDeviceList’ and ‘OnItemClickListener’ methods 
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5.2.3 ‘FileSaver.Java’ 

 ‘FileSaver.java’ is responsible for connecting to a device’s nonvolatile storage, 

which is typically located externally in an SD card. This Java file receives the 

conditioned data string from ‘MainActivity.java’ and writes it to a file located in a 

predetermined directory; this file also receives a date stamp from ‘MainActivity.java,’ 

which is used in the title of the saved file, for easy referencing. 

 ‘FileSaver.java’ begins with several import statements, two of which include the 

‘File’ and ‘FileWriter’ libraries. Within the main class, string variables are initialized and a 

directory and file are created. The main class has a special parameter that is used to 

categorize data into two different files: one file is exclusively used for numeric 

measurements, and the other file collects comments that the user inputs. The 

‘recordData’ method, the first method within the main class, is used to place an arbitrary 

piece of data into a specified file. 

As seen in Figure 5.4, the ‘recordData’ method begins by receiving two 

parameters from the file that called ‘recordData,’ and these parameters consist of the 

data being saved and the date stamp used to name the file. Various checks are 

preformed to confirm that an SD card is present and functioning, and then a 

‘BufferedWriter’ utility takes the received data and prints the data as a “string” into the 

file. If the data being saved is a comment entered by the user, a pop-up alert notifies the 

user that their input has been saved and where it has been saved to.  
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Figure 5.4. The 'recordData' method used to save data to a file. 

 The rest of the Java file contains an assortment of methods used for checking 

the functionality of the external storage. Another method is used for locating a common 

directory in a user’s device. 

5.2.4 ‘GPSTracker.Java’ 

 ‘GPSTracker.java’ is used to interact with a device’s GPS capabilities. When 

called, this Java file interacts with GPS hardware, retrieves location values, and returns 

numeric measurements in degrees latitude and longitude.  

 This Java file begins with import statements, particularly the ‘Location,’ 

‘LocationListener,’ and ‘LocationManager’ libraries. The main ‘GPSTracker’ class begins 

with several variables for statuses and measurements, and the main method’s 
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constructor references another method called ‘getLocation.’ This method is illustrated in 

Figure 5.5. 

 

Figure 5.5. The 'getLocation' method used for obtaining GPS coordinates. 

The ‘getLocation’ method starts by checking the current status of the device’s 

GPS. If any location functionality is enabled, the method attempts to request a location 

from either the GPS provider (which gives the device’s coordinates) or the network 

provider (which gives the location of the cellular tower that the device is currently 

connected to). If either location provider can produce a non-null response, then the 

‘getLocation’ method calls the ‘getLatitude’ and ‘getLongitude’ methods, which are also 

in the Java file. These iterated method calls finally return a set of coordinates to the 

Java file that originally requested them. 
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Further down in ‘GPSTracker.java,’ another method called ‘showSettingsAlert’ is 

implemented when no location utilities are detected. Within this method, a dialog box is 

drawn, and the user is prompted to activate GPS capabilities on their device. If they 

chooseto do so, a button takes them to their location settings menu, where they can 

make necessary adjustments. The Java file concludes with several methods that can 

implement actions based on a change in location a change in provider status; however, 

these methods are empty and have not been implemented at this time. 

5.2.5 ‘MyService.Java’ 

‘MyService.java’ is responsible for performing a background service that loops 

every five seconds. This service is the primary driver for the automated communication 

to the sniffer, the reception of data, and the recording of data to a file. This Java file is 

solely responsible for generating a “runnable” thread that is invisible to the user; all 

other actions that make use of this thread are implemented in ‘MainActivity.java.’ 

‘MyService.java’ begins with import statements, one of which allows for the 

creation of services. Next, the main class initializes a few simple variables primarily 

used for debugging and log messages. After the required constructor method, the 

‘onStartCommand’ method prints a log message (used within the Android Studio IDE for 

debugging) and enters a “runnable” thread (see Figure 5.6). Within this thread, a loop 

records the current time in milliseconds as an initial timestamp, then 5000 milliseconds 

are added to it to create a timestamp five seconds into the future. Further within this 

thread, a while loop runs a delay until the future timestamp has been reached, and 

another log message is printed to show the completion of the service. 
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Figure 5.6. The 'onStartCommand' which contains the five-second looped thread. 

5.2.6 ‘MyBoundService.Java’ 

‘MyBoundService.java’ is responsible for reading the time from the device’s 

clock. The clock time is then used for applying time stamps to data entries and to the file 

titles in which the data is saved. 

This Java file begins with import statements that are used to begin a service. 

Other import statements include the ‘SimpleDateFormat’ and ‘Date’ libraries, which are 

used to retrieve the current date and time, then arrange the values into a desired 

format. Within the ‘MyBoundService’ class, a series of methods are accessed to 

instantiate a bound service. The ‘onBind’ method, similar to the ‘onCreate’ method used 

in creating an activity, constructs a ‘MyLocalBinder’ object, as seen in Figure 5.7.  When 
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created, this object inherits properties from its super-class that allow the service to bind 

to a resource within the Android operating system (OS).  

 

Figure 5.7. The three primary methods of ‘MyBoundService.java.’ 

After an obligatory constructor, two other methods are able to call time 

information. The first method, called ‘getCurrentTime,’ reads the date down to the 

current second and formats the current time in a descending fashion, from the current 

year on the left to the current second on the right. This string is coupled to the incoming 

data, and it indicates the moment that those particular measurements were received by 

the phone. The other method, which is called ‘getDatestamp,’ is responsible for 

retrieving the current year, month, and day; these are then formatted into a string that 

will eventually be used for the names of the saved files. 
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5.3 Android Application – XML Files 

 Unlike the Java files that define the app’s functionality, the XML files are directly 

responsible for the front-end portions of the app that the user sees. While these files are 

primarily graphical user interfaces (GUIs), they make up just about the entire app, as far 

as the user is aware. Therefore, special care has been given to the form of the app so 

that effort in developing its function will not have gone to waste. 

The following sections cover each of the XML files that were assembled into the 

final app. The function of each file is explained in further detail below.  

5.3.1 ‘activity_main.xml’ 

‘activity_main.xml’ contains the design specifications for the primary activity of 

the app. It is the first activity the user sees when they start the app, and the GUI of this 

primary activity is shown in Figure 5.8. It consists of a title at the top, with a Bluetooth 

connection status underneath it. Under those, two buttons are used for starting and 

stopping a Bluetooth connection. The button labeled ‘Connect Bluetooth’ takes the user 

to a secondary activity, where they can select a device from a list of Bluetooth devices 

already paired by the phone. The other button, labeled ‘Disconnect,’ severs any active 

Bluetooth connection and turns off Bluetooth functionality for the entire phone.  

In the middle of the screen, two text fields are used for monitoring the incoming 

data from the sniffer. The top field titled ‘Incoming Data’ shows the raw data packet as 

buffered by the Bluetooth socket. The other field, which is written against a black 

background and titled ‘Data Log,’ displays the data packet after formatting and time-

stamping have taken place. This text is displayed exactly as it is saved into the data log 

file, which is handled by “FileSaver.java.” 
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Figure 5.8. The AirSniffer main activity. 

 At the bottom of the activity, a small text box has been placed for the user to 

enter notes about the current data measurements. This text field works in conjunction 

with the adjacent button labeled ‘Save Note,’ and when the user pushes this button, any 

text entered into the box is saved to a separate file, as specified by the pop-up 

message. This text is also given a time stamp for convenient data tracking. 

5.3.2 ‘activity_device_list.xml’ 

 This XML file is responsible for the layout of the secondary activity (shown in 

Figure 5.9), which is started when the user chooses to start a Bluetooth connection from 

the main activity. Within this activity, all of the devices that the phone is paired with are 

listed in an array of selectable options. 



54 

 

Figure 5.9. The ‘Device List’ activity used to choose a device before connecting. 

This activity starts with a single button at the bottom labeled ‘Show Paired 

Devices.’ This was implemented as a mechanism to trigger a check to see if the user 

has enabled Bluetooth capabilities within their phone. If these settings are disabled, an 

alert box prompts them to change their settings and points them to the main activity, 

where they can be redirected to their wireless settings menu. If Bluetooth has been 

enabled, then pushing the button will fill in the list with all of the phone’s recognized 

devices. In each list space, the name of the device is displayed first, followed by the 

device’s media access control (MAC) address. Once the user selects an option in the 

list, the details of their choice are stored and the app returns to the main activity to 

attempt a Bluetooth connection. If a connection is established, the app remains on the 
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main activity; otherwise, the app returns to the secondary activity and displays an alert 

notifying the user of a failed connection attempt. 

5.3.3 ‘AndroidManifest.xml’ 

 ‘AndroidManifest.xml’ is used for various settings throughout the entire app. It 

does not have its own GUI; rather, it orchestrates the declaration of the other activities 

as well as the various services that the app uses.  

 

Figure 5.10. The app's settings as defined in 'AndroidManifest.xml.' 

 This XML file starts with a declaration of various permissions that the user must 

give to the app in order for it to function. See Figure 5.10. These permissions are 

granted during the installation of the app, and they include abilities like Bluetooth use, 

GPS use, and access to removable memory. Beneath that, various settings for the app 

are defined. Here, the launch icon and the display theme are stated.  
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Further down, various configurations to each of the activities can be made. For 

instance, the main activity has been given an instruction to not reload based on various 

manipulations of the phone itself, including the motion of sliding out a hidden keypad 

used for entering text. Similar settings can be defined for app services, which are also 

listed in this area. 
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CHAPTER 6 

DATA ACQUISITION 

6.1 Text Files 

The end result of the Android app is a pair of generated text files saved onto the 

user’s phone, where each received packet or comment is entered on its own line.  At 

this point, the sensor data is now in a storable format (shown in Figure 6.1) but it has 

relatively little meaning. In order to interpret some sort of useful information, the data 

now undergoes further data processing. 

Figure 6.1. A typical text file saved by the AirSniffer app. 
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6.2 CSV Files 

 The data can now be handled in many different ways, depending on the user’s 

application. While concessions have been made for faster and easier methods of 

numeric analysis, the method used in this research is explained below. 

While text files are a common file format for many computational machines, they 

are more suited for handling written information. It was therefore decided that the 

numeric data should be formatted into a comma-separated value (CSV) file. While this 

could have been done by the app, it was decided that a variety of different delimiters 

should be used so that the end user can separate or conjoin the datasets as desired. 

To accomplish this, the text files are imported into a spreadsheet program like 

Microsoft Excel or MySQL. This allows the data to be selectively separated, depending 

on what delimiters are chosen. For instance, a user can choose semicolons as 

delimiters, which would divide the text files into a series of timestamps, coordinates, and 

measurements. Alternatively, commas could be used to track measurements of a single 

sensor over a period of time. For these data analyses, commas and semicolons were 

both used as delimiters. 

Once data is imported into an Excel spreadsheet, non-uniformities are cropped 

off from the rest of the data. One such non-uniformity is shown in Figure 6.2. This is 

done as a preparation for an automated CSV file reader later in the process, which is 

configured to import uniform data sets with specific data types in certain places. 
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Figure 6.2. A CSV file anomaly being cropped off in Excel. 

  

Figure 6.3. Plotting arbitrary GPS data in Google Earth. 

Once the data has been cleaned up, it can now be exported as a CSV file. 

Alternatively, certain ranges of data can be extracted for use in other programs, such as 
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plotting the GPS coordinates in Google Earth. This is useful for close-up analysis or 

interesting illustrations that can be used in presenting data, such as the waypoint 

plotting shown in Figure 6.3. Additionally, a user can visualize coordinates with Google 

maps, export them to Google earth, make a visual flythrough, or display a time-lapse 

path. 

6.3 MATLAB Plotting 

 Due to its commonality in academia, MATLAB was selected for data analysis and 

visualization. A MATLAB script, which is partially shown in Figure 6.4, has been written 

to plot the accumulated data in a variety of informative ways. 

 

Figure 6.4. MATLAB code for importing data from a CSV file. 

 The MATLAB script (“M-file”) begins with a few basic text prompts that are used 

for the directory and CSV files being examined. Once the user enters in the names of 



61 

the CSV files being examined, they are loaded into memory via a ‘textscan’ function. 

Once the datasets are imported, the columns are saved into their own array variables. 

The user is then prompted to enter a selection of time stamps, which can be 

retrieved from either the data file or the comments file. These time stamps act as 

window boundaries, and they allow a user to plot certain ranges of data against one 

another. Once these time stamps have been entered, the M-file searches the original 

CSV data for these time stamps and their locations, if present, are noted. Then, a sub-

array is extracted from between these starting and stopping points, and the data is then 

displayed. A separate window is used for each sensor metric, as seen in Figure 6.5. 

 

Figure 6.5. Several plots of data from a CSV file. 
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CHAPTER 7 

EXPERIMENTAL RESULTS AND ANALYSES2 

7.1 Experimental Procedure 

 The sniffer was worn in a variety of locations and situation for the sake of 

evaluating some hypothesis or exploring some concept. In the experiments undertaken 

with the sniffer, a preconceived motivation led to an investigation of how the AirSniffer 

platform can effectively answer a user’s questions about an environment. 

 The following experiments have been divided into three categories that best 

identify the circumstances of the experiment. However, all of the experiments were 

performed with best effort to maintain consistency. The same procedure was followed in 

each experiment, unless otherwise noted. Within each test, an initial motivation is 

stated, and then a test setup is described. The collected data is illustrated, and the 

experiment is concluded with inferences made based on the illustrated data. 

7.2 Location Experiments 

7.2.1 Large Auditorium vs. Small Seminar 

 In theory, a large space filled with more people should have a larger detectable 

amount of CO2. In other words, the CO2 concentration within an area of a building 

should be directly correlated with the number of people in that particular area. This 

could also mean that other airborne particulates, even viruses and bacteria, are more 

likely to be present in environments with more people. In order to evaluate the effect of 

large occupancies on air quality, measurements were taken in a large auditorium during 

                                            
2
 Parts of this chapter, including Figure 7.14 and Figure 7.25, are reproduced with permission from IEEE 

and have been previously published from J. Smith and X. Li, “AirSniffer: A Smartphone-Based Sensor 
System for Body Area Climate and Air Quality Monitoring,” Proceedings of IEEE 10

th
 International 

Symposium on Medical Information and Communication Technology. 2016. 
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a church service with of an attendance of about 1000 people, shown in Figure 7.1. 

Measurements were also taken during a small classroom seminar with an attendance of 

about twenty people (Figure 7.2). 

 

Figure 7.1. A crowded auditorium. 
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Figure 7.2. A moderately crowded seminar. 

As seen in Figure 7.4, the large auditorium showed about twice the levels of 

relative humidity compared to the small seminar. Judging by the temperature within the 

auditorium (Figure 7.3), this was likely due to respiration rather than perspiration or any 

other sources of water vapor. However, Figure 7.5 shows that the auditorium only had 

100 PPM higher average CO2 concentration (a 13% increase) despite having an 

occupancy fifty times greater than the seminar. Although it may be possible that larger 

groups can be directly responsible for a larger presence of airborne pollutants, including 

communicable illnesses, this relation does not appear to be linear. This nonlinear 

relation suggests that factors other than occupancy count should be identified and taken 

into consideration when making air quality evaluations. 
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Figure 7.3. Auditorium and seminar temperatures. 
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Figure 7.4. Auditorium and seminar humidities. 

 

Figure 7.5. Auditorium and seminar CO2 concentrations. 
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7.2.2 Crowded Classroom vs. a Crowded Auditorium 

A test was performed to determine if air measurements were dependent on 

population density within an enclosed space. Unlike the experiment in Section 7.2.1 that 

recorded measurements during a small seminar, the classroom shown in Figure 7.6 had 

a much higher attendance and therefore a higher population density. When compared 

with the readings taken in a large auditorium, the measurements should show 

similarities when each environment’s respective populations are measured by the same 

metric. Measurements were taken in a classroom that was full to capacity due to an 

exam. A second set of measurements were taken during a church service (shown in 

Figure 7.7) where attendees were sitting in approximately the same density, albeit with 

a much larger total attendance. 

 

Figure 7.6. A crowded classroom. 
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Figure 7.7. A crowded auditorium. 

Figure 7.9 indicates that both locations showed similar readings in humidity with 

a downward trend in the readings taken in the auditorium, but the smaller classroom 

setting showed surprisingly higher values of temperature and CO2. However, the 

smaller classroom showed less variance in both temperature and CO2 (see Figure 7.8 

and Figure 7.10, respectively). Due to these significantly different readings, it can be 

inferred that human density per square foot is still an inconclusive factor in determining 

air quality. In the images of the two tested locations, it is apparent that the ceiling 

heights are vastly different. Since a key property of gas is its three-dimensional volume, 

one can postulate that the overall volume of a space plays some role in air quality 

decisions and reactions; human presence might not be a primary motivator. 

Additionally, based on the relatively smoother curves in the auditorium data, it can also 

be stated that volumetrically larger areas are more resilient against sudden atmospheric 

changes, such as those caused by large population changes. Unfortunately, this steady-
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state property of large spaces poses a greater challenge for an HVAC system looking to 

implement a desired environment. 

 

Figure 7.8. September 22nd temperatures, in Fahrenheit. 

 

Figure 7.9. September 22nd humidities. 
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Figure 7.10. September 22nd CO2 concentrations. 

7.3 Motion Experiments 

7.3.1 Air Conditioning vs. Open Windows  

Automobiles are often thought to be a significant source of pollution. A commuter 

might be faced with a decision as to whether it is safer to drive exposed to other 

automobiles or to drive in their own sealed environment. In order to evaluate air quality 

effects of exposure and isolation, the sniffer recorded measurements during a forty 

minute, round-trip commute from home to school along U.S. Route 380, illustrated in 

Figure 7.11. For one direction, the windows were shut and the air conditioner was in 

use. During the return trip, the AC was kept off and the front windows were rolled down. 
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Figure 7.11. Moderately heavy traffic on U.S. Route 380. 

In the following graphs, each data line follows some type of curve that eventually 

settles into some steady-state value. When the car’s environment is isolated from 

outside exposure, both temperature (Figure 7.12) and CO2 concentration (Figure 7.13) 

show an upward trend, signifying an accumulation within the vehicle’s sealed 

environment. While the temperature settles just above the room temperature of 70 

degrees Fahrenheit, a temperature that most humans regard as comfortable and neither 

hot nor cold, the CO2 concentration reaches a steady state value between 1200 and 

1400 PPM, a value that is three times higher than the external ‘fresh air’ value of 400 

PPM.  Concentrations over 1000 PPM can result in effects ranging from uncomfortable 

stiffness and odors to general drowsiness [47], which can prove hazardous to both the 

vehicle’s driver and other motorists. It is therefore advised that if the outdoor 

temperature is deemed tolerable, if outdoor humidity is of no concern, and if road 
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pollution is acceptable, then a driver should periodically expose their vehicle’s interior to 

outdoor conditions for the sake of safety and comfort. 

 

Figure 7.12. February 25th temperatures, in Fahrenheit. 

 

Figure 7.13. February 25th CO2 concentrations.  
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7.3.3 Three Commutes 

 During commutes to school, special care was taken in nothing fine details that 

might influence air measurements. Ordinarily, many drivers might overlook the 

capabilities of their vehicle’s ventilation settings, so three datasets were compared 

against each other. As shown in Figure 7.14, each of these datasets was recorded while 

traveling along an identical route at relatively the same time of day and for about the 

same time period of 40 minutes. The only difference in the datasets is the vehicle’s 

ventilation settings: fan on, recirculation off, and AC off on Oct. 6 (solid red line), front 

windows down on Oct. 7 (dashed black line), and fan on, recirculation on, and AC 

activated on Oct. 13 (dash-dot blue line). 

 

Figure 7.14. CO2 measurements collected during three commutes. 
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 From the CO2 measurements, rolling down a car’s windows provides the lowest 

and most stable CO2 concentrations, while having AC and recirculation on causes an 

increasing buildup of CO2. It can be seen that modern car insulation is not good for 

drivers with regard to CO2 exposure – since people produce CO2 while breathing, then 

CO2 buildup will result from people sitting inside a sealed container if the air is not 

properly ventilated. Ironically, people might be exposing themselves to high CO2 levels 

when they leave their windows up and turn on recirculation in order to avoid outside 

exhaust pollution. A reasonable conclusion from this experiment is that a driver should 

turn off recirculation during light traffic or when outside air quality is deemed to be good. 

7.4 Situation Experiments 

7.4.1 Stationary Sniffer vs. Portable Sniffer  

As many of the other experiments showed the effects of CO2 due to human 

respiration, it was then postulated that the physical location of the sniffer on the user’s 

body could affect the measured readings. Since CO2 is heavier than air, it was believed 

that exhaled CO2 would fall straight down in front of a person, and if a user was wearing 

the sniffer on a lanyard around their neck, their recorded measurements would be 

skewed by their own physiology. To test this theory, the sniffer recorded measurements 

while being worn as shown in Figure 7.15 for about three hours. Another three hours 

worth of measurements was recorded as the sniffer sat within arm’s reach on a desk 

(see Figure 7.16). 

When the sniffer was worn, there were greater variances in recorded 

temperatures compared to measurements taken when the sniffer sat unmoved (see 

Figure 7.17). Likewise, Figure 7.18 shows that humidity measurements were more 
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varied when the sniffer was worn. Although this wasn’t the intended metric that the 

experiment focused on, it would appear that body temperature and perspiration can 

have a noticeable impact on measurements. While at first glance this susceptibility to 

interference may seem like a detriment to the AirSniffer platform, it actually 

demonstrates the sensitivity the system is capable of while still being portable and 

discreet. 

 

Figure 7.15. The sniffer worn as a pendant. 
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Figure 7.16. The sniffer sitting on a desk. 

Surprisingly, recorded CO2 measurements were more stable when the sniffer 

was worn compared to when the sniffer was stationary on the desk. This is illustrated in 

Figure 7.19. The worn measurements, aside from the random data spikes, follow a 

smooth parabolic curve that steadily remains within a 100 PPM boundary, suggesting 

that the wearer performed some action that curbed and reduced CO2 exposure. The 

stationary sniffer, however, recorded measurements that steadily trended upward, 

suggesting that the sniffer was sensing the environment of the room rather than the 

personal area of the user. This is also supported by the exponential curves in the 

temperature and humidity graphs that appear to illustrate diffusion within the room. 

Since these curves continue relatively uninterrupted, it is evident that the user made no 

behavioral changes to the environment. It can even be speculated that when the sniffer 

wasn’t worn, the user was oblivious to their immediate environmental conditions. This 
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experiment therefore shows that although the sniffer is sensitive to byproducts of the 

user’s physiology, these effects on the sniffer’s measurements are negligible. 

Furthermore, the wearable nature of the AirSniffer system is preferable to that of 

stationary monitoring systems, because it can provide information about a user’s 

personal area adequately enough for them to behave proactively.  

 

Figure 7.17. Personal area temperatures. 
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Figure 7.18. Personal area humidities. 

 

Figure 7.19. Personal area CO2 concentrations. 
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7.4.2 Occupied Lab vs. Empty Lab 

In order to determine the effect that human presence has on a public workspace, 

one lab (shown in Figure 7.20) within the Electrical Engineering department was 

selected for experimental measurements. With regard to enclosed spaces these 

measurements were intended to draw similarities to the measurements taken inside an 

automobile. To understand the dynamic environmental conditions of public spaces with 

and without people present, an experiment was performed where the lab was occupied 

by one person for one hour. When one hour of measurements were recorded, the lab 

was vacated for another hour and more measurements were taken. 

 

Figure 7.20. A lab in the Electrical Engineering department. 

As supported by Figure 7.21, measurements in temperature show little difference 

between an occupied room and a vacant room. Humidity measurements (in Figure 7.22) 

showed even less difference in measurements to the point where they could safely be 

considered negligible. On the other hand, CO2 measurements in Figure 7.23 seem to 
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show some inferential data: An occupied room has a consistently higher concentration 

of CO2. Conversely, an unoccupied room contains a lower CO2 concentration that 

seems to reduce over time to a level consistent with the ‘fresh air’ value of 400 PPM. 

Since the environment tends back to some steady state value as time goes to infinity, 

one can therefore infer that human presence, regardless of activity, causes 

exacerbating effects on an environment. This is also suggested by samples 250 to 400 

recorded in the empty lab. Upon further inspection, the user commentary at the end of 

the test noted that an individual had entered the lab an unknown number of times. The 

stark contrast of CO2 measurements between an undisturbed environment and an 

intruded environment seems to suggest that human presence, no matter how small, is 

significant and has repercussions with regard to CO2 concentration. 

 

Figure 7.21. Lab temperatures, in Fahrenheit. 
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Figure 7.22. Lab humidities. 

 

Figure 7.23. CO2 concentrations. 
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7.4.3 Door Closed vs. Door Open 

A curiosity arose regarding the comparable effectiveness of HVAC systems in 

public versus private buildings. Since office buildings contain more people at any given 

time, the ventilation system is subject to certain workplace laws that absolutely must be 

upheld. Conversely, a homeowner might not be so concerned about operating their 

HVAC system, since their primary concern is cost rather than regulation. Additionally, 

building occupants might decide to implement ventilation changes themselves, such as 

opening or closing a window or door. This can have varying effects, depending on the 

HVAC system within the building. 

An experiment was done to analyze the effect of minor ventilation changes in two 

locations. In both situations, it was believed that a non-sealed room would vent more 

easily and therefore have measurements closer to the ‘fresh air’ ideal than 

measurements taken in an enclosed room. The sniffer was placed on a desk in an 

opened room for an hour. After an hour had elapsed, the door was closed and 

measurements were taken for another hour. This two-hour test was performed in both a 

residential home and a university laboratory (shown in Figure 7.24). 

The measurements shown in Figure 7.25 indicate that private residences 

typically do not ventilate as rigorously as HVAC systems in office buildings. This is 

because many public buildings draw in “fresh air” from outside, which is filtered then 

dispersed evenly throughout the facility to replace indoor air. However, most residences 

in the United States do not have any feature to intake fresh air from outside. 

Accordingly, the data shows that CO2 levels at home are much higher than in office 
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buildings. In addition, closing a door to a room has significantly more impact on CO2 

levels at home than in office buildings. 

 

Figure 7.24. A laboratory at the University of North Texas. 

 

Figure 7.25. Measurements recorded before and after closing a door.  

Door 
Closed 

Door 
Closed 
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7.4.5 Vaping with an E-Cig 

Electronic cigarettes (“e-cigs”) have recently seen a rise in popularity due to their 

alleged health benefits over traditional tobacco cigarettes. However, since they are a 

new technology, conclusive information from research regarding the devices is still in its 

infancy. While this research cannot provide a comprehensive analysis on the device or 

its users, it can produce basic observations on how the device affects air quality 

measurements. One experiment was performed to explore air measurements while 

using an e-cig versus measurements in a control environment. During a round-trip 

commute to Dallas (see Figure 7.26) where each leg of the trip took about thirty 

minutes, interior conditions of a vehicle were set and the trip was completed with normal 

driving behaviors.  

 

Figure 7.26. Dallas North Tollway at night. 

Measurements were taken with the sniffer and used to establish a baseline, and 

the e-cig was not used during the first portion of the trip. Before the return trip, the 
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internal conditions of the vehicle were replicated, and a Joyetech Delta II e-cig with an 

Eleaf iStick 30W battery pack was periodically used. As shown respectively in Figure 

7.27 and Figure 7.28, the control case showed slightly higher measured values of 

temperature and CO2, whereas the use of an e-cig resulted in higher measured values 

of humidity. Although these measured values are barely different, the charts provide 

interesting artifacts that can be used to refine future experiments. For instance, the 

humidity level within the vehicle’s cabin shows a 50% increase to a steady value 

halfway through the trip that the vaporizer was used. This added moisture likely came 

from the vaporized liquid. While it is of no surprise that heated water produces water 

vapor, it may be less obvious that raising an environment’s humidity, especially the 

sealed environment of a vehicle, can increase the growth of hydrophilic organisms such 

as fungal infections or molds.  

 

Figure 7.27. September 27th temperatures, in Fahrenheit. 
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Figure 7.28. September 27th humidities. 

Another interesting data artifact is the measured CO2 concentration during the 

use of the vaporizer, which is shown in Figure 7.29. Although similar ventilation settings 

were used for both experiments, the use of the e-cig correlated with lower CO2 

concentrations. The reason for lowered measurements of CO2 is due to exhalation of 

the vapor out the driver’s window as if it were actual tobacco smoke. While an e-cig 

might produce fewer carcinogens than traditional cigarettes, the use of an e-cig may not 

necessarily change one’s behavior patterns, and an e-cig user should not expect a 

dramatic improvement in their well-being just by using a vaporizer. In the event that 

someone decides to use such a device, abundant ventilation is strongly encouraged to 

prevent the buildup of exhaled chemicals. 
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Figure 7.29. September 27th CO2 concentrations 

7.5 Additional Capabilities 

7.5.1 Commentary Overlay 

 The MATLAB script discussed in Chapter 6 also has the ability to place markers 

that correspond with a user’s commentary atop plotted data measurements. By simply 

running the script and inputting one or more comment time stamps when prompted, a 

user can easily relate measurements with observations about their environment at some 

particular moment in time. This feature can be especially useful when trying to explain 

abnormal artifacts in the plotted data. 

 To demonstrate the value of such informative analysis, the sniffer was worn 

throughout an ordinary school day, and user commentary was entered into the 

AirSniffer app while sensor measurements were recorded. The user’s comments 

correspond to significant actions or environmental changes, although commentary 
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capabilities can be expanded for use in a wide variety of applications. Much like the 

measurements themselves, the comments are also time-stamped, and this time-stamp 

was used to correlate comments to certain sensor values. These comment events are 

signified by indicators in the following figures, and labeled dividers have been 

superimposed on the plots to indicate the environment of the sniffer at that particular 

timeframe. 

 

Figure 7.30. December 17th temperatures, in Fahrenheit. 

 As shown by the figures, several notable comparisons can be made between 

different events. For instance, the time period of leaving school is significantly longer 

than the time duration of entering school; the commentary indicates that this longer 

duration was due to a conversation with another student in the parking lot. As indicated 

by the temperature graph in Figure 7.30, this event exposed the sniffer and its wearer to 

55⁰  F temperatures, which can cause affects ranging from runny nose to hypothermia, 
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depending on the exposure duration. In medical diagnosis applications, environmental 

documentation such as this can be used to more effectively determine current maladies 

and prevent future ones. 

 

Figure 7.31. December 17th CO2 concentrations. 

In another instance, it can be seen that a laboratory and a home environment 

show drastically different CO2 measurements (see Figure 7.31). Whereas the home 

environment shows higher yet steady CO2 concentrations, the concentrations within the 

laboratory are sporadic. In this case, the reason for such variance in concentration was 

never explained by the user, suggesting that they never noticed such fluctuations. Since 

the particular data range can be correlated to a particular environment, it can also 

correlate with other data from that environment, such as the abnormally high 

temperature or the abnormally low humidity. These air quality observations can be used 
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to troubleshoot any HVAC equipment associated with the laboratory, which can in turn 

impact the health of those who reside within the laboratory. 

7.5.2 Routine Analysis 

Up to this point, most of the experiments performed were scenarios that were 

intentionally pursued for the sake of studying some hypothesis. During these various 

experiments, wearing the sniffer became a normal routine, and its user stopped 

exposing the sniffer to tightly controlled experimental conditions. As part of an 

investigation to determine the AirSniffer’s long-term usefulness, the sniffer was worn for 

seven continuous days, from February 24th to March 1st. At the end of this period, the 

collected data was plotted and analyzed for interesting patterns or artifacts. 

Surprisingly, the seven datasets for all three measurement metrics are unique 

and indicate few signs of daily routine. The only signs of repetition are found in the 

temperature plot in Figure 7.32, where the temperatures at the beginning and end of the 

data sets are within the same range of ten degrees Fahrenheit. Although the seven 

datasets have few similarities, the dissimilarities can be just as informative. For 

example, the temperature plot shows an instance of above-average temperatures for a 

two-hour duration on February 25th (the black dashed line). When compared to the 

user’s commentary, this artifact took place during a densely-populated career fair, and 

the line on the CO2 concentration plot for Feb. 25th shows values that correlate with 

large crowds of people. 
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Figure 7.32. Seven days of temperatures. 

 

Figure 7.33. Seven days of CO2 concentrations. 

Although these charts may seem unintelligible, they are actually very useful for a 

holistic view of a large collection of data. Once information has been compiled together 
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and compared, the user can then refine their analysis of particular artifacts to a single 

day, then to a single timeframe. Note that two curves in the CO2 chart show large 

spikes in CO2 concentration that reach values over 2500 PPM. In order to better 

understand how these values occurred, the two days of interest are singled out on a 

new plot, and the commentary timestamps are then overlaid on the data. It can be seen 

that these spikes correspond to instances of traveling inside a vehicle, which allows for 

rapid accumulations of CO2 caused by respiration of the occupants. Furthermore, the 

commented graph shows decreasing values due to the altered behavior of allowing 

ventilation within the vehicle’s cabin. This shows that the AirSniffer system is not only 

useful in reporting a user’s environment, but it is also capable of invoking behaviors that 

cause a user to modify their environment. 

 

Figure 7.34. Two days of CO2 concentrations, with analysis.  
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CHAPTER 8 

FUTURE WORK 

8.1 System Hardware 

8.1.1 Distribution 

 Now that most of the initial debugging on the AirSniffer system has been 

performed, widespread distribution and implementation of the system can be pursued. 

To do this, the sniffer unit can be condensed into a minimalist package and sold as a 

retail product. However, this would require the sourcing of many particular components 

as well as the development of a release-ready PCB and enclosure. Alternatively, the 

AirSniffer could be released as-is into the public domain as an open-source project (in 

the same spirit of the Arduino microcontroller). From there, other users can alter and 

redesign the AirSniffer to best suit their needs. 

8.1.2 Hardware Revisions 

 During the assembly process, several errors on the fabricated PCB were found. 

Although some of them are merely cosmetic and others can be repaired with some 

basic soldering, it is preferable to order another batch of fabricated PCBs. Not only can 

necessary design changes be implemented to alleviate burdens on the end user, the 

AirSniffer could integrate expansion abilities for more sensors. 

8.2 System Software 

8.2.1 Packet Framing 

 The communication system used by the AirSniffer system is based off of HDLC 

protocols, but this standard is not devoutly followed at the moment. According to HDLC 

standards, a communicated frame always consists of four parts: a start flag, the 
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transmitted information, a frame check sequence, and a stop flag. Additionally, the 

protocol contains three reserved octets, or sequence of eight bits. These reserved bytes 

are the start flag (“0x7E” in hexadecimal, “01111110” in binary), the stop flag (“0x7B” in 

hex, “01111011” in binary), and an escape flag (“0x7D” in hex, “01111101” in binary) 

which is used to identify another contextual meaning for octets that are identical to the 

start or stop flags. Currently, communication from the sniffer to the Android device uses 

many HDLC practices, but the command sent from the Android device does not. This 

was done for the sake of simplicity rather than robustness. 

 Another widely-adopted characteristic within serial communications is the “little 

endian” standard. In this standard, the sequence of the bits within each byte is reversed, 

and the least significant bit (LSB) is transmitted first. Neither the sniffer module nor the 

Android app uses this practice at this time. 

8.3 Android Application 

8.3.1 Cyclic Redundancy Check 

 At the moment, the sniffer module is capable of generating a CRC number, and 

this number is sent alongside the data to the phone. However, the Android app does not 

have a CRC routine that uses this number, so the value currently serves little purpose. 

Its presence does serve as a proof of concept that a basic microcontroller can 

implement data integrity measures, so future revisions of the AirSniffer system can 

either finish implementation of CRC or use some other error detection and correction 

method. This decision is ultimately at the discretion of the end user and their available 

resources. 
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8.3.2 Data Formatting 

The Android app currently uses basic Bluetooth buffering methods, and an 

emphasis was placed on functionality instead of robustness due to time constraints. As 

such, packets that arrive from the sniffer module to the Android device will occasionally 

parse in peculiar ways. In one moment, half of a packet might be read from the buffer; in 

another, a single packet might be read and recorded as many as four times. While the 

impact this has on the data interpretation process is insignificant, it is nonetheless an 

unintended function that can be dealt with through better string handling practices. 

 On a similar note, the app could also have options for reconfiguring the 

arrangement of the received data. If a user wanted to add or remove certain 

measurements from the packet before it was saved to the log file, then more substring 

capabilities could be added to suit the user’s needs. 

 Finally, another option regarding the saved format of the data could be added. In 

the development of this thesis, I became intimately familiar with the sensor data to a 

point that a longer processing chain was preferred for the sake of greater insight and 

potential application. However, it is agreed that this path from collection to analysis can 

be streamlined for less-capable or less-interested users, so this option could be added 

into the app and left to the end user’s discretion. 

8.3.3 Additional Features 

Since robustness was not a high priority in this research, it has become obvious 

that the process for establishing a Bluetooth connection is not without issues. The 

process of manually selecting a device becomes frustrating after multiple failed 

connection attempts, so a method for automatically connecting to a Bluetooth device 
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might prove useful. Based on prior research, this would require the MAC address of a 

paired device. Although the process of automatically obtaining this MAC address is 

somewhat arbitrary, no method has yet been chosen or implemented. 

Other communication issues can be further explored. Although the occurrence in 

this research is rare, erroneous message are a significant issue in wireless 

communication. To combat this, additional functionalities for re-requesting erroneous 

messages could be added into the app. However, this capability is dependent on a 

method of detecting and correcting errors, and no such method has yet been fully 

implemented. 

Finally, other amenities can be added to enhance the appeal of the app and 

widen its user base. One feature that did make it into this version of the app was the 

ability for the user to enter notes and comments via the app. As discussed in Chapter 7, 

this ability has shown great value in providing analytical insight. Another promising 

feature would be the ability for the app to plot the data in real time on the user’s device, 

which could tremendously expedite the analysis process. For other users who do not 

need such attention to details, the app could actively monitor the sensor measurements 

and trigger an alarm when a certain threshold is exceeded. Finally, the app could 

forward its recorded measurements to a centralized location for easy access and 

organization. 

8.3.4 Computer Application 

At one point in this research, I was approached regarding the use of the sniffer 

for the remote monitoring of chemical reactions. Although the environment 

characteristics were far beyond the specifications of the sensors, this interaction offered 
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more insight on possible users of the AirSniffer system. To be specific, some potential 

users may be using a personal computer for monitoring, rather than an Android mobile 

device. To serve these users, the AirSniffer app could either be ported to work on 

Windows or Macintosh machines, or the app could be rewritten in a common language 

like C or Python to produce a simple, portable, and executable program. Fortunately, 

most of the original hardware can still be used, although the use of XBee radios 

(discussed in Chapter 3) might be more preferable in some circumstances. 

8.4 Data Acquisition 

8.4.1 Data Hosting 

As alluded to in previous chapters, the biggest crux of this research is what to do 

with the data once it has been saved to a file by the app. Although the author found little 

difficulty in retrieving files from the phone’s memory card, collecting information from 

many users can become difficult if it is done manually. To reconcile this, various 

methods of file hosting and establishing a web server were examined. Undoubtedly, 

many solutions exist but no such solution has been implemented due to time 

constraints. 

8.4.2 Data Organization  

One of the most recurring themes regarding the future expansion of the AirSniffer 

system is the potential use by numerous individuals simultaneously. At some point, 

ordinary spreadsheets will be insufficient for tracking and listing all the data from all 

users. In addition to millions of potential datasets, statistical analytics and DSP 

techniques can create multiple copies of a data file that need to be tracked and 

consolidated. Preliminary research [46] has suggested that a database is particularly 
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valuable in this circumstance, and programs like MySQL make it easy for novice users 

to access and write database queries. Furthermore, MySQL has shown popular usage 

in web applications, so this open-source software has a large user base that assist in 

the continued development of the AirSniffer platform. 
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CHAPTER 9 

CONCLUSION 

 Despite current sensing techniques and advances in HVAC technology, indoor 

air quality is in need of greater monitoring. Both transportation and industry cause 

outdoor pollution, but people are generally unaware of the types of pollution in an area. 

Poor indoor air quality can cause detrimental health effects such as sick building 

syndrome and building related illness. Outdoor pollution generated by both 

transportation and industry are known to contain chemicals that are hazardous to 

human health. A solution is needed to give the general public more awareness 

regarding their exposure hazard in order to make decisions to change their exposure. A 

widely implemented system could help better control indoor climates. In addition, a 

personal device could help a user identify areas of intervention or avoidance. 

My proposed solution is a wearable sensor platform called the AirSniffer. The 

AirSniffer consists of two primary parts: an inexpensive electronic device and an app 

installed on a user’s smartphone. The AirSniffer uses sensors to take measurements of 

a user’s environment. When wirelessly connected to a smartphone, an app displays and 

records temperature, humidity, and CO2 measurements with respect to time and 

location. A MATLAB script then shows visualizations of the recorded sensor 

measurements as an aid in performing analysis or making observations. The AirSniffer 

is more cost-effective than industrial and academic sensor systems that are currently 

available. The AirSniffer is based on commonly available technologies, such as 

Bluetooth, Arduino, and Android apps. It is designed to be user-friendly even for 

audiences with non-technical backgrounds. Most importantly, the AirSniffer is proven to 
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give valuable environmental information that can allow a user to make informed 

behavioral decisions. 

In this thesis, several examples of the impact of air quality on human health were 

examined. The objective of this research was then stated: to produce a portable yet 

economical device for personal body area micro-climate monitoring applications. 

Several contributions of the research have been stated, and the development progress 

of the device has been organized into a single document. Various concepts used by the 

AirSniffer system, such as serial communications and Bluetooth principles, have been 

briefly covered. The components used in the system have been examined and justified. 

Then, the compilation of the individual components into a single functioning unit was 

demonstrated. 

 The hardware of the sniffer module was carefully examined, from the 

commercially off-the-shelf sensors to the open-source Arduino development board. The 

individual sensors and their respective functioning principles were explained, and the 

logic for their selection was reasoned. A selection of wireless modules was discussed, 

and it has been shown that the sniffer can function with either an XBee radio module or 

a Roving Networks RN42XV Bluetooth module. Then, the capabilities of the Arduino Pro 

Mini microcontroller supported its enlistment for use in the AirSniffer. Finally, the sniffer’ 

analysis was summarized from a holistic perspective.  Digging deeper, the embedded 

code within the microcontroller was discussed. This discussion started with the 

concepts behind widely-used electronic standards, including UART and CRC. These 

concepts were then demonstrated with their practical application in the Arduino’s 
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firmware, and the reader was guided through the code’s routine and shown how 

numbers from a sensor are arranged into a communicable format. 

 Afterward, the software residing within a user’s Android devices was also 

studied. Basic concepts of Android applications were introduced, and the arrangement 

of the app used in the AirSniffer system was explored. The app consists of many 

individual code files that work in unison, and the purpose of each of these files was 

explained. The Java files, which are responsible for the invisible functionalities of the 

app, were explained first, and then the XML files that manage the visual layout of 

widgets on a device’s screen were then explained. Following a thorough discourse on 

the AirSniffer system, this thesis then looked at the post-processing that takes place on 

the app’s outputted files. It shows the procedure of how a text file becomes a CSV file 

that is then read by a MATLAB script. Concluding this process, the MATLAB script that 

was used to generate all of the charts in this thesis was briefly explained. 

Once a description of the AirSniffer system had been firmly established, the 

device was then used in a number of various air quality analyses. The structure of the 

experiments was outlined, and then several scenario measurements were studied. 

These experimental scenarios were categorized into location experiments that 

compared measurements from different locations, motion experiments that looked at 

data obtained within a vehicle, and situation experiments that took measurements with 

respect to some extenuating circumstance. This section then concluded with a preview 

of some useful techniques that I found useful in the data analysis process. Lastly, this 

thesis concluded with a list of possible expansions to the AirSniffer system. These 

future enhancements included modifications to both the sniffer’s hardware and software. 
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Finally, various amenities to the Android application and the data collection process 

were speculated.  
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