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Abstract 
Human reliability analysis (HRA), a component of an integrated probabilistic risk assessment 
(PRA), is the means by which the human contribution to risk is assessed, both qualitatively and 
quantitatively.  However, among the literally dozens of HRA methods that have been developed, 
most cannot fully model and quantify the types of errors that occurred at Three Mile Island.  
Furthermore, all of the methods lack a solid empirical basis, relying heavily on expert judgment or 
empirical results derived in non-reactor domains.  Finally, all of the methods are essentially static, 
and are thus unable to capture the dynamics of an accident in progress. The objective of this work 
is to begin exploring a dynamic simulation approach to HRA, one whose models have a basis in 
psychological theories of human performance, and whose quantitative estimates have an empirical 
basis.  This paper highlights a plan to formalize collaboration among the Idaho National Laboratory 
(INL), the University of Maryland, and The Ohio State University (OSU) to continue development of 
a simulation model initially formulated at the University of Maryland.  Initial work will focus on 
enhancing the underlying human performance models with the most recent psychological research, 
and on planning follow-on studies to establish an empirical basis for the model, based on simulator 
experiments to be carried out at the INL and at the OSU.  

1. Introduction 

It is well established that the human contribution to the risk of operation of complex technological 
systems is significant, with typical estimates lying in the range of 60-85% [1].  The human operator 
of a nuclear plant can contribute to risk through acts of both omission and commission.  In 
particular, complex commission errors have been a contributor to many significant catastrophic 
technological accidents.  The most well known example in the nuclear industry is perhaps the 
termination of safety injection during the Three Mile Island (TMI) accident [2]. 

Human reliability analysis (HRA), a component of an integrated probabilistic risk assessment 
(PRA), is the means by which the human contribution to risk is assessed, both qualitatively and 
quantitatively.  HRA as a discipline has as its goals the identification, modeling, and quantification 
of human failure events (HFE) in the context of an accident scenario.  Analysts have included 
assessments of human reliability in military system safety evaluations since the 1960s [3], but the 
first widely publicly available guidance for HRA was described in the WASH-1400 report [4], which 
addressed the safety of nuclear power plants in the U.S.  The Technique for Human Error-Rate 
Prediction (THERP) HRA method [5], which evolved from the HRA performed for WASH-1400, 
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provided the first systematic method of identifying, modeling, and quantifying human errors, and is 
viewed as the parent of HRA methods today. 

At the time THERP was published, HRA as a discipline was barely beyond its infancy.  A 
generation later, there are literally dozens of HRA methods to choose from.  However, many 
difficulties remain.  A principal difficulty, and one that hampers use of HRA results in risk-informed 
decision-making, is the large variability associated with the analysis results, from one method to 
another, and between analysts for a given method.  This was a difficulty first highlighted by the so-
called Ispra study of 1989 [6], in which four orders of magnitude were observed among the 
estimates of human error probability developed by teams analyzing a common benchmark 
problem.  The more recent international HRA empirical study, sponsored by the U.S. Nuclear 
Regulatory Commission, has found that, twenty years after the Ispra study was published, large 
variability appears to remain [7]. 

Beyond the variability in the results of HRA, there are even more fundamental difficulties.  Few of 
the literally dozens of HRA methods that have been developed can adequately model and quantify 
the complex commission error that occurred at TMI.  Furthermore, all of the methods lack a solid 
empirical basis, relying heavily on expert judgment or empirical results derived in non-reactor 
domains.  Finally, all of the methods rely on models that are essentially static, and are thus unable 
to capture the dynamics of an accident in progress. Such dynamics include the variability in crew 
responses.  Although trained similarly, no two crews respond identically in accident situations.  The 
variability in responses has been highlighted in the recent international HRA empirical study [7].  It 
is simply impossible for static models of human performance to anticipate every success or failure 
path a crew may take.  Human performance models—essentially virtual crew models—are 
necessary to account for individual differences in crew responses and to model the permutations of 
operator response throughout a complete accident sequence. 

The University of Maryland (UMD) has for some time been exploring the development of more 
dynamic HRA models, models that rely on the simulation capabilities provided by today’s 
computing power.  The Ohio State University (OSU) is also researching these models, and is 
currently building a nuclear plant simulator research laboratory.  The Idaho National Laboratory 
(INL) is also constructing simulator laboratories [8], and has human factors and cognitive science 
expertise to bring to bear on the underlying human performance models and the design of 
simulator experiments to provide an empirical basis for such models.  The efficacy of the dynamic 
HRA models is dependent on creating a realistic, psychologically grounded model of crew 
performance. The INL has experience in advanced techniques for analyzing the large amounts of 
data produced in today’s simulator experiments.  The INL also has extensive expertise in applying 
HRA to nuclear plants, and is leading the effort to develop a Next-Generation Safety Analysis Code 
(NGSC), for which it will be necessary to consider the human interfacing dynamically with the plant.  
Finally, both UMD and the INL have expertise in Bayesian inference, including Bayesian networks, 
which are intended to provide the foundation for quantitative analysis. 

The Risk-Informed Safety Margin Characterization (RISMC) pathway of the U.S. Department of 
Energy’s Light Water Reactor Sustainability Program is supporting the development of the NGSC.  
NGSC is intended to be a nuclear plant simulation, with state-of-the-art multi-physics modeling 
coupled with state-of-the-art numerics.  Because the operator is an integral part of the nuclear plant 
"system," which the NGSC intends to simulate, it is imperative that a human performance 
simulation model be included in the NGSC.  Such a model takes inputs from plant parameters and 
supplies operator actions as outputs, with these actions being loosely constrained by plant 
procedures and guidelines.  Note that the actions taken by the operators in this simulation may 
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lead ultimately to either a safe, stable plant state, or to an undesired state; the traditional dichotomy 
of success/failure employed in human reliability analysis is overly limiting in a number of respects, 
and so the NGSC will simply predict an end state, and it will be up to the analyst to set criteria for 
its desirability. 

The human performance simulation model will be informed by the latest psychological models of 
human information processing and decision-making, and will be capable of being informed by 
empirical data planned to be collected in simulator experiments at the INL, OSU, and elsewhere.  
The likelihood of various operator actions will be quantifiable in a probabilistic sense via an 
underlying Bayesian network, informed where possible with empirical data from simulator 
experiments. 

2. Technical Objectives 

There is a unique opportunity to take advantage of the interests and experience of the INL, UMD, 
and the OSU to carry out collaborative research that has the potential to fundamentally change the 
way HRA is practiced, taking it from the current use of static models with limited empirical basis to 
dynamic models based on sound psychological research and with an explicit empirical foundation.  
Such research also provides the possibility of substantially enhancing the NSC in the longer term. 

2.1 2011 Scope of Work 

Work in 2011 has formalized the collaboration among the three institutions.  This involved meetings 
of the four principal collaborators to decide upon the roles and responsibilities of each of the 
collaborators beyond 2011.  Second, the Information-Decision-Action-Crew (IDAC) human 
performance model from UMD [9-15] was shared among the collaborators, and work was begun to 
decouple the model from the Accident Dynamics Simulation (ADS) engine, making IDAC platform-
agnostic.  This supports further development and modification to allow eventual interfacing with 
refinements to the Reactor Excursions and Leak Analysis Program (RELAP) simulation software 
being undertaken within RISMC.  There were also some subsidiary objectives for 2011: 

� Identify submodels in IDAC to be enhanced on the basis of recent psychological research; 

� Explore interfacing IDAC (or portions of IDAC) with beta versions of RELAP; 

� Explore possible options for simulation drivers (i.e., scheduler), including possible use of 
ADS scheduler; 

� Explore options for near-term simulator experiments to aid in validating the IDAC human 
performance model and begin establishing empirical basis for quantification. 

� Coordinate simulator platforms between the INL and the OSU to enable future replication 
and complementary empirical studies. 

2.2 Future Scope of Work 

The following work is planned for 2012-2013: 
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2.2.1 INL and OSU Simulator Studies 

The OSU Risk and Reliability Lab is in the process of developing a full-scope control room and 
plant simulator (see Figure 1).  The OSU timeline for simulator completion is July 2012. The 
simulator will be a complete mockup of a control room, providing an experience experiment 
subjects that is essentially indistinguishable from operating the real plant. The subjects of the 
experiments will be able to respond realistically to equipment malfunctions and major plant upsets 
that may be anticipated, so that they are aware of the actions to be taken. The simulator will be a 
vital tool in support of this proposal.  

The OSU has already procured the simulator modeling platform from Western Services 
Corporation, which includes the 3KeyMaster development software. This software provides an 
integrated environment for development, execution, test, visualization and analysis of plant 
simulators.  The OSU is currently in the final stages of negotiations with a plant to import their plant 
model into the 3KeyMaster environment.  

 

 
Figure 1. Planned Simulator Facility in the OSU Risk and Reliability Laboratory 

An observation bay is required to allow experimenters a view on operators’ unfolding activities 
while limiting disturbance of the operators to a minimum. Recording equipment such as cameras 
and audio recorders should be mounted in the “simulator room” and storage of this data made 
possible for later analysis.  One candidate simulator scenario will be identified (e.g., station 
blackout), and the simulator environment will be configured to run this scenario in 2012.  Research 
will be performed to develop questionnaires capturing the operators’ mental state at the onset of 
the simulator run as well as non-observable performance shaping factors at the end of the 
simulator run.  The information captured will be used as inputs to the Bayesian network discussed 
below. 

Additional studies are planned for 2013, using the simulator facilities at the INL and OSU.  These 
studies will use experienced crews on a control room compatible with the parent plant of the crews.  
The studies may dovetail onto other planned studies being carried out in conjunction with the Light 
Water Reactor Sustainability Project.  It is common practice in research studies such as those 
conducted in simulators at Halden Reactor Project’s Halden Man-Machine Laboratory (HAMMLAB) 
to conduct dual-purpose studies, for which multiple hypotheses are explored in a single study 
session.  This ensures the cost effectiveness of the studies, given the limitied availability and high 
cost of using licensed control room operators from the nuclear industry. 
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2.2.2 Psychological Foundation Buidling for HRA 

The psychological literature on individual differences will be reviewed, as this was identified in 2011 
as an area where the IDAC human performance model could be enhanced substantively.  
Individual differences can lead to significant variability in overall crew response to an accident, and 
such variability has the potential to lead to undesired end states. 

In the recent international HRA empirical study [7], one of the key findings was that there was 
variability in how crews responded in given plant upset scenarios. Given the same scenario, the 
same indicators, the same procedures, and the same training, crews varied in their decisions as to 
what actions to carry out. This variability highlights an important area of human performance that is 
rarely considered in HRA: individual differences. While HRA methods include uncertainty in 
quantification, there is the inherent assumption that well trained crews will tend to vary little and 
that any differences between crews are simply aleatory (random). While this assumption holds true 
in some areas (e.g., the ability to carry out well defined actions for well understood phenomena), 
complex situations that go beyond training and procedures will engender differences in responses 
according to individual operators’ understanding and decision making. Control room phenomena—
including the communication patterns between operators, the rigidity of the control room command 
structure, crew openness to new ideas, and safety culture—are clearly areas that vary considerably 
across crews and plants. These differences are attributable to individual differences, and these 
differences must be considered within HRA in order to achieve valid analyses and valid modeling. 
By definition, errors of commission are not predictable.  It is believed that errors of commission are 
the product of individual differences and can only be accounted for in HRA through a thorough 
understanding of the role of individual differences on crew actions.   

The purpose of the proposed studies is to explore the impact of individual differences on event 
evolution and outcome.  Example areas of individual differences will be taken from the 
psychological literature and available operations experience. This review will be used to seed 
scenarios in the control room for which ambiguous response patterns are possible, with the intent 
to evoke differences among experienced control room crews. The impact of these individual 
differences on human performance and the implications for HRA will be analyzed. Ultimately, by 
understanding the sources of individual differences by observing them in the control room setting, it 
should be possible to remove some epistemic uncertainty from analyses. 

For the underlying Bayesian network model, work in 2012-2013 will include incorporation of a 
comprehensive set of performance shaping factors (PSFs).  We will also incorporate better metrics 
and more refined functions relating “root PSFs” of the Bayesian network to dynamically changing 
plant parameters, monitored by the operating crew.  Finally, we will incorporate a more 
comprehensive model of interactions among the operating crew and will add new sub-models in 
IDAC based on recent psychological research.  

3. Conclusions 

This paper has outlined plans to improve HRA through the incorporation of a solid psychological 
foundation and simulator studies.  The improvement of the IDAC simulation model will serve as a 
significant enhancement to future RELAP releases by allowing a more realistic consideration of the 
factors that influence operator performance, empirically derived findings, dynamic modelling of 
operator actions, and reduction of uncertainty surrounding HRA estimates.  Of course, the 
proposed combination of psychological review and simulator studies is neither all-encompassing 
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nor panacean.  It does, however, provide the opportunity to focus on a small subset of the issues 
not currently covered in HRA models. 

The INL, UMD, and the OSU will benefit in several ways from this work.  A solid collaboration will 
be established between the INL and two universities at the forefront of research into dynamic HRA 
models. The model of research developed further opens the doors to new funding sources in 
domains where the lack of a solid empirical basis for HRA has hindered its adoption. 

4. Disclaimer 

This work of authorship was prepared as an account of work sponsored in part by an agency of the 
United States Government. Neither the United States Government, nor any agency thereof, nor 
any of their employees makes any warranty, express or implied, or assumes any legal liability or 
responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, 
or process disclosed, or represents that its use would not infringe privately-owned rights. The 
United States Government retains and the publisher, by accepting the article for publication, 
acknowledges that the United States Government retains a nonexclusive, paid-up, irrevocable, 
worldwide license to publish or reproduce the published form of this manuscript, or allow others to 
do so, for United States Government purposes. 

This research was carried out by Idaho National Laboratory (INL). INL is a multiprogram laboratory 
operated by Battelle Energy Alliance LLC, for the United States Department of Energy under 
Contract DE-AC07-05ID14517. 
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