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ABSTRACT 

The U.S. Nuclear Regulatory Commission’s (NRC’s) endorsement of consensus standards provides a 
cost-effective means of enhancing the staff’s ability to review state-of-the-art designs.  Although the 
NRC endorsed consensus standards in many technical disciplines, it yet has to do so in human factors 
engineering (HFE).  The purpose of our study was to develop a standardized methodology whereby to 
evaluate a consensus HFE standard to determine its appropriateness to, and adequacy for using in 
licensing reviews.  The high-level objective of the methodology is to ensure that the guidance meets the 
NRC’s requirements on scientific- and engineering-rigor that they use in developing their own guidance. 
We propose four criteria for endorsing a consensus standard: (1) It should meet an existing need for 
NRC’s licensing and safety reviews; (2) it should be based on sound HFE principles; (3) it should be 
thoroughly peer-reviewed; and, (4) it should address human performance issues identified in the 
literature.   Our methodology offers a means to assess these four criteria.  We used it to evaluate an 
Institute of Electrical and Electronics Engineers’ (IEEE) draft standard on computerized operating 
procedure systems. We concluded that the IEEE standard generally met the established criteria, although 
several areas were identified that needed further clarification.   Our evaluation methodology particularly 
was useful for identifying issues to be resolved, and for providing a basis for judging whether the staff 
should consider endorsing the standard.  The methodology also helped recognize criteria in the proposed 
standard that may benefit from additional scrutiny by the staff.  The evaluation methodology developed 
is applicable generally to reviewing other HFE standards that the NRC is considering for use or 
endorsement.  
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1 INTRODUCTION 

U.S. Nuclear Regulatory Commission’s (NRC’s) endorsement of consensus standards provides a 
cost-effective means to enhance the staff’s ability to review state-of-the-art designs.  Although the NRC 
endorsed consensus standards in many technical disciplines, such as instrumentation and control, it yet 
has to do so for human factors engineering (HFE).  The purpose of our study was to develop a 
standardized methodology for accomplishing such a review, and to use it to review a standard in an area 
where the NRC’s staff identified a need for additional guidance. 

 

The high-level objective of our methodology is to ensure that the guidance meets the requirements 
for scientific- and engineering-rigor that the NRC uses in developing its own guidance (see O’Hara et al., 
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2008a).  Based on this objective, we established the following criteria for endorsing a consensus standard: 
(1) It should meet an existing need for NRC’s licensing and safety work; (2) it should be based on sound 
HFE principles; (3) it should be thoroughly peer-reviewed; and, (4) it should address human-performance 
issues identified in the literature.  While it is not necessary for the standard to encompass specific human-
performance issues identified by the NRC and industry (Criterion 4), it is a significant benefit if it does.  
We established a methodology to address each of these considerations; we illustrated its value using a 
draft standard of the Institute of Electrical and Electronics Engineers’ (IEEE) as our case study.   

The IEEE draft standard is entitled Human Factors Guide for Applications of Computerized 
Operating Procedure Systems (COPS) at Nuclear Power Generating Stations and other Nuclear 
Facilities, P1786 (IEEE, 2009a).  The NRC currently has guidance for reviewing computerized 
procedures in NUREG-0700 (O’Hara et al., 2002), and in the Interim Staff Guidance (ISG) on Highly-
Integrated Control Rooms—Human Factors Issues (NRC, 2008); however, up-to-date guidance is lacking 
for some COPS functions and human performance issues.  The IEEE initiated a standard development 
effort to address the HFE aspects of COPS.  Its forthcoming completion may afford guidance to 
supplement the NRC staff’s review criteria.  We used our consensus-standard review methodology to 
evaluate the appropriateness and adequacy of using the IEEE standard for licensing reviews, as detailed in 
the following sections.  O’Hara and Higgins (2010a) gave a complete report of this research. 

2 EVALUATION OF EXISTING NEEDS  

2.1 Objective and Methodology 

Our first evaluation determined whether the standard offers guidance addressing an existing need, 
i.e., does it cover those characteristics of COPS that are not included in existing NRC guidance (per 
Section 1.3, Criterion 1, O’Hara and Higgins, 2010a). 

We reviewed recent literature to update the NUREG-0700’s description of COPS; i.e., to upgrade the 
NRC’s characterization of COPS features and functions that are not discussed in their existing review 
guidance.  We identified topics for which the NRC needs additional guidance.   

By comparing the updated COPS characterization to the scope of the IEEE’s guidance, we assessed 
whether it (1) encompassed aspects of COPS not addressed in the NRC’s guidance, or (2) updated or 
expanded  the NRC’s guidance.  

2.2 Results 

The standard encompasses several COPS topics that the NRC’s current guidance does not cover.  In 
addition, the standard has expanded their guidance on several topics that the NRC’s guidance does cover.  
An example is automation of the procedure for plant control functions.  Type 3 COPS offer the capability 
to automate controls, NUREG-0700 does not consider plant control.  While the ISG does detail plant 
control by COPS, control is taken only upon an operator’s command (ISG Guideline 11). 

2.3 Conclusion 

We conclude from our evaluation that the standard does treat aspects of COPS that NRC’s existing 
guidance does not.  Furthermore, it offers additional guidance for some topics that the NRC addresses.  
Accordingly, the standard meets criterion 1. 
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3 EVALUATION OF IEEE GUIDANCE  

3.1 Objective and Methodology 

We assessed whether sound HFE principles are the basis of the guidance, Criterion 2 of our 
methodology.    

The NRC uses its own guidelines on design review to determine whether a design document (such as 
a specification or style guide) and the implementation of the design of the human-system interface (HSI) 
are founded on valid HFE principles.  We followed the same approach in evaluating each individual 
guideline in the standard, and considered the following factors:  

• Where there was technical overlap in the guidance, we assessed the standard using the 
NRC’s review guidance.  

• When we identified a discrepancy between the standard and the NRC’s guidance, we 
evaluated it to determine if recent research and/or knowledge gained through operating 
experience justified it. 

• For aspects of the standard that were beyond the scope of existing NRC guidance, we 
determined if the standard’s guidance was a reasonable extrapolation of current research and 
operating experience.  Standards typically do not document the technical basis for their 
guidance.  We identified individual guidelines for which we could not establish validity; we 
can ask the standard’s development group to disclose their basis to complete the evaluation.  

We considered a guideline sound when it was  

• consistent with an existing HFE guideline on the same aspect of COPS 

• a COPS application of an existing higher-level HFE guideline  

• a reasonable extrapolation of sound HFE principles and practices 

We used the following documents to evaluate the standard’s technical basis: 

• Highly-Integrated Control Rooms - Human Factors Issues: Interim Staff Guidance (NRC, 
2008) 

- Section 1 – Computer-based Procedures  

• Human-system Interface Design Review Guidelines (NUREG-0700, Rev 2) (O’Hara et al., 
2002) 

- Section 1 – Information Display 

- Section 7 – Soft Control System 

- Section 8 – Computer-Based Procedure System 

• Human-System Interfaces to Automatic Systems: Review Guidance and Technical Basis 
(BNL Technical Report 91017-2010) (O’Hara & Higgins, 2010b) 

• The Effects of Degraded Digital Instrumentation and Control Systems on Human-system 
Interfaces and Operator Performance: HFE Review Guidance and Technical Basis (O’Hara, 
Gunther, & Martinez-Guridi, 2010) 
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3.2 Results 

Each of the standard’s guidelines listed in Figure 1 was appraised; they provide examples of 
guideline evaluations.  

 
5.2-5  The capability should be provided for a read-only view of the ongoing procedure activities 

within the main control room.  While viewing any step is permissible in this mode, the currently 
active step will be controlled and advanced by the designated controller of the procedure. 

 
Evaluation 
 
The NRC’s COPS review guidance does not address this capability.  In general, making 
procedures available to more than one operator is a good practice to support procedure 
verification, peer checks, and teamwork.  However, this guideline raises some interesting 
questions.  
 
• Can other operators open procedures other than those opened by the primary procedure-user 

or, once an operator is in COPS, is his/her workstation the only one that can display active 
procedures? 

 
• What happens when an operator wants the support of another operator to handle a portion of 

a procedure? 
 

• Should this guideline be applicable to all classes of procedures: EOPs, NOPs, ARPs, and 
others? 

 
Additional information is needed to determine whether this guideline is based on sound HFE 
principles. 

 
Figure 1.  Example of a guideline evaluation 

3.3 Conclusions 

Table I summarizes the number of guidelines (Gls) in each section of the standard and the 
distribution of the evaluations into acceptable vs. needed additional information (AI) to assure a full 
evaluation.  Of the 57 guidelines in the draft standard, we deemed 44 as acceptable, i.e., based on sound 
HFE principles.  For some guidelines, we offered suggestions to help clarify or expand their application; 
our comments did not affect our evaluation of the guidance itself.  We identified 13 guidelines needing 
additional information before their acceptability can be determined; they are identified in the last column 
of Table I.  

We noted one possible exception among the guidelines that concerned the automation of procedure 
sequences when applied to emergency operating procedures (EOPs): 

5.3-3  Procedure-based automation may be used to execute sequences of fully determined steps between 
predefined hold points in a procedure. 

This guidance allows the automation of EOP steps, including procedure-initiated control actions.  We 
concluded that it was not justified based on current information, and is not compatible with the guidance 
in the ISG (for a full discussion of our concerns see the evaluation section of O’Hara and Higgins, 2010a 
for Guideline 5.3-3).  At the present, we assessed Guideline 5.3-3 as “AI needed.” If the IEEE standard 
developers cannot provide additional information supporting the acceptability of 5.3-3, the NRC’s staff 
may consider taking an exception to this guideline. 



NRC Review of HFE Standards 

 

 Page 5 of 9 
 

Thus, although the IEEE standard still is under development and additional information is needed in 
some areas, we found that 44 of the 57 guidelines were acceptably based on sound HFE principles.  Thus, 
we conclude that the standard generally meets Criterion 2. 

 
 

Table I  Summary of IEEE guideline evaluations 
 

Section No.  of 
Gls 

Acceptable AI Needed 

General Principles 4 3 1 
Design Guidelines    

  Guidelines Applicable to Type 1, 2 & 3 Systems 9 8 1 
Guidelines Applicable to Type 2 and Type 3  
Systems 

5 5 0 

  Guidelines Unique to Type 3 Systems 20 15 5 
  COPS Backup 6 6 0 
  Quality Assurance 6 3 3 
  Maintenance and Configuration Management 7 4 3 

Total 57 44 13 
 

4 EVALUATION OF GUIDANCE PEER REVIEW  

4.1 Objective and Methodology 

We considered whether the guidance was subject to thorough peer review (our Criterion 3).  We 
evaluated the process to identify whether (1) a documented process is used, (2) the process involves 
appropriate subject matter experts (SMEs), and, (3) the SMEs’ comments are reasonably resolved. 

4.2 Results 

As a consensus standard, the IEEE document has a formal process for obtaining and resolving 
comments.  Peer review occurs at multiple stages in the IEEE’s standard-development process. As 
required by the operating procedures of the IEEE Technical Committee responsible for formulating the 
consensus document, the standard development working- group accepts and responds to comments per 
the formal internal operating procedures of the IEEE Subcommittee responsible for the standard (IEEE, 
2008).  Once the standard is complete from the perspective of the IEEE Subcommittee’s development 
activities, it is distributed for ballot approval.  Balloting is a formal process used for all IEEE standards, 
governed by rules set out in the Standards Board Operations Manual (IEEE, 2009b). The COPS standard 
is not yet at this stage.  The ballot process assures that a broad group of subject matter experts (SMEs) 
reviews the document.   

Balloters can accept or reject the standard, and can offer technical comments on issues that they feel 
need consideration.  If a balloter casts a negative vote for the standard, he/she must provide an 
explanation including the technical justification supporting the reason for its rejection; also, specific 
corrective actions must be identified that must be taken to make the standard acceptable.  Thus, the IEEE 
process to ballot standards affords yet another opportunity for peer review.  

Overall, the IEEE’s procedure to obtain comments during the development of the standard and their 
introduction of balloting as part of its approval ensure a comprehensive, auditable means of assuring peer 
review. 
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At the time of our evaluation, the working group responsible for developing the COPS standard 
received approximately 300 comments that are in the process of being resolved.  As we noted above, the 
formal balloting process for standard approval has yet to take place. When we wrote this paper, the 
working group still was reviewing the comments, and the resolutions were not finalized.  Nonetheless, we 
examined a small sample of the comments and their respective resolutions; in our judgment, the 
comments are considered properly and fairly. 

4.3 Conclusion 

Although the peer-review process for the standard has not been completed, based on the information 
we reviewed, plus the current plan in place to obtain comments during balloting, we conclude the 
following:  The standard meets Criterion 3 for a thorough peer-review process that employs a formally 
proceduralized- and sanctioned- methodology, appropriate SMEs, and a reasonable approach to resolving 
the SMEs’ comments.  Thus, we conclude that the standard generally meets Criterion 3. 

5 EVALUATION OF HUMAN PERFORMANCE ISSUES  

5.1 Objective and Methodology 

For Criterion 4, we evaluated whether the standard addresses the COPS human-performance issues 
that the research literature on computerized procedures identifies.  The existence of a COPS issue means 
that the NRC does not have sufficient guidance on that aspect of human performance.  If the standard 
addresses any of these issues, it will fill gaps in the NRC’s guidance. 

COPS issues are identified in the following reports: 

• BNL Technical Report 79947-2008 (O’Hara et al., 2008b), which includes those indetified in 
NUREG/CR-6634 (O’Hara et al., 2000) 

• Halden Project Report (HPR)-355 (O’Hara et al., 2003) 

• Recent COPS literature 

To explore the recent literature, we reviewed studies published after 2000.  While there are many 
COPS publications, most were descriptions of systems.  Very few discussed issues beyond those that the 
NRC already identified; this was not surprising because in 2008 the NRC updated their list of issues.  In 
addition, we considered many of the HFE issues identified in the reports on automation (O’Hara & 
Higgins, 2010b) and degraded I&C conditions (O’Hara, Gunther, & Martinez-Guridi, 2010) that can be 
interpreted within the context of COPS. 

The issues discussed in these documents overlap largely; therefore, we consolidated them into one 
list.  We then evaluated the standard to determine whether the guidance covered any of them.    

5.2 Results 

The first column of Table II lists 13 HFE research issues pertaining to computer-based procedure 
systems (see descriptions of issues in O’Hara & Higgins, 2010a).  Where the standard does provide 
guidance about an issue, we list the applicable section of the standard and a brief description of the 
concern in the second column.  If the standard does not address the issue, the entry in that column is 
“None.”  

Where we noted that the standard covers an issue, this does not mean that the guidance has resolved 
it completely.  In all cases where the standard offers information and contributes to resolving an issue, 
further research still is needed.  In summary, the standard partially addresses only three of the 13 
presently identified outstanding research issues. 
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Table II   COPS HFE research issues addressed by the IEEE standard 
 

HFE Research Issue Standard Section 
Lack of Data on the Effects of COPS on Crew 
Performance 

None 

Acceptance Criteria for COPS Performance Effects None 

Role of Plant Personnel in Procedure Management: Trust 
and Appropriate Use 

None 

Level of Automation of Procedure Functions  5.3, Guidelines Unique to Type 3 Systems – This 
section encompasses automation of control 
functions, sequence automation, and hold points 

Teamwork and Team Performance 5.2 Additional Guidelines Applicable to Type 2 
& Type 3 Systems, specifically Guideline 5.2-5 
addressing multiple users of  COPS 

Situation Awareness, Response Planning, and Operator 
Error 

None 

Keyhole Effects and Use of Multiple Computer-based 
Procedures 

None 

COPS Complexity and Opacity  None 

Specific Computer-based Procedure Design Features  None 
Hybrid Procedure Systems  None 
COPS Degradation, Failure Modes, and Backup Systems
  

Section 5.4, COPS Backup – specifically 
Guidelines 5.4-4 through 5.4-6 that identify the 
need to evaluate degraded conditions and the 
timely transition to backup procedures 

Transitioning to COPS Systems from a PBP Operational 
Environment 

None 

Training in COPS Usage None 

 

5.3 Conclusion 

We conclude that the standard meets Criterion 4 by addressing the human-performance issues 
identified by the NRC and others in the nuclear industry.  Specifically, the standard contributes to 
resolving the three issues identified in Table II. 

6 DISCUSSION 

In summary, we developed a methodology to evaluate consensus standards to ensure that the 
guidance meets the NRC’s requirements for assuring that they meet the scientific- and engineering-rigor 
used by the NRC in developing its own guidance (see O’Hara et al., 2008a).  This methodology 
determines if a standard satisfies the four criteria listed in Section 1.  

We used this methodology to evaluate the possibility of using IEEE’s COPS standard for the NRC 
staff’s HFE safety reviews.  Our methodology proved valuable in identifying issues to be addressed in the 
standard, and provided a basis to support the staff’s decision on whether or not to endorse the standard.  It 
also helped identify aspects of the standard that may require further examination.   

Our evaluation concluded that the IEEE standard meets Criterion 1 and addresses aspects of COPS 
that are lacking in the existing NRC’s guidance.  It also gives further guidance for some topics that are 
covered.  Although the standard still is under development, it is sufficiently mature for us to conclude that 
it generally meets Criterion 2; viz., the guidance is founded on sound HFE principles even though for 
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some, we deemed that additional information is required to finalize the evaluation.  One guideline dealing 
with the automation of procedure sequences when applied to EOP may warrant an exception by the NRC.  

Although the standard peer-review process is incomplete, from the information we reviewed, plus 
the current plan to obtain comments during the balloting process, we reached the following conclusion: 
The standard meets Criterion 3 for a thorough peer-review process that uses (1) a documented process, (2) 
appropriate SMEs, and, (3) a reasonable approach to resolving comments. 

Finally, we consider that the standard meets Criterion 4 by addressing outstanding human 
performance issues identified by the NRC and others in the nuclear industry. 

We recommend several follow-up actions after finalizing the standard and completing the balloting 
process.  They include reviewing (1) any additional information provided by the standard developers, (2) 
all changes made to the guidance subsequent to our review, and (3) the documented resolution of 
comments once balloting is completed. 

We consider overall that the evaluation methodology we developed in this study is applicable for 
reviewing other HFE standards that the NRC is considering using, or endorsing.  
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