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Executive Summary 

In support of the development of the technical report, “The International Atomic Energy Agency 
State Evaluation Process: The Role of Information Analysis in Reaching Safeguards Conclusions” 
(Mathews et al. 2008), several examples of nonproliferation models using analytical software were 
developed that may assist the IAEA with collecting, visualizing, analyzing, and reporting information in 
support of the State Evaluation Process.  This paper focuses on one of the examples – a set of models 
developed in the Proactive Scenario Production, Evidence Collection, and Testing (ProSPECT) software 
that evaluates the status and nature of a state’s nuclear activities.  The models use three distinct subject 
areas to perform this assessment: the presence of nuclear activities, the consistency of those nuclear 
activities with national nuclear energy goals, and the geopolitical context in which those nuclear activities 
are taking place. 

As a proof-of-concept for the models, a crude case study was performed (a summary of the proof-of-
concept is in Appendix D).  The study, which attempted to evaluate the nuclear activities taking place in 
Syria prior to September 2007, yielded illustrative, yet inconclusive, results.  Due to the inconclusive 
nature of the case study results, changes that may improve the model’s efficiency and accuracy are 
proposed.
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Acronyms and Abbreviations 

 
B – Belief 
Bc – Complement of Belief 
IAEA – International Atomic Energy Agency 
ProSPECT – Proactive Scenario Production, Evidence Collection, and Testing  
SLA – State Level Approach 
Pl – Plausibility 
Plc – Complement of plausibility 
PNNL – Pacific Northwest National Laboratory 
POC – Proof of Concept 
WMD – Weapons of Mass Destruction
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1.1 

1.0 Introduction 

The historical conversion of peaceful nuclear activities (e.g. nuclear power plants) to serve nuclear 
weapons programs has resulted in the need for an improved capability for determining the status and 
nature of a state’s nuclear activities.  Although every case of nuclear proliferation is unique, the need to 
determine the nature of nuclear activities is universal.  Under the IAEA’s State-Level Approach (SLA) for 
nuclear safeguards, more effort is being placed on evaluating not only a state’s declared nuclear activities, 
but also the context in which those, and other, activities are taking place.   

Stephen Meyer noted in The Dynamics of Nuclear Proliferation (Meyer 1984), “Nuclear proliferation 
[can] no longer be viewed as the well-defined black-to-white jump to nuclear weapons status.  Instead, it 
[has] to be seen as a developmental process reflecting the growth of latent capacities around the globe.”  
With the expected increase in nuclear energy activities around the world in the next 20-30 years, more 
states than ever before will be engaging in nuclear activities.  If the worldwide growth of nuclear energy 
occurs as its proponents currently envision, the ambiguity highlighted by Meyer will increase. The threat 
of new states developing nuclear weapons programs will also increase.  As such, it is a critical time to be 
able to evaluate a state’s nuclear activities more holistically, taking into consideration the activities 
themselves, how they relate to a state’s energy needs and goals, and the geopolitical contexts in which 
they are taking place. 

As a means to address the growing proliferation concerns associated with the expansion of global 
nuclear energy, and in support of the IAEA’s SLA for international safeguards, a set of three models was 
developed in the ProSPECT software to evaluate the status and nature of a state’s nuclear activities, each 
focusing on a single subject area: The first model attempts to determine whether or not nuclear activities 
are taking place within the state.  The model second analyzes the declared and perceived nuclear activities 
against the state’s national energy needs and goals, to check for consistency.  Finally, the third model 
addresses the geopolitical context in which nuclear activities are taking place within a state, which has the 
potential to alter how nuclear activities are interpreted.   
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2.0 Methodology 

The three models developed for the assessment of the status and nature of a state’s nuclear energy 
program were developed and evaluated using the ProSPECT software, being developed at the Pacific 
Northwest National Laboratory (PNNL).  ProSPECT provides a graphic-based analysis environment in 
which models can be constructed and populated with supporting evidence.   

2.1 Model Development 

Model-building begins with defining the analytical question to be answered by the model, and 
formulating hypotheses that address the question.  Each model consists of hypotheses and sub-
hypotheses, arranged in a logical pattern to answer the analytical question.  A critical factor in developing 
models is defining the hypotheses and sub-hypotheses in such a way that they can be answered 
objectively through the insertion of evidence to the model.   

It may sometimes be practical to evaluate the analyst’s objectives using a single model with one, two, 
or more competing hypotheses. The example presented here incorporates three separate models, which 
should be analyzed together for a clear picture not only of what nuclear activities are taking place within a 
state, but also how those activities relate to known information about the state–specifically, interaction of 
the activities with national needs and goals, and the state’s geopolitical context.   

2.2 ProSPECT Analysis Environment 

The ProSPECT analytical environment allows for model development, evidence collection, evidence 
marshalling, and the application of evidence to the model.   

Unlike similar modeling  tools  used for scenario analysis, like Analysis of Competing Hypotheses or 
Bayesian Networks, the Dempster-Shafer approach used in ProSPECT enables the user to capture 
complex networks in which hypotheses and evidence are linked with a semi-quantitative scheme, rather 
than requiring the definition of exact probabilistic relationships.   

Dempster-Shafer is a generalization of Bayesian probability theory that relies on three functions: basic 
probability assignment, belief, and plausibility (Sanfillipo et al. 2007).  The probability of an outcome is 
bounded on either side by the analyst’s belief and its plausibility.  The model combines evidence, 
calculating overall probability (m(A)) by simply taking the average of the probability assignments 
associated with specific beliefs (m) and weights (w) reflecting the reliability of pieces of evidence: Rather 
than requiring the specification of complete joint probabilities for hypotheses, the user assigns strength and 
confidence based on a Likert psychometric scaling measure.  This allows an intuitive strength assignment 
based on a 7-point scale, in which the magnitudes of strength and confidence are seen graphically rather 
than quantitatively assigned.  The averages are calculated by fitting the analyst’s graphical assignment of 
strength and confidence to a number scale (Sanfillipo et al. 2007).  
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By combining a graphical interface with intuitive strength- and confidence-assignment capabilities, 
all built on a framework of Dempster-Shafer probability theory, the user can easily create networks that 
minimize biases and reflect a union of evidence and analytic scrutiny. 

ProSPECT allows analysts to semi-quantitatively define the extent to which a sub-hypothesis 
supports or refutes its parent hypothesis (defined as strength).  The user assigns each sub-hypothesis a 
strength level, either indicating support or refutation of its parent.  When evidence is added to the 
network, a similar strength indicator is given, which represents the impact of the evidence on its 
associated hypothesis.  Strength levels are easily modified, and automatically recalculate belief scores for 
the model.   

The ProSPECT environment allows the user to document evidence and formalize his or her thought 
process, clarifying thinking and providing gauges of proliferation potential, instead of rigid binary results, 
which could be done on a document-by-document basis, or for larger datasets.  ProSPECT provides an 
intuitive interface for meeting these goals, supporting evidence gathering, relationship identification, and 
model building.  .   

The evidentiary approach underlying the model supports the examination and comparison of parallel 
scenarios simultaneously, without requiring the user to specify joint probability distributions.  The model 
employs Dempster-Schafer theory as the mechanism for hierarchical ordering of uncertainties based on 
hypotheses, sub-hypotheses, and documented evidence.  This method is especially applicable for 
international security and nuclear proliferation assessments, due to its ability to work with vague or 
uncertain evidence.  

2.2.1 Defining a Conceptual Framework in ProSPECT: Hypotheses and Sub-
hypotheses 

The ProSPECT Analysis Space is the analytical environment in which the analyst constructs and 
evaluates a model. The conceptual framework of ProSPECT models consist of hypotheses and sub-
hypotheses which support the evaluation of the analytical question. The relationship between hypotheses 
and sub-hypotheses is called strength. If the sub-hypothesis supports its parent hypothesis, strength is 
positive. If the sub-hypothesis refutes its parent hypothesis, the strength is negative. Strength is denoted in 
the strength box, which lies along the lines connecting sub-hypotheses with hypotheses, and evidence 
with hypotheses or sub-hypotheses. Strength boxes have vertical lines, which indicate support of the 
parent hypothesis (in green, to the right of center) or refutation of the parent hypothesis (in red, to the left 
of center). 

Evidence is information collected by the analyst and applied to the model to either support or refute 
the hypotheses and sub-hypotheses. As with the definition of relationships between sub-hypotheses and 
their parents, the relationships must also be defined between evidence and the hypotheses that it supports 
or refutes in the strength box, located on the arrow connecting the evidence and its parent hypothesis. The 
truthfulness of the evidence is evaluated by the analyst with a confidence rating. The confidence rating is 
attached to the upper left corner of the evidence, and can be positive, negative, and/or uncertain. The 
green horizontal bars in the confidence histogram indicate how much the analyst believes the evidence is 
true; red indicates how much the analyst believes the evidence is false.  A gray bar represents uncertainty. 
Uncertainty is the difference between analyst belief in the truth or falseness of the evidence and full 
belief.   
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A sub-hypothesis with positive strength (support) for its parent hypothesis .  
The strength level is assigned by the analyst. 

 

A piece of evidence with strength and confidence boxes.  In this example, 
the analyst has a high degree of confidence in the evidence, and it 
moderately supports its parent. 

 
 

 

Figure 2.1 depicts a simplified model with a main hypothesis, supporting and refuting sub-hypothesis, 
and evidence.  The strength and confidence ratings are assigned by the analyst.   

 

 
Figure 2.1.  Simplified Network using ProSPECT Software 

2.2.2 Calculating and Interpreting Results 

Using Dempster-Shafer mathematics, the strength and confidence ratings are factored up throughout 
the entire model. Results are displayed on each hypothesis and sub-hypothesis in boxes attached at the top 
right corner. There are five distinct results measures calculated by ProSPECT: Belief, disbelief, 
uncertainty, plausibility, and implausibility. Each result is defined as follows: 

• Belief (B) – Degree of support of the hypothesis, as a percentage of complete support. 

• Disbelief (Bc) – The complement of belief, as a percentage of complete support. 
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• Uncertainty (U) – The difference between belief, disbelief, and complete support.  

• Plausibility (Pl) – The sum of belief and uncertainty. Represents the maximum possible 
degree of belief in the hypothesis. 

•  Implausibility (Plc) – The sum of disbelief and uncertainty. Represents the maximum 
possible degree of disbelief in the hypothesis. 

Results are displayed in four ways in the ProSPECT Analysis Space: 

1. As a histogram.  Green represents expected belief in the hypothesis.  Red represents disbelief of the 
hypothesis, and gray represents uncertainty.   

 
2. As a percentage.  Belief is indicated in green, on the top bar, and disbelief is indicated in red on the 

bottom bar. The belief percentage scores are the numeric values that define the histogram results.   

 
3. As a plausibility score.  Plausibility is displayed in the green bar on the top, and un-plausibility is 

displayed in the red bar on the bottom of the results box. 

 
4. As a range of belief to plausibility, and disbelief to the implausibility.  The belief-plausibility range 

represents the entire range of support that the model could yield, and is displayed in the green bar on 
the top of the results. The disbelief-implausibility range indicates all possible refutation that the 
model could yield, and is displayed in red on the bottom bar of results. 

 

2.2.3 Evidence 

Evidence is incorporated into the ProSPECT model to support or refute hypotheses and sub-
hypotheses.  This evidence can take many forms, such as news articles, photos, satellite imagery, common 
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knowledge, or many other forms (including movies or audio information).  When adding evidence to a 
ProSPECT mode, the analyst assigns a strength rating to indicate how much the evidence supports or 
refutes its corresponding hypothesis, as well as a confidence rating to indicate how true or false the 
analyst believes the evidence to be.  Confidence is a unique score for evidence, indicating the degree to 
which  the analyst believes the evidence if true or false. While individual sources will be evaluated 
separately, generalizations regarding how much confidence the analyst can have in a piece of evidence are 
provided below in Figure 2.2.  Examples of evidence that generally carry high degrees of confidence 
include official government reports or intelligence, information from international organizations, peer-
reviewed journals, or encyclopedias.  Sources that would merit less confidence include blogs, articles 
from non-peer-reviewed publications, or media reports.   

 
Figure 2.2.  Example Confidence Levels for Sources of Evidence 

2.3 Developing a Model to Evaluate the Status and Nature of a 
State’s Nuclear Activities 

Three models were developed to  address the analytical question – “Are the nuclear activities of a 
state cause for proliferation concern?” Each model addresses a single subject to support the evaluation of 
the analytical question. The three models address:  

1. The presence of nuclear activities within the state 
2. The consistency of nuclear activities with the state’s declared nuclear energy goals 
3. The geopolitical situation surrounding nuclear activities  
 

The models were developed separately, and do not have a formal method for integrating results. The 
separation of the models was used to encourage independent analysis of each model, and interpretation of 
each model’s results in context of the others. Because each model has the potential to influence the others 
in this way, it was decided to keep the models as separate entities rather than rolling them into a larger 
model.  Keeping these models separate, yet evaluating them together, offers the analyst more freedom in 
interpreting the results from each model (if it is determined in the future that the models should be 
combined into a single assessment, the potential to do so exists).  For example, if the models evaluating 
the presence and consistency of a state’s nuclear activities indicate that a state is pursuing nuclear 
activities inconsistent with national energy needs and goals, that may be sufficient to determine that there 
is need for proliferation concern, without having to analyze the state’s geopolitical concerns. Likewise, if 
the model evaluating the presence of nuclear activities within a state indicates that there are no nuclear 
activities taking place, the consistency model would be irrelevant. However, the model for analysis of the 
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geopolitical context may still be indicative of potential proliferation concern – especially if the state is 
considering the development of nuclear activities.  
 

While not proscribed, the analysis of the three models could potentially be analyzed in a decision-tree 
format. An example of a decision-tree format for analysis of the three models is presented in Figure 2.3. 
 

 
Figure 2.3 Example Decision-Tree Format for Model Analysis 

 

2.3.1 Presence of Nuclear Activities 

The first model asks the question, “Are nuclear activities taking place in the state?”  This model 
serves as the foundation and justification for the other two models in the series. To determine whether 
nuclear activities are of proliferation concern, the analyst must first determine that nuclear activities are 
indeed taking place.   

To answer this question, the analysis focuses on four major subject areas: 

1. Government structure and statements

2. 

: The structure of a government, as well as the official 
statements coming from that government, can provide indication of nuclear energy activities within a 
country. For example, the presence of an atomic energy administrative body indicates that nuclear 
activities may be taking place in the state. Furthermore, statements from elected officials regarding 
nuclear energy research or plans can indicate nuclear activities, or plans for nuclear activities. 

Professional and academic activities: Professional and academic activities can provide indication of 
nuclear activities from the public sector, as opposed to official statements from the government. 
These public sector indicators can include academic research; professional activities and 
organizations related to nuclear energy or research; publications; university programs in nuclear 
engineering, physics, or radiochemistry; research reactors; or other nuclear-related laboratory 
facilities. 
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3. International cooperation and trade

4. 

: State participation in international cooperation and trade related 
to nuclear energy or nuclear research can serve as an indicator of nuclear activities taking place 
within the state. These cooperation and trade activities include ratification of nuclear trade 
agreements; membership in nuclear cooperation organizations (such as World Association of Nuclear 
Operators or Nuclear Suppliers Group); and participation in IAEA Technical Cooperation projects or 
other bilateral or multilateral nuclear cooperation projects. 

Nuclear, or nuclear-related, imports and exports

These variables and their relationships to each other can be seen in 

: Records of a state’s imports and exports related to 
nuclear energy or technology may indicate the presence of nuclear, or nuclear-related, activities 
within a country. These imports and exports can include nuclear-trigger-list materials or technology; 
or dual-use items. 

Figure 2.4.
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Figure 2.4.  Presence of Nuclear Activities Network 
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The results of this model should point to either the existence or absence of a nuclear program.  If the 
evidence incorporated into the model indicates that nuclear activities are taking place in a state, the 
consistency and geopolitical context models should be evaluated.  For states with no clear indication of 
nuclear activities, it may still be useful to evaluate the geopolitical model.  This is especially important 
because the model can only utilize known information–that is, even if a country does not have declared or 
obvious nuclear activities, it may be concealing a nuclear program.   

2.3.2 The Consistency of Nuclear Activities with Declared Nuclear Energy 
Goals 

The second model evaluates the consistency of nuclear activities with the state’s declared national 
energy needs and goals.  The analysis of nuclear activity consistency is unique to this model framework.  
By attempting to identify activities and characteristics of nuclear programs that are inconsistent with 
declared goals, analysts can construct more informed evaluations of nuclear activities. If any nuclear 
activities have features that are incompatible with their stated purpose, the consistency of those activities 
with national goals becomes questionable, and may be determined to be of proliferation concern.   

The rationale for emphasizing consistency is as follows: If a country is pursuing a complete fuel cycle 
in an effort to become energy independent, has the economic means and justification to do so, and is 
striving for those goals within an appropriate context of R&D in renewable and other energy sources, its 
context indicates legitimacy.  However, nuclear energy pursuits that do not appear to be consistent with 
the country’s declared nuclear energy goals may warrant proliferation concern.  For example, a state that 
possesses the technology and material needed to fabricate nuclear weapons, but does not explain their 
relevance in terms of nuclear energy goals, would be the subject of greater proliferation concern.   

The analysis of the consistency of a state’s nuclear energy activities with its declared goals focuses on 
five major subject areas: 

1. Location

2. 

: The location of nuclear-related facilities may be indicative of the application of the 
activities taking place at those facilities. For example, if a state claims to be developing a nuclear 
power plant to provide electricity to a population center, but the power reactor is sited a great distance 
from electricity transmission lines, this could demonstrate an inconsistency between nuclear energy 
goals and activities. Analysis of the location of a nuclear facility considers the location of a facility 
compared to other energy, research, and development facilities; infrastructure the facility; and 
proximity to population centers.  

Consistency of Perceived Activities

3. 

: While not all activities taking place at a nuclear center may be 
obvious, the consistency of perceived activities with the declared purpose of a facility may be 
indicative.  

Imported Material/Technology:

4. 

 Nuclear and dual-use materials and technologies have limited 
industrial and nuclear applications. As such, an analysis may be performed to determine whether or 
not the nuclear and dual-use materials and technologies appear consistent with the state’s declared 
uses of those items.  

Efficiency and Cost Effectiveness of known Facilities/Technologies: The efficiency and cost-
effectiveness of a state’s nuclear activities can provide insight to the consistency of those activities 
with the state’s declared nuclear activities and goals. For example, large investments in technologies 
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which are inefficient for their declared uses, but efficient for weapons-related uses, could lead to 
inconsistency in the state’s nuclear activities.   

5. Security Assessment of Facilities and Locations:

These variables, and their relationships to one another, are shown in 

 The apparent security measures surrounding 
declared nuclear facilities may indicate whether the activities taking place at those facilities are 
consistent with declared activities and goals.  

Figure 2.5. 

If nuclear activities are consistent with a state’s goals for energy, research, and development 
purposes, it may still be subject to proliferation concern.  If some nuclear activities are determined to be 
inconsistent with a state’s nuclear energy goal, those activities should be carefully examined to determine 
if they could result in the state acquiring nuclear material or technology that could be used in the 
development of a nuclear weapons program.  
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Figure 2.5.  The Consistency of a State’s Nuclear Activities 
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The questions posed for analysis in the consistency model are the most difficult to evaluate because 
they require much more analyst interpretation of information.  While the other models focus greatly on 
information collection and organization using massive amounts of data, this model utilizes more specific 
analysis.  The evaluation of this model requires that the analyst to combine several pieces of detailed 
analysis and evaluation into a single model.   

2.3.3 Geopolitical Context in Which Nuclear Activities are Taking Place 
The third model focuses on analyzing the geopolitical context in which nuclear activities are taking 

place.  The model draws heavily from social science literature that seeks to explain why states explore, 
pursue, or acquire nuclear weapons.  The model does not rely on any specific nuclear-related information, 
except for analysis of neighboring countries’ nuclear activities.  Though this portion of the model is 
unable to draw conclusions regarding a state’s nuclear programs, the importance of these geopolitical 
factors in determining nuclear proliferation has been discussed by a plethora of international relations 
theorists and scholars.  The strength of the third model lies in its ability to create a conceptual framework 
for examining the results of the models describing the presence and consistency of a state’s nuclear 
activities.   

The model evaluating the geopolitical context in which a state’s nuclear activities are taking place 
centers around four major subject areas: 
1. Regional/International Security

2. 

: By understanding the regional and international security environment 
that surrounds a state  analysts can better determine the forces acting upon a state that could motive or 
deter it from developing a nuclear weapons program. Regional and international security threats can 
be indicated by a state’s neighbors or rivals with nuclear weapons or nuclear weapons programs; or 
regional or international tensions. 
Pursuit of Other Weapons of Mass Destruction (WMD):

3. 

 A state’s previous endeavors related to 
chemical, biological, radiological, or nuclear WMD affect the state has engaged in the pursuit or 
acquisition of a non-nuclear WMD, it may be more likely to have an interest in securing a nuclear 
weapon.  This sub-hypothesis reflects the assumption that if a leader believes mass civilian casualties 
are acceptable if achieved through one type of weapon, other types of WMDs are acceptable as well.    
Deterrent

4. 

: Depending on their international integration, different states will suffer different 
consequences if they were to develop a nuclear weapons program. For example, the threat of 
economic sanctions might dissuade the leader of a state from pursuing nuclear weapons. Factors that 
influence the deterrent effect include political integration; economic integration; and expected ally 
response to the state’s pursuit of a nuclear weapons program. 
National Nonproliferation Norms

These indicators, and their relationships to one another, are presented in 

: A state’s commitment to nonproliferation norms influences how 
nuclear activities in that state are perceived.  Indicators of commitment to nonproliferation norms 
include participation in nonproliferation and arms control initiatives; the robustness and 
implementation of national export control policies; and public statements or press releases from 
officials that denounce the need or desire for nuclear weapons. 

Figure 2.6. 
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Figure 2.6.  Geopolitical Indicator Network 
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The factors influencing the geopolitical context of a state’s nuclear activities serve as a summary of a 
large body of social science research attempting to determine why state’s develop nuclear weapons. 
However, the forecasting of which states will be the next to develop nuclear weapons is highly 
controversial, and often incorrect. As such, this model seeks to utilize the characteristics of potential 
proliferant states not as indicators that the state will develop nuclear weapons, but as potential “red flags” 
that, combined with analysis of the other models presented here, can help analysts determine if the state’s 
nuclear activities are cause for proliferation concern. 
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3.0 Case Study 

After the three models were constructed, a case study was evaluated to help validate and verify the 
models.   

In September 2007, an Israeli airstrike illuminated an undeclared nuclear reactor that had been under 
construction in Syria. The reactor resembled a North Korean reactor used in that country’s nuclear 
weapons program.  Because nuclear weapons-related activities were not widely suspected before the 
airstrike, Syria was chosen as a case study to test the ProSPECT models.  The case study utilized only 
pre-September 2007, open-source information to determine whether Syria’s nuclear activities could have 
been identified as a proliferation concern. For a list of sources used in the case study, see Appendix E. 
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4.0 Results 

An explanation of the results of the test case is presented below. A full display of results is shown in 
Table 4.1.  The models, including the case study evidence, are presented in Appendices A–C. 

1. Presence of Nuclear Activities

2. 

: The model with the hypothesis, “Nuclear activities are likely to be 
taking place within the state,” resulted in 48% belief, with 100% plausibility.  The null hypothesis, 
“Nuclear activities are not likely to be taking place in the state,” resulted in 0% belief, with 67% 
plausibility.  Nuclear activities were confirmed, inter alia, by the existence of Syria’s Atomic Energy 
Commission, statements made by government officials, a university research reactor, imports of 
nuclear-relevant material, and participation in IAEA technical cooperation projects.  The uncertainty 
in the model appears to be driven by the ambiguity surrounding Syria’s participation in nuclear 
cooperation networks or organizations.   

Consistency of Nuclear Program

3. 

: The model with the hypothesis, “Nuclear activities appear to be 
consistent with state’s declaration of nuclear energy goals,” resulted in 8% belief and 98% 
plausibility.  The null hypothesis, “Nuclear activities do not appear to be consistent with the state’s 
declaration of nuclear energy goals,” resulted in 3% belief and 79% plausibility.  Though the belief 
values are relatively small, the results indicate that it is slightly more likely that nuclear activities 
appear to be consistent with the Syrian declaration of nuclear energy goals.   

Geopolitical Environment

Table 4.1.  ProSPECT Model Results 

: The model with the hypothesis, “Geopolitical situation surrounding 
nuclear activities does not indicate need for proliferation concern,” resulted in 1% belief and 86% 
plausibility.  The null hypothesis, “Geopolitical situation surrounding nuclear activities could indicate 
need for proliferation concern,” resulted in 15% belief and 99% plausibility.  The results of the model 
indicate that there is a slightly higher probability that the geopolitical situation could lead to an 
increased nuclear proliferation concern, particularly due to regional and international tension, Syria’s 
previous pursuit of non-nuclear WMDs in the form of chemical weapons, and opaque participation in 
arms control collaborations.  Furthermore, leaders have never gone on record denouncing nuclear 
weapons (except related to Israeli weapons), and potential regional balance of power issues could 
persuade the state to develop weapons-producing capability.  The geopolitical model yields higher 
uncertainty values than the other models , primarily due to uncertainty regarding the robustness of 
Syrian safeguards and export control policies.  

Hypothesis Belief (%) 
Complement of 

Belief (%) Plausibility1
Complement of 
Plausibility (%) 2

Nuclear activities are likely to be 
taking place in the state 

 (%) 

48 0 100 52 

Nuclear activities are not likely 
to be taking place in the state 

0 33 67 100 

                                                      
1 Plausibility = Belief + Uncertainty 
2 Complement of Plausibility = Complement of Belief + Uncertainty 
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Nuclear activities appear to be 
consistent with state’s declaration 
of nuclear energy goals 

8 2 98 92 

Geopolitical situation 
surrounding nuclear activities 
does not indicate need for 
proliferation concern 

1 14 86 96 

Geopolitical situation 
surrounding nuclear activities 
could indicate need for 
proliferation concern 

15 2 99 86 
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5.0 Conclusions 

Preliminary results were illustrative, but did not conclusively indicate the need for proliferation 
concern regarding Syria’s nuclear activities.  Taking the three models as a whole, the results are 
inconclusive, and do not necessarily reflect a pronounced need for increased proliferation concern.  
Presence of nuclear activities is confirmed with a high degree of confidence, but geopolitical environment 
and consistency nuclear activities are dominated by uncertainty.  Preliminary results indicate, though with 
high uncertainty, that nuclear activities appear to be consistent with declared goals, and that the 
geopolitical situation could indicate a need for proliferation concern.  These indicators, however, are quite 
subtle. Inconclusive results may be due to the significant uncertainty in the model. With the advantage of 
hindsight, it may be possible to conclude that the inconclusive results were driven by the inability to 
detect or evaluate Syria’s clandestine nuclear activities. However, the uncertainty in the model, without 
strong conclusions in favor of proliferation concern, could also have led analysts to disregard potential the 
potential Syrian proliferation threat. 

Uncertainty dominates the results for the case study, resulting from both the analyst’s confidence in 
the evidence and the strength assigned to the sub-hypotheses.  However, uncertainty should be expected 
when attempting to determine the presence of, and evaluate, clandestine military activities.  This is a 
natural result for matters of national security.  The less transparent a state is, in terms of public 
statements, media access, international partnership, and research activities, the less confidence there can 
be in the evidence related to government statements or other official media.   

Even inconclusive results can be meaningful, and analysis should focus on which hypothesis has the 
strongest support, and why such high levels of uncertainty exist. The analyst may ask: Why is it so 
unclear as to whether the country’s nuclear activities support its declared energy needs and goals? High 
uncertainty itself may be indicative of the need for proliferation concern. As Jim Walsh stated in his 
paper, written for the Weapons of Mass Destruction Commission, “Unlike most houseplants, nuclear 
programs grow best in the dark” (Walsh 2005).  





 

6.1 

6.0 Recommendations 

For future research, additional relevant sub-hypotheses may be incorporated into the models.  Though 
they are not included in this analysis, other factors may potentially augment the model evaluating the 
consistency of a state’s nuclear program with the states declared nuclear energy needs and goals.  Those 
factors include: 

1. Historical Development of Nuclear Program

2. 

: Determining the historical development and purpose of 
a nuclear program may shed light on the consistency of current nuclear activities. For example, if a 
nuclear program began for military purposes, complete with missile and weapons research, and was 
later converted to peaceful use, some concern might remain as to technology, fissile material 
availability, and weapons development.   

Electricity Generation and Use:

3. 

 Analyzing the state’s electricity supply and demand could determine 
if nuclear activities actually support nuclear energy needs.  If nuclear energy is declared as providing 
a segment of the electricity required by the state, the entire power-generation portfolio should be 
examined, with the aim of determining whether nuclear facility is actually meeting the declared 
supply and demand.   

Economic Coherence Analysis

4. 

: Analysis of the state’s industrial inputs and outputs may be able to 
determine if they are consistent with non-nuclear weapons state. 

Academic Programs, Publications, etc.:

 

 The presence of academic programs or publications 
associated with nuclear technology beyond the scope of declared energy technology or goals may 
indicate inconsistency of nuclear activities. 

 Furthermore, the “consistency” model repeatedly refers to the analysis of nuclear activities 
compared to national energy goals related to nuclear activities. However, no analysis is done to determine 
if those nuclear energy needs and goals are appropriate for a state. As such, national nuclear energy goals 
should also be evaluated to determine if they are appropriate and realistic for the state.  States with 
reasonable and consistent goals and activities should still be assessed.  However, more attention should be 
paid to states in which activities appear inconsistent with nuclear energy goals. 

 Additional research completed since the development and evaluation of the models suggest that other 
factors could also be useful for the “geopolitical context” model.  These factors include: 

1. Domestic Politics and Leadership:

2. 

 Social science literature suggests that certain political systems and 
leadership types enable nuclear weapons proliferation more than others.  

National Identity and Prestige

3. 

: National identity and status/prestige may influence a state’s 
willingness or motivation to develop a nuclear weapons program. For example, a state that feels 
disenfranchised or alienated from the rich countries might feel compelled to flex its military muscle 
and gain prestige on the national stage.   

Fuel Supply Guarantees or Other Trade Relationships:

 

 A guarantee of fuel supply through supply 
guarantees, or other trade mechanisms, could induce a state to be less inclined to develop sensitive 
fuel-cycle technologies. 
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Once finalized models are in place, it is recommended that further test cases be conducted to 
determine whether the model is able to differentiate between states that are developing clandestine 
nuclear weapons programs (this would include historical analysis such as the Syria case study), and other 
types of states – such as those with highly developed nuclear capabilities but that are not expected to 
develop nuclear weapons, or states with moderate nuclear capabilities with tense international security 
conditions. Potential case studies could also include states that have recently been identified by social 
science literature as potential proliferant states in the next 10-20 years, such South Korea, Japan, Turkey, 
or Saudi Arabia, (identified as states likely to develop nuclear weapons by Lavoy and Walker 2006).   
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Appendix D 
 

Proof of Concept (POC) – Summary 

D.1 Modeling Objectives  
Goals: Develop a nonproliferation model that will provide indication when states are developing 

nuclear technologies that are:  

1) inconsistent with their stated national nuclear energy goals, and 

 2) taking place in a geopolitical environment that could be conductive to nuclear proliferation 
activities. 

Expected Users: The intended user for this model was the IAEA, for use in support of the SLA for 
international nuclear safeguards.  Other potential users could include the U.S. Government in support of 
energy policy decisions towards specific states or other international nonproliferation community actors. 

Timing: The model was built in part as a mechanism to demonstrate the PNNL ProSPECT software 
tool, and to determine whether or not a state’s nuclear activities and geopolitical context could be used to 
evaluate proliferation concerns surrounding a state’s nuclear program.  The model was developed and 
populated with evidence from Syrian test-case in FY 2008.  In April 2009, PNNL was requested to 
provide this write-up of the Syria Proof-of-Concept model.   

Criteria for Success: As statistician George E.P. Box noted in his book, “Empirical Model-Building 
and Response Surfaces,” (1987) – “All models are wrong, but some are useful.” The goal of this model 
development was to see if it could potentially provide useful information about the status and nature of a 
country’s nuclear activities before it became apparent that the country was developing a nuclear weapons 
program.  The criteria of success was that the model be able to indicate something amiss in Syria using 
only data prior to the 2007 Israeli destruction of a suspect nuclear facility in that country (prior to which 
time, the facility was virtually unknown in the unclassified world).   
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D.2 Comparison of Before and After the Development of Model  
 

Prior State Before POC New State with POC 

Prior to the development of this model, there was 
not a systematic way established by which to 
evaluate a state’s consistency between its declared 
nuclear energy goals and perceived nuclear 
activities, taken into consideration under the 
state’s geopolitical context.  While this type of 
analysis is starting to be conducted at the IAEA in 
support of the State Evaluation Report, there is no 
established way in which to analyze this 
information or make conclusions regarding a 
state’s nuclear activities.   
 

The model provides a systematic way for analysts 
to evaluate the consistency of a state’s nuclear 
activities with its declared nuclear energy goals 
and within their geopolitical context. Analyzed 
together, these factors could indicate a state’s 
propensity or motivation for nuclear proliferation.  
The model is designed in such a way that it 
minimizes the potential for incorporation of 
analyst bias.  The model offers: 

1. A systematic manner in which to evaluate 
a country’s nuclear activities, and the 
relationship of those activities to the 
state’s declared nuclear energy plans and 
goals. 

2. A systematic manner in which to evaluate 
the geopolitical context in which their 
nuclear activities are occurring. 

 

Cost Factors 

Time: Previous analytic techniques required 
analysts to read and remember large amounts of 
information from a variety of source types. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Time:  By integrating the analyst’s thought 
process into ProSPECT, the modeling 
environment offers an opportunity to integrate 
information as it is found, and easily recall and re-
read that same piece of information, including its 
source information, at a later time.  The model can 
semi-quantitatively combine information from 
various sources based on the analyst’s scoring of 
the information’s importance and reliability, rather 
than requiring the analyst to do so (which can also 
introduce unintended bias).  Information from 
sources related to the model can be recorded and 
stored in ProSPECT, to be reviewed and 
referenced at the analyst’s convenience.   
 
The IN-SPIRE data visualization tool may be used 
within the ProSPECT analytical environment, 
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Infrastructure: Statistical analysis software 
packages can cost hundreds or thousands of 
dollars to use, and may require extensive 
mathematical and statistical training.  

which can further help analysts to organize and 
understand their datasets. 
 
Internet search engines are also available to 
analysts through ProSPECT’s Source Space, to 
supplement any missing information from a 
dataset. 
 
Infrastructure: ProSPECT is a free software, 
under development by PNNL, which requires little 
training for its operation.  It allows policy analysts 
to describe relationships semi-qualitatively while 
maintaining the ability to produce a robust semi-
quantitative result.  It also has the potential to 
incorporate more quantitative analysis, if so 
desired by the user, by incorporating more 
“strength” ratings that the analyst can evaluate, or 
through probabilistic or statistical modeling that is 
done behind the model  to determine those 
relationships.   
 

 

What worked well? 

• The ProSPECT software successfully provided the analysis environment in which to construct 
and evaluate a model to examine the status and nature of a state’s nuclear activities. 

• Information collected and analyzed in the model produced results that could have been 
expected−high degrees of uncertainty regarding Syria’s nuclear program could have potentially 
served as an indicator to watch the country more closely. 

What did not work? 

• Evidence collection methods need to be systematized.  Limited time and resources were 
available to collect evidence for the proof-of-concept model.  Other test cases would need more 
time and access to more materials. 

• Models would also benefit from a review of potential users to determine if they fit the users’ 
information analysis needs. 

D.3 POC Experiences 

Did we achieve the goals we originally set?  

The project team constructed a set of models to evaluate the status and nature of a state’s nuclear 
activities. A test case, Syria, was evaluated to determine whether the model was able to retroactively 
determine the need for proliferation concern surrounding a state’s nuclear activities. The test case resulted 
in high uncertainty.  However, this test case was completed with the use of relatively little evidence.  
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With more time and resources, a more robust dataset could have been collected and evaluated, leading to 
more conclusive results. 

What barriers exist for adoption of such a service?  What would need to change?  

The ProSPECT software is still under development.  It needs to be fully enabled and readied for 
commercialization before it is more widely implemented. In particular, the evidence collection 
environment in the Source Space needs to be expanded to offer more robust web searches in which more 
pages can be viewed at once, and more search engines options are available. 

The model evaluating the status and nature of a state’s nuclear activities, though it accomplished the 
goal for this specific POC, could be enhanced before further dissemination.  The dissemination of a 
similar model to one built in this POC would require an accompanying explanation that the model 
attempts to analyze the world’s current situation, and cannot be used as a sole source of reason for future 
policy decisions. 

D.4 Summary Justifications 

To further test the robustness of this model, other case studies should be evaluated. This could include 
the post-facto evaluation of historical cases of proliferant states. If the use of the model is able to help 
analysts and provide new or useful results to the field of nonproliferation analysis that were not evident 
previously, it can be considered a significant contribution.   

Once further validation and verification of results has been concluded, the models  could be posed as 
a tool that the IAEA or other users could employ for the SLA of international safeguards, or other 
information analysis activities with policy implications. 

PNNL has the capability to submit this model to expert analysis, as well as to perform various case 
studies.  Each case study is expected to cost approximately $30-40K over a period of 6-12 months, 
depending on the availability of information and experts. 
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