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Abstract—The use of information technologies in control
systems poses additional potential threats due to the frequent
disclosure of software vulnerabilities. The management of infor-
mation security involves a series of policy-making decisions on
the vulnerability discovery, disclosure, patch development and
patching. In this paper, we use a system approach to devise
a model to understand the interdependencies of these decision
processes. Specifically, we establish a theoretical framework for
making patching decision for control systems, taking into account
the requirement of their functionability. We illustrate our results
with numerical simulations and show that the optimal operation
period of control systems given the currently estimated attack
rate is roughly around a half a month.

I. INTRODUCTION

The integration of new information technologies into con-

trol systems in critical infrastructures enables more efficient

methods of communication as well as more robust data and

interoperability [6]. However, the usage of technologies with

known vulnerabilities exposes control systems to potential

exploits. Information security management becomes a crucial

issue for control systems. The timing between the discovery

of new vulnerabilities and their patch availabilities is crucial

for the assessment of the security risk exposure of software

users [1], [3], [4], [5]. The security focus in control systems

is different from the one in computer or communication

networks. The application of patches for control systems needs

to take into account the system functionability, avoiding the

loss of service due to unexpected interruptions. The disclo-

sure of software vulnerabilities for control systems is also

a critical responsibility. Disclosure policy indirectly affects

the speed and quality of the patch development. Government

agencies such as CERT/CC (Computer Emergency Response

Team/Coordination Center) currently act as a third party in the

public interest to set an optimal disclosure policy to influence

behavior of vendors [7].

The decisions involving vulnerability disclosure, patch de-

velopment and patching are intricately interdependent. In this

paper, we introduce a model for information security manage-

ment of control systems. We investigate the decision processes

of vulnerability discovery, disclosure, patch development and

control system patching. In Figure 1, we illustrate the rela-

tionship between these decision processes. A control system

vulnerability starts with its discovery. It can be discovered
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by multiple parties, for example, individual users, government

agency, software vendors or attackers and hence can incur

different responses. The discoverer may choose to not disclose

to anyone, may choose to fully disclose through a forum such

as bugtraq [2], may report to the vendor, or may provide to an

attacker. Vulnerability disclosure is a decision process that can

be initiated by those who have discovered the vulnerability. A

patch development starts when the disclosure process reaches

the vendor and finally a control system user decides on the

application of the patches once they become available. An

attacker can launch a successful attack once it acquires the

knowledge of vulnerability before a control system patches its

corresponding vulnerabilities. The entire process illustrated in

Figure 1 involves many agents or players, for example, system

users, software vendors, government agencies, attackers. Their

state of knowledge has a direct impact on the state of the

vulnerability management.

We propose to compartmentalize the task of vulnerability

management into different submodules: discovery, disclosure,

development and patching. The last two submodules are rela-

tively convenient to deal with since the agents who involved

in the decision making are very specific to the process. The

models for discovery and disclosure can be more intricate in

that these processes can be performed by many agents and

hence specific models should be used for different agents to

capture their incentives, utility, resources and budgets. In the

subsequent sections, we establish models for control system

patching to assist users to make optimal patching decisions.

II. USER PATCHING

In this section, we establish a model for users to determine

the optimal time to patch for their control systems. In control

systems, it is known that the attack rate is low and the patching

rate is low as well. It often occurs that users do not patch until

there is a security alert, an available patch announcement or an

experienced security breach. The operation of control system

is separated into several operating periods. A control system

cannot halt its operation until the end of an operating period.

Let Bk, k = 1, 2, · · · denote the k-th operating period since

the last patching and Tk = Tk−1 + Bk =
∑k

i=1 Bi, where

T0 is the beginning of the first operation period. Let τ be the

time length between the start of the first operation period and

a security alert or an attack. Let fτ (t), t � 0, be its probability

density function, which is taken to be hyper-exponential with

n phases and parameters λ = (λ1, · · · , λn) and normalized



Fig. 1. A holistic viewpoint towards vulnerability discovery, disclosure, development and patching. An attacker can discover a vulnerability or learn it from
a disclosure process, eventually influencing the speed of patch application. A discoverer can choose to fully disclose through a forum or report to the vendor
or may provide to an attacker. A vulnerability can be disclosed to a vendor for patch development or leaked to the attacker.

Fig. 2. An illustration of control system patching model.

weighting factor q = (q1, · · · , qn), i.e.,

fτ (t) =

n∑
i=1

qigi(t) =

n∑
i=1

qiλi exp(−λit),

n∑
i=1

qi = 1. (1)

Each phase i can be interpreted differently. For example, let

g1(t) be the distribution of the arrival rate of alerts; g2(t) be

the arrival rate of an attack; g3(t) be the arrival rate of an

announcement of an available patch. We illustrate this model

in Figure 2. At every Tk−1, k � 1, a control system starts to

operate for a period of Bk and then stops for monitoring and

patching.

The decision of an administrator is to determine Bk so that

the risk of an unpatched control system subject to potential

attacks is minimized. The decision-making process can be

viewed as a black box as in Figure 3, where the decision

input is the knowledge of the arrival rates of an attack; the

intrinsic system parameters are the monitoring cost cm and the

production cost parameters c0 and c1; and the decision output

is the operation period Bk. The input and output characteristics

of the decision process assist us in integrating it into the system

model in Figure 1.

A. A General Model

In this section, we introduce a generalized model for control

system patching. Let cm ∈ R+ be the monitoring cost at the

end of each operation period and cp(tk, bk+1) : R2
+ → R+

be the operation cost of running the plant for bk+1 starting

from tk. We have the following dynamic programming (DP)

Fig. 3. A system viewpoint towards control system patching decision.

equation to find the optimal decision policy to be taken at each

period, taking into account the whole lifetime of the system:

V ∗
k (tk) = min

bk+1�0
{E[c(tk, bk+1)+P(τtk > bk+1)V

∗
k+1(tk+1)]},

(2)

where bk is the decision variable of operating time; V ∗
k (tk)

represents the optimal cost at time tk. The term P(τtk > bk+1)
represents the transition probability given by the conditional

probability

P(τtk > bk+1) := P (τ > tk + bk+1|τ > tk). (3)

The term E[c(tk, bk+1)] is the stage cost at tk given by

E[c(tk, bk+1)] = γE[(bk+1−τtk)1(τtk�bk+1)]+cm+cp(tk, bk+1),
(4)

where γ denotes the unit cost of untimely patching; τtk is the

conditional residual time counting from tk given that τtk > tk.

By solving the DP equation, we can find a dynamic policy for

the operation of the plants at each starting time tk.

B. A Simplified Model

In this subsection, we simplify the general model by invok-

ing the following assumptions.

Assumption 1: (A1) The arrival of security alerts or

breaches form a single Poisson process with rate λ and

the arrival time τ and the conditional residual time τt are

exponentially distributed with parameter λ.

Let C0
k = 1

2c0b
2
k be the cost for operating a plant non-stop

for a period of time bk. Denote by C1
k = c1bk the linear gain



or profit from running the plant. Hence, we can impose the

following assumption:

Assumption 2: (A2) The cost cp is given by

cp(tk, bk+1) := C0
k − C1

k =
1

2
c0b

2
k − c1bk (5)

Under assumptions (A1) and (A2), due to the memoryless

property of exponential distribution, the DP equation in (2)

can be simplified to

V ∗(λ) = min
b�0

{
γE[(b− τ(λ))1(τ(λ)�b)] +

1

2
c0b

2 − c1b

+P (τ(λ) > b)V ∗(λ)} . (6)

For each fixed b � 0, V (λ) can be solved from (6) (without

the minimum) to yield

V (λ, b) =
γE[(b− τ(λ))1(τ(λ)�b)] +

1
2c0b

2 − c1b

1− P (τ(λ) > b)
. (7)

Note that in the above,

E[(b− τ(λ))1(τ(λ)�b)] =
λb− 1 + exp(−λb)

λ
; (8)

and the term in the denominator of (7) is as follows:

P (τ(λ) > b) = exp(−λb). (9)

Hence, to solve the DP is equivalent to finding a solution to

the optimization problem (R-OPT) that takes into account the

risk factor of potential threats and attacks1:

(R-OPT) V ∗(λ) = min
b�0

V (λ, b) (10)

Note that a simple solution for operation time b without

security risk consideration, i.e., ignoring the potential costs

that can be incurred by attacks in (R-OPT), is based on a cost

and benefit analysis solving the risk-free optimization problem

(NR-OPT)2:

(NR-OPT) min
1

2
c0b

2
k − c1bk + cm, (11)

which yields a benchmark solution b� = c1/c0.

Theorem 1: Optimization problem (10) is a strictly convex

program and admits a unique solution.

Proof: We can show this property by taking first and

second order derivatives of the objective function.

The problem formulation can be further generalized to

include additional features such as law of small numbers

and noncooperative behavior between the attacker and the

defender.

Remark 1: In the DP formulation, we can add a discount

factor δ ∈ (0, 1) in (2) to capture the short-sightedness of the

control system users. In addition, we can have another similar

DP to model the attacker’s response to user’s decision making.

The attacker may reduce the attack rate when he becomes less

successful and foresees increasing efforts in attacks. Hence, we

1“R-OPT” stands for risk-based optimization.
2“NR-OPT” stands for no-risk-based optimization.

Fig. 4. Operation period vs. monitoring cost.

Fig. 5. Operation period vs. attack rate.

will have a game-theoretical situation between the attacker and

the defender [8].

V ∗(b) = min
λ�0

{−βE[(b− τ(λ))1(τ(λ)�b)] + ca(τ(λ), b)

+P (τ(λ) > b)V ∗(b)} , (12)

where β ∈ (0, 1) is the discount factor of the attacker;

ca(τ(λ), b) is the cost of an attacker when he attacks with

rate λ.

Remark 2: We can employ the same technique to study the

vendor’s decision-making on patch development and also the

government’s disclosure process. The government may wait

for a period of Bk to review its decision on whether to disclose

a certain vulnerability and λ can be viewed as the rate of

reports of cases to the agency.

III. SIMULATION

In this section, we numerically solve the DP equations for

a given scenario of control systems. Set the parameters c1 =
10, c0 = 0.1, γ = 10, cm = 10, λ = 0.001 as the nominal

case. In Figure 4, we show the optimal operation period versus

the monitoring cost. It can be seen that when the cost gets

higher, the control system cannot afford a frequent checking

and monitoring and hence the operation period increases. In

Figure 5, we show the optimal operation period versus the

attack rate. We observe that when the attack rate is high, the

control system need to decrease its operation period to monitor

and update its system more often.



Fig. 6. Operation period vs. attack rate.

Fig. 7. Update of attack rate in response to the patching strategy of the
control system at each iteration.

In the next numerical simulation, we examine the cost of the

attacker and its impact on its attack rate. We let ca(τ(λ), b) =
c1,aλ+cm,a, where c1,a is the unit cost on an attempted attack

and cm,a is a fixed cost for an attacker to be able to launch

an attack. Set c1,a = 200000, ka = 1, b = 40, cm,a = 10. In

Figure 6, we show the attacker’s response to the patching rate

of a control system. It can be seen that the higher the patching

rate, the less frequent an attack will happen.

Combining the response of an attacker and a control system,

we examine the best response dynamics of the two players

and find the Nash equilibrium strategies of the attacker and

defender. We start with the patching rate of a control system

set to be b0 = 1. Within two iterations, we observe that b1 =
b2 = 14 which gives the equilibrium patching strategy b∗ = 14
for a control system. On the other hand, we start with the attack

rate λ0 = 1. By iterations, we observe λ1 = 0.00536, λ2 =
0.00269, λ3 = 0.00267 which gives an equilibrium strategy

for an attacker to choose an attack rate of λ∗ = 0.00267. In

Figures 7 and 8, we illustrate the attacker’s response to the

control system patching strategy and the defender’s response

to attack rate at each iteration respectively. We can see that

after two or three iterations, both players reach their Nash

equilibrium.

IV. CONCLUSION

In this paper, we have proposed a systematic approach to

tackle the management of control system information secu-

rity by compartmentalizing the processes into multiple input-

Fig. 8. Update of operation period in response to the attack rate at each
iteration.

output blocks. We have investigated in detail the decision

process of control system patch management and established

a theoretical model to find an optimal operation period of a

control system taking into account the risks of potential threats

and the operation costs. A similar framework can be employed

to study the disclosure process. From the simulation results,

we notice that an optimal operation period of control systems

given the currently estimated attack rate is roughly around half

a month.

It is important for us to point out that the model described

in the paper is idealized in that we have assumed that an

attack can be prevented by a timely patching decision. How-

ever, in reality, for zero-day vulnerabilities, an attack can be

successfully made regardless of patch rate. Hence, it is also

essential to study the resilient control design in the event of

unanticipated or rare attacks. As future work, we intend to

extend the theoretical framework here to study the decisions

involving vulnerability disclosure and the R&D development

of control patches.
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