
DOES DEVICE MATTER? UNDERSTANDING HOW USER, DEVICE, AND USAGE CHARACTERISTICS 

INFLUENCE RISKY IT BEHAVIORS OF INDIVIDUALS 

Arash Negahban 

Dissertation Prepared for the Degree of 

DOCTOR OF PHILOSOPHY 

UNIVERSITY OF NORTH TEXAS 

August 2015 

APPROVED: 

John Windsor, Committee Chair 
Anna Sidorova, Committee Member 
Victor Prybutok, Committee Member 
Enya He, Committee Member 
Mary C. Jones, Chair of the Department of 

Information Technology and 
Decision Sciences 

Robert Pavur, Ph.D. Program Coordinator 
Finley Graves, Dean of the College of Business 
Costas Tsatsoulis, Dean of the Toulouse  

Graduate School 



Negahban, Arash.  Does device matter? Understanding how user, device, and usage 

characteristics influence risky IT behaviors of individuals. Doctor of Philosophy (Business 

Computer Information Systems), August 2015, 107 pp., 5 tables, 3 figures, references, 198 

titles. 

Over the past few years, there has been a skyrocketing growth in the use of mobile 

devices. Mobile devices are ushering in a new era of multi-platform media and a new paradigm 

of “being-always-connected”. The proliferation of mobile devices, the dramatic growth of cloud 

computing services, the availability of high-speed mobile internet, and the increase in the 

functionalities and network connectivity of mobile devices, have led to creation of a 

phenomenon called BYOD (Bring Your Own Device), which allows employees to connect their 

personal devices to corporate networks. BYOD is identified as one of the top ten technology 

trends in 2014 that can multiply the size of mobile workforce in organizations. However, it can 

also serve as a vehicle that transfers cyber security threats associated with personal mobile 

devices to the organizations. As BYOD opens the floodgates of various device types and 

platforms into organizations, identifying different sources of cyber security threats becomes 

indispensable.  

So far, there are no studies that investigated how user, device and usage characteristics 

affect individuals’ protective and risky IT behaviors. The goal of this dissertation is to expand 

the current literature in IS security by accounting for the roles of user, device, and usage 

characteristics in protective and risky IT behaviors of individuals. In this study, we extend the 

protection motivation theory by conceptualizing and measuring the risky IT behaviors of 

individuals and investigating how user, device, and usage characteristics along with the 



traditional protection motivation factors, influence individuals’ protective and risky IT 

behaviors.  

We collected data using an online survey. The results of our study show that individuals 

tend to engage in different levels of protective and risky IT behaviors on different types of 

devices. We also found that certain individual characteristics as well as the variety of 

applications that individuals use on their computing devices, influence their protective and risky 

IT behaviors.  
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CHAPTER 1 

INTRODUCTION 

The adoption and use of internet enabled mobile devices has skyrocketed over the past 

few years with an upward trend that shows no sign of slowing down (Goodman, 2013). There 

were more than 153 million smartphone users in the EU5 countries (Spain, Germany, Italy, 

France and the UK) in 2013, with an average of 63% smartphone penetration rate (comScore, 

2013d). In 2013, one out of three American adults owned a tablet and about half of those age 

between 35 and 44 (Zickuhr, 2013). The number of tablet users in the United States has 

increased about 14 times between 2010 and 2014 (MarketingCharts, 2014). At the end of 2014, 

the penetration rate for smartphones in US reached 75% of the mobile user base (comScore, 

2015). 

Mobile devices are ushering in a new era of multi-platform media and are shaping a new 

paradigm of ‘being-always-connected’ (comScore, 2013b). High-speed mobile internet (also 

known as 4G) provides ubiquitous internet access to mobile device users. Mobile internet usage 

can be measured in variety of ways: the average daily time spent online using mobile internet, 

the penetration of mobile internet use, the traffic websites receive through mobile devices 

(Statista, 2015c). As of 2014, about 30% of the time that users spend worldwide on digital 

media is through mobile channels (Statista, 2015a). The number of high-speed mobile internet 

users has almost tripled since 2011, reaching to over 30 million (comScore, 2013b). More than 

75% of the total digital population in the United States are using multiple devices to access 

internet (comScore, 2015). The consumption of digital media for smartphones has been almost 

quadrupled in the last four years. The digital media consumption on tablets for same period has 
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had more than 17 times growth (comScore, 2015). As of 2014, more than 30% of website traffic 

came from mobile devices (Statista, 2015d). 

Despite such a steep growth, there is still considerable growth space in smartphone and 

tablet markets before they become saturated (Goodman, 2013). Age is also an important factor 

of mobile device usage. In United States, the percentage of mobile-only internet users between 

the age of 18 and 34 is more than three times that of people between 35 and 54, and more 

than six times that of users over 55. Moreover, more than two-thirds of those between 18 and 

34 are multi-platform internet users (using both desktop and a mobile device) (comScore, 

2014). The share of digital media audience in the United States varies among different age 

groups. In total 85% of the age group between 18 and 34 use mobile devices to access the 

internet. This share for the age group between 35 and 54 and the age group 55 and above are 

80% and 58%, respectively (comScore, 2014). The global penetration rate of mobile internet 

among different generations also varies. As of 2014, 74% of Millennials, 66% of Generation Xs, 

and 39% of Baby Boomers use mobile internet worldwide (Statista, 2015b). 

The rapid growth in the adoption and use of internet-enabled mobile computing devices 

has also brought dramatic changes in usage behaviors of users across different computing 

devices. Over the last few years, there has been a significant increase in the consumption of 

digital media in terms of time spent on various devices. In 2013, users in the United States 

spent nearly two times as much time on digital media as they did in 2010 using desktop 

computers, smartphones and tablets (comScore, 2013a). The share of time spent on digital 

media varies per device type: 49% for desktop computers, 39% for smartphones, and 12% for 

tablets. The share of time users spent for selected categories of functions also varies across 
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platforms. More than 65% of time that were spent on portals and health information systems 

were through desktop platforms while more than 65% of time spent on photos, maps, games, 

weather, and social networking were through mobile platforms. This indicates that mobile and 

desktop platforms may have certain characteristics that make them more or less appealing to 

the users for certain functionalities.  

A comparison between the population of desktop versus mobile device internet users 

shows that more than 50% of total digital population in the United States are using multiple 

devices to access internet (Goodman, 2013). Multi-platform users consume 23% more digital 

content compared to users who only use desktops (comScore, 2013c). This trend indicates that 

a multi-platform era of digital content use is underway. Mobile apps are a major driving force of 

this evolution. Gartner lists mobile apps as one of the top ten technology trends in 2014 

(Gartner, 2013). Today, an average of 85% of total time spent on mobile devices took place 

within mobile apps (Goodman, 2013). There are even differences in the amount of time spent 

within various mobile apps between smartphone and tablet users. For instance, smartphone 

users spend a higher portion of their time (89%) within mobile apps compared to tablet users 

(80%)  (Goodman, 2013).  

The proliferation of mobile devices, the dramatic growth in the use of cloud computing 

services, the availability of high-speed mobile internet, and the increase in the functionalities 

and network connectivity of mobile devices, have led to creation of a new trend called BYOD 

(Bring Your Own Device). BYOD refers to organizational policies that allow users to connect 

their personal mobile devices to corporate networks (French, Guo, & Shim, 2014; Scarfo, 2012). 

A global survey of 790 IT professionals conducted in five countries (United States, Canada, 
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United Kingdom, Germany, and Japan ) shows that, on one hand, the number of mobile devices 

connecting to corporate networks is increasing, and on the other hand, there is a rising trend in 

adoption of BYOD policies by organizations (Check Point, 2013). A report by Check Point (2013) 

shows that 93% IT professionals connect to corporate networks using mobile devices and 67% 

of the organizations allow personal devices to connect to their corporate networks. Gartner 

identifies BYOD as one of the top ten technology trends in 2014 that can multiply the size of the 

mobile workforce in organizations (Gartner, 2013). Gartner predicts that by 2016, purchases of 

tablets by businesses will triple and 40% of the workforce will be mobile (Gartner, 2012). 

BYOD can bring both opportunities and threats for the enterprises. The opportunities 

are mainly related to the productivity increase, workforce mobility, location flexibility, 

increased accessibility (resulted from enabling the employees to work independent of time and 

location), and the costs saving (resulted from reduction in the cost of purchasing and 

maintaining the devices) (Copeland & Crespi, 2012). BYOD threats are mainly associated with 

information security and privacy concerns that can be posed by mobile devices. These threats 

include: access to data and applications, attacks from the devices and the networks, and data 

protection (Eddy, 2013; Scarfo, 2012; Verizon, 2010). Security vulnerabilities of legitimate 

mobile apps make it easier for cybercriminals to access data (Trend Micro, 2012). The cost of 

mobile security incidents can be substantial, ranging from tens of thousands to hundreds of 

thousands dollars in staff time, legal fees, fines, resolution processes, etc. (Check Point, 2013). 

More than 70% of the organizations have reported experiencing security incidents associated 

with mobile devices during 2012 (Check Point, 2013; Eddy, 2013).  
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The cost of mobile security incidents varies based on the size of the organization. As 

organizations become larger, the cost of security incidents increase. In 2012, the percentage of 

security incidents that cost above $500,000 were 52% for organizations with more than 5,000 

employees. Such incidents constituted 18% and 10% of security incidents in organizations with 

1,000-5,000 and less than 1,000 employees, respectively (Check Point, 2013). 

As BYOD policies open organizations’ gates to personal mobile devices (Brandenburg, 

2011), they bring the capabilities and risks of these devices into organizations. Mobile devices 

can store various types of corporate information, including: corporate emails and contacts, 

customer data, mobile business apps, network login credentials, confidential notes, photos and 

videos. There is an increase in storing corporate information on mobile devices (Check Point, 

2013). The results of a survey has shown that of the employees’ mobile devices that connected 

to corporate networks in 2013, 88% stored corporate emails, 53% stored customer information, 

48% stored network credentials, and 33% stored confidential notes (Check Point, 2013). 

Corporate information loss is the greatest concern of organizations during a mobile 

security incident (Check Point, 2013). IT security professionals believe that careless employees 

pose a significantly larger security risk for the organization than cybercriminals (Check Point, 

2013). Studies have shown that despite warnings against insecure IT behavior, still the most 

sophisticated and trained users become victims of phishing attempts (Burns, Durcikova, & 

Jenkins, 2011). Phishing is a type of social engineering attempt that masquerades as a 

trustworthy entity in an electronic communication with the aim of stealing sensitive personal or 

corporate information, such as usernames, passwords, credit card information, identity 

information, financial account credentials, etc. (APWG, 2013; Parrish Jr., Bailey, & Courtney, 
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2009). Cybercriminals are now targeting knowledgeable and high-level employees to plant 

malware applications into information systems of organizations in order to access corporate 

information (Burns et al., 2011). More than 125,000 unique phishing websites were detected in 

the first quarter of 2014. United States was the country that hosted the largest number of 

phishing websites (more than 40%) (APWG, 2014). In terms of the industry sectors that were 

targeted by phishing attacks in 2014, payment services was the most targeted industry sector 

(46%), followed by financial sector (20%), retail services (11%), and internet service providers 

(8%). Other sectors, including government, gaming, auction, social networking, etc., were 

targeted by 15% of the phishing attacks (APWG, 2014). 

Mobile devices are vulnerable to many types of security threats, which are not limited 

to technology (Jones & Heinrichs, 2012). There are four types of security threats: malware 

(viruses and worms), attacks on individuals (e.g. spam, fraud, phishing, identity theft, and credit 

card theft), hacking, and denial-of-service (using bots) (Panko, 2008). The first three threats are 

the most relevant to smartphones and the fourth (denial-of-service) is more related to websites 

and online services (Jones & Heinrichs, 2012). Malwares are the most common type of attacks, 

accounting for about 70% of security attacks (Richardson, 2011). However, these types of 

threat are associated with technology characteristics.  

Users’ device usage behaviors and their characteristics are also other sources of security 

threat. An individual’s usage behavior impacts security of his/her mobile device. Reports show 

that about half of security data breaches in organizations are caused by organizational insiders 

(Baker et al., 2010; Richardson, 2011). Among the top seven factors that impact the security of 

mobile data, 6 are directly and one is indirectly associated with users’ device usage behaviors. 
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The six factors that are directly associated with users’ device usage behaviors are: lost or stolen 

mobile devices, downloading malicious applications, insecure WiFi connectivity, insecure web 

browsing, lack of awareness about security policies, and high rate of changing or upgrading the 

mobile device. The factor that is indirectly associated with users’ device usage behaviors is lack 

of security patches from service providers (Check Point, 2013). The latter factor can be 

associated with users’ behaviors when the service provider releases a security patch for a 

mobile device but the user fails to apply the patch to his/her device. 

According to The American Institute of Certified Public Accountants (CPAs), ‘Control and 

use of mobile devices’ and ‘information security’ are the top technology-related concerns for 

CPAs and financial executives (American Institute of Certified Public Accountants, 2011). 

‘Enforcing security policies for mobile devices’, ‘lost or stolen devices containing sensitive data’, 

and ‘sensitive data confidentiality and integrity protection when accessed or stored on a mobile 

device’ are listed as the most difficult security challenges faced by IT security professionals 

(Scarfo, 2012). Security issues associated with mobile internet connectivity and mobile apps are 

new challenges posed by mobile devices (Georgia Tech Information Security Center & Georgia 

Tech Research Institute, 2011). There has been 144% increase in the number of new malware 

found from 2012 to 2013 (Check Point, 2014). There are several studies that highlight the 

importance of addressing the security and privacy threats related to mobile devices (Gregg, 

2010; Morrow, 2012; Ogren, 2008; Scarfo, 2012). However, reports show that 73% of 

organizations had at least one malware detected in 2013 and 88% of organizations experienced 

at least one potential data loss (Check Point, 2014).  
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Security action cycle describes four strategies for mitigating risk: deterrence, 

prevention, detection, and recovery (Detmar W Straub & Welke, 1998). The first two strategies 

are proactive and the latter two are reactive. By identifying the antecedents of users’ risky 

behavior, our study aims to help organizations and individuals to prevent from being exposed 

to security threats. We believe that this help organizations to mitigate the risks associated with 

BYOD policies in that it helps to internalize the controls and safe online behavior within users by 

identifying the sources of risky behavior that are related to the user and device characteristics. 

We believe as BYOD is blurring the use of computing devices for work and personal purposes 

and as mobile computing devices are turning into dual intent devices that are used for both 

personal and work purposes, an individual’s risky IT behaviors can be transferred to the 

organizations via mobile devices. For instance, mobile social media sites can become a security 

risk for the organizations (Wu, 2013). 

As BYOD trend is growing among organizations and as mobile devices are becoming 

more connected and multifunctional, the severity of security threats associated with mobile 

devices increases for organizations. Sources of these security threats are not limited to 

technology and individuals’ protective or risky IT behavior can be other sources of security 

threat for organizations.  Security threats can be associated with an individual’s characteristics. 

Individuals also tend to use certain devices for certain tasks or in the context of our study, 

device usages. So far there are no studies that investigate roles of user, device and usage 

characteristics on individuals’ risky IT behaviors and use of protective technologies (PTs). Thus, 

we propose the following research questions: 

1. How can we define and measure individuals’ risky IT behavior? 
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2. How do user characteristics influence users’ risky IT behaviors? 

3. How do device characteristics influence users’ risky IT behaviors? 

4. How do usage characteristics influence users’ risky IT behaviors? 

5. How do user characteristics influence individuals’ use of protective technologies? 

6. How do device characteristics influence individuals’ use of protective technologies? 

7. How do usage characteristics influence individuals’ use of protective technologies? 

In this dissertation, we develop a research model that investigates how user, device, and 

usage characteristics influence use of protective technologies by users as well as their risky IT 

behaviors. In order to do so, we define and measure risky IT behavior of individuals using a 

survey. The remainder of this research is structured as follows: in chapter II we provide an 

overview of the extant literature and associated theories on security IT behaviors, 

characteristics of computing devices, usage characteristics for computing devices, and 

individuals’ risky IT behaviors. In chapter III, we discuss our research methodology and the 

proposed research model. Chapter IV and chapter V provide the results of data analysis and 

discussion of the implications, limitations, and avenues for future research. 
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CHAPTER 2 

LITERATURE REVIEW 

In this chapter, we discuss the findings of previous information systems (IS) studies and 

existing theories related to security and/or risky IT behavior. This chapter is structured as 

follows: First, we provide an overview of information security research. Second, we discuss 

theories related to individuals’ security behaviors. Third, we provide an overview of studies 

related to IT risky behavior. Finally, we discuss the literature on user, device, and usage and task 

characteristics in information systems. 

Overview of information security research 

In general, security refers to the state of being protected from danger (Whitman & 

Mattord, 2010). In the context of information security (InfoSec), previous research provide 

various definitions for InfoSec. Some of the definitions for information security are as follows:  

• “The protection of information and the systems and hardware that use, store, and 

transmit that information” (Whitman & Mattord, 2010, p. 515) 

• the use of access controls to prohibit accidental and unauthorized, modification, 

destruction, use, disclosure, loss, or misuse of information (Peltier, 2001).  

• the process of protecting the confidentiality, integrity and availability of information 

(Bishop, 2003)  

• “A well-informed sense of assurance that information risks and controls are in balance” 

(J. M. Anderson, 2003, p. 310).  
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• “The protection of information and information systems from unauthorized access, use, 

disclosure, disruption, modification, or destruction in order to provide confidentiality, 

integrity, and availability” (Committee on National Security Systems, 2010, p. 37). 

These definitions are commonly based on three components: confidentiality, integrity, 

and availability. Confidentiality refers to access to the information by only those who have the 

sufficient privileges to access it. Integrity refers to the state of information being complete and 

uncorrupted. Availability refers to accessing information in a usable format and without 

interference (Whitman & Mattord, 2010). These three components are also known as the CIA 

triangle (Krumay & Oetzel, 2011; Whitman & Mattord, 2010).  

Information security has been viewed from a broad range of perspectives, including: 

technical, behavioral, managerial, philosophical, and organizational, in order to protect 

information and mitigate risks associated with security threats (Zafar & Clark, 2009). The 

development of information Security is characterized as four major waves: technical wave, 

management wave, institutional wave, and governance wave. Technical wave characterizes 

information Security as a technical issue that is addressed by technical experts. The 

management wave highlights the managerial aspects of information security, such as security 

policies and managers role in information security. Institutional wave is associated with 

standardization of information security in the organization, such as by adoption of best 

practices and information security certifications, or by creating an information security culture 

in the organization. The governance wave views information security , as an integral part of 

corporate governance and a discipline that mitigates IT risks in the organization by 

incorporating the concept of information security into the organizational structure, 
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management leadership, policies, procedures, etc. Information security governance is driven by 

legal and regulatory compliance requirements for the organizations. It also highlights the role of 

users awareness and their commitment to information security policies and procedures (von 

Solms, 2006). 

Information security is a multifaceted concept that incorporates technology, process, 

and people (Robert E. Crossler et al., 2013; Dhillon & Backhouse, 2001; Dhillon & Torkzadeh, 

2006; Zafar & Clark, 2009). Nine streams of research have been identified within the 

information security literature: (1) InfoSec governance, (2) information privacy, (3) threat 

mitigation, (4) transaction and data integrity, (5) identity and access management, (6) 

application security, (7) physical security, (8) personnel security, and (9) InfoSec economics 

(Zafar & Clark, 2009). InfoSec governance is associated with development of strategies, policies, 

procedures, and compliance programs to build a robust management framework that protects 

organizations against potential security threats. It covers topics such as strategy and 

information security policy, security compliance, security risk management, and governance 

structure (Zafar & Clark, 2009). Information privacy is related to malicious use of privileged 

information and covers topics such as: ‘policy, controls, and practices’, ‘privacy and information 

management strategy’, ‘data, rules, and objects classifications and business process models’ 

(Zafar & Clark, 2009).  Threat mitigation is concerned with network segmentation, vulnerability 

management, content checking, and incident management. This stream includes topics such as: 

network security infrastructure, intrusion detection, virus protection, forensics, threat 

mitigation of security breaches (Zafar & Clark, 2009). Transaction and data integrity is 

concerned with business process transaction security, database security, message protection, 
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secure storage, and systems integrity. Some of the topics in this area are: fraud detection, 

transaction security, configuration and control, encryption, business continuity planning (Zafar 

& Clark, 2009). The fifth research stream is identity and access management that focuses on 

identity proofing and access controls. The sixth research stream is application security which 

studies secure coding practices, policies, and procedures in an application development 

environment or in the systems development life cycle (SDLC) (Zafar & Clark, 2009). Physical 

security describes the safety measures to guard information, facilities, resources, and hardware 

from catastrophes or potential attackers. Personnel security stream of InfoSec literature studies 

behavioral factors, such as:  workforce security, user security awareness, user training, code of 

conduct, employment lifecycle management, and inadvertent security threats caused by users. 

Finally, InfoSec economics is a relatively new stream that views information security from 

economics perspective. The research in this stream analyze topics such as information security 

investment and consumer choice using an economics lens (Zafar & Clark, 2009).   

This study mainly falls within the personnel security research stream at the individual 

level which focuses on users risky IT behaviors in using mobile technology for both 

organizational and personal purposes. A meta-analysis of  137 information security research 

articles published nine top IS journals shows that more than 25% of information security 

research are in the ‘Transaction and data integrity’ stream and less than 6% of the studies fall in 

the personnel security research stream (Zafar & Clark, 2009) which signifies a lack of behavioral 

research in information security. This indicates that although some of the previous studies 

considered socio-philosophical or socio-organizational aspects of InfoSec, much of the research 

in this area revolves around technical issues associated with security systems design and 
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implementation rather than understanding the users’ behaviors (Robert E. Crossler, 2009; 

Robert E. Crossler et al., 2013; Dhillon & Backhouse, 2001; Zafar & Clark, 2009). 

Individuals security behavior 

Although adoption of security protection technologies can be viewed from the lens of 

traditional acceptance theories, such as technology acceptance model (TAM) (F. Davis, Bagozzi, 

& Warshaw, 1989), diffusion of innovations theory (DOI) (E. M. Rogers, 1995), theory of 

reasoned action (TRA) (Ajzen & Fishbein, 1980), theory of planned behavior (TPB) (Ajzen, 1991), 

and unified theory of acceptance and use of technology (UTAUT) (Venkatesh, Morris, Davis, & 

Davis, 2003; Venkatesh, Thong, & Xu, 2012), the acceptance and use of protective technologies 

are different because acceptance theories intend to explain an individual’s behavior in order to 

reach a desired end-state (or a goal) while the avoidance behavior is an individual’s attempt to 

avoid an undesired end-state (or an anti-goal) (Liang & Xue, 2009). Such difference in goals 

weakens the explanatory power of traditional acceptance theories when it comes to studying 

an individual’s threat avoidance and threat protection behaviors (Liang & Xue, 2009).   

In the context of InfoSec, security behaviors are viewed as behaviors that lead to safer 

computing environments, such as using safe password, using protective technologies, and 

avoiding misuse of information systems (Robert E. Crossler, 2009). Behavioral InfoSec research 

is a subfield of information security that focuses on individuals’ behaviors toward protecting 

information resources, including systems and information assets (Robert E. Crossler et al., 2013; 

Stanton, Stam, Mastrangelo, & Jolton, 2006).  

Users information security behavior is a crucial factor for the success of information 

security (Rhee, Kim, & Ryu, 2009). A number of IS studies have addressed individuals security 
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behaviors. Previous InfoSec research can be categorized based on the context of use 

(personal/non-work use vs. organizational/work use of information systems) (Ng, Kankanhalli, 

& Xu, 2009). Anderson and Agarwal (2010) studied individuals’ motivations to take security 

precautions under their direct control in a home setting and found that users’ intention to 

perform security behavior is influenced by a combination of cognitive, social, and psychological 

components such as their concern for security threats and their self-efficacy toward the 

security behavior. Rhee et al. (2009) found that users self-efficacy in information security is an 

important predictor of individuals’ information security behaviors, both in terms of technology 

use and security conscious care behavior.  

Other studies investigated factors that affect individuals’ security policy compliance 

behaviors (Bulgurcu, Casusoglu, & Benbasat, 2010; Herath & Rao, 2009a, 2009b; Ifinedo, 2011; 

Warkentin, Johnston, & Shropshire, 2011), information systems abuse (D’Arcy, Hovav, & 

Galletta, 2009; Hu, Xu, Dinev, & Ling, 2011; J. Lee & Lee, 2002; S. M. Lee, Lee, & Yoo, 2004; 

Posey, Bennett, Roberts, & Lowry, 2011; Posey, Bennett, & Roberts, 2011; M. T. Siponen & 

Vance, 2010), practicality information security management guidelines (M. Siponen & Willison, 

2009), and information systems risk from the attacker’s perspective (Willison & Backhouse, 

2006). 

Several theories have been widely used by researchers in the context of information 

security, ranging from theories in criminology to healthcare disciplines. We will discuss some of 

the major theories that have been widely used in IS security literature. 
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General Deterrence Theory 

General Deterrence Theory (GDT) is the most widely used theory in behavioral IS 

security research (Robert E. Crossler, 2009; D’Arcy & Herath, 2011). GDT has its roots in 

criminology and was developed to explain the behavior of criminals and antisocial personalities. 

The premise of GDT is that severe disincentives and punishments for crimes can dissuade 

individuals with an instrumental intent to commit antisocial acts from committing such acts 

(Blumstein, 1978; Pearson & Weiner, 1985). In late 1980s, GDT was adapted by IS researchers 

to investigate individuals’ security behavior in the context of information systems (Hoffer & 

Straub Jr., 1989; D W Straub, Carlson, & Jones, 1993; D. W. J. Straub & Nance, 1990; D. W. 

Straub, 1990; Detmar W Straub & Welke, 1998). In the context of IS security, GDT posits that 

security countermeasures can act deter incompliant behavior by increasing the perceived 

severity and certainty of punishment for misusing or abusing the systems (Robert E. Crossler, 

2009; D. W. Straub, 1990). 

IS scholars have used GDT to predict users’ IS security behaviors and other security-

related variables. However, despite its strong theoretical foundations in criminology, a review 

of IS security literature that used GDT finds that this theory has provided mixed results (D’Arcy 

& Herath, 2011). Some studies found that increasing perceived certainty and severity of 

sanctions reduces information systems abuse, supporting the tenants of GDT (D. W. Straub, 

1990). Some other studies found that perceived severity of punishment is negatively associated 

with intention to misuse information systems while perceived certainty is not (D’Arcy et al., 

2009). Conversely, other studies found that perceived certainty of detection is positively 

associated with IS security policy compliance intention while perceived severity of penalty is not 
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(Herath & Rao, 2009a, 2009b). There are also studies that found perceived certainty and/or 

severity of sanctions do not have a significant influence on individuals’ behaviors (S. M. Lee et 

al., 2004; Pahnila, Siponen, & Mahmood, 2007; M. T. Siponen & Vance, 2010). Other research 

found the influence of perceived certainty and severity of sanctions on information systems 

misuse is contingent upon individual and contextual factors (D’Arcy & Hovav, 2009; Harrington, 

1996). Expanding GDT, further studies suggest that users awareness of security policies, 

security education, training, and monitoring increases perceived certainty and severity of 

sanctions (D’Arcy et al., 2009). In sum, although general deterrence theory has been widely 

used by IS security research, it has provided inconsistent and sometimes contradictory findings 

(D’Arcy & Herath, 2011). 

Protection Motivation Theory 

Protection motivation theory (PMT) (R. W. Rogers, 1975) has been recently used in IS 

security research to investigate individuals’ security and risky IT behaviors (Robert E. Crossler, 

2009; Woon, Tan, & R., 2005). PMT is an expectancy-value theory that originates from social 

psychology and roots in research on fear appraisals (Robert E. Crossler, 2009; Y. Lee & Larsen, 

2009; S. Milne, Sheeran, & Orbell, 2000). It builds upon general deterrence theory’s framework 

in order to provide a theoretical foundation for understanding individuals’ security behaviors in 

a wider range of contexts, including: non-work settings (Robert E. Crossler, 2009), adoption and 

use of security and protective technologies (such as anti-malware applications) (Chenoweth, 

Minch, & Gattiker, 2009; Johnston & Warkentin, 2010; Y. Lee & Larsen, 2009; Liang & Xue, 

2010), adoption of data protection measures (such as creating back-up copies) (R.E. Crossler, 
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2010), securing home wireless networks (Woon et al., 2005), and adoption of anti-plagiarism 

software (Y. Lee, 2011).  

The premise of PMT, as a cognitive behavioral model, is that individuals evaluate 

information they receive from information sources through a cognitive mediating process and 

then take actions based on those information as part of the coping mode. Information sources 

serve as input variables which include environmental sources (verbal persuasion and 

observational learning) and intra personal sources (personality aspects and feedback from prior 

experience) (Floyd, Prentice-Dunn, & Rogers, 2000; Maddux & Rogers, 1983; S. Milne et al., 

2000; R. W. Rogers, 1975). Cognitive mediating processes include the threat appraisal process 

and the coping appraisal process, which lead to one’s decision whether to perform the adaptive 

coping behavior (i.e. to protect self or others against the threat) or the maladaptive coping 

behavior (i.e. not to protect self or others against the threat) (Robert E. Crossler, 2009; Floyd et 

al., 2000).  Individuals decide whether or not to engage in protective behavior based on their 

evaluation of probability and severity of the threat (threat appraisal process) and their 

perceived effectiveness of protective measure, perceived self-efficacy in using the protective 

measure, and perceive cost of adopting the protective measure (coping appraisal process) 

(Floyd et al., 2000; R. W. Rogers, 1975). 

In a study to understand determinants of PMT in the context of information systems, 

Crossler (2009) adapted PMT to validate an instrument to measure individual security behaviors 

by accounting for perceived vulnerability and perceived security threat as threat appraisal 

process and accounting for security self-efficacy, response efficacy, and prevention cost as 

coping appraisal process. Other IS security studies have also adopted PMT to investigate 
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individuals’ security behaviors (Chenoweth et al., 2009; R.E. Crossler, 2010; Y. Lee & Larsen, 

2009; Y. Lee, 2011; L. Zhang & McDowell, 2009). Extending protection motivation theory, 

previous research has found that a combination of cognitive, social, and psychological factors, 

such as social norms, descriptive norms, and psychological ownership of the device also 

attribute to user’s security behavior (C. L. Anderson & Agarwal, 2010). 

Technology Threat Avoidance Theory 

In an attempt to explain threat avoidance behavior of IT users, Liang and Xue (2009) 

developed the Technology Threat Avoidance Theory (TTAT) based on cybernetic theory and 

coping theory (Liang & Xue, 2009). TTAT describes IT users’ threat avoidance behavior as a 

dynamic positive feedback loop in which users go through the threat and coping appraisal 

processes. These two cognitive processes determine users’ evaluation of IT security threats. In 

the threat appraisal process, the users will evaluate the severity of the threat and their 

vulnerability toward the threat. In the coping appraisal process, the users will assess the cost 

and effectiveness of the protective technology, as well as their self-efficacy in using the PT 

(Liang & Xue, 2009).  

The threat appraisal precedes the coping appraisal process (Lazarus & Folkman, 1984). 

Users may only be motivated to avoid a threat (i.e. engage in coping appraisal process) only 

after they identify it. In other words the perception of a threat existence (i.e. threat appraisal 

process) is a necessary condition for the users to seek coping methods (Liang & Xue, 2009). 

There are two types of coping methods to deal with a threat: problem-focused and emotion-

focused (Lazarus & Folkman, 1984). Problem-focused coping methods are adaptive behaviors 

that take a problem-solving approach to target the source of the threat and change the 
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objective reality (Lazarus & Folkman, 1984; Liang & Xue, 2009). Emotion-focused coping is 

mitigating the negative emotions associated with a threat by creating a false perception of the 

environment rather than making actual changes to the environment (Lazarus & Folkman, 1984; 

Liang & Xue, 2009). People are more likely to engage in problem-focused coping if they think 

their actions can change the threatening condition, while they tend to engage in emotion-

focused coping when they believe that nothing can be done to change the harmful condition 

(Lazarus & Folkman, 1984). 

TTAT integrates process theory and variance theory to explain the process and 

determinants of IT threat avoidance behavior of users in the context of information systems. 

The theory suggests that threat and coping appraisal processes shape users’ behaviors toward 

threats. As a process theory, TTAT suggests a positive feedback loop, which is initiated by the 

emergence of IT security threat in the environment. As users develop a perception of the 

current state and compare it with the state of being harmed by malicious IT, as an undesirable 

state (anti-goal), they would be motivated to engage in a coping behavior to increase the 

discrepancy between status quo and the undesired end state. The coping behavior would then 

influence users’ perception of the environment including the threat appraisal of the user for the 

new environment. The behavior continues until the discrepancy between the status quo and 

the undesirable state becomes so large that the threat disappears (Liang & Xue, 2009).  

The process-oriented view of TTAT explains the dynamics in which cognitive appraisals 

lead to users coping behaviors. However, it does not identify the factors that influence this 

process. As a variance theory, TTAT posits that if the users believe that an IT threat is avoidable 

by using a protective technology, they will be motivated to use that technology to avoid the IT 
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security threat. But if the users believe that by using the protective technology, the threat 

cannot still be avoided, users will get engaged in emotion-focused coping, which involves users 

attempt to convince themselves that the threat does not exist, is not significant, or does not 

concern them (Liang & Xue, 2009).  

Several studies have used technology threat avoidance theory to investigate IT threat 

avoidance behavior of users. Rho and Ryu (2011) used TTAT to develop a conceptual model to 

understand how IT threats influence IT appropriation and IT avoidance among individuals 

through its effect on individuals’ threat coping process. In their study they defined ‘IT threat’ as 

perception of probability and cost of an undesirable IT outcome and suggested that IT threats 

positively influence the problem-focused coping process and negatively influences the emotion-

focused coping of an individual. Problem focused coping, in turn, significantly influences 

IT appropriation but is not a significant antecedent of IT avoidance. On the contrary, 

emotion-focused coping significantly influences IT avoidance behavior while not being a 

significant predictor of IT appropriation by individuals (Rho & Ryu, 2011). Mejias (2012) used 

TTAT to investigate the role of information security awareness in IS security risk assessment and 

found that information security awareness is a highly significant predictor of IS security risk 

assessment and can explain more than half of its variance (Mejias, 2012).  

TTAT has also been used in designing a mobile game to educate users about phishing 

attacks (N. A. G. Arachchilage & Cole, 2011; N. Arachchilage, Love, & Scott, 2012). Bulgurcu 

(2012) extended TTAT to understand factors affecting individuals’ motivations to cope with 

privacy threats and found that perceived benefit, perceived privacy threat, and perceived 
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threat avoidability are factors that significantly influence individuals’ privacy threat coping 

motivations (Bulgurcu, 2012).  

Other theories 

IS researchers adopted behavioral change models in healthcare that were developed to 

explore health protection behavior and adoption of safe health practices by individuals (Burns, 

2012). Ng et al. (2009) used Health Belief Model (HBM) (Janz & Becker, 1984; Rosenstock, 

1974), adapted from healthcare literature, to understand computer security behavior of 

individuals. Claar (2011) also proposed a theoretical model derived from HBM in the context of 

information systems security and found that perceived vulnerability, perceived barriers, and 

self-efficacy were significant predictors of using computer security software (Claar, 2011). Boss 

(2007) developed a research model based on ‘organizational control’ and ‘fear of crime’ to 

investigate the relationships between elements of control, risk, and precautions motivated by 

organizational policies and procedures. He found that individuals’ perceptions of risk influence 

their protective behaviors.  

Conklin (2006) used diffusion of innovation theory (E. M. Rogers, 1995)  and developed a 

security diffusion model. He proposed that an individual’s intention to adopt a security 

functionality is influenced by an his/her perception of security importance, which is in turn is 

affected by suitability, risk awareness, subjective norm, and vendor communications (Conklin, 

2006). 

Most of the security behavior models are based on Expectancy-Value Theory (EVT) 

(Atkinson 1957; Eccles 1983) which explains how expectancies, values, and their determinants 

influence individuals’ behaviors (Burns 2012; Wentzel and Miele 2009). There are two types of 
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health behavioral change models: continuum models and stage models (Burns 2012). 

Continuum models are static models based on the assumption that an individual’s intention to 

change his/her behavior will lead to an actual behavioral change. These models do not address 

the gap between intention and actual behavior. In other words, they do not explain how, when, 

and why the intention leads to behavior (Burns 2012; Sheeran 2002). As a result, continuum 

models provide a better explanation for changes in intention rather than for changes in 

behavior. Stage models, on the other hand, define and classify a sequence of time-dependent 

stages for an individual to move from an initial stage, in which there is no intention to change 

behavior, to later stages, in which change of behavior occurs (Burns, 2012). One of the 

limitations of stage models is delineating the different qualitative stages and their differences 

(Burns, 2012). Some researchers argue that change is a continuous process rather than one that 

occurs in stages (Sutton, 1998, 2005; Weinstein, Rothman, & Sutton, 1998). Despite their 

limitations, stage models have supported that adoption of protective behaviors occur through 

stages (Lippke, Nigg, & Maddock, 2007; Velicer, Redding, Anatchkova, Fava, & Prochaska, 2007; 

Weinstein et al., 1998). 

Health action process approach (HAPA) model (R. Schwarzer, 1999; Ralf Schwarzer, 

1992, 2001) is a hybrid continuum-stage model that addresses the disadvantages of both 

continuum and stage models. HAPA draws upon social cognitive theory (Bandura, 1986), stages 

of change theory (Prochaska, DiClemente, & Norcross, 1993), and theory of planned behavior 

(Ajzen, 1991). HAPA consists of two phases: motivational (pre-intention) and volitional (post-

intention). These two stages integrate both volitional and motivational theories (Burns, 2012). 

In the motivational/pre-intention phase, individuals are concerned with continuum-oriented 
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constructs: action self-efficacy, outcome expectancies, and risk perception. Action self-efficacy 

refers to the degree an individual perceives being able to use the protective countermeasure. 

Outcome expectancies are the personal consequences of adopting protection behavior 

(Bandura, 1997; Burns, 2012). The antecedents of outcome expectancies include perceived 

susceptibility and perceived severity, which overlap with the threat appraisal process in other 

theories such as PMT (Armitage & Conner, 2000; Burns, 2012). Risk perception refers to the risk 

an individual perceives from not using the protective countermeasure. In the 

volitional/post-intention phase, individuals are concerned with stage-oriented constructs: 

action and coping planning, self-efficacy maintenance, and recovery. Action/coping planning 

involves detailed plans to shift from intention to action and the progress to less risky behavior.  

Burns (2012) built upon HAPA to investigate users’ behaviors in response to phishing 

attacks and proposed Security Action Stage Model (Burns, 2012), which we will discuss in more 

details in Risky IT behavior section. 

Risky IT behavior 

Risky behavior has been defined as “not being very likely or likely to have engaged in 

safe behavior” (Bailey, Mitchell, & Jensen, 2008, p. 3). There is a paucity of research in 

understanding behavioral aspects of risky IT behavior among individuals. Existing research 

related to risky IT behavior is mainly within the context of phishing attacks and are regardless of 

the device. They studied antecedents of phishing susceptibility (Bailey et al., 2008; Burns et al., 

2011; Jagatic, Johnson, Jakobsson, & Menczer, 2007; Ng et al., 2009; Parrish Jr. et al., 2009; 

Workman, Bommer, & Straub, 2008), the role of training in minimizing individuals’ propensity 

to respond to phishing attacks (Dodge, Carver, & Ferguson, 2007; Ferguson, 2005; Jakobsson & 
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Myers, 2007; Karakasiliotis, Furnell, & Papadaki, 2005; Kumaraguru, Sheng, Acquisti, Cranor, & 

Hong, 2008) , and detection of phishing attacks (Kumaraguru, Sheng, Acquisti, Cranor, & Hong, 

2010; Vishwanath, Herath, Chen, Wang, & Rao, 2011; Wright & Marett, 2010).  

As cyber attackers keep improving their attacks’ methods, it becomes insufficient just to 

rely on technology for detecting security threats. In order to effectively minimize security 

threats, it is important to understand factors that attribute to users risky behaviors in order to 

minimize individuals risky IT behavior (Dong, Clark, & Jacob, 2008; Sharma, 2010; J. Wang, 

Chen, Herath, & Rao, 2009). Victims of security breaches tend to have three weaknesses in 

detection of the threat: (1) lack of knowledge, (2) weak confirmation channel, and (3) high 

propensity towards risk-taking (Alseadoon, Othman, Foo, & Chan, 2013). 

The security action stage model (SASM) (Burns, 2012) investigates users behaviors with 

respect to vigilance over phishing attempts from the theoretical lens of health action process 

approach model (R. Schwarzer, 1999; Ralf Schwarzer, 1992, 2001) as a hybrid continuum-stage 

behavior change model. SASM identifies three distinct stages: low intender, intender, and actor 

stage (Burns, 2012). These stages distinguish end-users’ vigilance toward phishing attempts. 

The three stages of SASM are mapped to the two phases of HAPA model (i.e. motivational/pre-

intention and volitional/post-intention). The motivational phase comprises stage 1 (low 

intender stage) and the post-intentional phase comprises stage 2 (intender stage) and stage 3 

(actor stage). In the first stage (low intender), an individual exhibits a low level of intention for 

IS secure behavior and may exhibit risky IT behavior because he/she perceives a low level of 

threat vulnerability. In the second stage (intender), an individual realizes his/her threat 

vulnerability which leads to an increased intention to make behavioral changes that reduce 
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his/her susceptibility toward the threat, such as by actively learning and being more attentive. 

In the final stage (actor), the individual takes active steps to prevent any future threat, such as 

by developing coping plans in case of threats (Burns, 2012).  

Device characteristics 

The term “mobile device” can cover a broad range of devices with a variety of 

functionalities and physical forms, including mobile phones, smartphones, tablets, mini-tablets, 

portable GPS devices, handheld computers, e-readers, PDAs, laptops, and wearable IT devices 

(Gansemer, Gröner, & Maus, 2007; Halla, Gordonb, Newallc, & James, 2004). As mobile devices 

become more sophisticated and multifunctional (Gansemer et al., 2007), sometimes it becomes 

unclear to which category a device belongs. Currently there is no taxonomy for categorizing 

mobile devices (Gansemer et al., 2007).  

Mobile devices facilitate the provision of various mobile services (Smura, Kivi, & Töyl, 

2009). These services provide features which are not provided by traditional electronic services 

(Y.-S. Wang, Lin, & Luarn, 2006). Mobile services are characterized by ubiquity, personalization, 

flexibility, and dissemination (Siau, Lim, & Shen, 2001). There are four technical components 

associated with mobile services: mobile device (e.g. smartphone), application (e.g. mobile 

games, instant messenger), network (e.g. Internet, WLAN), and content (e.g. websites) 

(Cenfetelli, 2004; Ryschka & Bick, 2013; Smura et al., 2009). Some researchers argue that the 

technical components are the differentiating factors between the concept of m-commerce and 

u-commerce. As the users access networks ubiquitously to invoke unique and personalized 

services using a variety of devices, we are entering a new world of ubiquitous networks and 

universal devices, which are driven by four ‘u-constructs’: ubiquity, uniqueness, universality, 
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and unison (Junglas & Watson, 2006). Ubiquity is the combination of reachability, accessibility, 

and portability and is defined as “the drive to have access to information unconstrained by time 

and space” (Junglas & Watson, 2006, p. 19). Uniqueness is the combination of localization, 

identification, portability, and is defined as “the drive to know precisely the characteristics and 

location of a person or entity”(Junglas & Watson, 2006, p. 21). Universality is the combination 

of mobile networks and mobile devices, and is defined as “the drive to overcome the friction of 

information systems’ incompatibilities” (Junglas & Watson, 2006, p. 21). Unison is the 

combination of mobile applications and data synchronization, and is defined as “the drive for 

information consistency” (Junglas & Watson, 2006, p. 23). Extending Task-Technology Fit (TTF) 

model (Goodhue & Thompson, 1995), researchers argue that in the era of high ubiquity and 

device universality, the technology characteristics are ubiquity, uniqueness, universality, and 

unison (Junglas & Watson, 2006).  

In an attempt to design a holistic framework for mobile services, Smura et al. (2009), 

conducted a longitudinal and cross-sectional study of about 90% of all mobile service users in 

Finland between 2005 and 2008. They suggested a two-layer framework consisting of four 

measurement points (end users, usage monitoring systems, network nodes, servers) and four 

technical components of mobile service systems (device, application, network, content). In their 

framework, Smura et al. (2009) classified mobile devices based on three classification criteria: 

the device physical size, 2G/3G capabilities of the device, and operating system (OS) of the 

device. They proposed five disintegrated classes of mobile devices: (1) mobile phones, (2) 

smartphones and PDAs, (3) ultra-mobile PCs, (4) laptops and tablets, (5) other devices.  
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Mobile applications allow delivering various services through mobile devices. The 

functionalities and applications supported by advanced mobile devices are close to those of 

computers (Smura et al., 2009). Mobile operating systems such as Android, iOS, Windows, 

Symbian allow running third party mobile apps on mobile devices (Smura et al., 2009) which 

enable the users to personalize the functionalities of their mobile devices based on their needs. 

Mobile apps can run offline or online. They also allow a mobile device to use cloud services 

(Smura et al., 2009). Smura et al. (2009) have classified mobile apps based on the nature of 

interactivity of the application (i.e. person-to-person communications, content retrieval, 

content viewing/playback, synchronization, or standalone) and the type of content (offline and 

real-time voice, video, images, text, games, data/files, etc.) into 10 classes: calling, messaging, 

browsing, infotainment clients, servers and file sharing, multimedia, games, 

business/productivity, systems/utilities, others (Smura et al., 2009).  

Technology diffusion framework (Alahuhta, 2011) was developed to explain and predict 

mobile communication and ubiquitous computing technology diffusion from early introduction 

phase to applications adoption phase. This framework proposes a hierarchical construction of 

technology abstractions consisting of four conceptual layers: technology, functionalities, 

application/service, and user aspects. Each layer combines the outputs of its underlying objects. 

In this model, the technology is viewed as the scientific discoveries, usually by universities, 

research institutes, and large corporations, in a manageable form that can be applied for 

various purposes (Alahuhta, 2011). “Functionalities are operations or product features that 

make the underlying technological capabilities available to developers” (Alahuhta, 2011, p. 70). 

Applications use the functionalities that were made available to provide solutions for end-users 
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requirements. Finally, user aspects layer consists of behavioral and societal aspects of 

technology (Alahuhta, 2011). For instance, GPS (the technology layer) enables geographical 

positioning of a device and map processing (the functionality layer) which in turn enables 

navigation, tracking, and location-based services (the application layer) which allows users to 

find their ways, track objects or people, access relevant information and services (the user 

aspect layer). Another example is imaging. CMOS camera sensors (the technology layer) allow 

digital imaging and bar code reading (the functionality layer) which enable use of applications 

like camera, barcode readers, image processing, augmented reality, etc. (the application layer). 

These applications then allow users to share experiences through images, access visual 

information, etc. (the user aspect layer). 

Exploring the effect of device and user characteristics on mobile internet use behavior in 

Germany,  Gerpott et al. (2013) defined users characteristics as gender and age. They also 

defined device characteristics based on device operating system (iOS, Android, etc.), device 

screen size, and device release date. The operating system is one of the key constituents of a 

mobile device that determines its functionalities, performance, security, and support for add-on 

applications, which makes the OS as an important characteristic of the device (Gerpott et al., 

2013; Kenney & Pon, 2011; Lin & Ye, 2009; Peslak, Shannon, & Ceccucci, 2011). Negahban and 

Chung (2014) proposed multifunctionality as another characteristic of the mobile devices and 

investigated the effect of multifunctional use of the device on users’ perception of fit between 

their mobile device functionalities and their needs. 
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User Characteristics  

individual characteristics refer to differences among individuals and are categorized into 

two groups: (1) disposition or personality, (2) the demographics (P. Zhang & Li, 2005; P. Zhang, 

Li, Scialdone, & Carey, 2009). The disposition or personality category mainly considers factors 

such as personality, affective trait, cognitive style locus of control, learning style. Demographics, 

on the other hand, is mainly associated with age, gender, education, cultural background, 

experience, knowledge, socioeconomic status (P. Zhang & Li, 2005; P. Zhang et al., 2009).  

Human-Computer Interaction (HCI) is a sub-discipline of IS research that studies the ways 

people interact with information, technologies, and tasks, in various contexts such as 

organizational and cultural contexts (P. Zhang et al., 2009). A 19-year study (1990-2008) of eight 

primary IS journals shows that more than 70% of articles published in these journals did not 

consider individual characteristics. About 8% of the articles  accounted for personality, 14% 

demographics, and 7% for both personality and demographics (P. Zhang et al., 2009). However, 

the results of a similar study between 1990 and 2002 shows that only less than 15% of the 

articles considered individual characteristics (P. Zhang & Li, 2005). This shows that the number 

of IS studies that considered individual characteristics has tripled since 2002 which means that 

individual characteristics, including demographics and personality traits, has attracted IS 

scholars attention since 2003 (P. Zhang & Li, 2005; P. Zhang et al., 2009). 

In the context of information privacy, many studies accounted for individual 

characteristics such as age, gender, education, as well as privacy concern and protection 

experience (Fogel & Nehmad, 2009; G. R. Milne & Culnan, 2004; Moscardelli & Divine, 2007; 

Youn & Hall, 2008). In the context of IS misuse, age, gender, and morality are among the three 
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individual characteristics that are used to study IS misuse (D’Arcy et al., 2009; Gattiker & Kelley, 

1999; L. N. Leonard & Cronan, 2001; L. N. K. Leonard, Cronan, & Kreie, 2004). In the context of 

phishing attacks, research has found users characteristics such as gender and education  can 

significantly influence individuals’ susceptibility to phishing attacks (Bailey et al., 2008; Jagatic 

et al., 2007). Parrish Jr. et al. (2009) proposed a conceptual framework based on Big-Five 

personality factors (i.e. neuroticism, extraversion, openness to experience, agreeableness, and 

conscientiousness) to understand whether certain personalities are more susceptible than 

others to phishing attacks. 

Usage Characteristics 

The concept of ‘task’ has been conceptualized in four ways: (1) task as behavior 

description, (2) task as ability requirements, (3) task qua task, and (4) task as behavior 

requirements (Hackman, 1969; Zigurs & Buckland, 1998). The first conceptualization (task as 

behavior description) defines task in terms of group performance. The second 

conceptualization defines task based on the enduring aspects of task performer. The third 

conceptualization focuses on the actual task aspects, such as task complexity or task difficulty. 

Finally, the forth conceptualization of tasks views a task from the perspective of behavioral 

requirements associated with it (Zigurs & Buckland, 1998).  

Previous research suggest various classifications for tasks based on different criteria, 

including complexity (Shaw, 1954), difficulty (Bass, Pryer, Gaier, & Flint, 1958), behavior 

requirements (Hackman, 1968; O’Neill & Alexander, 1971), group member relationships and 

task performance processes (J. H. Davis, Laughlin, & Komorita, 1976; Laughlin, 1980) . Steiner 

(1972) classifies tasks based on how the performer(s) contributions can be combined to 
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produce the final result. These categories are: (1) unitary vs. divisible, (2) maximizing vs. 

optimizing, (3) prescribed process vs. permitted process (disjunctive, conjunctive, additive, and 

discretionary) (Steiner, 1972). Poole (1978) proposed three dimensions of tasks at work level 

unit: difficulty, variability, interdependence. Campbell (1988) classifies tasks based on their 

complexity attributes into four categories: simple, decision, judgment, problem, fuzzy.  

Junglas and Watson (2006) developed a task taxonomy for ubiquitous and universal 

information systems based on three dimensions: time-dependent, location- dependent, and 

identity-dependent (Junglas & Watson, 2006). Time-dependent tasks need to be completed 

immediately, regardless of time or location. Location-dependent tasks require location 

information, such as LBS. Location-dependency is supported by the combination of ubiquity and 

uniqueness. Identity-dependent tasks require a unique identification of a user, such as his 

preferences (Junglas & Watson, 2006). 

In this study, we define usage characteristics as ‘the degree to which an individual uses 

various functionalities of a personal computing device’. By accounting for the usage 

characteristics of the device, we can measure how the degree of users’ multifunctional use of a 

personal computing device affects their adoption of protective technology and risky IT 

behaviors on the device.  
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CHAPTER 3 

RESEARCH MODEL AND METHODOLOGY 

As discussed in chapter 2, adoption of protective technologies has been studied in 

different contexts by previous IS research using traditional IS adoption theories (e.g. technology 

acceptance model (F. Davis, 1989), theory of planned behavior (Ajzen, 1991)), and healthcare 

related theories (e.g. protection motivation theory (R. W. Rogers, 1975), health belief model 

(Janz & Becker, 1984; Rosenstock, 1974), health action process approach (R. Schwarzer, 1999; 

Ralf Schwarzer, 1992, 2001)). However, there are differences between adoption of positive 

technologies and that of protective technologies in terms of the desired goal of the system. 

Traditional IS adoption theories may not capture certain aspects of adoption of protective 

technologies (Burns, 2012). The relationships between user behavior and positive technology 

adoption that is strongly established in traditional IS adoption theories, may no longer hold in 

the context of protection technology adoption and users’ security behaviors (Dinev & Hu, 

2007). This led IS researchers to apply behavioral change theories, which were previously used 

for understanding individuals’ healthy or unhealthy behaviors, to the context of behavioral IS 

security research (Burns, 2012; Davinson & Sillence, 2010; Ng et al., 2009). However, there is a 

lack of research on identifying the antecedents of risky IT behavior particularly in the context of 

mobile devices. Our literature review of extant IS studies related to risky IT behavior shows that 

previous research mainly targeted certain types of security threats particularly phishing 

attempts in order to address risky IT behaviors. 

In this study, we look at a wider range of risky IT behaviors, including: connecting to 

public or unsecure wireless networks, continuously keeping various connectivity features such 
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as Bluetooth and WiFi enabled even when they are not used, opening unknown email 

attachments, clicking on unknown links, not backing up or syncing the data on a computing 

device, accessing sensitive information through unsecure or less secure networks, not updating 

the operating system on a device with the security patches.  

The goal of this study is to understand the role of user, device, and usage characteristics 

on users’ security and risky IT behaviors. Drawing on security action stage model (Burns, 2012) 

and protection motivation theory (R. W. Rogers, 1975), we propose a research model to 

investigate the relationships between user, device, and usage characteristics and an individual’s 

use of protective technologies (anti-malware applications) and risky IT behavior. Our proposed 

research model is shown in Figure 1. 
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Figure 1. Proposed research model 

Drawing upon SASM model (Burns, 2012), an individual’s risk perception influences 

his/her intention to use a protective technology. PMT, on the other hand, posits that intention 

to adopt PT is influenced by the individual’s threat and posing appraisal processes (R. W. 

Rogers, 1975). Combining SASM and PMT, we argue that the threat appraisal processes 

mediate the effect of an individual’s risk perception on his/her intention to adopt a PT. Similar 

to risk perception, we argue that other characteristics of the users including the degree of their 

dependence on a computing device, previous direct or indirect experience with security threats 

can also influence their threat and coping appraisal processes. We also control for 

demographics including age, gender, education to see if there will be any difference between 
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individuals based on their characteristics. Thus, we posit the following set of hypotheses related 

to user characteristics and threat and coping appraisal processes:  

H1. User characteristics influence user’s protection motivation. 

H4. User characteristics influence user’s threat coping process. 

Task-Technology Fit (TTF) model posits that task and technology characteristics 

influences users’ perception of fit between the task and technology which would influence their 

performance as well as their use of technology (Goodhue & Thompson, 1995; Goodhue, 1995). 

Previous research has shown that by integrating TTF and well-established IS technology 

adoption theories (TAM (F. Davis, 1989) and UTAUT (Venkatesh et al., 2003, 2012)), the fit 

between task and technology can lead to adoption and use of technology through its impact on 

key technology adoption factors including perceive usefulness and perceived ease of use 

(Dishaw & Strong, 1999; Mathieson & Keil, 1998; Zhou, Lu, & Wang, 2010). As a result, we argue 

that in the context of our study, task-technology fit can also influence adoption of PTs. As we 

discussed earlier, there are differences between adoption of positive technologies and that of 

protective technologies (Burns, 2012) and previously established predictors for positive 

technologies may be different when it comes to adoption of protective technologies (Dinev & 

Hu, 2007). We believe that the effect of task-technology fit on technology adoption in the 

context of protective technologies can be through the threat and coping appraisal processes, 

which previous studies found to be the key predictors for adoption of protective technologies 

(Bulgurcu, 2012; Chenoweth et al., 2009; R.E. Crossler, 2010; Y. Lee & Larsen, 2009; Liang & 

Xue, 2009, 2010; R. W. Rogers, 1975; Detmar W Straub & Welke, 1998; Woon et al., 2005). 

Thus, we hypothesize that usage characteristics as well as technology characteristics, which in 
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the context of our study is associated with the device characteristics, influence threat and 

coping appraisal processes. 

H2. Device characteristics influence user’s protection motivation. 

H3. Usage characteristics influence user’s protection motivation. 

H5. Usage characteristics influence user’s threat coping process. 

H6. Device characteristics influence user’s threat coping process. 

Extending TTF to the context of ubiquitous technologies including mobile technology, 

Junglas and Watson (2006) propose that technology characteristics moderate the relationship 

between task characteristics and task technology fit as well as between individual 

characteristics and task technology fit. Building upon their model and our previous argument 

about the effect of task-technology fit on coping and appraisal processes, we hypothesize that 

in the context of using PTs for mobile devices, device characteristics will moderate the 

relationships between user characteristics and user protection motivation (the threat and 

coping appraisal processes) as well as between usage characteristics and user protection 

motivation. 

H2.1. Device characteristics moderate the relationship between user characteristics and 

user’s protection motivation. 

H2.2. Device characteristics moderate the relationship between usage characteristics 

and user’s protection motivation. 

H2.3. Device characteristics moderate the relationship between user characteristics and 

user’s threat coping process. 
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H2.4. Device characteristics moderate the relationship between usage characteristics 

and user’s threat coping process. 

Drawing on PMT, threat and coping appraisal processes of individuals are significant 

predictors of their intention to use a PT. The traditional IS adoption theories, such as TAM (F. 

Davis, 1989), TRA (Ajzen & Fishbein, 1980), TPB (Ajzen, 1991), and UTAUT (Venkatesh et al., 

2003, 2012) use behavioral intention as a proxy for actual behavior and posit that intention to 

adopt a technology positively influences actual adoption of a technology. This has been tested 

in various contexts and was found to be significant. The threat appraisal process consists of 

users’ perception of severity of the threat and probability of getting affected by the threat. The 

coping appraisal process encompasses: perceived self-efficacy in using a PT, the effectiveness of 

the PT in deterring the threat, and the cost of using a PT.  

Risky behavior has been defined as “not being very likely or likely to have engaged in 

safe behavior” (Bailey et al., 2008, p. 3). Conceptually, risky behavior can be seen as the lack of 

protective behavior. That is why we propose that the antecedents of intention to adopt 

protective measures would also influence users’ risky IT behavior. However, there is also a 

counterargument that adoption of a protective technology may lead to higher risky behaviors 

by giving a sense of protection to the users. This may vary based on the degree to which one 

perceives the PT is effective, or the degree of one’s self-efficacy in using the PT. That is why we 

also test the effect of actual use of PT on individuals’ risky IT behaviors. Thus, we propose: 

H7. User’s protection motivation influences user’s threat coping process. 

H8. Use protective technology influences user’s risky IT behaviors. 
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Methodology 

To test the proposed model, we adopted a survey approach that is widely used by 

previous IS research in the area of information security and technology adoption. We 

operationalized the each construct category by specifying and then measuring their associated 

constructs. We developed an online survey with measurement items for each of the constructs. 

Finally, we collected the data using Qualtrics and analyzed the data using PLS (Partial Least 

Squares) method in SmartPLS 3.2 software (Ringle, Wende, & Becker, 2015). 

To operationalize user characteristics, we measured users risk propensity, disposition to 

privacy, gender, and security threat experience. The measures for risk propensity and 

disposition to privacy were adapted from existing scales. Gender and security threat experience 

were measured as single item variables. To measure a user’s threat experiences, we measured 

one’s direct and indirect security threat experience. We define direct security threat experience 

as one’s personal experience with a security threat. To measure the direct security threat 

experience, we asked the users whether they, themselves, had ever been affected by a 

malware application, or cyber-fraud, identity theft, or hacking. To measure a users’ indirect 

security threat experiences, we asked the users whether they knew anybody who had been 

affected by cyber security threats. We then coded the responses from 0 to 3. Table 1 shows the 

coding procedure for this variable: 

  



 

40 

Table 1 
Security threat experience coding 

Direct security 
threat experience 

Indirect security 
threat experience 

Coded value 
for SecThrtExp 

No No 0 
No Yes 1 
Yes No 2 
Yes Yes 3 

  

To operationalize the device characteristics, we account for device type (smartphone, 

tablet, laptop, and desktop) and device dependence of the user. We coded the device types as 

follows: smartphones (1), tablets (2), laptops (3), desktops (4). We adapted existing scales to 

measure users’ dependence on each device type. 

To operationalize the usage characteristics, we defined a set of functionalities that users 

can use on their personal computing devices. Then, we asked the users about the type of device 

that they use for each of those functionalities. The functionalities are:  1. Voice calling, 2. Video 

calling, 3. Text messaging, 4. Instant messaging, 5. Navigation (GPS, Maps, etc.), 6. Reading 

emails, 7. Sending emails, 8. Web browsing, 9. Playing music, 10. Watching video, 11. Playing 

games, 12. Checking social network sites, 13. Posting on social network sites, 14. Reading 

electronic documents, 15. Creating or editing electronic documents, 16. Online shopping, 17. 

Using specialized software such as programming, statistics, graphics design, etc. We measured 

the number of activities that a user performed using a certain type of device. This indicates the 

degree of multifunctional use of the device to which the user uses a certain device type for a 

variety of functions.  

Threat appraisal and coping appraisal constructs and their scales are adapted from 

previous studies. For Risky IT behavior construct, we developed a scale by asking users the 
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frequency by which they conduct certain activities on their computing devices. The listed 

activities consist of risky IT activities. We then measured users’ risky IT behavior, as a formative 

construct, based on the frequency by which the users engage in certain risky IT-related 

activities.  

The survey was reviewed by a panel of experts for face validity. A pilot test of the survey 

was conducted and required changes were made to the items to improve the validity and 

reliability of the survey items. The final survey questionnaire is shown in Appendix A. 

Data Collection 

After having the survey approved by institutional review board (IRB) of University of 

North Texas, we collected data using an online survey. We developed and distributed the 

survey using Qualtrics (http://www.qualtrics.com/), which is an online survey development and 

data collection tool.  

The link to the survey was distributed among graduate and undergraduate students as 

well as professionals over the course of summer and fall of 2014. Student samples have been 

widely used by previous IS research to investigate adoption and use of mobile devices (Liao, 

Tsou, & Huang, 2007; Phan & Daim, 2011). We believe that student sample is appropriate for 

the context of our study because college students use a wide range of computing devices. To 

recruit the participants, the survey was announced to the students in their classes and based on 

the discretion of the instructors, some of the classes were offered extra credit points for 

completing the survey. However, participation in the survey was completely voluntary and 

those who were not interested in participating in the survey, were offered an alternative 

activity (with the same amount of time and effort as the survey) to receive the extra credit. 

http://www.qualtrics.com/
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The link of the survey was distributed among 3,275 prospective respondents, out of 

whom 2,189 participated in the survey (67% participation rate). In the beginning of the survey, 

we asked the respondents whether they regularly used any of the following computing devices: 

smartphones, tablets, laptops, and desktops. If a respondent had several devices of the same 

type, we asked them to respond to consider the one that they used most to complete the 

survey. We randomly assigned a maximum of two devices (among which they regularly used) to 

each respondent. Questions related to device characteristics, threat and coping appraisal 

processes, use of protective technology, and risky IT behavior were asked for each type of 

device that was assigned to a respondent. 

After removing incomplete responses as well as those that were completed in less than 

5 minutes, we used 1,834 responses for data analysis. In order to ensure that our responses 

were independent from each other, we picked responses for only one device from each 

respondent. Thus, out of the total number of 1,834 responses that we used for data analysis, 

679 were for smartphones, 214 for tablets, 680 for laptops, and 261 for desktops. Appendix B 

shows the demographic information of our final sample. 
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CHAPTER 4 

DATA ANALYSES AND RESULTS 

In order to understand the factors that significantly influence individuals’ protective and 

risky IT behaviors, we explored the factors in the initial proposed model using PLS to identify 

those that significantly influence individuals’ protective and risky IT behaviors. Because the goal 

of this dissertation is on understanding protective and risky IT behaviors of individuals, we 

empirically tested a subset of the conceptual model that focused on the dependent variables of 

our study (Figure 2). The hypotheses of the empirically tested model are shown in Table 2. 

Table 2 
Hypotheses for the empirically tested model 

User 
characteristics 

H1: Gender influences use of protective technology. 
H2: Gender influences risky IT behavior. 
H3: Threat experience influences use of protective technology. 
H4: Threat experience influences risky IT behavior. 
H5: Risk propensity influences use of protective technology. 
H6: Risk propensity influences risky IT behavior. 
H7: Disposition to privacy influences use of protective technology. 
H8: Disposition to privacy influences risky IT behavior. 

Usage 
characteristics 

H9: Multifunctional use of the device influences use of protective technology. 
H10: Multifunctional use of the device influences risky IT behavior. 

Device 
characteristics 

H11: Device dependence influences use of protective technology. 
H12: Device dependence influences risky IT behavior. 
H13: Device type influences use of protective technology. 
H14: Device type influences risky IT behavior. 
H15: Device type moderates the relationship between risk propensity and 
risky IT behavior. 
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PMT-related 
hypotheses 

H16: Use of protective technology influences risky IT behavior. 
H17: Perceived severity of the threat influences use of protective technology. 
H18: Perceived vulnerability toward the threat influences use of protective 
technology. 
H19: Perceived effectiveness of protective technology influences use of 
protective technology. 
H20: Perceived Self-efficacy to use protective technology influences use of 
protective technology. 
H21: Perceived cost of protective technology influences use of protective 
technology. 

 
We used the SmartPLS v3.2.0 (Ringle et al., 2015) to validate the measurement and 

structural properties of our proposed model. Partial least squares (PLS) is an analytical 

technique that allows simultaneous test of the measurement and structural models. The 

measurement model analysis ensures the reliability, internal consistency, and convergent and 

discriminant validity of the measurement items while the structural model analyzes the 

strength and significance of the hypotheses (Hair, Hult, Ringle, & Sarstedt, 2014; Hair, Ringle, & 

Sarstedt, 2011). 
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Figure 2. Empirically tested model using PLS 
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Measurement model  

To test the measurement model, we estimated the validity (convergent and 

discriminant) and reliability of the survey items associated with each construct. First, we 

conducted an exploratory factor analysis (EFA) to evaluate the convergent and discriminant 

validity of the items associated with each construct. After dropping 7 items that had small 

loadings under their associated constructs or cross-loading with other constructs 

(RiskPropensity01, RiskPropensity02, RiskPropensity03, PCost01, PCost02, PCost03, Dep02), the 

result of the EFA analysis showed that the remaining items for each reflective construct loaded 

strongly (with a loading larger than 0.77) under its associated constructs. The result of the EFA 

analysis is shown in Appendix C.  

We also conducted a confirmatory factor analysis (CFA). The results of the CFA 

confirmed that all the items associated with a construct loaded strongly under their associated 

construct, with a minimum loading of 0.84 (Appendix D). The average variance extracted (AVE) 

values for all constructs were more than 0.71 (see Table 4), which is an evidence of convergent 

validity (Hair et al., 2011). The Fornell–Larcker criterion for our study indicates that the square 

root of AVEs for all constructs were greater than their associated correlations, which satisfies 

the requirements for discriminant validity (see Table 3) (Fornell & Larcker, 1981). 
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Table 3 
Latent variable correlations 

Dep 0.888         
DispToPrv 0.064 0.888        
PCost 0.193 -0.027 0.846       
PEff -0.008 0.151 -0.075 0.898      
PSev 0.050 0.114 0.017 0.273 0.925     
PSlfEff -0.034 0.145 -0.167 0.481 0.204 0.856    
PTUse -0.178 0.104 -0.255 0.341 0.173 0.400 0.96   
PVuln 0.102 0.017 0.149 0.192 0.533 0.112 0.087 0.898  
RiskProp 0.147 -0.05 0.156 -0.095 -0.021 0.003 -0.076 0.095 0.893 
 Dep DispToPrv PCost PEff PSev PSlfEff PTUse PVuln RiskProp 

 

We also analyzed the reliability of the reflective constructs using Cronbach’s alpha and 

composite reliability. The Cronbach’s alpha and composite reliability for all the reflective 

constructs were greater than 0.80 and 0.88 respectively, which indicates the reliability of the 

constructs (Hair et al., 2011; Nunnally, 1979). Table 4 shows the descriptive statistics result of 

the reliability analysis of the constructs. 

Table 4 
Cronbach's alpha, composite reliability, and AVEs 

 
Cronbach’s 

Alpha 
Composite 
Reliability 

AVE 

Dep 0.911 0.937 0.789 
DispToPrv 0.934 0.949 0.789 
PCost 0.805 0.882 0.715 
PEff 0.952 0.962 0.806 
PSev 0.944 0.959 0.885 
PSlfEff 0.927 0.943 0.733 
PTUse 0.957 0.972 0.921 
PVuln 0.953 0.962 0.807 
RiskPropensity 0.916 0.940 0.798 

 



 

48 

Common Methods Bias Testing 

Common method bias (CMB) is one of the potential problems that can be faced in a 

behavioral research. CMB is one of the main sources of measurement errors which can 

threaten the validity of the results (Lindell & Whitney, 2001; Podsakoff, MacKenzie, Lee, & 

Podsakoff, 2003). To test form CMB, we applied Harman’s one-factor test. The result of this test 

indicated that no single factor accounts for more than 16% of total variance explained (Please 

see Appendix E). This suggests that common method bias is not an issue in our study (Podsakoff 

et al., 2003). 

Structural model 

We tested the structural model to assess the significance of the hypotheses and the 

variance in the dependent variables explained by the model (Chin, 1998). The result of the 

structural model analysis with a bootstrap subsample size of 5,000 shows that threat appraisal 

process constructs (perceived severity and  perceived vulnerability) and the coping appraisal 

process constructs (perceived effectiveness of protective technology, perceived self-efficacy to 

use the protective technology, and perceived cost of using the protective technology) along 

with the device characteristics (device type, device dependence), usage characteristics 

(multifunctional use of the device), and user characteristics (disposition to privacy, risk 

propensity, security threat experience, and gender of users) can explain 35% of the variance in 

use of protective technology. The use of PT along with the device, user, and usage 

characteristics can also explain 55% of the variance in risky IT behaviors of individuals. Figure 3 

shows the result of the structural model analysis. 
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Figure 3. Structural model 
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The summary of hypotheses testing results is presented in Table 5. 

Table 5 
Summary of hypotheses testing 

Hypothesis Path Coefficient p-value 
H1 -0.01 Not significant 
H2 0.09 < 0.001 
H3 0.04 < 0.05 
H4 -0.06 < 0.001 
H5 -0.01 Not significant 
H6 0.04 < 0.1 
H7 0.03 < 0.1 
H8 -0.08 < 0.001 
H9 0.07 < 0.01 
H10 -0.02 Not significant 
H11 -0.07 < 0.001 
H12 0.07 < 0.001 
H13 0.37 < 0.001 
H14 -0.49 < 0.001 
H15 0.09 < 0.001 
H16 -0.30 < 0.001 
H17 0.04 < 0.1 
H18 0.04 < 0.05 
H19 0.14 < 0.001 
H20 0.18 < 0.001 
H21 -0.14 < 0.001 

 

We find that out of the 21 hypotheses: 12 were supported at 0.001 significance level, 

one was supported at 0.01 significance level, 2 were supported at 0.05 significance level, 3 

were supported at 0.1 significance level, and 3 were not supported. In chapter V, we will discuss 

the findings and implications for these results and talk about the limitations and future 

directions for our study. 
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CHAPTER 5 

DISCUSSION, LIMITATIONS, AND FUTURE DIRECTIONS 

In this study we investigated the effect of user, device, and usage characteristics on 

individuals’ use of protective technologies as well as their risky IT behaviors. We built our study 

on protection motivation theory (PMT) (R. W. Rogers, 1975). PMT posits that an individual’s 

decision whether to use a protective technology is affected by two types of cognitive mediating 

processes: threat appraisal process and coping appraisal process. The threat appraisal process 

evaluates the threat severity and probability. The coping appraisal process evaluates the 

effectiveness and cost of PT as well as the one’s efficacy to use the protective technology (R. W. 

Rogers, 1975). However, no study investigated how user, device, usage characteristics affect PT 

use and how PT use influences individuals’ engagement in risky behaviors. 

In the context of information security, we developed risky IT behavior as a formative 

construct by measuring individuals’ degree of engagement in certain risky IT behaviors. We 

extended PMT in two ways. First, by investigating how adoption and use of PT, which in the 

context of our study is defined as the use of anti-malware applications, influence individuals’ 

engagement in risky IT behaviors. Second, we tested how characteristics of individuals (user 

characteristics), their devices (device characteristics), and their device usage behavior (usage 

characteristics) influence PT use as well as one’s engagement in risky IT behaviors. In the 

remainder of this chapter, we discuss our findings in regard to each of the following extensions. 

Protection motivation theory and risky IT behaviors 

Drawing upon PMT, we tested the effects of constructs associated with threat appraisal 

process (perceived severity and perceived vulnerability) and coping appraisal process 
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(perceived effectiveness, perceived self-efficacy, and perceived cost associated with the PT) on 

protective technology use, specifically use of anti-malware applications. Consistent with PMT, 

the results of our study shows that except for perceived severity (which was still marginally 

significant at 0.10 level), the constructs associated with threat and coping appraisal processes 

significantly influence PT use at 0.05 level.  

To check the effect of these constructs on the R-square of ‘use of protective technology’ 

construct, we removed all the constructs associated with user, device, and usage 

characteristics. We found that the threat and coping appraisal process constructs still explained 

23% of the variance in PT use. Our results indicate that coping appraisal process constructs 

have a higher correlation with PT use compared to threat appraisal process constructs. This 

implies that individuals’ perception about cost and effectiveness of a protective technology 

along with their self-efficacy in using the technology are important factors in individuals’ 

decision about using a PT.  

Consistent with PMT, we found that perceived threat appraisal process positively 

influences an individual’s use of PT. This means that as individuals perceive severity higher 

levels of severity with a security threat, they tend to use a PT more in order to lower the 

severity of a potential threat. An individual’s decision to use a PT is also affected by his/her 

perceived probability of being affected by a security threat. As an individual perceives a higher 

likelihood of being affected by a security threat, they tend to use the protective technology in 

order to decrease both the probability getting affected by the threat and severity of it in case 

they got affected. 
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Consistent with PMT, perceived coping appraisal process influences individuals use of 

PT. If an individual believes that a protective technology is not effective in safeguarding him/her 

against threats, he/she may engage in emotion-focused rather than a problem focused coping. 

That means the individual would change his/her perception of the environment to mitigate the 

negative emotions associated with a threat, rather than making actual changes to the 

environment to reduce the probability and severity of the threat. On the other hand, if an 

individual believes that the use of a protective technology will effectively protect him/her 

against a threat, then he/she would engage in problem-focused coping (Lazarus & Folkman, 

1984), which in the case of our study is using a PIT (i.e. an anti-malware application) to 

safeguard oneself from IT security threats. The results of our study confirm that as individuals 

perceive a higher level of effectiveness in a protective technology, they are more likely to use 

that technology.  

PMT posits that self-efficacy in using a PT also positively influences PT use among 

individuals. If an individual believes that he/she cannot use a PT, he/she would be less likely to 

use that PT.  On the other hand, if an individual believes that he/she has the ability use a PT, 

he/she would be more likely to use that PT. The results of our study also confirms that as one’s 

self-efficacy in using a PT increases, he/she is more likely to use the protective technology. PMT 

also posits that as the cost of using a PT increases, individuals become less likely to use that PT. 

In the case of our study, as the cost of using anti-malware applications increases, users tend to 

use these applications less. Our results also show that cost of a PT negatively influences PT use. 

As the cost of using an anti-malware application (the PT) increases, the use of such applications 

decreases. 
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As discussed earlier, we extended PMT by investigating how the use of a protective 

technology influences users’ engagement in risky IT behaviors. The results of our study indicate 

that using a PT negatively influences risky IT behaviors of individuals. This implies that 

individuals who use a PT are less likely to get engaged in risky IT behaviors. There are several 

possible reasons for this finding that can be explained by user, device, and usage characteristics 

and how they influence the PT use among individuals. We will discuss these characteristics later 

in this chapter. 

The effects of user characteristics 

In an effort to extend PMT, besides operationalizing and measuring risky IT behaviors, 

we also accounted for user characteristics, device characteristics, and usage characteristics in 

our model. We tested how user, device, and usage characteristics influence the PT use and risky 

IT behaviors among individuals. In this section we discuss the effect of users’ characteristics on 

PT use as well as risky IT behaviors. We accounted for the following user characteristics in this 

research: disposition to privacy (the degree one is concerned about maintaining his/her 

privacy), risk propensity (the degree one is willing to take risks), security threat experience (the 

degree one has been exposed to a security threat experience, either directly or indirectly 

through others threat experience), and gender. We will discuss the effect of each of these 

characteristics on use of the protective technology and risky IT behaviors. 

The results of our study show that among the user characteristics, gender and 

disposition to privacy had the strongest correlations with risky IT behaviors while security 

threat experience and disposition to privacy had the strongest correlation with the use of 

protection technologies. We found that there is a significant correlation between gender and 
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risky IT behavior (+0.09). Since in our coding for gender, the assigned value for males was 1 and 

for females was 2, the positive sign in this correlation indicates that the higher values of gender 

engage in risky IT behaviors more often. In other words, females are more likely to get engaged 

in risky IT behaviors than males. However, the relationship between gender and use of 

protective technology was insignificant, meaning that gender is not a significant predictor of PT 

use.  

The results of our study shows that users’ security threat experience significantly 

influences use of protective technology and engagement in risky IT behaviors by users. As the 

users become more aware of security threats and their consequences, either by experiencing it 

themselves (direct experience) or through knowing others who have been fallen victim of 

security threats (indirect experience), their use of PT increases.  

Our result also suggests that as one’s security threat experience increases, he/she tends 

to engage in risky IT behaviors less frequently. In case of disposition to privacy, we find that the 

more one is concerned about his/her privacy, the more he/she tends to use a PT and the less 

frequently he/she engages in risky IT behaviors. Risk propensity is the degree to which an 

individual is risk seeking or risk averse. The higher one’s risk propensity, the more risk taking 

one is. The result of our study shows that risk propensity does not significantly influence PT use. 

However, it has a significant positive effect on one’s risky IT behaviors, meaning the more risk 

taking one is, the more he/she engages in risky IT behaviors. This is not surprising because a risk 

seeking person, in general, is more likely to engage risky activities than a risk averse person. 
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The effects of device characteristics 

We measured the device characteristics by accounting for device type (smartphone, 

tablet, laptop, and desktop) and the degree of user’s dependence on a device type. We coded 

the computing device types as follows: smartphones (1), tablets (2), laptops (3), desktops (4). 

Thus, as the value of device type increases, it shifts toward less portable computing devices 

(desktops) and as it decreases, it shifts toward more portable computing devices 

(smartphones).  

The result of our analysis shows that device type significantly influences the PT use. The 

relatively high and positive coefficient of device type on use of protective technology (+0.37) 

indicates that there is a strong positive correlation between device type and PT use. This 

implies that as we move from smartphones to desktops, the use of protective technologies 

increases. On the other hand, as we move from desktops to smartphones, the use of protective 

technology goes down. In other words, we find that people tend to use protective technologies 

more on desktop platforms and less on smartphones.  

Interestingly, when it comes to risky IT behavior, we find that there is a strong negative 

correlation between device type and risky IT behavior (-0.49). This implies that as we move 

from desktops to smartphones (decrease in device type value), risky IT behaviors increase. 

Inversely, as we move from smartphones to desktops (increase in the value of device type), 

risky IT behaviors decrease. This shows that individuals tend to engage in risky IT behaviors 

more frequently on more portable platforms (smartphones), and tend to engage in risky IT 

behaviors less frequently using less portable devices (desktops).  



 

57 

Device type also significantly moderates the relationship between risk propensity and 

risky IT behavior. The positive sign of the coefficient for the moderation effect (+0.09) implies 

that as we shift from desktops to smartphones (decrease in device type), the strength of the 

relationship between risk propensity and risky IT behavior decreases. In other words, as users 

move from smartphones to desktops, the degree to which they are risk averse or risk seeking 

varies in a way that they become more risk taking on more portable devices such as 

smartphones and tablets, and less risk taking on less portable devices such as desktops and 

laptops. This is an interesting observations which implies more portable device platforms can 

pose a higher risk to organizations because users are more likely to engage in risky IT behaviors 

on these devices. This also implies that more portable platforms can be a suitable target for 

cyber criminals as users tend perform risky activities on these platforms more often compared 

to less portable platforms. 

Device dependence measures the degree to which an individual feels dependent on 

his/her computing device. Our results indicate that device dependence negatively influences PT 

use and risky IT behavior. As one’s dependence on the device increases, he/she tends not to 

use a protective technology and meanwhile engages in risky IT behaviors more frequently. This 

is very interesting because it indicates that the consequences of dependence on the device is 

very similar to the findings in addiction literature where addicts are willing to take more risks in 

order to increase their consumption and care less about the side effects or consequences of 

such consumption. Our results confirm similar phenomenon in the context of dependence on 

computing devices and risky IT behaviors. Users that are more dependent on their computing 
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devices tend to engage in risky IT behaviors more often while users that are less dependent on 

their computing devices, engage in risky IT behaviors less frequently. 

The effect of usage characteristics 

As discussed earlier, multifunctional use, as a device usage characteristic, measures the 

number of activities that one performs using his/her computing device. Our results show that 

multifunctional use of a device does not significantly influence users’ risky IT behaviors. We find 

that multifunctional use of a device it positively influences use of protective technologies on 

the device. As the number of functionalities that an individual uses on a computing device 

increases, the use of protective technologies rises. In other words, users that use their 

computing devices for a larger number of functionalities tend to use protective technologies 

more than those who use a smaller number of functionalities on their computing devices.  

One explanation is that the users who use their devices for a larger variety of activities 

might be more concerned about the security of their computing devices depending on the 

importance and the types of the activities. Thus, they use a protective technology (in this case, 

an anti-malware application) to safeguard themselves from potential security threats. 

Limitations and future directions  

This study has several limitations that can be addressed by future research. First, we 

collected data using a survey. Survey method has been widely used in IS research to study 

attitudes and behaviors of individuals with regard to the use of information technology as well 

as security and protective IT behavior. However, it is a self-reporting measurement method, 

which can be subject to biases related to social desirability, cognitive consistency, as well as 
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errors caused by suggestive stimuli and individuals’ differences in interpretations of the survey 

questions.  

Second, we collected data from graduate and undergraduate students at University of 

North Texas for our survey. Students are widely used by previous studies in the area of 

adoption and use of information technology as well as mobile technology and information 

security. Students constitute a major group of mobile device users. However, this limits the 

generalizability of our results with respect to certain individual characteristics such as age, 

education, work experience, and cultural affiliation. Future research can collect data from a 

more diverse population (e.g. from different countries, age groups, IT and non-IT professionals, 

etc.) to investigate a wider range of individual characteristics and their impact on risky IT 

behaviors of individuals.  

Third, we randomly assigned a device to the users for data analysis. So our results does 

not capture differences in the use of one type of device against the other for one user. The 

usage behavior of users on various devices may vary based on the types of devices that they 

use. In other words, our results do not capture the difference among usage of various devices 

caused by regular use of other device types by the user. Future studies can include pair-wise 

comparison between individuals to understand how using a combination of various computing 

devices affect individuals’ risky IT behaviors.  

Finally, we measured the multifunctional use based on the frequency of using certain 

applications on the device. We did not consider the importance of each application for the user 

or the duration of using each application in measuring individuals’ multifunctional use of their 

devices. In other words, we gave equal weight to the applications in term of their importance 
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and usage duration. However, depending on the nature of the applications, their importance to 

the users, and the duration of time that users spend on each application, the degree of one’s 

multifunctional use may vary. Future research can adjust the degree of multifunctional use by 

accounting for the above-mentioned factors. 

The results of our study raises several research questions in the context of information 

security. Based on our findings, in addition to the threat appraisal and coping processes, that 

are known as the traditional antecedents of users’ protective behaviors, contextual factors such 

as characteristics of individuals as the users, characteristics of the computing devices as the IT 

artifacts, and device usage behavior of users play an important role in protective and risky IT 

behavior of individuals. It would be interesting to explore the relationships among these 

contextual factors in order to identify possible relationships among them. For instance, do 

individuals tend to use certain devices for certain functionalities? Does the use of certain 

functionalities vary based on individuals’ characteristics, such as their risk propensity or 

disposition to privacy? Do users with higher degree of disposition to privacy or lower risk 

propensity tend to use (or not to use) certain functionalities (such as location sharing or online 

banking) on certain devices? Does gender influence certain user characteristics such as risk 

propensity or disposition to privacy? Does gender influence use of certain functionalities or the 

degree of an individual’s multifunctional use of a device?  

Answer to these questions are important for both academics and practitioners. By 

accounting for such characteristics in the area of IS security, academics can extend many of the 

existing theories and enhance their predictability power and generalizability. Practitioners can 

consider these contextual characteristics in implementation of information security policies, 
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such as BYOD. Organizations can also evaluate their employees’ risky IT behaviors and take 

proactive actions, such as designing security training programs, in order to minimize their IT risk 

exposure. 
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APPENDIX A  

SURVEY QUESTIONS 
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Code Construct/Items Adapted from 
Device Dependence (Strongly disagree Strongly agree) 

Dep01a I feel bad when I do not have access to my device. 
(Negahban, 2012; 
Salehan & Negahban, 
2013) 

Dep02a I usually lose track of my time when using my device. 
Dep03a I feel lost when I do not have access to my device. 
Dep04a I am obsessed with my device. 
Dep05a When I do not have access to my smartphone, I feel device. 

Perceived Threat Severity 
PSev01 I believe that security threats for my device, are:    

Extremely severe   Extremely Mild (Witte, Cameron, 
Mckeon, & Berkowitz, 
1996) 

PSev02 Extremely serious   Not serious at all 
PSev03 Extremely insignificant  Extremely significant 
PSev04 An extremely serious problem   Not a problem at all  

Perceived Threat Vulnerability  
(Very unlikely Very likely) 

PVuln01a How likely do you believe your device may be affected by security threats? 

(Y. Lee & Larsen, 2009; 
Witte et al., 1996) 

PVuln02a To what degree is it possible for your device to become affected by security 
attacks? 

PVuln03a What is the likelihood that your device becomes infected by malware applications? 
PVuln04a How likely do you believe your device is at risk of security threats? 
PVuln05a What is the possibility that your device be at risk of security threats? 
PVuln06a What is the likelihood that your device becomes exposed to security threats? 

Perceived Response Effectiveness  
(Extremely Small Extremely large) 

PEff01 To what extent do you believe anti-malware applications are effective for 
preventing security threats for your device? (Y. Lee & Larsen, 2009; 

Witte et al., 1996) PEff02 To what extent do anti-malware applications protect your device from security 
threats? 
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PEff03 To what degree do you think your device will be protected from security attacks if 
you use an anti-malware application? 

PEff04 To what extent does using anti-malware applications on your device reduce the 
risks of malware applications? 

PEff05 To what degree do you believe using anti-malware applications will protect your 
device from security attacks? 

PEff06 To what extent do you think anti-malware applications effectively protect your 
device from malware applications? 

Perceived Self-Efficacy to Use the Protective Technology  
(Extremely Small Extremely large) 

PSlfEff01 To what extent is it easy for you to install and manage an anti-malware application 
on your device? 

(Y. Lee & Larsen, 2009; 
Witte et al., 1996) 

PSlfEff05 To what extent are you familiar with using anti-malware applications on your 
device? 

PSlfEff04 To what degree do you find it convenient to install and manage an anti-malware 
application on your device? 

PSlfEff03 If  you have an anti-malware application on your device, to what extent can you 
update and manage it by yourself? 

PSlfEff02 To what extent do you think you can resolve possible system errors associated with 
the anti-malware application on your device by yourself? 

PSlfEff06 To what extent can you maintain an anti-malware application on your device? 
Perceived Cost of the Protective Technology  

(Strongly disagree Strongly agree) 
PCost01a Anti-malware applications for my device are expensive. 

(Y. Lee, 2011; Tanner Jr., 
Hunt, & Eppright, 1991) 

PCost02a I have to upgrade my device to install an anti-malware application. 
PCost03a An anti-malware application slows down my device. 
PCost04a It takes me a considerable amount of time and effort to become familiar with 

installation and use of anti-malware applications on my device. 
PCost06a I think the total cost of using and maintaining an anti-malware application on my 

device exceeds its protection benefits for me. 
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PCost07a The impact of an anti-malware application on my device’s performance is not 
worth its benefits for me. 

Use of protective technology 
(Yes, I don’t know, No) 

ProtTechUse01Ra Do you have an anti-malware (or Anti-virus) application on your device? 
Self-developed ProtTechUse02Ra Are you using an anti-malware (or Anti-virus) application for your device? 

ProtTechUse03Ra Is there an anti-malware (or Anti-virus) application installed on your device? 
Risky behavior  

(Never  Always) 
 Using your device, how often do you perform the following activities?  
RskBeh02R I scan my device for malware. 

Self-developed 

RskBeh03R I backup/sync the data (e.g. phonebook, pictures, files, etc.) on my device. 
RskBeh04 I open an email attachment from an unknown sender on my device. 
RskBeh05 I click on the link to a website that I don't know on my device. 
RskBeh06 I connect to a public WiFi network with my device.  
RskBeh01 I access my bank account(s) on my device. 
RskBeh08 I check my emails on my device when connected to a public WiFi network. 
RskBeh19 I access my social network on my device when connected to a public WiFi network.  
RskBeh07 I access my bank account(s) on my device when connected to a public WiFi 

network. 
RskBeh09 On my device, I grant access to a mobile app when it requests access to my 

information. 
RskBeh10 On my device, I grant access to a mobile app when it requests access to my 

location.  
RskBeh18R I check or modify the default security/privacy settings of a mobile app when I install 

it on my device.  
RskBeh11 I share my location on my device.  
RskBeh13 I allow a mobile app that I am not familiar with to update itself on my device.  
RskBeh17 How often do you allow the web browser or other mobile apps on your device save 
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your passwords?  
RskBeh12 How often have you downloaded mobile apps for your smartphone from 

alternative (or 3rd party) app markets?  
RskBeh16 How often is your device’s WiFi enabled when you are not using it?  
RskBeh15 How often is your device’s Bluetooth enabled when you are not using it?  
RskBeh14 How often is your device’s 3G/4G internet enabled when you are not using it? 
RskBeh20R How often do you update your device? (Select ‘Always’ if you have enabled auto-

update) 
Disposition to privacy  

(Strongly disagree Strongly agree) 
DispToPrivacy01a Compared to others, I am more sensitive about the privacy of my personal 

information. 
(Xu, Dinev, Smith, & 
Hart, 2011) 

DispToPrivacy02a To me, it is the most important thing to keep my information privacy. 
DispToPrivacy03a Compared to others, I tend to be more concerned about threats to my information 

privacy. 
DispToPrivacy04a Compared to others, I see more importance in keeping personal information 

private. (Li, 2013) 

DispToPrivacy05a I think am more concerned than others about my personal information. Self-developed 
Risk propensity  

(Strongly disagree Strongly agree) 
RiskPropensity01aR I would rather be safe than sorry. (Brashear, Kashyap, 

Musante, & Donthu, 
2009; Brown, Zablah, 
Bellenger, & Donthu, 
2012) 

RiskPropensity02aR I want to be sure before I use a software application. 
RiskPropensity03aR I avoid risky things or situations. 

RiskPropensity05a I often dare to do risky things which other people are reluctant to do. 
(Dahlbäck, 1990) RiskPropensity06a I am rather adventurous and like to take chances in various situations. 

RiskPropensity07a I think that I take more risks than others in general. 
Self-developed 

RiskPropensity04a I take bigger risks than other people. 
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Multifunctional Use 
 Which device do you mainly use for each of the following applications? (Smartphone, Tablet, Laptop, Desktop, 

Neither) 
AppUsedByDev01 Voice calling  
AppUsedByDev02 Video calling  
AppUsedByDev03 Text messaging  
AppUsedByDev04 Instant messaging  
AppUsedByDev17 Navigation (GPS, Maps, ...)  
AppUsedByDev05 Reading emails  
AppUsedByDev06 Sending emails  
AppUsedByDev07 Web browsing 
AppUsedByDev08 Playing music  
AppUsedByDev09 Watching video  
AppUsedByDev10 Playing games  
AppUsedByDev11 Checking social network sites 
AppUsedByDev12 Posting on social network sites 
AppUsedByDev13 Reading electronic documents such as e-books 
AppUsedByDev14 Creating or editing electronic documents 
AppUsedByDev15 Online shopping 
AppUsedByDev16 Using specialized software such as programming, statistics, graphics design, etc. 

Security Threat Experience  
(Yes, No) 

SecThrtExprnce01 Has any of your computing devices ever been infected with a malware, virus, spyware, etc.? 
SecThrtExprnce02 Have you ever experienced losing information caused by malware applications? 
SecThrtExprnce03 Have you ever fallen a victim to a cyber-fraud, such as phishing? 
SecThrtExprnce04 Have you ever fallen a victim to an identity theft?  
SecThrtExprnce05 Have you ever fallen a victim to hackers? 
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SecThrtExprnce06 Do you know anybody who has experienced any type of cyber security threats? 
Demographics 

 Gender:   Female    Male 
Age:    
Highest level of education:  
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APPENDIX B  

SAMPLE DEMOGRAPHICS 
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Gender Number of computing device types regularly used 
Male 
Female 

1004 (55%) 
830 (45%) 

One device types 
Two device type 
Three device types 
Four device types 

999 (54%) 
526 (29%) 
252 (14%) 

57 (3%) 
Age Combination of device types regularly used 

Age (mean) 
Age (min) 
Age (max) 

23 
18 
62 

Smartphone only 
Tablet only 
Laptop only 
Desktop only 
Smartphone and Tablet 
Smartphone and Laptop 
Smartphone and Desktop 
Tablet and Laptop 
Tablet and Desktop 
Laptop and Desktop 
Smartphone, Tablet, Laptop 
Smartphone, Tablet, Desktop 
Smartphone, Laptop, Desktop 
Tablet, Laptop, Desktop 
All four devices 

670 (37%) 
30 (2%) 

233 (13%) 
66 (4%) 
32 (2%) 

447 (24%) 
37 (2%) 
5 (0%) 
1 (0%) 
4 (0%) 

147 (8%) 
12 (1%) 
93 (5%) 
0 (0%) 

57 (3%) 

Academic Standing 
High school or less 
High school diploma 
Associate degree 
Freshman 
Sophomore 
Junior 
Senior 
Masters student 
Doctoral student 
Masters degree 
Doctoral degree 
Other 

1 (0%) 
16 (1%) 
34 (2%) 
72 (4%) 

299 (16%) 
701 (38%) 
642 (35%) 

27 (1%) 
2 (0%) 
5 (0%) 
5 (0%) 

30 (2%) 
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APPENDIX C  

EXPLORATORY FACTOR ANALYSIS 
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Rotated Component Matrixa 

  
Component 

1 2 3 4 5 6 7 8 9 
Dep01a .030 .025 -.026 .052 .039 .864 .011 -.046 .041 
Dep03a .048 -.013 -.014 .035 .048 .905 .019 -.069 .093 
Dep04a .054 -.003 .025 .014 .092 .869 .024 -.051 .061 
Dep05a .056 -.008 -.029 .032 .076 .880 .004 -.083 .067 
PVuln01a .835 .073 .020 .019 .034 .042 .185 .004 .076 
PVuln02a .866 .065 .031 -.017 -.008 .033 .195 -.011 .044 
PVuln03a .859 .071 .058 -.024 .051 .048 .182 .046 .076 
PVuln04a .889 .073 .037 .019 .044 .018 .197 .024 .040 
PVuln05a .896 .085 .030 -.008 .043 .044 .176 .023 .049 
PVuln06a .887 .077 .025 .003 .063 .040 .182 .029 .041 
PSev01 .389 .085 .102 .024 .013 .034 .804 .098 .002 
PSev02 .315 .152 .093 .061 -.028 .018 .858 .035 .008 
PSev03 .301 .135 .081 .071 -.031 .000 .868 .040 -.008 
PSev04 .340 .118 .071 .062 -.001 .023 .846 .062 .019 
PEff01 .108 .829 .209 .074 -.038 -.030 .112 .084 -.018 
PEff02 .075 .846 .237 .054 -.049 -.005 .112 .109 -.020 
PEff03 .054 .865 .177 .075 -.064 .007 .075 .091 -.027 
PEff04 .078 .857 .223 .056 -.033 .018 .071 .098 .000 
PEff05 .091 .870 .208 .039 -.029 .001 .060 .087 .004 
PEff06 .071 .875 .212 .054 -.030 .010 .056 .094 -.004 
PSlfEff01 .053 .248 .772 .036 -.025 -.016 .090 .076 -.060 
PSlfEff02 -.002 .152 .829 .052 .059 .013 -.012 .063 .008 
PSlfEff03 .021 .182 .836 .053 .004 -.028 .071 .115 -.038 
PSlfEff04 .080 .228 .806 .044 .000 .009 .072 .130 -.066 
PSlfEff05 .031 .207 .814 .068 .014 -.023 .090 .181 -.088 
PSlfEff06 .031 .210 .849 .057 .005 -.012 .027 .099 -.072 
PCost04a .162 .072 -.163 .027 .021 .097 .060 -.023 .779 
PCost06a .053 -.006 -.042 -.006 .075 .054 -.005 -.129 .867 
PCost07a .060 -.116 -.050 -.036 .104 .107 -.037 -.120 .832 
RiskPropensity04a .036 -.048 .008 -.032 .903 .063 -.021 -.030 .044 
RiskPropensity05a .069 -.060 .011 -.023 .842 .098 -.006 -.017 .058 
RiskPropensity06a .044 -.050 .015 -.007 .906 .063 -.007 .006 .056 
RiskPropensity07a .037 -.036 .016 -.037 .895 .029 -.002 -.040 .045 
ProtTechUse01Ra .036 .170 .225 .051 -.037 -.107 .054 .904 -.113 
ProtTechUse02Ra .040 .175 .209 .048 -.033 -.100 .072 .898 -.111 
ProtTechUse03Ra .037 .181 .210 .039 -.024 -.087 .078 .901 -.101 
DispToPrivacy01a -.024 .073 .020 .868 -.067 .037 .037 .011 -.022 
DispToPrivacy02a -.028 .066 .031 .884 -.043 .024 .035 .014 -.001 
DispToPrivacy03a .009 .049 .097 .876 .004 .042 .062 .042 -.020 
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DispToPrivacy04a -.004 .073 .056 .901 -.018 .001 .021 .027 .010 
DispToPrivacy05a .045 .035 .070 .890 .024 .034 .025 .035 .014 
Extraction Method: Principal Component Analysis.  
 Rotation Method: Varimax with Kaiser Normalization. 
a. Rotation converged in 7 iterations. 
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APPENDIX D  

CONFIRMATORY FACTOR ANALYSIS 
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Dep DispToPrv PCost PEff PSev PSlfEff PTUse PVuln RiskPropensity 

Dep01a 0.859 0.075 0.139 0.016 0.035 -0.03 -0.135 0.071 0.103 
Dep03a 0.918 0.059 0.197 -0.017 0.043 -0.037 -0.17 0.092 0.121 
Dep04a 0.866 0.044 0.164 0.002 0.046 0.005 -0.139 0.102 0.155 
Dep05a 0.907 0.053 0.178 -0.021 0.035 -0.05 -0.179 0.095 0.144 
DispToPrivacy01a 0.059 0.867 -0.038 0.135 0.098 0.095 0.074 -0.012 -0.092 
DispToPrivacy02a 0.052 0.873 -0.024 0.13 0.097 0.104 0.076 -0.014 -0.069 
DispToPrivacy03a 0.068 0.901 -0.038 0.139 0.132 0.165 0.112 0.029 -0.026 
DispToPrivacy04a 0.035 0.905 -0.016 0.147 0.101 0.128 0.096 0.007 -0.049 
DispToPrivacy05a 0.068 0.896 -0.001 0.119 0.114 0.135 0.093 0.054 -0.003 
PCost04a 0.168 0.018 0.753 0.029 0.106 -0.163 -0.144 0.214 0.079 
PCost06a 0.141 -0.016 0.888 -0.039 0.008 -0.118 -0.229 0.107 0.131 
PCost07a 0.186 -0.052 0.89 -0.142 -0.034 -0.155 -0.252 0.098 0.166 
PEff01 -0.031 0.146 -0.071 0.877 0.278 0.427 0.3 0.201 -0.081 
PEff02 -0.015 0.134 -0.082 0.902 0.273 0.457 0.326 0.174 -0.095 
PEff03 -0.003 0.15 -0.083 0.894 0.239 0.402 0.299 0.145 -0.108 
PEff04 0.01 0.135 -0.057 0.9 0.244 0.441 0.308 0.172 -0.075 
PEff05 -0.005 0.117 -0.052 0.904 0.239 0.427 0.297 0.18 -0.074 
PEff06 0.002 0.132 -0.06 0.911 0.232 0.433 0.306 0.162 -0.076 
PSev01 0.057 0.077 0.018 0.227 0.917 0.203 0.194 0.556 0.018 
PSev02 0.045 0.115 0.015 0.28 0.94 0.204 0.159 0.499 -0.028 
PSev03 0.028 0.122 -0.001 0.262 0.945 0.192 0.161 0.486 -0.033 
PSev04 0.051 0.111 0.031 0.247 0.937 0.18 0.167 0.519 0.002 
PSlfEff01 -0.031 0.109 -0.14 0.437 0.203 0.827 0.313 0.114 -0.025 
PSlfEff02 0.002 0.117 -0.079 0.35 0.099 0.819 0.275 0.047 0.054 
PSlfEff03 -0.045 0.125 -0.134 0.396 0.181 0.866 0.344 0.084 -0.001 
PSlfEff04 -0.013 0.118 -0.149 0.435 0.204 0.865 0.356 0.139 -0.004 
PSlfEff05 -0.048 0.143 -0.179 0.424 0.195 0.881 0.403 0.097 0.001 
PSlfEff06 -0.032 0.129 -0.162 0.42 0.15 0.878 0.339 0.084 -0.002 
PVuln01a 0.097 0.034 0.151 0.164 0.465 0.082 0.057 0.849 0.079 
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PVuln02a 0.086 0.001 0.124 0.161 0.486 0.089 0.053 0.875 0.042 
PVuln03a 0.099 -0.003 0.149 0.175 0.472 0.119 0.096 0.901 0.096 
PVuln04a 0.075 0.036 0.122 0.176 0.498 0.107 0.086 0.921 0.085 
PVuln05a 0.098 0.009 0.135 0.183 0.482 0.099 0.079 0.924 0.087 
PVuln06a 0.094 0.02 0.125 0.174 0.48 0.096 0.083 0.918 0.106 
ProtTechUse01Ra -0.181 0.104 -0.252 0.325 0.153 0.391 0.965 0.078 -0.079 
ProtTechUse02Ra -0.173 0.101 -0.247 0.326 0.167 0.379 0.956 0.085 -0.075 
ProtTechUse03Ra -0.159 0.094 -0.235 0.331 0.178 0.38 0.958 0.088 -0.065 
RiskPropensity04a 0.134 -0.051 0.137 -0.09 -0.033 -0.004 -0.075 0.072 0.915 
RiskPropensity05a 0.161 -0.04 0.146 -0.09 -0.006 -0.001 -0.07 0.106 0.855 
RiskPropensity06a 0.131 -0.026 0.143 -0.081 -0.018 0.009 -0.044 0.085 0.893 
RiskPropensity07a 0.103 -0.056 0.133 -0.077 -0.015 0.007 -0.075 0.077 0.908 
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APPENDIX E  

RESULT OF HARMON ONE-FACTOR TEST 
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Total Variance Explained 

Component 

Initial Eigenvalues Extraction Sums of Squared Loadings 

Total 
% of 

Variance 
Cumulative 

% Total 
% of 

Variance 
Cumulative 

% 
1 9.901 15.232 15.232 9.901 15.232 15.232 
2 8.394 12.913 28.145 8.394 12.913 28.145 
3 5.054 7.776 35.921 5.054 7.776 35.921 
4 4.117 6.333 42.254 4.117 6.333 42.254 
5 3.336 5.132 47.386 3.336 5.132 47.386 
6 2.738 4.212 51.598 2.738 4.212 51.598 
7 2.551 3.925 55.523 2.551 3.925 55.523 
8 2.023 3.112 58.635 2.023 3.112 58.635 
9 1.963 3.020 61.655 1.963 3.020 61.655 
10 1.655 2.546 64.201 1.655 2.546 64.201 
11 1.586 2.440 66.641 1.586 2.440 66.641 
12 1.222 1.881 68.522 1.222 1.881 68.522 
13 1.160 1.785 70.307 1.160 1.785 70.307 
14 1.015 1.562 71.869 1.015 1.562 71.869 
15 .975 1.500 73.369    
16 .936 1.440 74.808    
17 .885 1.361 76.170    
18 .799 1.230 77.400    
19 .774 1.190 78.590    
20 .724 1.114 79.703    
21 .685 1.054 80.757    
22 .624 .959 81.716    
23 .578 .889 82.605    
24 .515 .793 83.398    
25 .486 .748 84.146    
26 .480 .738 84.884    
27 .439 .676 85.560    
28 .429 .660 86.220    
29 .403 .619 86.839    
30 .399 .614 87.453    
31 .371 .571 88.024    
32 .352 .542 88.565    
33 .342 .527 89.092    
34 .339 .522 89.614    
35 .322 .496 90.110    
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36 .317 .488 90.598    
37 .309 .475 91.074    
38 .306 .470 91.544    
39 .291 .448 91.992    
40 .282 .435 92.427    
41 .277 .427 92.853    
42 .272 .418 93.272    
43 .254 .391 93.662    
44 .249 .383 94.045    
45 .240 .370 94.415    
46 .235 .361 94.776    
47 .231 .356 95.132    
48 .228 .350 95.482    
49 .219 .336 95.818    
50 .216 .332 96.151    
51 .209 .322 96.472    
52 .203 .312 96.785    
53 .200 .307 97.092    
54 .199 .306 97.397    
55 .191 .294 97.691    
56 .184 .282 97.974    
57 .175 .270 98.244    
58 .171 .264 98.507    
59 .166 .256 98.763    
60 .166 .256 99.019    
61 .153 .236 99.254    
62 .143 .221 99.475    
63 .125 .192 99.667    
64 .122 .187 99.855    
65 .094 .145 100.000    
Extraction Method: Principal Component Analysis. 
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