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DEVELOPMENT OF A GUIDANCE DOCUMENT 
FOR LIGHTNING PROTECTION OF DOE FACILITIES * 

R. T. Hasbrouck 
K. C. Majumdar 

Lawrence Livermore National Laboratory, Livermore, California, 94551, U.S.A. 

We are developing a guidance document for the lightning protection of U.S. Department of 
Energy (DOE) facilities to satisfy the requirements of the department’s order DOE 5480.28, 
Natural Phenomenu Huzards (NPH) Mitigation Perfomnce Goals for SSCs (structures, systems and 
components). This order specifies a systematic process in terms of well defined and integrated 
design and evaluation criteria for the protection of structures, systems, and components. 
Lightning safety guidance is needed because there is no single document that presents a unified 
approach to lightning protection. Earlier versions of the US National Fire Protection Association 
(NFPA) Code, Lighfning Protection , NFPA-78, only addressed the protection of structures. This is 
also true of the International Lightning Protection Standard, IEC-1024 and the Underwriters 
Laboratories recently issued Standard for Safety, Lightning Protection Componenfs, UL 96. In 
NFPA-780, the 1992 edition, a brief reference is made to surge suppression. 

1.0 INTRODUCTION 

The purpose of this guidance document is to 
introduce Lightning Hazard Management, a 
unified approach that combines hazard 
identification and facility categorization (not 
discussed in this paper) with a new 
concept-the Lightning Safety System. We 
do not intend to develop a brand new 
lightning code or standard, but rather 
reference other codes, standards and guides 
that we determine to be applicable. Using 
the graded approach to systematic risk 
management allows for in-depth protection 
and aids in ensuring personnel safety and 
optimizing resource protection. 

Prior to release, drafts of this document will 
have been reviewed by lightning-concemed 
individuals at a number of DOE facilities. 

2.0 LIGHTNINGHAZARD 
MANAGEMENT 

21 Hazard Identification 

Thunderstorms produce several types of 
lightning: intracloud (IC), intercloud, cloud- 
to-ionosphere, and cloud-to-ground (C-G). 
The greatest percentage of total lightning is 
generally IC. Total lightning, i.e., all types 
combined, varies with geographic location, 
being greatest in the tropics. A single C-G 
lightning event, called a flash, typically lasts 

* Work performed under the auspices of the US. 
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for approximately one-half to one second, 
during which (for negative lightning) a large 
quantity of positive charge is transferred 
from earth to cloud. A flash consists of one 
or more consecutive return strokes, each a 
current pulse of thousands to hundreds of 
thousands of amperes, that lasts nominally 
50 to 100 microseconds. This high-amplitude 
pulse is often followed by a continuing 
current of several hundred amperes that can 
last for hundreds of milliseconds. Because 
C-G lightning involves ground, and objects 
on the ground, it represents the greatest 
threat to personnel, operations, structures, 
systems and components. Dunng a flash the 
struck object must conduct the return stroke 
current, and it is this current that can 
produce damage, both directly and 
indirectly. 

The C-G lightning hazard for a specific site 
is expressed in terms of ground flash 
density-the number of C-G flashes per 
square kilometer per year. Typically, ground 
flash density calculations for a particular site 
take into account the latitude and number of 
thunder days (or thunder hours) per year. 
Although the total number of lightning 
flashes decreases with increasing latitude, 
the percentage of C-G flashes increases. 
Table 1 lists calculated ground flash 
densities for three DOE’S sites located in the 
SE, center, and NW of the U.S. Two different 
equations, derived by different researchers, 
were used to obtain the ground flash density 
values shown. Since the equations are 
empirical and their associated data are 
based upon statistical correlations, they 
possesses inherent uncertainties. 



This is true for the modeling of any natural 
phenomenon. In the future, analysis of the 
large volume of archived, C-G lightning 
data, acquired by the national lightning 
detection network, will provide more 
realistic, site-specific values for ground flash 
density. 

Hazard identification considers the severity 
of the hazard and its likelihood of 
occurrence. The severity of a lightning 
stroke is usually related to the peak 
amplitude of its return-stroke current. 
Statistical data for the range of peak currents 
and the probability of their occurrence have 
been accumulated by researchers over a 
number of decades. For negative lightning, 
the 99th percentile value (i.e., 1% of 
lightning exhibits this or a larger peak 
current) is 200,000 amperes (200 kA), and is 
considered to represent a severe threat. Such 
a stroke could be described as having a 
very-low frequency, or likelihood, with high 
consequences. It is important to keep in 
mind that intense thunderstorms can 
produce several thousand C-G lightning 
flashes, and 1% of those flashes can be 
expected to be 200 kA or greater. The less 
frequent positive lightning-where positive 
charge travels from cloud to earth-is 
known to exhibit maximum values of 400 
kA or more. However, the occurrence of 
such flashes is sigruficantly lower than for 
negative lightning. Another way to present 
peak current data is in deciles. If n is the 
total number of flashes being considered, 
each decile will contain n/10 flashes. The 
average value of peak current per decile is 
then calculated. The tenth decile represents 
the severe stroke. 

Assuming that lightning strikes are evenly 
distributed over a given area, the probability 
of an object being struck can be estimated 
from the product of its attractive area and 
the ground flash density (flashes/km2/yr). 
Attractive area is a function of the 
structure’s ground-surface area and height, 
and the stroke amplitude. When a 
negatively-charged channel, the stepped 
leader, moves in downward steps from 
cloud to earth, it carries the cloud‘s full 
negative potential of 50- to more than 100- 
million volts. Striking distance-the stepped 
leader’s final jump to ground or to a 
grounded object-is a function of the charge 
in the channel and thus the amplitude of the 

* rwm-stroke current. 

Table 2 shows that lightning, of some 
amplitude, can be expected to strike the 
facility-described in Section 3.0-once 
every 2.7 years. Observe how the light poles 
create an attractive area that greatly exceeds 
the 45,000 m2 surface area enclosed by the 
poles, thereby increasing the probability of 
being struck. Such probability calculations 
can be useful for comparing similar 
structures in different geographical areas 
and determining the effect of structure 
height. In reality, ground flash density is not 
uniform, being affected by factors such as 
local geography and climatology. Some 
points to consider about a 200-kA (severe) 
stroke: it can cause significantly greater 
damage than a 20-kA stroke; its greater 
striking distance increases the attractive area 
of elevated structures, increasing the 
probability of their being struck; it 
represents a small percentage of the total 
C-G lightning. For large-amplitude strokes, 
elevated structures provide a “protective 
shadow’‘ (often called a “cone of 
protection”) over nearby lower structures. 
Considering that the shadow area decreases 
with diminishing stroke amplitude, and that 
smaller strokes ocw with greater frequency 
than large ones, their effects should not be 
overlooked. 

2.2 Lightning Safety System (LSS) 

The LSS offers a unified approach that 
integrates four lightning-safety elements 
generally addressed as separate topics. The 
extent to which each LSS element is 
implemented at a particular site will depend 
upon the mission of the facility and the 
element’s impact upon the safety of 
workers, the public, and the environment. 
Such determinations must be made by those 
responsible for risk management. 

2.2.1 Lightning Threat Warning System 
(LTWS) 

If no one is paying attention to the weather 
(or weather reports) a thunderstorm can 
develop locally, or move into the area, 
unnoticed-with the first lightning flash 
providing the first warning. The purpose of 
an LTWS is to acquire and display timely 
and reliable lightning threat warnings. 

Currently, no single piece of equipment can 
provide no-miss/no-false-alarm lightning 
threat warning. The best LTWS will combine 
two or more types of monitors, with the 



right LTWS for a particular site depending 
upon the level of perceived risk and what 
resource is being threatened. 

C-G lightning occurs randomly, making it 
impossible to accurately predict when and 
where it will strike. However, a variety of 
detection techniques are available, ranging 
from AM-radio receivers and electro-optical 
sensors, to weather radar and sophisticated 
systems that locate lightning by 
triangulating on its electromagnetic or 
magnetic radiation. Since IC lightning is 
known to occur from five to 30 minutes 
prior to the first C-G discharge, an ideal 
LTWS would combine cloud-electrification 
monitoring and IC detection with a location 
and tracking display of C-G flashes. 

Methods that can be used as LTWS monitors 
are summarized below: 

Direct observations of the weather, 
made by a trained individual. 

Reports from the National Weather 
Service, or a commercial weather- 
warning service. 
Optical detector(s)-ither hand 
held or unattended, that can detect 
IC lightning and sound an alarm. 

Flash detector. 

Electric-field sensors for measuring 
electrical charge in nearby clouds. 

A site-dedicated lightning detection 
system. 

Display of data provided by a wide- 
area lightning detection network. 

2.2.2 Lightning Warning Response Plan 
( L W )  

The purpose of the LWRP is to ensure that 
standardized procedures are in place for 
responding to a lightning-threat alert and 
lightning-hazard alarm. An LTWS should 
provide enough advance warning to permit 
the established safety plan to be 
implemented in an orderly fashion, while 
keeping false alarms to a minimum. The 
LTWS should provide an alert when a 
lightning threat is identified and an alarm 
when the threat has evolved into a hazard. It 
must also provide reliable information as to 
when the alarm and alert states cease to 
exist. When such information is timely and 

reliable, decisions can be made regarding 
the curtailing and resuming of at-risk 
operations and activities-ranging from 
personnel working outside, to tasks 
involving dangerous or hazardous 
materials. These decisions will be based 
upon information provided by one or more 
of the methods listed above. 

The following are suggested warning 
conditions and responses: 

All Clear-no suspicious clouds; no 
sign of a thunderstorm. 
>carry out normal operations. 
>utilize main electrical power. 
>monitor weather conditions. 

Yellow Alert-positive indications 
that a lightning threat has been 
identified. 
>prepare to curtail vulnerable or 
dangerous operations. 
>activate emergency backup-power 
system. 
>prepare to move to safe shelter. 

Red Alarm-positive indications 
that a lightning hazard exists. 
>curtail vulnerable or dangerous 
operations (unless doing so presents 
a greater danger). 
>transfer electrical load to 
emergency backup-power system. 
>move to safe shelter. 

Return to Yellow Alert-positive 
indications that lightning hazard is 
dissipating. 
>prepare to resume 
vulnerable/dangerous operations. 
>transfer load to main electrical 
power, if it is available. 
>prepare to move from safe shelter. 

Return to All Clear-no threat of 
lightning. 
>resume normal operations. 
>shut down emergency backup- 
power system. 
>continue to monitor weather 
conditions. 

2.2.3 Lightning Protection System (LPS) 

Our guidance document, presents the LPS 
as an integrated system for protecting 
structures, systems and components from . 
lightning. In the past, an LPS involved only 
air terminals (lightning rods) and their 



associated conductors, bonding, and 
grounding systems-using ideas and 
methods that have not changed significantly 
since Ben Franklin’s era-with the focus 
being protection of structures. The LPS 
consists of a lightning grounding system 
(LGS) combined with systems and 
components protection (SCP). Today‘s codes 
and standards more than adequately present 
LGS criteria. 

Earlier-generation electrical and electronic 
systems and components employed vacuum 
tubes, relays, and analog control and 
computation devices. Consequently, they 
were significantly more robust against the 
effects of voltage transients (including those 
produced by lightning) than are today’s 
sophisticated, computer-based systems with 
their high-density/low-power microcircuit 
components. Transient over-voltages may 
immediately destroy solid-state comp- 
onents, or cause latent failure-where a 
transient-weakened component fails months 
after the lightning event. Lightning- 
produced voltage transients can also 
produce interference (a noise signal) that 
easily upsets unprotected digital systems. 

NFPA-780-1992 makes a brief reference to 
the need for “surge suppression” for all 
conductors penetrating a structure. To 
achieve the in-depth protection necessary to 
ensure against system upset and failure, we 
introduce the firfress concept, a proven 
lightning protection methodology. First- 
level protection is provided by an LGS. 
(Note: although called for in NFPA-780 and 
other codes, air terminals are not essential as 
long as properly grounded conductors are 
run on the roof of the structure.) All 
electrically-conductive paths that penetrate 
the building (e.g., metallic pipes and 
conduit, vent stacks, etc.) must be bonded to 
the lightning grounding system externally, 
at the point of entry (POE). Penetrating 
electrical conductors (e.g., power, 
communications and data lines) must be 
contained within metallic conduit or overall 
shielding. The conduit or shielding must be 
terminated (wherever possible) at, and 
bonded externally to, the lightning 
grounding system at the POE. This limits 
the magnitude of lightning current 
conducted into the structure. 

Proper SCP ensures that all electrical 
conductors pass through transient-limiter 
(surge-arrestor) components located inside 
the structure, as close as possible to the POE. 

With a properely installed LGS, limiters 
need ~dy~accommodate a small portion of 
the current transient, typically in the range 
of several tens of U. Within the structure, 
the number of component protection levels 
employed will depend upon the con- 
sequences of upset or failure. Transient 
limiters-having a power rating lower than 
that required at a POE-are recommended 
at the power and data input points of 
individual systems and components. 
Critical-function and high-value compo- 
nents that are susceptible to over-voltages 
should also incorporate transient limiters 
directly on their printed circuit boards. 

2.2.4 Lightning Safety System Certification 
Plan (Lssc) 

The following site-specific requirements and 
methodologies are used for the certification 
process and for periodically verifying the 
LTWS and LPS : 

LTWS 
a 

a 

0 

LPS 
0 

0 

a 

cross check IC detector with 
weather service -information. 
periodic servicing and calibration of 
electric field monitors. 
for national lightning network 
information, the N W S  follows well 
established quality assurance 
procedures for all their weather 
products. 

inspection & review 
>perform walkdown. 
>procedure review. 
>program plan audit. 
facility measurements and 
simulations 
> dc-resistance and radio-frequency 
testing. 
> finite difference analysis. 
periodic testing, maintenance, 
corrective action program, QA 
program. 

resistance and RF measurements. 
>SCP-transient limiters 

>LGS-visual i n ~ p e ~ t i o n ~  and dc- 

3.0 EXAMPLE OF TESTING AS PART OF 
FACILITY CERTIFICATION 

A recently constructed facility has been 
studied to determine the effectiveness of its 
LPS. This facility consists of a large, 
reinforced concrete structure surrounded by 
a security fence and twelve, 32-m tall light 
poles placed on the outer-perimeter. 



Described below are two tests of the LGS 
that constitute part of an LSSC plan. One 
test is traditional, the other is somewhat 
innovative-as far the LGS is concerned. 
Testing of the facility's SCP has not been 
performed and represents a challenge, 
because procedures for facility-scale testing 
of protection components are not known to 
exist. 

3.1 DC-Resistance Measurements 

Extensive, LGS dc-resistance measurements 
were made using the three-point, fall-of- 
potential method described in NFPA-780. 
Several bad or missing bonding connections 
were discovered and corrected. Resistances 
measured from the LGS to "true earth" were 
about 1 ohm, well below the specified 
minimum of 10 ohms. This showed-as one 
would expect-that the structure contains a 
very large quantity of interconnected metal 
that is in good contact with the earth. 
However, as discussed below, low values of 
LGS dc-resistance are no guarantee that 
lightning currents will remain harmlessly 
outside the affected structure. 

3.2 Electromagnetic Survey 

This structure gives the appearance of being 
electromagnetically hard. However, low- 
level, swept-frequency RF testing (10 kHz to 
30 MHz) revealed conditions that could 
introduce lightning-induced energy-in the 
form of time-varying magnetic and/or 
electric fields or arcing-into areas within 
the structure. Time-varying fields can 
couple energy into systems and components 
inductively or capacitively. Arcing can 
create local heating that can ignite 
combustibles. All three forms of energy can 
produce electrical noise that can upset 
unprotected critical digital systems. 
Whether or not such energy presents a 
threat will depend upon the susceptibility of 
the systems or components exposed to that 
energy. 

I 

The structure interior is shielded from 
lightning by the outer layer of concrete- 
rebar that conducts most of the lightning 
current. However, some lightning current 
does enter the interior via metallic 
penetrations-POEs provided by vent 
stacks, various "grounding" cables, and 

conduits for electric power and 
communications signals. These POEs may 
be excited directly by a lightning 
attachment, or indirectly when lightning 
attaches to either the structure itself or a 
nearby light pole. Lightning current from a 
struck light pole will reach the POEs via 
underground conductive (counterpoise) 
cables that are integral to the LGS. 

4.0 SUMMARY 

Lightning threat warning can be 
accomplished using commercially available 
systems. Lightning protection codes provide 
detailed information for the design and 
installation of lightning grounding systems. 
However, attention must be paid to proper 
bonding of conductive paths penetrating a 
structure. A wide range of means are 
available for protecting systems and 
components from current surges and 
voltage transients. However, there is no 
code that establishes criteria for the 
protection of systems and components. 
Procedures for lightning threat warning 
response, and for certification and 
surveillance of lightning safety systems, 
have been recommended. Details of such 
procedures are site specific. 

5. CONCLUSION 

When faced with the problem of providing 
lightning protection for an operation or 
facility, risk managers can be confronted 
with a plethora of scientific data, 
commercial products, half truths, and 
folklore. Our guidance document presents 
an organized, intelligent approach to 
categorizing the risk associated with a 
particular facility, and managing the 
lightning hazard-regardless of the 
magnitude of the problem. And, it will have 
been reviewed by people who are 
confronted with lightning protection 
problems. Understanding the functions and 
inter-relationships of the elements that 
comprise a lightning safety system allows 
risk managers to apply a graded approach 
in determining the most effective mix of 
hardware, software, and procedures to solve 
their particular problem. Finally, we have 
emphasized the importance of, and 
provided guidance for, the certification and 
surveillance of the LSS. 



Table 1 

Fg = 0.02*Td~1.7*[0.1(1 +(Lat/30)A2)] 

Fg = Ground Flash Density (Fl/kmAZ/yr) 
T d  = Thunder days/yr 
Lat = lat i tude 

a1 flash density = 0.4 to I. l f l /kmA2/Td 
upon: 3 fl/min, 1 t o  3 hr/storm, 

500  km*2/storm. and Td/yr 
Td = Thunderdays/yr 
R = C-G to total rat io = (0.1 *(1 +(lat/30)A2)) 

Table 2 

I CUMULATIVE PROBABILITY OF LIGHTNING STRIKE TO FACILITY 

[area enclosed by light poles: I = 31 2 m, w = 144 m; A = 44,928 mA2] 
D = lightning st r ik ing distance = 10'1pk~0.65 
h = light pole height = 32 m above ground level 
r = radius of a light pole's attractive area = (2'D'h . hA2)AO.S 
Aa = tota l  attractive area of poles = (w + 2'r) '(I + 2'r) - 10*((4-P1)/4)* (rA2) mA2 
(where 10*((4-P1)/4)*rA2 accounts for overlap & area outside "attractive area" circles) 
Fg = ground flash density 
P = probability = Aa'(O.l'Fg)*IO flashes/year per decile 

meters 

meters 

(fl/kmA2/yr) 
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