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ABSTRACT
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c)
8$The safe, secure and reliable application of Microelectromechanical Systems (MEMS) devices requires knowledge o the

distribution in material and mechanical properties of the small-scale structures. !A new testing program at San ia is
quantifying the strength distribution using polysilicon samples that reflect the dimensions of critical MEMS components.
The strength of polysilicon fabricated at Sandia’s Microelectronic Development Laboratory was successfully measured using
samples 2.5 microns thick, 1.7 microns wide with lengths between 15 and 25 microns. These tensile specimens have a freely
moving hub on one end that anchors the sample to the silicon die and allows free rotation. Each sample is loaded in uniaxial
tension by pulling laterally with a flat tipped diamond in a computer-controlled Nanoindenter. The stress-strain curve is
calculated using the specimen cross section and gage length dimensions verified by measuring against a standard in the SEM.

Fracture strength measurements grouped into three strength levels, which matched three observed failure modes. The
samples in the highest strength group failed in the gage section, those in the moderate strength group failed at the gage
section fillet and those in the lowest strength group failed at a dimple in the hub. With this technique, multiple tests can be
programmed at one time and performed without operator assistance at a rate of 20-30 per day allowing the collection of
significant populations of data. Since the new test geometry has been proven, the project is moving to test the distributions
seen from real geometric features characteristic of MEMS, such as the effect of gage length, fracture toughness, bonding
between layers, etch holes, dimples and shear of gear teeth.
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1. INTRODUCTION

Understanding and predicting the reliability of polysilicon micromachined MEMS devices requires a thorough knowledge of
the distribution in mechanical properties and the effect of stress concentrating features in these devices. Several authors have
published work reflecting different strategies to determine the mechanical properties of polysilicon via beam bending [1,2]
and tension testing [3-7]. These efforts have succeeded, but they have not characterized features in MEMS devices most
likely to initiate failure. This project developed a technique that utilizes an automated test machine, capable of testing 20-30
samples per day with little operator involvement. The objective is to determine the distribution of mechanical properties in
surface micromachined polysilicon ligaments and characterize the stress concentrating effect of critical features in MEMS
devices such as comb drive springs, hinges, pivots, gear teeth, dimples and etch release holes. Figure 1 [8] illustrates the
small design features that must be characterized before MEMS can be applied in critical applications. A simple spring, in the
upper left portion of the micrograph, contains dimples to reduce surface friction and sacrificial oxide cuts to join layers.

2. TECHNIQUE

Pull-tab samples designed to measure the tensile fracture strength and Young’s
modulus of polysilicon have been fabricated using Sandia National Laboratories’
Ultra-planar Multi-level MEMS Technology (SUMMiT) process. Figure 2
shows two samples after release. Each sample has a freely moving pivot and a
pull-tab, the pivot and pull-tab are connected by a 2 pm wide ligament. The
release process allows the samples to rotate about the pivot and the samples must
be moved back to the proper position with a probe tip before testing. To
conduct a test, the pull-tab end of a sample is engaged by a 35 pm diameter flat
tipped diamond using a nanoindenter. The tip approaches the silicon substrate
surface centered within the pull-tab end of the sample at a rate of 10 nm/sec until
it senses surface contact by a change in indenter column stiffness. Load is Figure 1. Dimples and oxide cuts on

increased until the substrate surface deflects 10 nm then the tip moves laterally to a comb drive spring.
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2) Implement systematic and rapid MPC&A upgrades.
3) Ensure future nuclear materials securit y by encouraging the development of a safeguards culture

and indigenous site-level capabilities, and by strengthening national-level systems for MPC&A.

DOE has established projects ofjoint cooperation at more than 40 locations in Russia for systematic
and rapid upgrades to protect significant quantities of fissile nuclear material. Physical protection
measures have focused on issues such as improved or additional tie-downs and sensors at storage
buildings, improved communication equipment at Central Alarm Stations, perimeter upgrades, and
video assessment capabilities. Material control and accounting efforts have included computerized
accounting systems for nuclear materials and additional training in U.S. philosophy and concepts of
MPC&A.

Pilot Sites

The efforts at these Russian sites have focused primarily on design, integration, and installation of
upgraded MPC&A systems. Basic MPC&A training was also provided. The site-wide upgrades
are complete at the Lnstitute of Theoretical and Experimental Physics, Moscow; Research and
Development Institute of Power Engineering,. Moscow; Joint Institute of Nuclear Research, Dubna;
Khlopin Radium Institute; Petersburg Nuclear Physics Institute; Moscow State Engineering Physics
Institute; Karpov Institute of Physical Chemistry; Krylov Ship Building Institute; Beloyarsk Nuclear
Power Plant; Sverdlovslc branch of the Scientific Research and Design Institute of Power
Technology and Tomsk Polytechnical University. Facilities at Luch and Dimitrigrad have partially
completed upgrades. These sites are now participating in the sustainability program.

Sustainability Program

The purpose of the MPC&A Sustainability Program is to ensure that MPC&A upgrades installed at
sites in Russia are effective and will continue to operate over the long term. The program mission is
to work with sites where rapid upgrades have been completed to cultivate enduring and consistent
MPC&A practices. The U.S. teams are assisting with each site’s development of MPC&A
organizations that will operate, maintain, and continue to improve the systems and develop
procedures. Technical support must be available for the maintenance of the sophisticated electronic
and computer-based systems. Spare parts inventories must be established and maintained, and
ongoing training should be performed. Emergency and routine alarm response procedures must be
developed and followed. Most important, the sites must take ownership of all MPC&A matters,
including taking responsibility for providing resources in terms of manpower and funding.

Figure 1 below summarizes the sustainability model. Sustainability refers to a site’s ability to
continue to operate a system after emplacement. To achieve site-level sustainability, the following
four elements must be present:

Resources, including government and nongovemment funding, the revenue from products produced
by the site’s activities, arid adequate personnel to perform the needed tasks.

Infrastructure, including management of the MPC&A system, the establishment of an MPC&A
policy, and a site organization, such as a department dedicated to MPC&A.
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Techiques, including the establishment of procedures and plans that cover operations,
maintenance, and emergencies; implementation of the procedures; and evaluation methods to ensure
that the techniques are adequate.

M1’C&A culture, including commitment and support from all levels of site personnel.
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Figure 1. Model for Sustainability

Strategies for Sustainability

● M PC&A management
= Site MPC&A policy

● M PC&A organizations

● Planning
= MPCW site plan
n Operation procedures

s Maintenance procedures
* Emergency planlprocedures

● Implementation
z Training

s Maintenance

* Operations

= Certification

= Configuration control

o Evaluation
= operational evaluation

s System evaluation

s Emergency response

evaluation

Figure 2 shows a model for Site-Level Operations Process Evaluation (SLOPE) that demonstrates
the process for instituting a sustainability process. The process entails addressing the requirements,
or “what” is needed, and the techniques and procedures, or “how” the needs will be addressed.
Finally, in this process the system and procedures are evaluated against the requirements.

Site Infrastructure—Based on regulations instituted at the federal level, the local MPC&A
management group must set policy and devise plans that incorporate the goals and organization of
the facility. The site’s mission and purpose must be considered in the development of policies and
plans to comply with federal requirements. (Currently, Russia is in the process of developing new
federal re~lations for the management of nuclear materials.) The local MPC&A management team
needs to consider risk management aspects by determining the risk involved in meeting these
federal regulations and adapting their facility operations to accomplish that.
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MPC&A Systems —While the Site Infrastructure portion defines the MPC&A system requirements,
or “what” must be taken into consideration, the MPC&A Systems portion defines “how” these
requirements will be implemented. There are three related MPC&A systems: equipment,
procedures, and training. Equipment includes the Physical Protection Systems (PPS) such as
sensors, video cameras, alarm communications and display, and access control. Material Control
and Accounting (MC&A) systems provide a way to track the materials, including bar code readers,
scales, and nondestmctive assessment devices. Procedures should address routine day-to-day
operations, emergency situations for dealing with valid alarms or fires and other abnormal
circumstances, and periodic maintenance that describe how to replace sensors or other equipment,
and to test each part of the system to ensure proper fimction. Ongoing training ensures that
operators and guards understand how to operate the equipment and perform all procedures.

Performance Testing —Institute management needs to know how well the facility MPC&A system
is performing and if the systems are meeting their requirements. Protective forces can be tested on
their abilities to use the equipment and complete procedures. Perfommnce testing of the MPC&A
system occurs at the component, sub-system, system, and critical element levels to ensure that every
aspect of the equipment performs well. Performance testing allows the operators to conduct test
scenarios that assure that each sensor, monitor, and alarm are still functioning well under varying
conditions. An electrical or mechanical component would include sensors, turnstiles, badge
readers, cameras, and monitors. A subsystem would include a video switcher, or a computer with
software. A system test, for example, of the akirm communication and display system, would
ensure that all subsystems are working together. A critical element would be a component or
subsystem that is critical to the detection of an intruder. MPC&A testing would test both the
hardware and the operator’s ability to command that system.

System Evaluation— After performance testing is complete, a system evaluation will take place. If
any of the MPC&A systems has failed, then management seeks the root cause which may result
fi-om equipment, procedures, or training deficiencies. For example, if a problem occurred at the
alarm communication and display systems, the problem may be caused by equipment failure,
inadequate procedures that did not address a critical element, or the operator not following defined
procedures. If, through a root cause analysis, the team determines that the problem occurred
because of equipment, procedure, or training problems, the MPC&A systems must be modified to
correct the performance deficiency.

A systemic analysis will ensure that the correct levels of risk ardor threat are being used. The level
of acceptable risk or threat may increase or decrease demands on the MPC&A system. If the
perceived risk changes, management needs to be a part of the process. The perceived threat may
also change. Because the perfommnce test is geared to evaluate response to a particular threat, a
change in the threat level can affect the MPC&A systems used to counter the threat. For example, a
hypothetical threat of 20 attackers maybe reduced to five, which would alter the effectiveness of
the equipment, procedures, and training of the MPC&A system.
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Figure 2. Site-Level Operations Process Evaluation (SLOPE) Model

Activities to Date

Independent Evaluation—A team of MPC&A experts from the U. S., not associated with the site
upgrades, evaluated the completeness of the MPC&A systems at the eleven commissioned sites.
Minor modifications were recommended for all of the sites. These modifications have all been
completed.

Operational Evaluation—All eleven sites performed a three-month-long evaluation of the MPC&A
systems. The purpose of the evaluation was to: 1) develop routine operating and maintenance
procedures, 2) train the system operators and maintenance personnel, and 3) gain experience with
MPC&A systems.

Each site developed an operational plan to operate and maintain the MPC&A systems on a 24-hour
basis. The PPS operation pkm was developed in accordance with the International Atomic Energy
Agency (IAEA) ~CIRC/225/Rev. 3, “The Physical Protection of Nuclear Material”, with the
exception of material categorization. Each site developed operational and maintenance training
material and a training schedule for the MPC&A systems and also provided adequate manpower to
operate and maintain the MPC&A systems.

Decision Support System—The intent of the decision support system project was to provide a
qualitative and quantitative assessment of PPS equipment performance, which can be used to fine-
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● tune the PPS, to track testing, repair, personnel training, and to ultimately facilitate decision making
to improve the overall PP system performance.

Future Sustainability Activities

Procedures Deve@me~l+-The purpose for procedures is to instill consistent and measurable
performance. The procedures will be developed in workshop setting. A workshop will be
conducted with site management and technical personnel to review site requirements and develop
various procedures. During the workshop each Russian delegation will create policies and
procedures that are adapted culturally to the operational capabilities at their sites. At the conclusion
of the procedures development workshop, we expect to provide generic procedures in several
critical areas for operating and maintaining MPC&A systems. Each institute will have
representatives from the following areas: site secunt y director, material control and accounting
(MC&A) supervisor, physical protection system (PPS) supervisor, and guard force supervisor (i.e.,
the MVD).

Progress in transitioning from the “old” security systems to the “upgraded” systems by the Russian
security personnel has proceeded more slowly than expected. Several concurrent issues have
hampered this operational transition. One key issue is procedures that implement the security
operations fi-om the policy level down to the detailed daily procedures of operations. Russian
personnel at all levels, including site managers, MC&A managers, PPS managers, and the guard
force personnel, are all key to the effective operations of the newly installed security equipment.

Several other obstacles impinge on the effectiveness of operational security and these issues cannot
be completely separated from procedures development. For example, we acknowledge that there are
significant cultural differences, inherent societal pressures, and severe economic conditions that
affect the effective and sustained operations of the upgraded site security systems. However, these
influences are far beyond the control of the MPC&A program and can only be dealt with indirectly.

DOIYGAiV Visits - The intent of the visits is to outline a methodology for conducting joint
DOE/Gosatomnatzor (GAN) site performance assessments. The key element of the visits is the use
of a performance-based assessment tool. Performance-based assessment is the use of limited-scope
tests that involve the practical, hands-on application of equipment or implementation of a procedure
to determine if a given system element is functional. This practical application allows site personnel
to demonstrate that they have the requisite knowledge or skill set required to complete their
assigned tasks and that the site has the appropriate policies and procedures in place to facilitate the
protection of nuclear material. These performance tests can be limited to simple operations, such as
a guard’s ability to detect SNM during routine searches at an material access boundary, or more
complex, such as a.examining a random sample of inventoried material containers to ensure they
contain the appropriate type and quantity of material.

Summary

The ongoing sustainability efforts between the DOE and eleven Russian nuclear sites concentrate on
the successfid implementation of the technology introduced to provide rapid upgrades for MPC&A

6



.

~ \ystems. Future cooperation will concentrate on assisting with operations and sustainability
activities.

The purpose of the Sustainability Program is to ensure that MPC&A upgrades installed at sites in
Russia are effective and will continue to operate over the long term. The program mission is to
work with sites where rapid upgrades have been completed to cultivate the enduring and consistent
MPC&A practices. The program attempts to assist the Russian sites to develop MPC&A
organizations that will operate, maintain, and continue to improve the systems and procedures.
Future assistance will strive to understand and incorporate culturally sensitive approaches so that
the sites take ownership for all MPC&A matters.

As the MPC&A upgrades and sustainability program have evolved, it has become increasingly
evident that the four key elements of sustainability need to be addressed to some level at all sites.
Those elements are: 1) resources in funding and personnel; 2) in~rastucture in the form of federal
regulations, site organizations, management, and policy to support MPCA activities; 3) techniques
in the form of operational procedures and plans to implement regulations, policy, and site decisions;
and an underlying 4) A4PC&i4 culture that ensures commitment and support from all levels of site
personnel. And, operational sustainability requires specific strategies to succeed, as outlined in the
Site-Level Operations Process Evaluation (SLOPE) model. The strategies hinge on performance
testing and system evaluation.

Sandia is a mukiprogram laboratory
operated by Sandia Corporation, a
Lockheed Martin Company, for the
United States Department of Energy
under contract DE-ACW-94AL85000.
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