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ABSTRACT 

Integrated system validation is one aspect of the U.S. 
Nuclear Regulatory Commission's design review process 
for human-system interfaces. This paper will consider 
three methodological issues that must be addressed in 
validation and their implications for drawing conclusions 
about the acceptability of the integrated system. They are: 
representing the integrated system, representing the 
operational events it must handle, and representing system 
performance. A logical basis for generalizability from 
validation tests to predicted performance of the integrated 
system emerges from the comparability of the 
psychological and physical processes of the test and actual 
situations. Generalizability of results is supported when the 
integrated system, operating conditions and performance 
are representative of their real-world counterparts. The 
methodological considerations for establishing 
representativeness are discussed. 

I. INTRODUCTION 

The U.S. Nuclear Regulatory Commission (NRC) has 
recently published Revision 1 to NUREG-0700' which 
describes the methodology and review criteria for the 
staff's review of human-system interfaces (HSIs). One 
component of the review addresses HSI Design verification 
and validation (V&V). Because no one method for 
conducting V&V is likely to be sufficient for a 
comprehensive evaluation, a series of three analyses are 
described: 
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1. HSI Task Support Verification - A comparison of the 
HSI devices and characteristics to the personnel task 
requirements defined by the function and task analysis. 

2. HFE Design Verification - A comparison of the 
characteristics of the HSI, including devices and the 
work environment, to human factors engineering 
guidelines to determine whether they account for 
human characteristics and capabilities. 

3. Integrated System Validation - A performance-based 
evaluation of the integrated HSI design to ensure that 
it supports safe plant operation. 

The focus of this paper is on the methodological issues 
associated with the last type of analysis, integrated system 
validation. Integrated system validation plays a significant 
role in the design review process for HSIs as well as the 
human factors engineering aspect of new plant design? 

The objective of integrated system validation is to 
determine whether the functions and tasks allocated to plant 
personnel can be accomplished with the integration of plant 
systems, human-system interfaces, procedures, and plant 
personnel in support of safe plant operation. There has 
been great intexest in validation of complex systems in 
g e ~ ~ e r a l ~ . ~  and in the nuclear industry in parti~ular.~*~ One 
of the limitations of the documents that provide guidance 
on the conduct of validation which are currently available 
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to industry is that they focus heavily on the scoping aspects 
of validation and little on its methodology. This paper will 
consider three methodological issues that must be addressed 
invalidation and their implications for drawing conclusions 
about the acceptability of the integrated system. They are 
representing the integrated system, the operational events 
it must handle, and system performance. The issues are 
briefly described below and the methodological 
considerations associated with them are discussed in the 
following sections. 

When the failure of complex human-machine systems 
is a safety concern, testing actual systems in accident 
conditions in a real-world environment is not feasible or 
practical. Tests have to be conducted using a simulator 
with which performance of the fully- integrated system can 
be observed without the potential dangers and costs 
inherent in actual systems and real-world scenarios. 
Further, evaluations of real systems are inadequate since 
they cannot address important aspects of system 
performance.' The methodology by which the integrated 
system is represented in the simulator greatly impacts the 
validation test results. 

Another issue is the identification of operational events 
to test system performance. Modem nuclear power plants 
(NPPs) are highly-automated, complex systems whose 
performance is the result of an intricate interaction of 
human and automated system control. This interaction 
creates a great opportunity for variability in overall plant 
behavior in response to events. A difficulty of complex 
systems is that they fail in complex ways, often 
unanticipated by the designer.* Events which are 
unanticipated by designers and unfamiliar to the personnel 
pose the greatest threat to nuclear power plant safety.9 
Whereas evaluations of less complex systems focus on the 
usability of the user interface, integrated validation must 
address the adequacy of performance of the entire system 
including personnel and their interactions with the system 
and each other. The number of plausible operating 
conditions that result from all possible interactions of 
systems, components, and personnel is great. Since it is 
not possible to identify let alone test all possible challenges 
to system performance, a sampling process must be used. 
The adequacy of the sampling methodology will impact the 
validation test results. 

Finally, representing system performance is a 
significant issue. A concept such as safety of integrated 
system performance is multidimensional and, therefore, 
many different variables can be selected to measure it. The 
adequacy of the measures is an important aspect of 
validation since criteria based on these measures form the 
basis against which the integrated system will be evaluated. 

The validation tests represent performance of observed 
samples of integrated system performance in a simulated 
environment on a sample of operational conditions. 
Eventhough one may be reasonably confident that the 
validation test results could be repeated on the simulator, 
it does not necessarily follow that the results could be 
repeated in the real world. Thus, a logical inference is 
required to generalize from the validation test performance - to real-world performance. 9% 

A logical basis for generalizability emerges from the 
comparability of the psychological and physical processes 
of the test and actual situations.'o Generalizability of 
results is supported when the integrated system, operating 
conditions and performance are representative of their real- 
world counterparts. The methodological considerations for 
establishing representativeness are considered below. 

II. VALIDATION METHODOLOGY 

A. Representing the Integrated System 

The integrated system has three components: the HSI, 
the process model, and the plant personnel. HSI is broadly 
defined to include alarms, displays, controls, procedures, 
job support aids, environment, etc. Representativeness of 
the process model and the HSI is a function of 
completeness, physical fidelity, and functional fidelity. 
Completeness refers to the degree to which the testbed 
represents the entire human-machine system and not simply 
selected subsystems. Physical fidelity involves the detailed 
appearance and layout of features of the HSI such as 
alarms, displays, controls, and workstations. Functional 
fidelity reflects the dynamic response and interactive 
features of the HSI and the plant model. Included in the 
considerations of the HSI functionality should be the 
functionality associated with interface management aspects 
of the design such as display navigation. Considerations 
for the process made1 should include the capabiity to 
accurately simulate the operational events identified using 
the process described in the next section. Process fidelity 
must extend beyond normal operations into the abnormal 
event and accident regime. How far into the accident 
regime to extend fidelity is a significant and difficult 
question. The higher the comp.leteness and fidelity, the 
more representative the integrated system is of the actual 
plant. 

Personnel are a variable aspect of the integrated system 
and thus cannot be fully represented, i.e., the entire 
population of possible operators cannot be included in 
validation tests. To achieve high fidelity of personnel, 
sampling is necessary. Sampling should be based on 
considerations of the attributes or characteristics of 
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personnel which can reasonably be expected to cause 
variation in integrated system performance. Those which 
are expected to contribute to system performance variation 
should be specifically identified and a sampling process 
should ensure that variation along that dimension is 
included in the validation. Dimensions such as position, 
license, experience, and age are the types of dimensions 
that should be considered. To the extent that the sampling 
process is appropriately conducted, representativeness of 
personnel is supported. 

B. Representing Operational Events 

Like personnel, not all operational events can be 
represented in validation tests. Thus a process is necessary 
to identify a representative sample of events the integrated 
system must handle. They provide the context within 
which integrated system performance is evaluated. A 
multidimensional sampling strategy should be used to 
ensure a reasonably complete representation of operational 
conditions. The following dimensions should be used to 
guide the sampling process. It should be noted that these 
dimensions reflect characteristics of operational events and 
not individual test scenarios. One +dividual test scenario 
may reflect characteristics of many of the sampling 
dimensions. The following dimensions should be 
addressed: 

1. Plant Safety Functions and Systems - Plant safety 
functions and their associated plant systems and 
pmcesses should be defined. A plant function is 
defined as an action that is required to achieve a 
desired goal. Safety functions (e.g., reactivity control) 
are those required to prevent or mitigate the 
consequences of postulated accidents that could cause 
undue risk to the health and safety of the public. They 
are often defined in tern of a boundary or entity that 
is important to plant integrity and the prevsntion of the 
release. of radioactive materials. Each safety function, 
is associated with one or more plant processes (plant 
system configurations or success paths) which are 
responsible for or capable of carrying out the function. 
These plant functions and processes are typically 
described in Chapter 15 of a plant’s safety analysis 
report, where the plant’s response to design basis 
accidents is analyd.  Plant functions and system 
associated with prevention and mitigation of such 
accidents should be identified and represented in 
operational events tested in validation. 

2. Risk-significant human interactions, as defined by the 
probabilistic risk assessments, e.g., dominant human 
actions (determined via sensitivity analyses); dominant 

accident sequences; and dominant systems (determined 
via “importance measures”). 

3. Personnel tasks from a range of normal, abnormal, and 
emergency conditions in which personnel are involved: 

Normal operational events including: plant startup, 
plant shutdown or refueling, and significant changes in - operating power. 7 

Failure events such as instrument failures and HSI 
equipment and processing faiIure (e.g., loss of display 
units, loss of data processing). 

Transients and accidents such as: 

- transients (e.g., turbine trip, station blackout, loss 
of all feedwater, and loss of power to selected 
buses or control room power supplies) 

- accidents (e.g., main steam line break, positive 
reactivity addition, control rod insertion at power, 
anticipated transient without scram, and loss-of- 
coolant accidents) 

- reactor shutdown and cooldown using remote 
shutdown system. 

When assessing the role and importance of systems to 
plant safety, the degree of interconnection with other 
plant system should be considered. A system which 
is highly interconnected with other systems could cause 
the failure of other systems because the initial failure 
could propagate over the connections. 

4. Major human functions in the plant, e.g.: Status 
monitoring and situation awareness of critical safety 
functions; surveillance testing and maintenance (e.g., 
equipment blocking, tagging, and bypass); a l n n  
monitoring, analysis, and response; fault detection, 
analysis, diagnosis, and mitigation; monitoring of 
automated safety functions; and ovemde of automated 
systems to provide direct control. 

5. A range of task structure, i.e, the degree to which 
personnel tasks are guided by detailed p d u r e s :  

Procedure supported, d e b a s e d  tasks: these are 
personnel tasks that are well defined by normal, 
abnormal, emergency, alarm response, and test 
procedures. Rule-based decision-making requires that 
the operator be able to understand and execute the steps 
specified by the procedure/de. 



Knowledge-based tasks: these are personnel tasks that 
are not as well defined by detailed procedures. 
Knowledge-based decision-making requires greater 
reasoning regarding safety and operating goals and the 
various means of achieving these goals. A situation 
may require knowledge-based decision-making if the 
rules do not fully address the problem at hand or the 
selection of appropriate rule is not clear. An example 
in a pressurized water reactor may be diagnosis of a 
steam generator tube rupture with a failure of radiation 
monitors on the secondary side of the plant. This 
diagnosis is difficult because (1) a main indication of 
the rupture (the presence of radiation in secondary 
side) is not available, and (2) the other effects of the 
rupture (i.e., slight changes in pressures and levels on 
the primary and secondary sides) may be attributed to 
other causes. While the operators may use procedures 
to treat the symptoms of the event, the determination 
that the cause is a tube rupture may require logical 
reasoning based on an understanding of plant design 
and the possible combinations of failures that could 
result in the observed symptoms. 

Errors in rule-based decision-making result from 
selecting the wrong rule or applying a rule in the 
wrong way. Errors in knowledge-based decision- 
making result from mistakes in higher-level cognitive 
functions such as judgment, planning, and analysis. 
Errors in knowledge-based decision-making are more 
likely to occur in complex failure events where the 
symptoms do not resemble the typical case and thus are 
not amenable to preestablished rules. 

6. Plant personnel interactions, e.g.: Main control room 
personnel (e.g., operations and shif t  
turnover/wallcdown); control room personnel and other 
plant personnel (e.g., auxiliary operators); accident 
management from the Technical Support Center, 
emergency management (e.g., from the Emergency 
Operations Facility); and management, NRC, and other 
outside organizations. 

The scenarios should be realistic and take into account 
environmental conditions such as noise and distractions that 
could affect human performance in an actual nuclear power 
plant. For actions outside the control room, the 
performance impacts of potentially harsh environments 
(i.e., high radiation) that require additional time should be 
realistically simulated (Le., time to don protective clothing 
and 8ccess hot or contaminated areas). 

C. Representing Integrated System Performance 

The safety of integrated system performance is 
multidimensional and, therefore, many different variables 
can be selected to measure it. Those selected measures 
should be representative of performance characteristics 
important to safety. While the inclusion of high-level 
variables such as safety parameter quantification is an 
obvious aspect of integrated system perfchance that must 
be measured, such parameters are not likely to be sensitive 
enough to be the sole indicators. 

Kantowitz has stated that “The fundamental problem of 
measurement is deciding what to measure. Theory can 
help answer this question by telling us where to look in 
complex system environments” @. 1258).“ The 
importance of theory to guide the selection of performance 
measures is widely rec~gnized.’~ The operator’s role in an 
NPP is that of a supervisory controller, i.e, plant 
performance is the result of a complex interaction of human 
and automatic control which can interact to produce large 
variability in overall plant behavior (see Figure 1). 
Consideration of performance from this perspective can 
help determine what is important to the performance of 
personnel and the plant. 
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Figure 1. Supervisory Control Model of 
Complex System Performance 

The operator’s impact on plant safety is mediated by a 
causal chain from the operator’s physiological and cognitive 
procsses, to operator task performance, and ultimately to 
plant performance through the operator’s control of the 
plant’s HSI. Personnel perform tasks in support of their 
role in plant operations. Personnel perform two types of 
tasks. Primary tasks are those involved in performing the 
functional role of the operator to supervise the system, i.e., 



process monitoring, decision-making, control. Secondary 
tasks are those the operator must perform when interfacing 
with the system, but which are not directed to the primary 
task, e.g., navigating through and paging displays, 
searching for data, choosing between multiple ways of 
accomplishing the same task, and making decisions 
regarding how to configure the interface. 

To adequately perform their tasks personnel need to 
have a reasonably accurate assessment of the plant 
conditions. How a supervisory controller oversees the 
process, makes decisions, and takes actions is largely tied 
to cognitive processes involved in developing and 
maintaining situation awareness. To maintain good 
situation awareness operators should perform within 
moderate workload levels. When the cognitive processes 
needed to develop situation awareness and manage 
workload are challenged, poor task performance may 
result, errors become more likely, and system performance 
may be compromised. Integrated system validation should 
be capable of identifying such effects which only become 
apparent when personnel tasks are performed in the full 
context of the integrated system. 

Performance measures should be designed to reflect 
these determinants of system performance in addition to 
measures of total system performance. Such a 
comprehensive performance measurement approach will 
help assure safety margins since failures at any level, e.g., 
poor situation awareness, can be problematic. 

The performance measures should include: 

System measures relevant to plant safety (e.g. , critical 
safety function margin and technical specification 
violations) 

Personnel primary task performance (e.g., task times) 

Secondary task performance (e.g.,information display- 
space navigation) 

Situation awareness (e.g., proper assessment of plant 
States) 

Workload (e.g. , subjective workload ratings) 

Personnel communications and coordination (e.g., 
information sharing, coordinated control actions) 

Personnel errors (e.g., intention errors related to 
assessment of plant condition; execution errors related 
to use of the HSI) 

Once validation performance measures are selected, 
performance criteria must be established. Performance 
criteria are the standards against which the observed 
integrated system performance is compared to judge its 
acceptability. For example, criteria for personnel primary 
task performance, such as personnel response time, could 
be determined from the plant response time for specific 
scenarios. 

III. GENERALIZATION OF RESULTS 
- 
F 

The generalization of validation tests to actual 
performance is supported when: 

1. The integrated system is concluded to be representative 
of the actual system in all aspects that are important to 
integrated system performance. The process model 
and HSI are complete and of high-fidelity. Personnel 
characteristics were adequately sampled, and therefore, 
human variability was adequately represented. 

2. The sampling of operational events included all 
dimensions relevant to integrated system performance. 

3. Measures of integrated system performance and their 
associated criteria reflect good measurement practices 
and are concluded to be representative of important 
aspects of performance. 

4. The results indicate acceptable performance across 
multiple performance measures. 

When these conditions are satisfied, a basis for 
inferring actual system performance is established and the 
design is considered validated. 

There are limitations to the generalization process due 
to several factors. It is possible that not all potentially 
important factors were identified or that an important 
interaction between system components was overlooked. 
There may also be implementation differences in the 
construction of the actual plant, the training of operators, 
etc. which make the implemented design different from the 
definition of the integrated system that was validated. In 
addition, integrated system validation will not typically 
include considerations or influences of organizational 
factors, such as safety culture and administrative procsdure 
philosophy, which are important to the safe operation of the 
plant. Therefore, the prediction of actual system 
performance and the decisions made as to the acceptability 
of the final design are probabilistic; i.e., with a degree of 
error. 
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While limitations to integrated system validation are 
recognized, it is important to emphasize importance of 
methodological considerations such as those discussed 
above to establishing a defensible inference from test to 
predicted real-world performance. 
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