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1 INTRODUCTION 

Pacific Northwest Laboratory (PNL) is working with various 
government agencies to develop and implement environmental risk 
management programs, One such program is being developed for the 
U.S.  Department of Energy's Western Area Power Administration 
(Western). In this paper, we describe the risk framework and 
assessment tools being developed by Western and PNL to help 
Western's management staff make effective and defensible 
decisions on issues that involve environmental risk. 

2 BACKGROUND 

Western annually markets and transmits nearly 10,500 megawatts of 
hydropower from more than 5 0  power plants operated by the U.S. 
Bureau of Reclamation, the U.S. Army Corps of Engineers, and the 
International Boundary and Water Commission. Western's service 
area covers 3.38 million square kilometers in 15 central and 
western states (Figure 1). Headquartered in Golden, Colorado, 
Western has Area Offices in Billings, Montana; Loveland, 
Colorado; Phoenix, Arizona; Sacramento, California; and Salt Lake 
City, Utah to provide service over its huge operating area. 
Western views environmental protection and compliance as a top 
priority as it manages the construction, operation, and 
maintenance of its vast network of transmission lines, 
substations, and other facilities. 

Western's environmental risk program consists of three main 
components: risk communication, risk assessment, and risk 
management, Risk communication is defined as an exchange of 
information on the potential for threats to human health, public 
safety, and the environment. External risk communication 
provides a mechanism for public involvement; internal risk 
communication allows for the participation in the risk assessment 
and management process by diverse groups within Western's 

a Pacific Northwest Laboratory is operated by Battelle 
Memorial Institute for the U . S .  Department of Energy under 
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organization. The objective of risk assessment is to 
characterize, evaluate, and rank both the relative magnitude of 
the risks associated with specific environmental issues that are 
facing Western and Western's ability to manage these risks. The 
evaluation and ranking is based on the best available scientific 
information and judgment and serves as input to the risk 
management process. R i s k  management takes risk information and 
combines it with relevant non-risk factors (e.g., legal mandates, 
public opinion, costs) to generate risk management options. 

To assist in risk assessment and risk management, two assessment 
tools were developed for use by Western: the "Qualitative Issue 
Characterization" (Qu1C)and the "Semi-Quantitative Evaluation" 
(SEQUEL). The QuIC approach is used to gather and structure the 
basic information needed to make decisions about environmental 
issues. The SEQUEL approach, based on a risk assessment method 
developed by The British Columbia Hydro and Power Authority, uses 
this information to evaluate and rank environmental risk issues 
and also to evaluate Western's ability to manage that risk. 
SEQUEL evaluates environmental risk based on an issue's potential 
human health and ecosystem impacts, regulatory impacts, business 
impacts, and public perception impacts. The ability to manage 
risk is based on the organization's environmental policies, human 
and financial resources, and its performance in the area of 
policy implementation. By comparing the risk score for an 
environmental issue with the score gauging Western's ability to 
manage risk, Western is able to identify imbalances and work 
toward correcting deficiencies in their risk management program. 
Similarly, a comparison of different risk issues can be used to 
more efficiently allocate environmental management resources. In 
addition to QuIC and SEQUEL, the Western risk program allows for 
the use of decision analysis techniques to address difficult 
issues in a more comprehensive manner. 

It is understood that an effective environmental risk program 
requires not only risk assessment and risk management components, 
but also a risk communication component. 
communication at Western requires interdisciplinary and 
cooperative participation between divisions within Western. This 
includes interactions between different groups at Headquarters, 
between different groups in the Area Offices, and between the 
Area Offices and Headquarters, The requirements of the QuIC 
process help to formalize procedures for internal risk 
communication, while providing summary information for 
communication with the public. 

Effective risk 

When fully implemented, Western's new environmental risk program 
should help effectively prioritize environmental management 
activities, decrease overall risks, improve internal and external 
risk communication, and improve Western's ability to manage risk. 
The methodology and tools embodied in the program should have 
application to other power-marketing agencies, electric 
utilities, and industries that need to address complex and 
diverse environmental issues. 
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I 3 IMPLEMENTATION OF THE ENVIRONMENTAL RISK PROGRAM 
I 

Implementation of the environmental risk program is achieved 
through a six step process (see Figure 2). 

0 Identify significant environmental issues. 
0 Characterize issues qualitatively (QuIC process). 
0 Characterize issues semi-quantitatively (SEQUEL process). 
0 

0 Make decisions/take actions. 
0 Monitor progress and reassess issues. 

Employ a decision analysis tool. 

As the flow diagram illustrates, the QuIC process is the initial 
risk assessment technique that can be applied to every 
environmental issue. In some cases, the information gathered 
during this process can be sufficient to formulate action items 
and achieve issue resolution. However, because of the large 
number and variety of issues that may face environmental 
managers, a numerical ranking of the potential risks and 
Western's ability to manage risk is often useful in making risk 
management decisions. The SEQUEL process is designed to provide 
this kind of guidance. After issues are prioritized, selected 
risk issues may require more guidance to facilitate or justify 
decision making. The decision analysis process can then be used 
to determine the optimal course of action for a specific issue. 
The results of the QuIC and SEQUEL assessments are designed to 
support many of the risk information needs in the decision 
analysis process. 

4 FRAMEWORK FOR THE ENVIRONMENTAL RISK PROGRAM 

The design of the program embodies two separate but related 
components: a framework for Western's Headquarters (HQ) staff and 
a framework for Western's Area Offices. To illustrate the 
framework, we focus on how the program functions at the Western 
HQ level. 

In addition to providing key roles for Western's Environmental 
staff, the risk framework requires the participation of staff 
members from other divisions, including General Council; Budget, 
Analysis, and Compliance; Public Affairs; Substation Design; 
Power System Maintenance; Lands; Security Affairs; Safety; and 
Construction. By involving non-environmental groups in a 
multidisciplinary risk assessment effort, Western can address 
environmental issues in a manner that considers the human health, 
ecosystem, regulatory, business, and public perception impacts of 
these issues. Implementing the risk program framework will 
initially require considerable effort, but the level of effort 
needed to maintain this program will drop after set-up activities 
are completed. 



Iden-ifv Sianificant Environmental Issues Facins Western 

The first step in implementing the risk management program is to 
identify Western's significant environmental risk issues. This 
step will be conducted by HQ Environmental staff in consultation 
with the Area Offices and the other divisions mentioned above. 
The other divisions provide valuable information to the process. 
For example, Public Affairs staff could provide information based 
directly on their experience working with stakeholders, or they 
might coordinate the involvement of stakeholder representatives 
from a variety of credible interest groups in the issue- 
identification process, 

It is likely that both broad-based issues and specific issues 
will be identified. The broad-based issues can be subdivided 
into more specific and easily evaluated issues. Exhibit 1 
provides an example of a general issue and an example of some 
associated specific issues. 

Perform Qualitative Characterization of Issues 

The QuIC process can be used to record necessary information and 
gauge the relative importance of an environmental issue. A QuIC 
evaluation should be performed on each environmental issue. The 
environmental staff will need to conduct interviews with staff 
from other divisions to obtain preliminary information on the 
position of regulators, stakeholders, and other Western divisions 
in regards to the environmental issues; and to obtain estimates 
of potential human health, ecosystem, business, regulatory, and 
public perception impacts. 

In the QuIC approach, a short form is used to characterize each 
of the identified environmental issues that might impact 
Western's operations. The QuIC approach focuses on determining 
the Western personnel responsible for an issue; the current 
regulatory, stakeholder, and Western position on the issue; the 
potential human health and ecosystem, business, regulatory, and 
public perception impacts of the issue; and other information. 
Based on the QuIC evaluation of issues, those issues seen as 
requiring more attention and prioritization can be further 
analyzed in a semi-quantitative fashion. 

Perform Semi-Quantitative Characterization of Issues 

Using the information gained in the QuIC assessment, a semi- 
quantitative analysis can be performed to estimate the risk posed 
by an issue and Western's ability to manage that risk, The 
SEQUEL process is the tool proposed for use in the semi- 
quantitative analysis. When using SEQUEL, follow-up 
communication with technical experts from other Western 
departments or stakeholders may be needed to supplement 
information available from QuIC. 



In its semi-quantitative assessment of environmental risk, the 
SEQUEL approach focuses on four distinct categories of risk. 
These are: 

Human health and ecosystems impacts 

Regulatory impacts (risks posed by not complying with 
environmental regulations) 

Business implications (i.e., costs associated with reducing 
risks and costs resulting from a failure to prevent a risk 
from becoming an incident) 

Public perception implications (i.e., risks and costs 
associated with changes in Western's public image and the 
resulting impacts on Western ability to perform its 
function). 

In assessing scores for environmental risk in each category, both 
the probability and the severity of all potential risk events are 
estimated. The risk driver is the event or scenario that 
produces the highest product of probability and severity; this 
scenario is used to characterize the risk for that category. 
Probability is evaluated using a three-point ranking system, 
while severity involves a four-point scale. The criteria used to 
establish probability and severity scoring can be modified to 
reflect changing needs and scales of concerns for Western 
Headquarters and its Area Offices (Exhibit 2 provides an example 
of a severity scoring scale for the regulatory category). 

The final scoring of the environmental risk for an issue is based 
on the sum over all categories of the product of the probability 
and severity scores. With a score range of 1 to 3 for each 
category's probability, 1 to 4 for each category's severity, and 
four categories, the final risk score can range from 4 to 4 8 .  

The SEQUEL approach grades Western's ability to manage risk in 
three categories: Environmental Policy, Human Resources, and 
Policy Implementation. Exhibit 3 provides an example of the 
types of measurement criteria used for environmental policy. 

A four-point scoring scale is used to evaluate performance in 
each of the three categories. After a score has been assigned to 
denote the status in each of the categories, the individual 
scores are multiDlied to determine the overall score for 
Western's ability to manage risk. The minimum score for 
evaluating Western's ability to manage risk can range from 3 to 
6 4 .  

After issues are scored, the SEQUEL risk evaluation matrix 
(Figure 3 )  allows Western to examine the relationship between the 
scores for environmental risk and its ability to manage risk. 
The matrix also allows different risk issues to be evaluated 
against each other, both in terms of their overall environmental 



risk and the organization's ability to manage particular risks 
(Figure 4 ) .  This allows priorities to be set for dealing with 
issues (including allocating funding for additional assessment, 
monitoring, and remediation activities). 

In SEQUEL, it is important that broad issues be ranked relative 
to other broad issues and that specific issues be ranked against 
other specific issues using a more appropriate set of scales. 
The scoring scheme used to assess a group of issues can be 
adjusted if the initial assessment cannot differentiate between 
the issues. 

Em~lov a Decision Analysis Tool 

After completing the first three risk assessment steps and 
evaluating the results, assessments are ready to be presented to 
a multidisciplinary HQ decision-making team. 
identify the most difficult environmental decisions facing 
Western and consider the use of decision analysis techniques to 
determine the optimal course of action. Because the application 
of decision analysis techniques should be directed by a *lneutralvl 
party and Western may not have an in-house expert on decision 
analysis, this should probably be a process facilitated by an 
outside expert. 

The team should 

The facilitated decision analysis process could focus on key high 
risk/low preparedness issues identified in the SEQUEL process as 
requiring aggressive action. The decision analysis approach 
would assess in more detail, document, and verify the need for 
aggressive actions. Using the example provided in Figure 4 ,  
Issues 6, 7 ,  and 8 would be candidates for decision analysis 
because they fall within our criteria for needing aggressive 
action. Issues 3 and 4 could also be assessed, depending on time 
and budget constraints, because of their relative proximity to 
the aggressive action section of the figure. Although Issue 10 
has the highest risk, Western is already demonstrating its 
ability to effectively manage this risk issue and additional 
study using decision analysis might not be needed. 

Another application for decision analysis involves using this 
approach to choose between a number of alternatives for dealing 
with an environmental issue once the decision has been made to 
address that issue. In this case, the decision to use decision 
analysis is not  based on the balance between environmental risk 
and Western's ability to manage the risk, but on the cost- 
effectiveness of using decision analysis to decide between 
expensive alternatives. 

Makins Decisions 

Results of the QuIC, SEQUEL, and decision analysis process are 
available for use in the Western's decision-making and resource 
allocation process. In the final decision-making process, 
environmental risk assessment results will be considered along 



with other factors (e.g., budget constraints, political 
considerations, stakeholder concerns). As part of this process, 
a detailed action plan should be prepared for dealing with each 
issue and establishing Western's priorities. This will allow 
internal and external stakeholders to understand the direction 
Western is taking in dealing with environmental issues. The 
implementation at Headquarters of the risk management framework 
establishes Western-wide environmental priorities. 
individual Area Offices a more locally focused risk assessment 
process may be needed to characterize and prioritize the Area's 
environmental issues. In some cases, there may be issues that 
are specific just to one Area Office, or there may be issues that 
are more or less important than if considered throughout 
Western's entire territory. Area Office environmental staff 
would perform assessments using information gathered from their 
own staff, other divisions within the Area Office, and HQ 
personnel. The same tools (QuIC, SEQUEL, and decision analysis) 
would be used at the Area Office level as in Western-wide 
assessments. Results gathered at each Area Office would be 
shared with the other Area Offices and HQ and used to refine 
assessments and prioritization. A final Area Office report on 
environmental issue prioritization and recommendations would be 
used for risk decision making and the subsequent allocation of 
resources. 

In the 

Monitorins Proqress and Reassessment of Environmental Issues 

After the completion of the previous steps, periodic attention 
needs to be focused on the status of environmental issues. This 
would include reassessing risks on selected issues as measures 
are taken to address them. In addition, new issues will arise 
and old issues will need to be periodically reassessed because of 
changes in perceived risks and changes in Western's ability to 
manage risk. 

Both old issues and new issues should be characterized as part of 
a comprehensive annual or biennial reassessment of all 
environmental issues. This reassessment would include some 
participation by staff from other divisions and Area Office 
Environmental staff, although the level of work required should 
be significantly less than required by the first 
characterization. 

5 COMPUTERIZING QUIC AND SEQUEL 

During demonstrations of QuIC and SEQUEL, the usefulness of 
having these methods available as computerized tools became 
apparent to both the Western staff end-users and the PNL 
developers. Western management determined that computerization 
will significantly increase the usability and effectiveness of 
the risk program tools and decided to proceed with the 
computerization process. 
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Staff at PNL are currently computerizing the QuIC and SEQUEL 
analytical methods. The software programs are being designed and 
developed using the Asymetrics Multimedia Toolbook authoring 
system for Windows. Figure 5 is a screen capture from the 
prototype QuIC program. The file-folder format provides ease of 
use, the ability to jump directly to any particular file, and 
streamlining of characterization categories. The "layered1' or 
hypertext approach simplifies data entry and reduces user time 
requirements. Figure 6 is a screen capture from the prototype 
SEQUEL program illustrating the ability to show several important 
representations of information on-screen simultaneously. The user 
can alter an input variable and immediately see the results of 
this change. A macro or global command allows this function to 
expand to not just one, but a series of issues to provide 
information on the potential impacts of specific financial or 
institutional decisions. 

While intended for higher-end PC systems with high-resolution 
graphics display capabilities, the system will also provide a 
general foundation for users with less sophisticated equipment. 

The primary benefits of developing a computer program that 
integrates the QuIC and SEQUEL analytical tools are as follows: 

0 simplifies the process of recording, storing, displaying, 
transferring, and sharing QuIC and SEQUEL data 

e develops a direct link between QuIC and SEQUEL that will 
allow SEQUEL to automatically access and utilize 
information gathered in QuIC 

0 speeds up the process by automating calculations and 
eliminating the potential for math errors 

e produces standardized output products to report and 
document results 

0 includes a comprehensive on-line help system 

e can provide immediate sensitivity analysis (automatic 
recalculation) capability. "What if scenarios could be 
efficiently played out to identify sweeping moves that 
could significantly reduce or alter risk management 
priorities. 

6 CONCLUSIONS 

The new Western environmental risk management program provides a 
formal approach to environmental risk management that should 
improve decision making on environmental issues. 

The environmental risk program will initially require an 
investment of financial and staff resources. However, when fully 



implemented the program should achieve a net reduction in costs 
to Western, as environmental resource funding is allocated more 
efficiently and many issues can be dealt with or defused before 
they require much larger allocations of resources to satisfactor- 
ily address. This program also opens new avenues for 
interdepartmental communication and should assist Western staff 
members in taking multidisciplinary views of issues that cut 
across multiple areas of interest and expertise. 

When fully implemented, Western's new environmental risk program 
should help effectively prioritize environmental management 
activities, decrease overall risks, improve internal and external 
risk communication, and improve Western's ability to manage risk. 
The methodologies and tools embodied in the program should have 
application to other power-marketing agencies, electric 
utilities, and industries needing to address complex and diverse 
environmental issues. 


