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ABSTRACT 
 
This paper provides a brief summary of the role that energy efficiency and renewable 
energy technologies can serve in strengthening our energy infrastructure.  These 
technologies are commercially available today and are already deployed in many 
thousands of applications. 
 
INTRODUCTION 
 
The recent California energy crisis demonstrated the vulnerability of our energy delivery 
system to weather, aging infrastructure, and human error.  Reduced hydroelectric 
capacity from the Northwest, an explosion in a natural gas pipeline in Texas, a high 
demand for natural gas for power generation, a colder than average winter, and poor 
planning all combined to create an energy shortage that drove the wholesale price of 
natural gas to as high as $25 per Mbtu [1].  The wholesale price of electricity also rose 
dramatically [2].  The inevitable result of this situation was an increasing frequency of 
power alerts and rolling blackouts. 
 
The attacks of September 11, 2001, took more than 3000 lives and destroyed numerous 
buildings.  The power availability in Manhattan was also temporarily affected, which 
further emphasizes that our energy infrastructure is extremely vulnerable to acts of 
terrorism. 
 
OUR VULNERABLE ENERGY INFRASTRUCTURE 
 
The vulnerability of our energy infrastructure derives not only from its reliance on 
imported fuels, but also, on a complex, interrelated delivery system that can be easily 
interrupted.  The majority of our fuels are produced domestically.  However, in 2001, the 
United States satisfied about 15% of its natural gas, 55% of its oil, and 1% of its 
electrical demand through imports [3]. 
 
Our dependence on imported fuels increases the length and vulnerability of our supply 
lines.  These lines are vulnerable to political instabilities, trade disputes, and embargoes, 
as well as terrorism, aging structures, human error, and natural disasters.  Imports arrive 
by transmission lines and pipelines, and a fleet of 300 tankers that continually circle the 
globe.  The shipped oil is unloaded through terminals located primarily in coastal areas. 
 
The infrastructure within the boundaries of the United States is also large.  A recent 
estimate includes more than 158,000 miles of main electric transmission lines, 5,000 
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power plants totaling some 800,000 megawatts of capacity, 2 million miles of oil 
pipelines, 1.3 million miles of natural gas pipelines, 2,000 petroleum terminals, 1,000 gas 
and oil wells, 150 oil refineries, two liquefied natural gas unloading facilities, and an 
extensive rail system.  A more comprehensive description of the nation’s energy 
infrastructure is available in a report from the National Energy Policy Development 
Group [4]. 
 
U.S. energy usage is expected to continue to rise during the first quarter of this century, 
and with this rise of energy usage will come a rise in imports of natural gas and 
petroleum.  Our dependency on gaseous or liquefied natural gas is expected to increase 
by about 49% by 2025.  Imports are also expected to account for 65% to 70% of our 
petroleum supply by 2025 [5].  The capacity of the U.S. energy delivery system will need 
to increase to handle the additional load. 
 
INCREASING THE ROBUSTNESS OF OUR DOMESTIC ENERGY 
INFRASTRUCTURE 
 
Many strategies exist to mitigate the effects of disruptions on the current infrastructure, or 
to even reduce or eliminate threats altogether.  Physical security can be tightened 
substantially with existing technology.  Although it is impractical to provide 100% 
protection for our entire infrastructure, we can certainly substantially improve security for 
critical elements. 
 
Reducing stress on the infrastructure will also increase robustness.  Important strategies 
include the following:  reducing reliance on imported fuels, increasing domestic fuel 
production, maximizing the use of energy efficiency, enhancing maintenance practices to 
combat aging, adopting codes and standards to minimize the effects of natural disasters, 
and shifting to an adaptive, resilient distributed generation system. 
 
ENERGY EFFICIENCY AND RENEWABLE ENERGY TECHNOLOGIES — 
WELL-KEPT SECRETS 
 
Energy efficiency and renewable energy technologies both contribute to building a more 
robust energy infrastructure.  Widespread adoption of well-proven energy efficiency 
techniques and equipment could cut our need for imported fuels significantly.  Energy 
use in buildings can often be decreased 33% to 50% simply by the careful selection of 
off-the-shelf hardware. 
 
Renewable technologies—such as wind, solar, and biomass-based fuels—comprise a 
powerful, and often underestimated, option for making a significant contribution to 
America’s future utility and transportation needs.  Although achieving the full potential 
of these technologies is a long-term endeavor, these renewable energy sources form an 
important part of today’s arsenal for protecting our energy infrastructure. 
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But renewable technologies such as wind and solar-electric are ideal for preventing, 
mitigating, responding to, and recovering from disruptions.  Many thousands of solar- or 
wind-powered systems are currently in use throughout the United States (Figs. 1-3). 
 

 
 
Fig. 1.  Solar-electric and wind-powered sensors provide security and monitor the 
performance of natural gas wells and pipelines around the world.  (credit: NREL) 
 
 

 
 
Fig. 2.  Solar-electric and wind systems provide power for thousands of 
communication sites across the United States.  (credit: NREL) 
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Fig. 3.  Alternative transportation fuels derived from corn, soybeans, and other 
U.S.-grown agricultural products can potentially reduce our dependence on 
imported oil.  (credit: NREL) 
 
These systems are capable of providing power for all types of security and SCADA 
(supervisory control and data acquisition) functions, as well as for monitoring and 
detection, backup power, and emergency lighting.  A full discussion of both the near- and 
long-term potential of energy efficiency and renewable energy technologies is available 
in the Tenth Annual Report of the U.S. Department of Energy’s State Energy Advisory 
Board [6]. 
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