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1.0 INTRODUCTION 

1.1 PURPOSE 

This Software Configuration Management Plan (SCMP) provides the instructions for change control 
of the Portable 500 CFM Exhauster Skids Programmable Logic Controller (PLC) software 
configuration (also referred to within this document as the Exhauster Skid system software). This 
SCMP covers the following saltwell exhauster units: POR04, POR05, and POR06. 

1.2 SCOPE 

This plan applies to the Exhauster Skid system software configuration used by the current waste tank 
operations contractor. It consists primarily of the PLC ladder logic program. It does not include the 
Human Machine Interface software application. 

It does not apply to reports and data generated by the PLC software except where specifically 
identified. Control of information produced by the software once it has been exported is the 
responsibility of the controlling organization. 

Associated design basis documentation is found referenced in the System Description, HNF-3587, 
and reference to the P&ID set and other documentation. Changes to design basis documentation, via 
ECN ref 2, will require following this SCMP to evaluate impact to the exhauster skid hnctions. 

1.3 OVERVIEW 

The Exhauster Skids will be used to provide ventilation to the single shell waste storage tanks if 
during saltwell pumping activities the flammable gas levels exceed 25% of the LFL. The skids are 
self-contained ventilation systems that can be deployed at any of the waste storage tanks with a 
compatible riser. The exhauster system applies a vacuum and draws air and vapor from the tank dome 
space, which is then routed through the filter system installed on the skid and then vented to the 
atmosphere. The skids include the Generic Effluent Monitoring System (GEMS) to monitor radiation 
levels of the exhausted air. Primary control will be performed by an on-board PLC and a remote 
Human Machine Interface (HMI) program maintained by the salt well pumping organization. 

There are three Portable 500 CFM Exhauster Skids referred to as Exhausters POR04, POROS, 
POR06 

For more information regarding this system, please refer to the Portable 500 CFM Exhauster Skid 
System Description document, “F-3587, Ref. 3 .  
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1.4 DEFINITIONS 

Production: Pertaining to the status of a given system following acceptance by the customer. 

Software Change Request and Problem Report (SCRPR): A document which identifies a proposed 
change to or suspected problem with the Exhauster Skid PLC software. An SCRPR may identifv 
a new function, modify an existing hnction or report suspected problems of the software. 

Software Configuration Management (SCM): A set of management disciplines within the context 
of the software engineering process that applies technical and administrative direction and 
surveillance. It identities and documents the functional and physical characteristics of a product, 
controls changes to those characteristics, and it records and reports the change processing and 
implementation. 

2.0 MANAGEMENT 

2.1 ORGANIZATION 

Lockheed Martin Hanford Companv (LMHC)--shall be designated as system owner, operator and 
maintenance authority. LHMC will maintain full control over software development and final testing. 

Fluor Daniel Northwest (FDNW)--shall be designated Exhauster Skid PLC Program developer. Once 
the Exhauster Skid is completed, the software will be transferred to the system owner. 
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2.2 RFSPONSIBILITIES 

I 

Design Authority 

Sofhvarc Administrator 

Lead Engineer (LE) 

Change Control Board 

Sofiware Devcloper 
I 
I 

Sofhvarc Custodian 

I 

Sohvare Engincer(s) 

LMHC J. Kriskovich 
(LHMC) 

FDNWLMHC S. Romcro 
(FDNW) 

FDNWII.MHC 11 S. Romcro 
(FDNW- 
QTWATP) 

1. Kriskovich 

C. Ghormley 
(FDNW) 

FDNW 

FDNW 

Any Organization- 11 AnyoneIn 
Development\Operation 11 Organization 

nay be chanced via letter or cc:Mail. sianed bv the o r m  

"-3962 
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Cog. Ensinecr 

J. Kriskovich 
(LI-IMC) 
Design Authorit) 

T.Kaiser (LMHC) 
Cog. Engineer 

T.Kaiser (LMHC) 
Cog. Enginecr 

J. Kriskovich 
( L M C )  

T. Kaiser 
LMHC Cog Engr 

T.Kaiser (LMIK) 
Cog. Engineer 

T.Kaiser (LMHC) 
Cog. Engineer 

Anyone In 
Organization 

Kespossibilitin relative to this plan. 

0 Assigns Dc~igil Aurlioril! (Cognianl Fnginccrj, u ho is CCD member 
0 Assigns the Sofhvarc Administrator(s) 
0 CCB Chair 
0 Represents Owner(s) In Approvals 
0 
0 

Approve test results of changes bcforc placing in operation. 
Screen S C W R  for appropriateness before fonvarding to Lead Engineer for 
analvsis and estimating. 

0 Control authorized users, privilege lcvcl~ and passwords. 
0 Overall Responsibility For SCMP 
0 Assigns Lead EngineerDesign Agent(s) 
0 Assigns Sofhvare Custodian 
0 Design Agent of record. 
0 

0 

0 

0 

Evaluate and implement changes resulting from S C W R .  
Evaluate S C W R  for impact on cost, schedule, & delivcrables. 
Maintain SCR/PR and S C W R  log (log is papcr-based and contained in a 
binder). 

Maintain a libran of all associated correspondence, personnel assignmcnts, 
documcntation, deliuerables, reports, logs, soh\,are, etc., in their most up-to-date 
yersion. 

Acceptlprioritize work proposed by SCRPR. 
Appro\te or disapprove completed testing results from SCRPR implementation 

0 

0 

0 Provides development 

0 

0 

0 

0 

0 

Ensure backup and recovery of application and sofh\;are 
Ensure proper labeling and storage of backup media. 
Ensure correct sofhvare is installed for production use. 
Ensures problem reports are distributed to users. 
Do the work identified in SCRPR and conduct tests. 

0 
0 

0 Obtain indepcndent review 
0 
0 

Ensurc adequate tests are performed. 
Document test results and include with change request, or indicate supporting 
document number if applicable. 

Identify and report problems on a SCR form. 
Submit changes on a SCR forin. 

Report problems and 
submit change requests 

(1) The appointed individi , - . -  " :ional manager. Memorandum to be maintained in the project file. Modification to this SCM not requircd. 
I 
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( 

2.3 INTERFACE CONTROL 

The saltwell pumping HMI is linked to the Exhauster Skid PLC and communicates a shutdown signal 
to the PLC in case of a critical alarm from some other part of the process. A critical alarm or 
condition at a different point in the waste transfer system can trigger the HMI to generate a signal to 
shut down the exhauster activity. Other than this, there is no control of the Exhauster Skid PLC 
system allowed to the HMI (unless approved and implemented per this SCMP). 

There is also monitoring of Exhauster Skid PLC data by the saltwell pumping HMI, via the same link. 
Therefore any changes to the Input/Output map of the exhauster skid PLC must be communicated 

to the organization and individuals responsible for maintaining the saltwell pumping HMI and must 
be approved and implemented per this SCMP. 

2.4 IMPLEMENTATION 

This SCMP becomes effective whenever a problem or change request is identified. Overall 
responsibility for the SCM activity rests with the Software Administrator described in Section 2.2. 
Version change control of PLC source code and executables becomes effective when released for 
testing for major revisions, and released for production on minor revisions. 

'! 
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2.5 POLICIES AND PROCEDURES 

Configuration management of the Exhauster Skid PLC items will be in accordance with HNF-PRO- 
2778. IRM Application Software Sys Life Cycle Standards, particularly with regard to Software 
Control, Change Request And Problem Reports, and Document Approvals. 

3.0 SOFTWARE CONFIGURATION MANAGEMENT ACTIVITIES 

Configuration Management will be applied to the Exhauster Skid PLC system software per the 
requirements established and steps provided herein. 

3.1 CONFIGURATION IDENTIFICATION 

3.1.1 Application Software 

Design basis documentation which sets the foundation for the configuration of the Exhauster Skid 
PLC is found in the P&ID set and in the System Description, HNF-3587, and associated references. 

At the skid, messages, alarms, and information for the operator are shown on two Allen-Bradley 
Message View display terminals mounted in a cabinet above the PLC panel. The first (upper) display 
shows the current alarm status by automatically scrolling through all active alarms and some system 
status information, including stack flow rate, stack total flow, record sample flow rate, record sample 
total flow, and CAM flow rate. The second (lower) display shows unacknowledged alarms. 
Acknowledgement functions are also performed via the Message View display terminals. The 
Message View terminals are connected to the PLC on an Allen-Bradley remote I/O network. 

The remote HMI software is Wonderware. Configuration control of this HMI system is outside the 
scope of this document, except for the definition of the PLC control signal interface and the mapping 
of Input/Output signals to this remote HMI. 

Each production PLC software release shall be a grouping of the code and executable software 
products, and any modifications to vendor software ( e g ,  configurations, etc.). The release is 
assigned a unique release number by the Exhauster Skid developer. A designator will also be used 
to designate the Exhauster Skid phase (ATP for acceptance testing, OTP for operational testing, or 
SYS for an operational system). The software release number is of the form R.r as described in 
HhF-PRO-2778. IRM ADDiication Software Svs Life Cycle Standards. Please refer to the sample 
form in the “Release Cover Sheet and Revision Record, Appendix B. The release form shall also 
note operating system and development tool revision numbers in Section 7 of this same form. 

1 

3.1.2 Software Products 

Each software product (e.g., the application software development packages, the operating system 
software, the network communications software, etc.) is assigned a unique product name and release 
version number by the appropriate vendor and will be used as identification as much as practical on 
the software release documentation. 

Wonderware i s  a trademark of Wonderware Software Development Corp. 
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3.1.3 Computer Hardware 

Computer hardware configuration control, such as installed field PLCs is controlled by normal 
Hanford administrative procedures (e.g., H-2, H-14 drawing system via Engineering Data 
Transmittals (EDT) and Engineering Change Notices (ECN)), Ref. 2. Configuration control of 
hardware is required by the Exhauster Skid SCMP, only for the cases of 1) identification of the 
minimum equipment necessary for operation and 2) evaluation of Exhauster Skid, local and remote 
HMI and/or PLC impact, caused by field hardware changes that are part of the design basis 
documentation set--via an SCRIPR. 

3.1.4 Documentation 

Each Exhauster Skid document is assigned a unique name, number, and revision in accordance with 
the HNF documentation procedures and are documented in the "Release Cover Sheet and Revision 
Record". See Appendix B, Section 6 for a sample listing. 

Exhauster Skid S C W R  forms shall be kept in local project files in log form by the Lead Engineer. 
When a Release of the Exhauster Skid system occurs, the Lead Engineer will establish either 1) a file 
with the information related to that release or 2) will produce an HNF document to formally 
document the Release sheet and associated S C W R s .  

3.1.5 Application Reports 

Control of application reports generated by the Exhauster Skid is not provided under this SCMP, and 
is the responsibility of the software user organizations. 

3.1.6 Removable Media Labels 

Removable media shall be labeled consistent with the information contained in the HM;'-PRO-2778, 
IRM Application Software Svs Life Cycle Standards. Software Control. 

The removable media will record the following information on the label: 

0 

0 Software identification 
0 

0 

0 

0 Recording date and time. 

Media identifier (i.e., disc number) 

Software revision identification ("RX..Y", "X" = major and "Y" = minor software changes, 
e.g. 1.0) 
Software or data name or description 
Responsible organization and software custodian's name 
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3.1.7 Directory Nomenclature 

Original or backup source and executable software placed on media containing multiple 
versions/revisions shall be segregated using the available directory/ subdirectory structure. 

A major directory shall be provided for the software product, labeled with the product mnemonic, 
Subdirectories shall be provided for each major revision. Each minor revision shall be contained in 
a separate sub-subdirectory, uniquely identified with the appropriate revision number. The 
subdirectory name shall contain the major and minor revision number, separated by a period. For 
example: 

E:\500ES\RI\Rl .O 

E:\ 500ES\RI\Rl. 1 

Would contain all source and executables for the initial product release. 

Would contain the source and executables for the first minor release. 

E:\ 500ES\R4\R4.3 Would contain the source and executables for the third minor release 
of the fourth major product release. 
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Exhauster System Software Cotfiguration Managsnent Plan I-INF-3962 
Rev 0 Page 10 

3.2 CONFIGURATION CONTROL 

SCRRR approvals are recorded and submitted using the SCFUPR form. See Appendix A for an 
example of the form. 

cc:Mail approvals for processing SCR/PRs may be substituted for handwritten approvals. When 
cc:Mail approvals are used a copy of the cc:Mail approval must be attached to the SCFUPR. 

Telephone approvals for processing SCWPRs may be used, but subsequently, must be documented 
on the SCFUPR form or with a cc:Mail approval. 

3.2.1 Routine Change 

Routine changes to the software will be processed as described in this section. Refer to section 3.2.2 
for emergency hardware changes. 

Organizations 

Design Authot-ity (01 

delegate) 

_.___. 
Cog Engineer 

software 

Ensure tliat evaliiation is perfornied of design basis documentation changes (via 
an S C W R  and attached ECN) for potential changes to the Exhauster Skid. 

Fonvatd the S C W R  to a L)esign Authority or Design Agent (Lead Engineer) 
Include recommeiidations on how to proceed wlieii appropriate. 
Detemiine which SCM’Rs are appropriate and foiward to the Software 
Developer for analysis and hours estimate 

Evaluate wlicther the change is an emergency or routine S C W R .  
If routiiic, assign a S C W R  Number and enter i t  in the log. 
See exainple in  Appendix H. 

Analyze SCM’R and estiniatc hours and impact to complete and implement. 

Detemiine if SCM’R requires a major or minor revision 

Evaluates SCM’Rs with cliange control board nienibers and decides to accept, 
modi@, reject, or defer. 

Prioritize accepted S C W R s .  Fotward to Software Developer and 
Maintainer\Softwar~ Engineer(s) to do work. 

Plan with Software Engiiieer(s) how and to what extent changes to the software 
wil l  be tcsted and documented. 

Forwai-d appropriate problem reports to vendor if it is n problem in vendor’s 
prod11ct. . 
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- 

Responsilrle Person 

Software Engineer 

Cog Engineer 

Change Control Board 
Cog Engineer 

Software Custodian 

Ensurc that changes that cannot be tested in a tcst environment are conducted in 
a nianner that will not have adverse affect on the software production 
environment. 

Document test results and includc with change request, or indicate supporting 
document number if applicable. Obtain independent review. 

Evaluate the res1111s of the tests \villi Independent Reviewers (e.g., the Design 
Authority, etc.) to detemiine if the changes (individually and as a whole) are 
acceptable for a test\production release. 

Schedule implementation with the Software Administrator. 
Place source code and executable files for the release on floppy disks, labeled 
per 3. I .6. Alternatively, place source code and executable files on labeled 
release optical of CD-ROM disks in a directoly\ subdirectory identified per 
3. I .7. This copy sliall be treated as the master/original release copy. 

Place soitrce codc and executable files on the secure filesewer backup partition 
(<])assword>) in a directoiy\subdirectoly identified per 3. I .7. This copy shall 
be treated as the backup release copy. The partition password shall be 
controlled by the Custodian and shall be disclosed only to those with a need to 
know. 

Turn over media (e.g., tloppy or optical disks) to custodian 

Obtain close-out signatures. Update the Software Change Request and Problem 
Repoil intonnation for Exhalister Skid. 

Prepare documentation. secure approvals and place in project file. 

Verifies signatures on docomcntation. 

Verifics removable media are properly labeled 

Stores removable media in  a media storage cabinet designated by the Software 
Custodian. 

Verifies backup exists i n  a properly identified subdirectory on the backup 
pailition 

Veri@ that the S C W R  closeout is distributed to tlie initiator, and others as 

February 4, 1999 



Exhauster System Software Coilfguration Managcmcnt Plan “1-3962 
Rev 0 Page 12 

3.2.2 Emergency Changes 

Emergency changes may be initiated to correct software problems that are interfering with the 
software operation. 

Rcspunsible Pcrsun 

Anyone In  Exhauster Skid 
Organizations 

Software Administrator or 
Cog Engineer or Sonware 
Engineer 

- 

Dcscriptiun vf Actiun 
~- - 

Submit a phone request or cc:Mail to Cog Engineer, Software Engineer, or 
Managcr identifying prohleni. 

Evaluate whether tlie change is an emergency or routine SCWR.  
mote:  definition of an “emergency” is up to the discretion of Software 
Administrator or delegate) 
If emergcncy, theti cnsiire all actions and doctunentation described for a routine 
change are connpleted as soon as possible following an emergency change to 
the svstein softwai-e. 

3.3 CONFIGURATION STATUS ACCOUNTING 

The configuration status of all controlled items is shown on the Release Cover Sheet. In addition, 
the status of all SCRPRs and associated releases will be maintained and be available on the Exhauster 
Skid directory. 

3.4 AUDITS AND REVIEWS 

The Exhauster Skid and associated documentation, including software change control, will be 
available for audit during normal working hours. The Exhauster Skid Software Administrator should 
periodically audit the project file and change control documentation to ensure compliance. Other 
surveillance and audits are the responsibility of other outside organizations and are outside the scope 
of this plan. 

All changes and tests shall be reviewed (verified) by an independent technical person. For minor 
changes and releases, test results may be attached to the SCWPR. 

Should changes require major modifications or enhancements, the Cog Engineer, Software Engineer 
Design Authority will determine if a formal plan will be prepared. The formal plan will identify 
appropriate technical, V&V and QA reviews consistent with HNF procedures and commensurate with 
the complexity of the change. 
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3.5 ACCESS CONTROL 

Access control for operation of the Exhauster Skid PLC software is administrative. However, to 
make changes to the PLC code requires software other than what is available to the user through the 
local or remote HMI. Therefore, changes to the system will have to be made locally at the Exhauster 
Skid and this would require administrative access control. 

3.6 BACKUP AND RECOVERY 

Backup of the source code and executable files that constitute each product release is done by the 
software custodian onto the fileserver backup partition selected and documented by the Software 
Custodian--for example ‘‘\\LMHC\PROJE.CTS\SOOES\SCMP\“ (see section 3.2.1) at the time of 
release. The Software Custodian is responsible for verifying that the backup is in place and the 
appropriate files exist. 

Recovery shall be accomplished by rewriting the appropriate files from the master media onto the 
production fileserver or its replacement. This shall be accomplished by the Software Custodian or 
Cog Engineer\Software Engineer as needed. Should the master media be simultaneously corrupt, 
recovery shall be from the backup fileserver partition. 

4.0 TOOLS, TECHNIQUES AND METHODOLOGIES 

Tools and instructions for software administration and usage are contained in Ref 1 

All Exhauster Skid hardware and software modifications and enhancements will be completed and 
certified in a test environment where possible. These changes will be implemented into the 
production environment only after the Design Authority has reviewed and approved the test results 
and the Change Control Board has approved the implementation. Modifications and enhancements 
will be grouped logically into production releases. 

5.0 SUPPLIER CONTROL 

The software developer will ensure that new releases and installation of the vendor application and 
software product are tested prior to its being placed in production. Changes in vendor application 
andlor software product will be processed as a change request or problem report with the same 
approval requirements as a locally generated change. 

The Software Developer will maintain a software project file or binder of all software-related project 
documentation, correspondence, and project produced documents. Vendor provided materials and 
manuals will be maintained by the Software Custodian. This software project file or binder will 
maintain the most current version of all documents for the life of Exhauster Skid. 
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6.0 RECORDS COLLECTION AND RETENTION 

The Exhauster Skid software developer will process software development and maintenance records 
in accordance with HNF-PRO-2778. IRM Application Software Svs Life Cvcle Standards. Any items 
indicating "Forward to Records Management ..." will instead be sent to the cognizant manager. These 
records, include at a minimum the SCR/PR log book and SCR/PR form entries, and will be kept by 
the Cog Engineer in local project files. 

7.0 REFERENCES 

1) HNF INFORMATION RESOURCE MANAGEMENT PROCEDURES 

HNF-PRO-2778. IRM Application Software Sys Life Cvcle Standards 

2) HNF ENGMEERING PROGRAM 

HNF-PRO-244. Engineering Data Transmittal Requirements 
"F-PRO-440. Enqineering Document Change Control Reouirements 

3) System Design Description for Portable 500 CFM Exhauster Skids POR-04, POR-05 and 
POR-06, HNF-3587 
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7. Environment 
Hardware 

Opcr. Sothvarc(s) 

Laiigoage(s) 

Comm. Networks 
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Descriptio#, Rev 

APPENDIX B: EXHAUSTER SKID RELEASE COVER SHEET & REVISION RECORD 

RELEASE COVER SHEET & REVISION RECORD 
I .  Sofhvare ID (Name): Re": 
2. Release Type: [ J Initial Rclcase [ J Change 

3. Abstract 

4. Software Files (or attach directoly listing) 

5 .  Sothvare filcs record storage media and location 
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Instructions for the Release Covcr Sheet & Revision Rccord 

Fill out as indicated. See cxatnvle as follows: 

1. 

2. 

3. 

4. 

5. 

6 .  

7. 

8. 

9. 

Providc Sohvnrc Nainc and new revision nuinher. 

Check release type. 

Provide ai1 abstract dcscribing the product being relcascd. Indicate ifonly a portion of the softwarc is being modified. 

List all source and executable files that are being rcleascd, and where they reside. Attaching a directory listing is acceptable, 
ifit includes the full name of the file, creation datc and time (combinatiou is version idcntification). Date on all filcs may be 
set to rcleasc date, time may be set to indicate thc release vcrsion numbcr (c.g. 2.07a). 

Indicate source and executable file master type (floppy disk, optical, magnetic tape), inicdia scrial number and storagc location. 
This media will be hcld by thc s o h a r e  custodian. 

List the documentation components for the rclense. 

List the operatioiial eiiviroiiinent of the software. 

Check the reasoniliniits for the releasc. 

Providc approval signatures ns requircd by SCMP 

February 4, 1999 


