
Los Alamos National Laboratory, an affirmative action/equal opportunity employer, is operated by the University of California for the U.S. Department of
Energy under contract W-7405-ENG-36. By acceptance of this article, the publisher recognizes that the U.S. Government retains a nonexclusive, royalty-
free license to publish or reproduce the published form of this contribution, or to allow others to do so, for U.S. Government purposes. Los Alamos National
Laboratory requests that the publisher identify this article as work performed under the auspices of the U.S. Department of Energy. Los Alamos National Laboratory
strongly supports academic freedom and a researcher's right to publish; as an institution, however, the Laboratory does not endorse the
viewpoint of a publication or guarantee its technical correctness.

FORM 836 (10/96)

LA-UR-01-1060
Approved for public release;
distribution is unlimited.

Title:
Probabilistic Information Integration Technology

Author(s): Dr. Jane M. Booker
Dr. Mary A. Meyer
Dr. Sallie Keller-McNulty
Dr. Shane Reese
Dr. Alyson G. Wilson

Submitted to:

http://lib-www.lanl.gov/la-pubs/00367172.pdf



1

Probabilistic Information Integration Technology

Dr. Jane M. Booker
Dr. Mary A. Meyer

Dr. Sallie Keller-McNulty
Dr. Shane Reese

Dr. Alyson G. Wilson
Statistical Sciences Group, MS F600

Los Alamos National Laboratory
Los Alamos, NM 87545

INTRODUCTION

The Statistical Sciences Group at Los Alamos has successfully developed a structured,
probabilistic, quantitative approach for the evaluation of system performance based on multiple
information sources, called Information Integration Technology (IIT). The technology integrates
diverse types and sources of data and information (both quantitative and qualitative), and their
associated uncertainties, to develop distributions for performance metrics, such as reliability.
Applications include predicting complex system performance, where test data are lacking or
expensive to obtain, through the integration of expert judgment, historical data,
computer/simulation model predictions, and any relevant test/experimental data. The technology
is particularly well suited for tracking estimated system performance for systems under change
(e.g. development, aging), and can be used at any time during product development, including
concept and early design phases, prior to prototyping, testing, or production, and before costly
design decisions are made. Techniques from various disciplines (e.g., state-of-the-art expert
elicitation, statistical and reliability analysis, design engineering, physics modeling, and
knowledge management) are merged and modified to develop formal methods for the
data/information integration.

The power of this technology, known as PREDICT (Performance and Reliability Evaluation with
Diverse Information Combination and Tracking), won a 1999 R&D 100 Award (Meyer, Booker,
Bement, Kerscher, 1999). Specifically the PREDICT application is a formal, multidisciplinary
process for estimating the performance of a product when test data are sparse or nonexistent.
The acronym indicates the purpose of the methodology: to evaluate the performance or reliability
of a product/system by combining all available (often diverse) sources of information and then
tracking that performance as the product undergoes changes.

PREDICT won this �Nobel prize of technology� for two successful applications: The first, an
industrial application, demonstrates the use for the development automotive systems, from birth
to death. Accurate reliability estimates for potential products were calculated while they were
only engineering concepts. As the product undergoes changes during its development stage, or as
conditions change, or new information becomes available, the reliability estimates are updated
accordingly, providing a lifetime track record of the performance of the product or system.
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The second application is for performance assessment of the aging nuclear weapons package.
With test ban treaties, full-scale system tests are no longer possible. The nation�s nuclear
stockpile must be annually certified for safety and performance in the absence of this test data.
Our methodology is being used to combine all sources of data, computer code calculations,
experiments, historical information, and the vast knowledge of scientists and engineers to
provide quantitative estimates of performance with appropriate uncertainties attached.

The IIT/PREDICT approach is currently being applied to the HCF program, for a new program
sponsored by NASA.

FEATURES OF THE METHODOLOGY

IIT is not a piece of software; it is a methodology, a process, and a philosophy of approach.  This
philosophy and the methods are not limited to reliability applications, and can be used for
broader complex problems facing decision makers.  The tailored or customized methodology is
then owned by the application community. These owners can specify what aspects of the
methodology that they want to learn (through training) for their own tailored implementation.

Tools and methods are customized to fit the culture and application. Definitions, requirements
and issues unique to each application are adopted according to the ways that the different
communities think about performance. For example, some engineers might think in terms of
failures per million parts, while other would think of performance in terms of cycles per second.
To integrate the system, these measures must be mapped into a common performance metric
such as a failure rate.

The need for methods that combine all available sources of knowledge, data and information
often arises because some or all of the system may be difficult or expensive to do the required
testing for traditional statistical or performance analysis.  There may be portions of the system
where such tests are possible, but other portions may be more costly or prohibitive.  Another
example would be that test data is not so readily available for certain environments or conditions.
Often the system is undergoing some change (such as aging), and it is difficult to test for these
dynamics.  In all these cases, there exists knowledge and information about the system apart
from test data. A major source of this information resides in the expertise and experience of
those technical individuals who have worked on this and similar systems in the past.  Expert
knowledge/information is a key source of data (Booker, Meyer, 2000).  Formal methods for
eliciting and analyzing expert estimates can be found in (Meyer, Booker, 1991). All available
data and information can be combined, often after it is quantified.

Because information and expert knowledge may be in qualitative form, mathematical and expert
judgment based tools are needed to quantify that information.  In addition, it is necessary to
characterize the uncertainty of that information. Probability theory provides a convenient
mechanism for characterizing performance measure (such as reliability) uncertainties by using
distribution functions (e.g., probability distribution function, pdf, and cumulative distribution
function, cdf).  However, probability may not be so well suited for quantification.  Other logic
philosophies and paradigms such as fuzzy logic (Zadeh, 1965) and possibility theory (Dubrois,
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Prade, 1988) can be utilized for quantification and even for characterizing some kinds of
vagueness.  These are useful as long as they have theoretical links back into probability theory,
which is the basis for the uncertainty distributions and analyses of the other parts of the system.
Figure 1 illustrates various ways of handling uncertainties and the common link between fuzzy
and probability through likelihoods (Bement, Booker, Sellers, Singpurwalla, 2000).

The systems under study are usually complex in structure, containing multiple levels or
dimensions and possibly involving multiple performance metrics and multiple conditions or
environments. Performance issues can relate to more than simply viewing the system as a
conglomerate of parts.  Not so obvious are the activities or processes that are equally important
to the functioning of the system.  Such activities could include mechanics, assembly activities,
and quality control.  Understanding how all these issues relate to performance and how they
interact is an important aspect of the IIT/PREDICT methodology.

In addition, these systems are dynamic, changing with time or as new information becomes
available.  Mathematical combination and updating methods (such as Bayes Theorem) provide
mechanisms for adding new information or changes to the system.  These also provide a track
record for monitoring the system through changes, identifying what changes are beneficial to
performance and/or reduce uncertainty.  However, the engineers and program managers do not
have to wait for events to occur or new data to arrive in order to estimate their effects.  What-if
questions are asked and their effects are analyzed to see what difference certain actions could
have without taking the time and expense of implementing them.  This provides a valuable
decision tool for investing resources for such activities as planning a test or maintenance
program.

Keeping track of the system structure, the various sources of information, the methods of
combination, and the dynamics of the system can be accomplished using a GUI based knowledge
system. While such a system might be a simple repository for all the data, knowledge and
information, it can also be automated to perform analyses and track and display results. Either
way, the knowledge system provides a permanent record of the system under study and can be
used for subsequent systems.

The above constitute and outline for the various features of the methodology, contributing to its
successful applications.  For non-statisticians, the statistics involved are not scary or difficult and
are tailored to fit their culture or community of practice. For the engineer, IIT/PREDICT is a
practical, logical, and useful methodology as reflected by comments such as �This can actually
help me do my job.� For the decision maker or program manager, it is a planning method, for
determining the allocation of resources to improve performance and/or reduce uncertainty.

IMPLEMENTATION STEPS

A framework of steps for the implementation and use of these multidisciplinary tools and
methods is depicted in Figure 2.   It illustrates the cyclical nature of tracking a complex system
through its dynamic lifetime (whether in the loop from concept to in-use development, or in the
loop due to aging/maintenance in the field). Many of these steps involve more implicit use of
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expert knowledge, called expertise.  These include specifying the basic terms and issues of the
problem such as performance metrics, and deciding what sources of data/information are
relevant.  Again formal elicitation techniques and documentation of the reasons for these choices
are required.

The steps are outlined below in an implied sequence.  However as the figure indicates, there is a
cycle of activities corresponding to the dynamics of the system, and some of the steps are
implemented in parallel.

1) Define Requirements and Reliability/Performance Measures
   Reliability or performance can be measured in a number of different ways, cycles per
second, output per shift, maximum stress limits, pressure ranges of operation, operational
availability, reliability at 12 months, 10-9 probability of system failure, etc.  There may not be
a single definition of performance that fits all parts of the system or all the different
communities of practice (e.g., aerodynamics and materials).  How to convert from one
definition to another becomes important and is specified by the experts. Specifications must
be carefully defined in terms that the community of experts understands. As with the other
steps, these definitions can change as the system changes and as new information becomes
available.
   Also in this step, key experts (or advisors) are identified who are knowledgeable about their
community of practice / culture and provide an entree into their culture.

2) Structure the System�Create the Framework
   While no single step is the most important, this one is vital for the study to succeed.  It is
often neglected or over simplified, resulting in frustration by the experts and decision
makers, and confusion over how to combine the sources of data and information.  The
system�all its parts, pieces, processes, activities, failure mechanisms, workings,
environments, conditions, etc.�must be diagramed or structured according to all these
aspects affecting performance and in ways familiar to the community.  There are various
methods for establishing graphical representations of the system and its performance such as
traditional fault trees, event trees, failure modes and effects, and reliability block diagrams
for the failure modes, parts, components, subsystems, system.  However, structuring the
activities which can include manufacturing processes (e.g., assembly of parts), quality
control / assurance activities (e.g., inspections), and physical processes (e.g., mechanics,
chemistry) is not as obvious and traditional methods can be cumbersome. Alternatives
include process trees, Bayesian networks (Jensen, 1996), scratch nets, probability networks
and directed graphic techniques.
   This step also includes the formulation of mathematical models and functional relationships
that bind the parts and processes and levels of the system structure together.  For example, if
the system is in series, a Weibull model might be chosen to calculate the reliability for each
part/node and the product of those reliabilities would determine how to calculate the
performance within and between levels.  Figure 3 illustrates such a functional relationship for
calculating reliability.
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3) Gather and Elicit All Sources of Data and Information
   The above framework guides experts to identify sources of information that might be
applicable to �populate� the various parts and processes of the structure and relating to the
performance requirements. Potential sources would include: what is known about a similar
system (its parts, processes, environments, etc.), physical or engineering models in computer
codes (e.g., FEM methods for stresses), simulation code outputs, expert estimates and
judgments, and experimental or test data (some of which may only be partially relevant to the
current system).  Some portions of the system may have abundant test data, while others may
not be testable at all.  Information and data may be relevant at various levels of the system.
An important analysis issue arises due to this lack of uniformity of data/information
throughout the system.   How data enter in at one level must be propagated up and down the
structure to determine its effects on other levels.  Propagation up and down is especially
important because new information/data for updating can enter into the system at any time,
applicable to any level and part or process.
   At this step uncertainties for all the sources are characterized according to the discussion in
the previous section.   This step also includes a formal elicitation exercise where experts
provide their judgments (i.e., their estimates) in the absence of data and where experts
provide their expertise about what sources of information are relevant to use and how they
should be weighted or combined.
   The experts may also want to modify the system structure relative to discussions about the
relevant data and information.  If information is desired but cannot become available for a
given period of time, placeholders may be used.  Analysis results would then be conditional
on the availability of this missing information.

4) Documentation (Knowledge System)
   Documentation is an important step throughout the implementation of the methodology.  It
begins by documenting the definitions and performance requirements established in step 1
and ends with the last bit of information acquired about the system�s use at the end of its
lifetime. It is important to record the elicitation methods used, the experts� qualifications, and
how they arrived at their judgments (their sources of information, assumptions, caveats) for
traceability and for updating as new information becomes available. One of the
documentation techniques is to build an electronic repository, a knowledge system, which
allows the user to readily store, access, and trace expertise and expert judgments during all
phases of system�s lifetime. Implementation of this step involves expert elicitation,
documentation techniques, and software engineering.

5) Calculate Initial Performance (with Uncertainties Attached)
   The framework in step 2 provides a formal structure and models for the system.  The data
and information gathering activities in step 3 (which include elicitation of expert judgments)
provide initial performance estimates, uncertainty ranges, and reasons for these estimates.
This data and information (some of which may be qualitative) is then combined using
statistical methods to formulate an initial performance estimate, with uncertainties, of the
system. If the system is a new concept design, then most of the information will come from
the experts with little of no test data available.  If the system is one already developed and
fielded, then there is less emphasis on expert judgment and the data will dominate.  This
initial performance estimate will be in the form of an uncertainty distribution, such as a
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probability density function.  That distribution is documented and becomes the first snapshot
in time of the existing knowledge about the system.  Subsequent new information and
analyses will change this estimate, beginning the tracking and updating cycle. Performance
or reliability uncertainty distributions are calculated for all pieces and processes and
propagated through higher system levels using Monte Carlo simulation.
   The structure of the system and the relationships among its parts and processes will change
as new information becomes available or as what-if questions are asked.  If this is a concept
system, then design changes are usually the first questions raised.  The initial performance
analysis results indicate which parts/processes are driving the performance and which are the
large contributors to uncertainty.  Reducing uncertainty and/or improving performance are
the goals achieved by subsequent changes to the system, by obtaining new data/information,
and by asking what-if questions in the cycling step (step 6) below.
   The following is a short example of the reliability of a system for illustrating how an initial
performance calculation can be made.  For more details, see Booker, Bement, Meyer and
Kerscher (2001). Here the system is structured as an in-series system of parts and processes
at various levels (Figure 3). The reliability is defined as the product of the reliabilities within
that level and the system level reliability is the product of all the reliabilities of the parts (Rd)
and processes (Rp):
                                                                 nd                             np

R (t, θ) = Π  Rd (t, θj) · Π Rp (t, θ k
 *)

                                                                              j=1                    k=1
for nd parts and np processes, where R(t, θj) and R(t, θ k

 *) are a specific reliability model
chosen by the experts, such as the two-parameter Weibull reliability function:

Rd (t, λ j , β j) = exp(-( λ j t ) βj) and
Rp (t, λ k, βk) = exp(-( λ∗

k t ) β∗ k).

   The reliability model must be physically appropriate and mathematically correct for the
system. Of equal importance, the model and its usage must be culturally acceptable to the
organization using it. Here the Weibull was chosen because it fits the infant mortality and
useful lifetime (Kerscher, 1989) aspects of the system, provides a time dependent function,
and, suits the implicit understanding of the design and manufacturing (processes)
communities through their awareness of the corresponding hazard curve�s bathtub shape.  It
should be noted that estimates are required for both parameters, for β (the slope) and for λ
(the failure rate) for each component and process.
   For this initial performance estimate of a concept system, test data from prototypes or
actual parts will be absent.  Information sources at this point in the system�s development
reside mainly within the collective knowledge of the experts.  Other information sources
might include data from previous studies, similar parts, processes, and perhaps some physical
model or simulation code outputs. The Weibull parameters are specified using the
appropriate analyses and combinations of the information sources.  As a result, these will
have uncertainty distributions that are propagated through the Weibull functions above to
calculate reliability uncertainty distributions for each part (Rd) and process (Rp).  Monte
Carlo simulation techniques are used to propagate these reliability distributions through the
product formulae above, calculating the overall uncertainty distribution for reliability of the
system, R (t, θ).  Because this is a function of time, various predictions can be made for
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important time points (specified values of t) in the life of the system, such as warranty or
maintenance periods.
   This step includes elicitation of expert estimates, system model specification, statistical
methods for information combination, and characterization and propagation of uncertainties.

6) The Updating Cycle
   The middle portion of the flowchart (Figure 2) depicts a cycling set of steps that begins
with the concept of updating performance estimates as changes are proposed and/or new
information/data becomes available. Included in proposed changes is the decision and
planning exercise of asking what-if questions.  What-if we redesigned this part?  What-if we
built 10 prototypes, tested them and they all passed?  What-if we changed the maintenance
schedule to every 6 months?  Performance estimates are recalculated with these queries, and
the results are useful in determining courses of action: yes, it is beneficial to redesign.  No,
building and testing those prototypes does not produce a gain in performance.  No, changing
the maintenance schedule is a waste of time.  Such answers from analysis prevent costly
actions and indicate which courses of action most improve performance and/or reduce
uncertainty.
   As part of the dynamics of the system, its performance requirements and structure may also
change. For example, new information may emerge regarding a new condition or
environment affecting the system specifications. Any new information that becomes
available, such as design changes, test results, prototyping, manufacturing changes, is utilized
to calculate new reliability and uncertainty estimates. Experts review the results of each
calculation, using these as a basis for decisions about how to improve the reliability and
reduce the uncertainty. With each subsequent change or addition of new information or new
data, the performance calculations are made again and again throughout the product�s
development stages�design, prototyping, testing, and production�and continue through its
fielding. For each iteration, all information and methods used, decisions made, and results
calculated are documented in the knowledge system.  This step includes elicitation, statistical
methods, uncertainty analysis, and documentation techniques.

7) The Fielding Cycle
   Once the requirements and objectives of the system are met, the system (and the
corresponding analysis) goes into the fielding cycle. Iterations in the fielding or in-use phases
will reflect reliability based on in-use data, coming from warranty data, maintenance records,
and customer-provided information.  To accommodate these, another cycle of update,
reanalyze, document, and make decisions/plans occurs.  This cycle continues through the
system�s lifetime until retirement.

8) Final Documentation
   At the end of a system�s lifetime, the implementation of the IIT/PREDICT methodology
includes a complete, well-documented record�a knowledge system�of the lifetime
development and performance of this product.  This can be used by others in the future,
provide a learning tool for new employees (i.e., future experts), provide summaries for
project managers and decision makers, and contribute to corporate memory for the next new
system.
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CONCLUSION

The successful implementation of the IIT/PREDICT methodology for the Los Alamos nuclear
weapons program and Delphi Automotive Systems has provided a proven track record for
estimating performance for complex systems in dynamic environments.  The methods and tools
developed for these two applications do not constitute a complete set of techniques necessary for
all applications.  However, the lessons learned and philosophy outlined in this paper serve as a
solid basis for new challenges and research opportunities such as with HCF.
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Figure 1.  Theories for representing uncertainty distributions

Figure 2.  PREDICT implementation steps and flowchart
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Figure 3.  Dynamic system structure and model
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