
LA-UR- 0 0 - 2 7 7 0 
Approved for public release: 
distribution isunlimited. 

e D l  
Title: 

Author@): 

Submitted to: 

Image: Processing for Arms Control Monitoring at Nuclear 
Facililties 

Vladimir Bychkov, Oleg Ozerov, Andrey Sviridov, 
Constance A. Buenafe, James E. Doyle, Angela M. Mielke, 
and Sharon L. Seitr, 

41st Annual Meeting of the Institute of Nuclear Materials 
Management, New Orleans, July 16-20,2000 

c 

r 

Los Alamos 
NATIONAL LABORATORY 

Los Alarnos National Laboratory, an aff lrrnative action/equal lopportunity employer, is operated by the Universlty of Callfornia for the US. 
Department of Energy under contract W-7405-ENG-36. By acceptance of this article, the publisher recognizes that the US. Government 
retains a nonexclusive, royaltyfree license to publlsh or reproduce the published form of this contribution. or to allow others to do so, for US. 
Government purposes. Los Alamos National Laboratory requests that the publlsher identify this artlcle as work performed under the 
auspices of the US. Department of Energy. Los Alamos Natlonal Laboratory strongly supports academic freedom and a researchet's right to 
publish; as an institution, however, the Laboratory does not endorse the viewpoint of a publication or guarantee its technical correctness. 

Form836(10/96) 

About This Report
This official electronic version was created by scanning the best available paper or microfiche copy of the original report at a 300 dpi resolution.  Original color illustrations appear as black and white images.

For additional information or comments, contact:

Library Without Walls Project
Los Alamos National Laboratory Research Library
Los Alamos, NM  87544
Phone:  (505)667-4448
E-mail:  lwwp@lanl.gov



Image Processing for Arms Control Monitoring at Nuclear Facilities 

Vladimir Bychkov, Oleg Ozerov, Andrey Sviridov 
All-Russian Research Institute Of Automatics 

Constance A. Buenafe,' James E. Doyle, Angela M. Mielke, Sharon L. Seitz, and 
Alexei N. Skourikhine 

Los Alamos National Laboratory 

ABSTRACT 

Arms  control monitoring must provide confidence that weapons are being dismantled without 
compromising other ongoing activities or classified information. The All-Russian Research Institute 
Of Automatics (VNIIA) and Los Alamos National Laboratory (LANL) are collaborating toward 
joint development of model protocols and technology demonstrations for arms control chain-of- 
custody monitoring. This effort is intended to move tasks beyond conceptual paper studies into the 
characterization, improvement, and optimization of hardware and software via demonstrations and 
evaluations to better understand the dynamic monitoring challenges. This will also provide a better 
understanding of joint U. S. and Russian interactions. These prototype demonstrations will provide 
the dynamic monitoring for confidence that treaty activities are taking place as declared. For 
example, Los Alamos developed the Integrated Facility Monitoring System (IFMS) prototype to 
monitor the chain-of-custody during the dismantlement process within nuclear weapons 
disassembly plants. The objective of the initial collaboration is the modernization of existing LANL 
video imaging systems for facility monitoring. The modernization shall enhance system capabilities 
for verification of authorized components and activities. The modernization of existing video 
imaging systems is being conducted in both hardware and software. In the hardware area, camera 
capabilities are being upgraded and in the sofihvare area, modernization includes development of 
new improved algorithms of change detection, image segmentation, object extraction, and heuristic 
tracking of objects. The significance of the work has two main aspects. First, improvements in 
image processing for nuclear facilities monitoring can lead to improved systems for safety, security, 
accounting and control for nuclear materials in U.S. and Russian facilities. Second, joint US.- 
Russian development of improved facility monitoring systems increases the likelihood that both 
nations would agree to allow the use of such systems to monitor the implementation of fbture 
bilateral or multilateral nuclear arms control agreements. Both these outcomes have clear 
nonproliferation and national security benefits. 

' Under contract to Los Alamos National Laboratory from Honeywell Federal Manufacturing and Technologies 



1. Introduction 
Dynamic activity monitoring has become very important to successful systems watching areas 
where activity and operations are expected on a regular basis. For years, static monitoring has been 
applied to storage facilities to maintain confidence that the items being monitored remain safe and 
secure. These static monitoring systems are inflexible and cumbersome and therefore unable to 
meet the needs for dynamic activity monitoring, such as that requked for arms control chain-of- 
custody. 

Therefore, the All-Russian Research Institute Of Automatics (VNIIA) and Los Alamos National 
Laboratory (LANL) began a collaboration toward joint development of model protocols and 
technology demonstrations for arms control chain-of-custody monitoring. Both VNIIA and LANL 
have expertise and experience developin 

Monitoring System (IFMS) and the Magazine Transparency System (MTS) at the Device Assembly 
Facility (DAF) and at the DOE Pantex Plant. IFMS and MTS were initial models to monitor the 
chain-of-custody during the dismantlement process within nuclear weapons disassembly plants. 
Ntvision is another system specifically designed for storage facility image change detection that has 
been implemented internationally for Materials, Protection, Control & Accountability (MPC&A) 
programs. 

This VNIIf iANL collaboration will not result in hypothetical theories, but move beyond concept 
into actually producing real dynamic prototype systems. These prototypes will be implemented to 
learn how actual systems work in treaty regimes. There is little known about how actual deployed 
systems will work in treaty regimes. Our goal is to use this collaboration to develop mechanisms, 
joint language, formal interaction procedures, and demonstrable prototypes to learn about working 
together on realistic regime solutions. 

These prototype demonstrations will provide the dynamic monitoring for confidence that treaty 
activities are taking place as declared. An iterative process is being used to learn from the 
development activities and the working prototypes just what unforeseen challenges arise. These 
challenges are being. worked together for common, agreeable solutions. 

Initially, video image processing concepts and approaches will be enhanced. Video imaging is one 
of the richest data sources used for monitoring authorized activities in typical facility monitoring 
and security systems. This work is based on a foundation of previous and ongoing work done in 
image recognition and processing useful in arms control monitoring. 

The objective of the initial collaboration is the modernization and enhancement of existing LANL 
video imaging system capabilities. The modification may be directed to improvement of technical 
parameters by means of using contemporary hardware and modernization of existing data 
processing algorithms. The modernization shall enhance system capabilities for verification of 
authorized components and activities. Improvements in the image processing systems used for 



nuclear facilities monitoring can lead to improvements in safety, security, accounting and control 
for nuclear materials in both US.  and Russian facilities. 

The modernization of existing video imaging systems is being conducted in both hardware and 
software. In the hardware area, camera capabilities are being upgraded and in the software area, 
modernization includes development of new improved algorithms of change detection, image 
segmentation, object extraction, and heuristic tracking of objects. 

2. Collaboration Criteria 
This effort plans to expand image processing capabilities and leverage these, and other, 
technologies and protocols to establish complete chain-of-custody or continuity-of-knowledge 
(COK) for monitoring the arms control process, This moves beyond static monitoring of storage 
facilities into dynamic activity monitoring of the various weapons dismatltlement process. There are 
rapid advances in image processing, both in hardware and software. Thus, the requirement to 
modernize for new system deployment. 

There is so much uncertainty in arms control requirements, that we plan to provide actual 
demonstrable prototypes to learn what works and what needs improvement. We have learned that 
there are always surprises and unforeseen situations when implementing new technologies and 
solutions. Therefore, we are anticipating just such surprises during our development of joint 
prototypes to provide the feedback necessary to identi@ areas for enhancement and improvement. 
This is a dynamic experiment in progress that will allow us to develop an understanding of what 
new protocols are necessary and what, if any, procedures need to change. 

Numerous applications are found for dynamic activity monitoring. Such applications include 
START-like regimes, Mayak, HEU, Trilat, waste monitoring, commercial, and domestic security 
and safety spinoffs. 

Therefore, newly developed capabilities, beginning with modernized image processing integrated 
into the dynamic monitoring scheme, must be: robust and flexible for such wide ranges of 
applications. 

3. Collaboration 
The VNIIALANL collaboration provides the mechanisms necessary to expedite future arms control 
system implementation, because we will have: worked out the details from the actual working 
prototypes at both facilities by working together early in the process. Much will be learned in the 
process of prototyping. These real world issues that each side will learn will help with future regime 
negotiations. This work is performed as one of several efforts under the auspices of the Lab-to-Lab 
component of the DOE-" Warhead and Fissile Material Transparency Program. 

4. Image Processing Activities 
Los Alamos National Laboratory has been investigating the utilization of image processing 
techniques for arms control monitoring at nuclear facilities for several years. Initial research on the 



use of change detection has led to the development of the NTvision system. NTvision is a secure, 
intranet-enabled, real-time video camera system that performs change detection to pinpoint 
additions, removals, and changes to a scene. NTvision is a component of the Integrated Facility 
Monitoring System (IFMS) and similar change detection algorithms were incorporated into the 
Magazine Transparency System (MTS) both of which were demonstrated at the DOE Pantex Plant. 
In addition, the Advanced Surveillance Technology (AST) project and it’s predecessor the Adaptive 
Multi-sensor Integrated Security System (AMISS) project have focused intensive research on the 
use of dynamic continuous image processing techniques and multi-sensor integration to understand 
and characterize facility states and personnel behavior. 

The initial VNIIALANL collaboration is to provide enhanced video image processing to: 
Enable constant real-time monitoring and tracking of weapons and SNM containers during 
movement between buildings, 

0 Observe installation of equipment, such as tamper indicating devices (TIDs), 
0 Perform change detection, 
0 Monitor scenes and pinpoint scene activity, and 

Detect any movement in storage areas, including container movements and removal. 

As part of the initial collaboration, VNIIA performed an analysis of the hardware and software 
currently used by the LANL systems. The algorithms were analyzed for appropriateness for real- 
time applications, psuedo-code was written as a pre-cursor to implementation, and means for 
improving the algorithms were investigated. The video digitizer card was also analyzed for 
appropriateness and ease of use in the new vision system. VNIIA also performed a comprehensive 
review of the hardware and software currently available for image processing throughout the world. 
Based on this review, a proposal has been developed for hardware and software requirements for 
the new system. 

A. Application To Unattended Monitoring 
Image processing techniques can be applied to images fiom video surveillance cameras used for 
unattended monitoring. This is useful to enhance security for both long-term and short-term special 
nuclear material (SNM) storage applications. The goal is to provide confidence that stored special 
nuclear material from weapons dismantlement is not diverted or tampered with. 

In facilities where no activity of any kind is expected, such as long term storage facilities, change 
detection can recognize any activity and alert security personnel, Change detection can also be used 
in facilities with on-going activity. The technique is to detect both the activity and the differences 
that remain when the scene returns to a quiet state. It is very difficult, if not impossible, to restore 
the scene exactly to the original state when a material container is moved, opened, or tampered 
with. Image processing techniques can detect these small changes in the scene and alert facility 
personnel. 

To reduce false alarms it would be useful to detect only relevant changes in the scene. Areas of 
interest in the image can be defined and changes outside those areas can be ignored. Change 
detection algorithms that are somewhat robust to changes in illumination can be utilized. However, 
more research and development is needed in this area. 



Image resolution, field of view, contrast, and noise are the limiting factors in determining what 
changes in the scene can be detected. Frame rate determines how rapidly activity and scene 
changes can be detected. 

B. Application To Anomaly Detection 
Integrated acquisition and analysis of data from multiple sensors is a key technology for arms 
control monitoring at nuclear facilities. Integration of data acquired though image-processing 
techniques with data from other sensors is an important research area at LANL. Analysis of data 
from video surveillance cameras and other sensors can be used to learn normal patterns of activity 
and to detect anomalies. Continuous tracks of moving objects can be extracted from sequences of 
images. Size, color, and shape can be integrated with data from other sensors, such as radiation 
detectors, to identify or characterize objects in the image. Expert systems can be developed to 
integrate sensor data with known disassembly protocols to enhance confidence in treaty compliance. 

C. Segmentation Approach 
Many applications require the image to be segmented into regions where a region is defined as a 
connected set of pixels, which share some chtuacteristic. Manufacturing applications typically use 
grayscale values to segment objects of interest from the background. Pixels whose grayscale values 
fall into a pre-defined range are considered to be background. This technique is applicable when: 1) 
the range of grayscale values for the background and the objects are known in advance; 2) the 
background is constant and uncluttered; 3) there is good contrast between the objects of interest and 
the background; 4) the lighting is controlled to eliminate reflections and shadows; and 5 )  there are 
no occlusions. 

Facility monitoring applications are often much more dynamic and demanding. Illumination may 
be poor and may fluctuate over time. The objects of interest may not be known ahead of time. The 
background may be cluttered and there may be little contrast between the background and the 
objects. Objects may overlap or be occluded. 

D. Change Detection Approach 
Change detection is implemented by comparing every pixel from two images in an image stream 
and deciding whether or not the differences represent a change in the scene, A number of 
algorithms exist including simple image subtraction, mean adjusted image difference, and mean 
adjusted mean square difference. Simple ima.ge subtraction is very fast, but is not robust to changes 
in scene illumination. More complex algoritlruns provide some robustness, but at the expense of 
greater computational complexity. In either case, the computed difference must be compared to a 
threshold value to compensate for noise in the image stream. 

Change detection has been used with some success to segment objects in facility monitoring 
applications. A background image is taken and changes from that background are used for 
segmentation. This technique has the following advantages: 1) grayscale values for the background 
and moving objects do not have to be known in advance; 2) it is useful even with a cluttered 
background; 3) robust change detection algorithms can provide some compensation for changing 
illumination and poor contrast. Reflections, shadows, and occlusions continue to be a challenge. 



E. Object Tracking Approach 
By correlating segmented objects fiom one image to the next in an image stream it is possible to 
obtain a continuous track of the objects. The objects are correlated using feature vectors to match 
objects fiom image to objects in the preceding image in such a way as to minimize some error 
fwnction. Features typically include coordinates of the objects, size, average color or grayscale 
value, etc. 

Tracking success is dependent on the robustness of the segmentation algorithm and can be 
adversely affected by poor contrast with the background, overlapping other tracked objects, or 
occlusion by fixed objects. Tracking success is adversely affected by slow frame rates, especially 
when tracking multiple objects. 

I? Perspective Transformation Approach 
For facility monitoring it is necessary to know the locations of objects relative to the facility. The 
location of objects in a two dimensional image must be projected into the three dimensional location 
within a facility. For a single camera system, this cannot be accomplished without making some 
assumptions about the object. 

G. Challenges - A priori assumptions 
The success of many of the current algorithms depends heavily on a priori assumptions, which limit 
their general application. The choice of algorithms and associated parameters must be fine-tuned 
for each application. A more general solution would be ideal. 

H Challenges - Speed vs. Functionality 
Simple segmentation algorithms are very fast, but not robust. More robust algorithms significantly 
increase the computational burden, reducing the rate at which segmented frames are produced. 
Processing color images can significantly improve the segmentation, but at three times the 
computational cost. Similarly, simple features such as height and width can be computed very 
quickly. More robust features such as skeletons and texture require greater computational 
resources. This in turn can adversely effect higher-level algorithms such as tracking and object 
recognition. 

5, Future 
As part of an ongoing collaboration to improve image-processing techniques for arms control 
monitoring, scientists at VNIIA have performed a detailed analysis of hardware and software used 
by current imaging systems, including those developed at LANL. In addition, a comprehensive 
survey of hardware and s o h a r e  commercially available for image processing has been conducted. 
Both VNIIA and LANL have expertise and experience in developing integrated system solutions for 
use in arms control monitoring. Some initial prototypes have already been developed and tested at 
nuclear facilities. 

The plan is to expand and modernize image-processing capabilities through the development of 
improved algorithms. The VNJIALANL collaboration will continue toward joint development of 
model protocols and technology prototype demonstrations for arms control chain-of-custody 
monitoring to ensure confidence that only authorized procedures are followed and prevent diversion 



of treaty-limited items. These demonstrations will leverage these newly developed capabilities, 
along with other advanced techniques. 

Moving beyond conceptual design and theory into system development provides the U S .  and 
Russia with joint environments for understanding and learning ho,w actual treaty regimes will work, 
These prototype systems will provide the necessary mechanisms and environment to develop joint 
language and formal interaction for fbture regime solutions. 


