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In order to promote international confidence that the U.S. and Russia are disarming per their 
commitments under Article VI of the Non-Proliferation Treaty, an international verification 
regime may be applied to U.S. and Russian excess fissile materials. Initially, it is envisioned that 
this verification regime would be applied at storage facilities; however, it should be anticipated 
that the verification regime would continue throughout any material disposition activities, should 
such activities be pursued. Once the materials are accepted into the verification regime, it is 
assumed that long term monitoring will be used to maintain continuity of knowledge. The 
requirements for long term storage monitoring include unattended operation for extended periods 
of time. minimal intrusiveness on the host nation’s safety and security activities, data collection 
incorporating data authentication, and monitoring redundancy to allow resolution of anomalies 
and to continue coverage in the event of equipment failures. Additional requirements include 
effective data review and analysis processes, operation during storage facility loading. procedure 
for removal of inventory items for safety-related surveillance, and low cost, reliable equipment. 
A monitoring system might include both continuous monitoring of storage containers and 
continuous area monitoring. These would be complemented with periodic on-site inspections. A 
fissile material storage facility is not a static operation. Our initial studies have shown there are a 
number of valid reasons why a host nation may need to remove material from the storage 
facility. A practical monitoring system must be able to accommodate necessary material 
movements. 

Introduction 

The United States and the Russian Federation have announced their intentions to place excess 
fissile materials from dismantled nuclear weapons under international control. The international 
control being discussed is an International Atomic Energy Agency (IAEA) verification regime 
appropriate for monitoring excess fissile materials, both in classified and unclassified forms in a 
nuclear weapon state. The purpose of the verification is to build international confidence in 
nuclear arms reductions rather than nuclear non-proliferation. Current discussions are exploring 
alternatives to mass-based accounting as the basis for a verification regime. In order to assure 
that the excess fissile materials are not returned to a nuclear weapons program, the verification 
regime must continue from the initial offer of the material, through storage and conversion, until 
ultimate disposition occurs. The exact verification measures that are applied at the different 
stages in the life of the material may differ. One important element of the regime will be long 
term monitoring of containers holding fissile materials while in storage. The application of long 
term monitoring to containers of fissile materials should be as non-intrusive as possible. This 
paper discusses a number of issues on how that might be done. 
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Long-Term Monitoring Considerations 

The purpose of long-term monitoring in an international verification regime is to maintain 
continuity of knowledge for the fissile material containers during storage. A wide variety of 
equipment has been developed for maintaining continuity of knowledge while the items are 
unattended. These include seals, radiation sensors, motion sensors, and associated equipment to 
communicate, record, and review the sensor data. Systems to integrate the sensors, 
communications, recording and review functions have been described ['I ['I. 

Several system-level considerations impact the design of a long-term monitoring system. The 
monitoring concept will consist of monitoring devices at the storage facility as well as periodic 
on-site inspections by international inspectors. The relation between these two elements will 
determine how intrusive the monitoring system will be on operations that must occur at the 
storage facility. While detailed requirements for a long-term monitoring system have not been 
established, the following system-level considerations will be important: 

The monitoring system should allow unattended operation for extended periods of time. 

Integrate the monitoring system as much as practical with the host nation's safety and 
security activities in order to minimize the intrusiveness and cost impacts on the host nation. 

Incorporate data authentication techniques into the data collection processes for sensors used 
in the monitoring system. 

Provide backup monitoring devices that allow resolving anomalies and maintaining 
continuity of knowledge in the event of equipment failures. 

Select monitoring sensors with a view toward how the sensor data will be reviewed and 
analyzed in an efficient manner. 

Select the least expensive and most reliable components that can perform the desired 
monitoring function. 

Plan to accommodate an increasing inventory in the storage facility as it may take years to 
fill the facility and the monitoring regime may be implemented early in the filling process. 

Plan to accommodate the removal of some inventory items for safety-related surveillance 
activities. 

Monitoring Technologies 

A number of monitoring devices has been developed which can perform desired monitoring 
functions in a long-term monitoring system. Additional devices are under development with 
characteristics to address specific monitoring needs. Therefore, the following descriptions are 



not intended to be exhaustive, but only to indicate the general types of devices that have been 
developed. 

Video surveillance camera. The latest video surveillance cameras can provide an area 
monitoring function by capturing visual images at regular intervals or when triggered by other 
sensor events. The images can be digitized, compressed, and authenticated to reduce the data 
communication and processing burden. A representative example is the VXI Digital Image 
Surveillance System (VDIS) shown in Figure 1 [31. Review of the video images can be 
performed by review stations such as the GEMINI Advanced Review Software. 

Fig. I One-channel VDIS in camera housing with cover removed. 

Seals. Seals are available to assure that storage containers, storage areas. equipment enclosures, 
or other devices have not been opened. A number of seals with various features have been 
developed. Passive seals are manually applied and verified, devices such as metallic cup (E- 
type) seals and the Cobra seal [']. Several types of active electronic seals have been developed 
which record the time the seal is broken. That recorded time can be recovered during a later 
interrogation. A typical active seal is the VACOSS-S seal [51. Another class of active electronic 
seal provides an alarm signal immediately when the seal is broken, and it communicates the 
alarm either by wire or wireless link to a sensor data collection station. The AIMS seal is 
representative of this class of seal i61. 

Item Monitoring Devices. A device that integrates a number of sensors into a miniaturized, self- 
contained, long-life, electronic package is being developed 17]. The device would be physically 
attached to an inventory item, such as a storage container. These sensor packs are being 
developed to be modular and to satisfy multi-purpose needs such as those related to safety, 
security, and international accountability. The types of sensing that might be incorporated 
include motion, hydrogen concentration, cumulative gamma dose, gamma dose rate, 
temperature, pressure, and humidity. Other sensor types are under development. Two 
technically-challenging and important features of the device are its ultra-low-power operation for 



an operating lifetime of ten years and a wireless communications link. One version of the device 
is shown in Figure 2. 

Fig. 2 One version of the Integrated Nuclear Material Monitor. 

Other System-Level Issues 

Stewardship of excess fissile material in long-term storage involves more than placing the 
storage containers in a secure vault and locking the door. There are a number of valid reasons 
that the storage containers must be periodically accessed. moved. and even opened. Figure 3 
shows some necessary operations that must be performed during long-term storage. These 
necessary operations limit the ability of simple monitoring sensors to maintain continuity of 
knowledge of the material. Additional and possibly more intrusive measures need to be applied 
to distinguish authorized operations from unauthorized operations, such as attempts to remove 
material from the verification regime. The system-level design of the monitoring system must 
recognize this condition and choose monitoring measures that accommodate periodic activities 
with the storage containers. 

A second issue should be considered from a system-level perspective. Long-term storage of 
excess fissile material may last for several decades. In contrast, the development of new 
generations of electronic monitoring equipment occurs on a time scale of about five years. 
Therefore, it is prudent to plan for major monitoring-system upgades during the life of a long- 
term monitoring system. System upgrades will be encouraged by the potential for reduced 
operating costs, features which can improve monitoring performance, improved compatibility 
with monitoring systems at other sites, and the unavailability of replacement parts for the old 
system. 



Operations that require 
access to the storaae vault 

Security inspection 

0 Vault inventory 

Operations that require 
removal from storane vault 

0 Safety inspection 

0 Repackage for storage 

0 Repackage for transport 

Fig. 3 Necessary operations on fissile material containers in long-term storage. 

Long Term Monitoring Approaches 

A non-intrusive long-term storage monitoring system will include area monitoring devices, item 
monitoring devices, and review and analysis stations. A system-level architecture for such a 
monitoring system is shown in Figure 4. These are complemented by periodic re-inventory of 
monitored items, review of facility operating records, and on-site inspections. The verification 
regime might include a provision for periodic re-inventory by making radiation measurements on 
a random sample of the monitored items. A possible means to rapidly accomplish this type of re- 
inventory might be to use a radiation measurement template-matching technique. 
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Fig. 4 System-level architecture for material-monitoring system. 

Measures that reduce intrusiveness on facility operations are an important consideration. 
However, specific design features must be adapted to specific site requirements. 



Appropriate application of current or soon-to-be-available technologies will build international 
confidence in nuclear arms reductions. 

References 

[ 11 R. Kinzel, B. Mickelsen, and C. Nilsen. “Update of Project Straight-Line. A comprehensive 
Nuclear Material Monitoring System,” 38th INMM Annual Meeting Proceedings, July 1997, 
VOl. XXVI. 

[2] C. Nilsen and R. Pollock. “Storage Monitoring Systems for the Year 2000,” 38th INMM 
Annual Meeting Proceedings, July 1997, Vol. XXVI. 

[3 J “Safeguards Techniques and Equipment.” International Nuclear Verification Series No. 1, 
Vienna: International Atomic Energy Agency, 1997. 

[4] K.J. Ystesund and D.D. Drayer, “Laboratory/Field Evaluation of Modified Cobra Seal 
System,” 30th INMM Annual Meeting Proceedings, July 1989, Vol. XVIII. 

[5] R. Guenzel, B. Richter, G. Stein. and K.J. Gaertner, “VACOSS-S, the Series Production 
Model of the Variable Coding Seal System.” 281h IShlM Annual Meeting Proceedings. July 
1987, Vol. XVI. 

[6] J.L. Schoenemann, M.J. Baumann. L.J. Fox. C.D. Jenkine, A.LV. Perlinski, “Universal 
Authenticated Item Monitoring System (AIMS) Second Generation Equipment,” 33rd INMM 
Annual Meeting Proceedings, July 1992. Vol. XXI. 

[7] B. Mickelsen, G. Lagana, and M. Dailey. “Integrated Nuclear Material Monitor,” 38th 
INMM Annual Meeting Proceedings, July 1997, Vol. XXVI. 

This it*ork was supported b?* the Unites States Department of Enera- 
tuider coritinct DE-A C04-94A LSjOO. 

Sandia is a multiprogram laboratory 
operated by Sandia Corporation, a 
Lockheed Martin Company, for the 
United States Department of Energy 
under contract DE-AC04-94AL85800. 


