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Abstract 

Analysis of cost and performance of physical security systems can be a complex, 
multi-dimensional problem. There are a number of point tools that address various 
aspects of cost and performance analysis. Increased interest in cost tradeoffs of 
physical security alternatives has motivated development of an architecture called 
Cost and Performance Analysis (CPA), which takes a top-down approach to aligning 
cost and performance metrics. CPA incorporates results generated by existing 
physical security system performance analysis tools, and utilizes an existing cost 
analysis tool. The objective of this architecture is to offer comprehensive 
visualization of complex data to security analysts and decision-makers. 

I. Introduction 
Analysis of the cost and performance effectiveness of design alternatives is essential 
to a systems approach to physical security. While the concept of analysis of costs 
and performance is straightforward, implementation can be at the least tedious and, 
for complex designs and alternatives, can become nearly intractable without the help 
of structured analysis tools. CPA - Cost and Performance Analysis [l] - is a 
prototype integration of existing PC-based cost and performance analysis tools: 
ACEIT’ (Automated Cost Estimating Integrated Tools) and ASSESS2 (Analytic 
System and Software for Evaluating Safeguards and Security). ACEIT is an existing 
DOD (Department of Defense) PC-based tool that supports cost analysis over the 
full life-cycle of a system; that is, the cost to procure, operate, maintain and retire the 
system and all of its components. ASSESS is an existing DOE (U. S. Department of 
Energy) PC-based tool for probabilistic analysis of performance of physical 
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protection systems designed for nuclear assets [2,3,4]. Two new tools are being 
developed: CATSS and PERFORM. CATSS (Cost Analysis Tool for Security 
Systems) [5 ]  is being build around ACEIT. PERFORM, a performance data post 
processor, will integrate results generated by ASSESS and other performance 
analysis tools such as JTS (Joint Tactical Simulation). CPA is the over-arching 
architecture that aligns life-cycle costs with metrics of system and subsystem 
performance. The objective is to provide a tool that manages the life-cycle costs of 
security components and activities (Activity Based Costing), and then correlates 
costs with probabilistic metrics of performance in a format that facilitates both 
operational and strategic management decisions. 

2. The CPA Architecture 
The CPA architecture is illustrated in Figure 1. ASSESS is a path performance 
analysis tool. An icon of ASSESS is the Adversary Sequence Diagram (ASD), 
illustrated by @ in Figure 1 and shown in greater detail in Figure 2. An ASD models 
the layers of increasing protection of a physical security system separated or 
connected by path elements. The path elements function as either barriers (e.g., 
fences or surfaces) or as entry control points (e. g., gates or portals). Typically, there 
are multiple safeguards at each path element and those safeguards may be 
technological or procedural. 

Figure 1. CPA Architecture 
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Figure 2. Adversary Sequence Diagram I 
Within the CPA architecture, Figure 1, the structure of the physical protection 
system is extracted @ from ASSESS to launch the CATSS module 0. This 
structure defines the first of three groups of cost objects @. Results are extracted 
from ASSESS for post processing in the PERFORM module 0. Cost and 
performance metrics can be offered at the systems, @ and 0, subsystem, path 
element, and safeguards levels in both tabular, @ and @, and graphical formats, @ 
and @. 

2.1 Cost Objects of Physical Security Systems 
In the CATSS module of CPA, cost objects of the physical security system are 
grouped into three broad categories: path elements, infrastructure and labor 
resources, and assessments. Costs are reported over the life-cycle phases: 
acquisitiodinstallation, operations, maintenance and retirement or 
demolitioddisposal as illustrated by @ in Figure 1. Costs are allocated using the 
principles of Activity Based Costing (ABC) [6] .  The five steps of ABC are: 1) 
identification of the cost objects; 2) identification of the processes and activities 
required to produce, operate, maintain or retire the cost objects; 3) identification of 
the materials and labor resources required to support the processes and activities; 4) 
assignment of resource costs to activities; and 5 )  assignment of activities to cost 
objects. 



2.1.1 Path elentents 
The listing of path elements and safeguards implemented is mapped from ASSESS 
to CATSS. This allows direct alignment of costs to performance at the path element 
level as illustrated by @ and @ in Figure 1 .  

2.12  Infrastructure 
Infrastructure are all those cost objects of a physical security system that cannot be 
assigned to specific path elements. Consider the distinction between entry control 
and access control. Evaluation of a credential at an entry control point is a 
procedural safeguard executed at a path element. Access control is an infrastructure 
set of procedures that may use technology to generate the credentials. at some central 
administrative facility. 

Labor resources can be both cost objects themselves and resources assigned to cost 
objects. Within CPA, all labor resources are initially pooled under the 
infrastructure. When members of a resource pool perform activities associated with 
security at specific path elements (cost objects) or other cost objects in the 
infrastructure, then the costs of those resources are assigned through the activities to 
the path element For example, a security inspector (SI) belongs to a labor resource 
pool. If that SI is posted at an entry control point, then the cost of the (SI) is mapped 
to the operational costs of the path element. 

2.1.3 Assessments (or evaluations) 
Periodic internal and external assessments of the physical security system are so 
critical to confidence in the integrity of the system that CPA breaks them out as 
separate cost objects. 

2.2 Performance Metrics of Physical Protection Systems 
Safeguards provide detection or delay. The safeguard performance metrics are 
threat and tactic specific. These safeguard metrics roll up to threat and tactic 
specific path-element performance metrics. A fundamental principle of physical 
protection within the DOE is that systems must first detect an intrusion and then 
delay the intruder long enough to allow effective response. Effective response 
interrupts and successfully neutralizes the intruder before he can accomplish his 
objective. Therefore, the threat-specific systems-level performance metrics consider 
detection probabilities together with delay and response times. 

The systems-level performance metric used throughout the DOE is conditional risk 
(probability of attack is assumed to be one), which is defined as follows. 

where, 
Conditional Risk = [ 1 -P(E)] x C x P(A), (1) 

(2) P(E), Probability of System Effectiveness, = P(1) x P(N), 
P(1) is Probability of Interruption, 
P(N) is Probability of Neutralization, 
C is Consequence. 



Probability of Interruption is a function the detection probabilities and delay times at 
the various path elements and of the time required for responders to interrupt the 
threat (response force time). Probability of Neutralization can be modeled in 
ASSESS and/or in JTS and should be verified with force-on-force engagement 
exercises. Similarly response force times should be verified with limited-scope 
performance tests. Consequence is defined by a normalized scale from zero to one. 

The PERFORM module of CPA offers decision makers systems level metrics of 
performance such as conditional risk across the spectrum of threat as illustrated by 
0 in Figure 1. It allows analysts to the drill down through path element and 
safeguard metrics of performance, @ and @ in Figure 1, to identify where and how 
technology can be used to improve performance or to control costs. The graphic 
illustrated by @ in Figure 1 is demonstrated in Figure 3. The path elements shown 
in the ASD in Figure 2 as listed to the left. Path element performance metrics 
(probability of detection and delay times) are shown for two modes of attack (on foot 
or in vehicles) and two threat tactics (forcelstealth and deceit). From this figure 
analysts can readily examine levels and balance of detection (1 and 2), the tradeoff 
between safety and security (2) and the levels and balance of delay(4). 

Detection Probabilties Delay Times (s) - 
ForcelStealth Deceit 

0.0 02  0.4 060 .8  1.0 0.0 0.2 0.4 0.6 0.8 1.0 1 10 100 100 

Figure 3 Metria of path-element performance. 



3. Summary 
The CATSS module of CPA uses the principles of ABC to organize cost data by cost 
objects and life-cycle phases. ACEIT, the computational engine for CATSS, 
supports a variety of economic analyses tasks, including management of funding 
categories, phased purchases and cost in now or then-year dollars. The PERFORM 
module offers metrics of path element and safeguard performance from ASSESS 
analysis. It will address the integration of performance metrics from ASSESS with 
results for other performance analysis tools and limited scope performance testing. 
The objective of CPA is to structure the collection and presentation of data in a 
manner that offers information in a compact form to both systems analysts and 
decision makers. 
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