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Abstract

As individuals and as a nation, we depend on US infrastructures to provide essential
semices that support our economic prosperity and quality of life [1]. Today, the latest
threat to these infrastructures is the increasing complexity and interconnectedness of the
system. On balance, added connectivity will improve economic efficiency; however,
increased coupling could also result in situations where a disturbance in an isolated
infi-astructure unexpectedly cascades across diverse infrastructures. An understanding of
the behavior of complex systems can be critical to understanding and predicting
infrastructure responses to unexpected perturbation.

Sandia National Laboratories has developed an agent-based model of critical US
inliastructures using timedependent Monte Carlo methods and a genetic algorithm
learning classifier system to control decision making. The model is currently under
development and contains agents that represent the several areas within the
intercormected infrastructures, including electric power and fuel supply. Previous work
shows that agent-based simulation models have the potential to improve the accuracy of
complex system forecasting and to provide new insights into the factors that are the
primary &lvers of emergent behaviors in interdependent systems. Simulation results can
be examined both computationally and analytically, offering new ways of theorizing
about the impact of perturbations to an infrastructure network.
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Introduction

As individuals and as a nation, we depend on US infrastructures to provide essential
services that support (among other things) ow economic prosperity and quality of life [1].
Each of these infrastructures is a complex system of interdependent elements.
Historically, these systems have been vulnerable to malevolent acts and to natural
disasters. Today, the latest threat to these infrastructures is the increasing complexity of
the system and its growing interconnectedness. On balance, added connectivity will
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improve our nation’s economic efilciency; however, increased coupling could also result
in situations where a disturbance in a formerly isolated infrastructure unexpectedly
cascades across diverse infrastructures. This infrastructure is vulnerable to disruption by
both physical and cyber threats. Previous experience has shown that a loss of service in
one infrastructure element can produce indirect but potentially severe problems, both
physical and economic, to elements of other infrastructures. The interconnectedness of
these infrastructures creates tremendous interdependency and tremendous vulnerability.

Because interdependent infrastructure networks are complex systems, they do not readily
submit to reductionist analysis where an individual infrastructure is examined in isolation
from other infrastructure elements. This reductionist approach ignores the linkages that
exist between infrastructure elements, and the fact that the linkages cannot be deduced
from individual analysis [2]. Complex systems exhibit a rich variety of behaviors,
including many that are counterintuitive. To capture these effects, complex systems must
be analyzed from a holistic rather than a reductionist point of view.

To analyze interdependent infrastructure systems in a more holistic way, Sandia National
Laboratories (SNL) has developed a model of critical infrastructure interdependencies
utilizing an agent-based approach. An agent is an autonomous, computational entity that
can be viewed as perceiving and acting upon its environment and is autonomous in that
its actions or behavior depend at least partially on its own experience. This simulation
technology capitalizes on recent technological advances in evolutionary learning
algorithms and massively parallel computing. Interactions among irdlastructure elements
are modeled individually by intelligent software agents representative of real world
decision-makers. This modeling protocol can utilize thousands of agents to model very
complex systems and offers several advantages over traditional modeling techniques for
modeling infrastructure interdependencies. For example, unlike more traditional analytic
models, fictional forms of the model’s endogenous relationships are not required. For
problems where macro-scale information is sparse or non-existent, as is the case for
infrastructure interdependencies, agent based models are differentiated in thek capacity to
utilize extensive sources of micro-level data to develop interaction forecasts. The agent-
based model provides a picture of infrastructure systems that can be examined both
computationally and analytically, offering new ways of experimenting with and
theorizing about the impact of perturbation or shocks to an infrastructure network.

Review of Agent-Based Modeling

Holland and Miller [3] suggest that economic analysis has largely avoided questions
about the way businesses make economic choices because standard tools and models are
not suitable for the study of perpetually novel and evolving systems. Because many
economic systems can be classified as complex adaptive systems, they suggest that recent
developments in computer-based modeling techniques offer a new way of experimenting
with and theorizing about dynamic economic systems. Agent-based models that simulate
networks of interacting agents can capture a wide range of economic phenomena and can
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provide a test bed for conducting economic experiments. Agent-based economic models
typically consist of many dispersed agents acting in parallel without a global controller
responsible for the behavior of all. The actions of each agent depend upon the states and
actions of a limited number of other agents, and the overall direction of the system is
determined by competition and coordination subject to the system’s defined constraints
(Figure 1). The complexity of the system thus tends to arise more from interactions than
from any complexity inherent in the individual agents.

, c
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● One agent’s output is another’s input
● Many ‘methods’ have different cycles but most repeat
● Agents can communicate indirectly through the environment

Figure 1- A conceptual model of how the simulation progresses by looping through
agent communication.

Unlike traditional scientific approaches, which concentrate on the analysis of systems in
terms of their component parts, complexity theory considers the synthesis of emergent
wholes from the associations of individuals or agents. Simulation of agents and their
interactions is known by several names, including agent-based modeling and artificial
socials ystems [4]. The purpose of agent modeling is to understand properties of complex
social systems through the analysis of simulations. Agent-based computer modeling
techniques have been applied to many examples of human social phenomena, including
trade, migration, group formation, combat, interaction with an environment, transmission
of culture, propagation of disease, and population dynamics [5].

Agent-based modeling is a method of analysis that can be contrasted with the two
standard methods of induction and deduction (Holland). Like deduction, agent-based
modeling starts with a set of explicit rules, but unlike deduction it does not prove
theorems. Instead, agent models generate simulated data that can be analyzed
inductively. Where the purpose of induction is to find patterns in real world data and
deduction is to prove theorems, the purpose of agent-based modeling is to aid intuition
[4].
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Traditional social science models are based upon a rational choice paradigm as in game
theory. In agent based models behavioral algorithms can be developed that more closely
simulate imperfect or more “human” decision making. Developing the behavioral
algorithms for individual agents in a multi-agent model is one of the challenges of
producing useful models of social behavior. An alternative to the assumption of rational
choice in social models may be some form of adaptive learning either at the individual or
at the population level through differential survival of the fittest. Complex systems of
this type can be non-linear systems. This means that the effects resulting from a cause
will not be proportional to the stimulus. Thus, feedback couplings can cause unwanted
escalation of effects far beyond the predictions from the cause (i.e. the ‘Butterfly Effect’).
In the system context, it means that the effects of a perturbation bear no relation to its size
—a minor change can have global effects, yet a major one may be absorbed without
effect. There is an inescapable unpredictably inherent in complex systems that do not
make the consequences of system processes amenable to the deductive tools of formal
mathematics. Thus simulation is often the only way to examine the outcome of agent
systems who are adaptive rather than fully rational.

Because the goal of agent-based modeling is to deepen understanding and intuition about
some fundamentally complex process, the assumptions underlying the agent-based model
interactions should be simple. All complex systems are taken to comprise a collection of
agents, which may be passive (as in an object) or active (as in a person). These agents are
assumed to interact with each other in known ways, but such that the total interactions are
too complex to be followed by analysis. The agents here have individual rules of behavior
and their interactions are regarded as the connectivity of the system. The agents react to
their environment (i.e. the other agents and any static features) without reference to any
global goals - in other words they are undertaking purely local transactions. The net
results of these local interactions and decisions are phenomena that emerge at a global
level. When unexpected results emerge from the simulation, it is helpful to be conlldent
that we can understand the fundamental processes that went into the model. The
complexity of agent-based modeling should be in the simulated results, not in the
assumptions of the model [4].

Agent-based infrastructure model

ASPEN is a parallel agent based model of the U.S. economy. that was developed by a
team at SNL [6, 7]. The model utilizes agent-based Monte-Carlo simulation, in which
individual agents in the model represent real-life decision-makers. Macroeconomics
quantities of interest are then generated via the aggregation of the agents’ microeconornic
actions. Examples of agent classes in the ASPEN model include durable goods
industries, banks, households, retail markets, and government. Household agents work a
job, obtain income, which they spend on consumer items, save, or invest. The industrial
agents use capital equipment in addition to labor in order to produce commodities. The
model has these industrial fm set prices by using a learning classifier system to develop
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pricing strategies. The inputs to the classitler are short and long term information from
the economic model on price ratio, price trend, sales trend, and profit trend. The goal of
the industrial agent is to maximize profit. The output condition of the classifier
determines how the industry will set prices. The reward system is based on the short and
long-term profits earned by the industrial agent.

..
Each agent behaves as a real world counterpart of the same would and the simulation
traces their daily actions i.e. buying product, hiring workers, paying taxes, collecting
taxes and paying unemployment. Agents in the same class have the same decision rules
such as determining the need for workers based on product inventory and current
productivity and demand. However, same-type agents will not necessarily take the same
actions because they may be in different “states”. For example, some industrial agents
might have inventory excess while others have an inventory shortage, so they would opt
for different productivity actions. The model uses a system of message passing where
individual interactions such as buying product or series of interactions such as applying
for work and getting a job, take place during specified time periods during the simulation.

The model has previously been evaluated by testing the effects of an expansionary vs.
contractionary federal policy on loan interest rates.. The model results for 2000 time
period simulations and over 1000 agents predicted the effect on bond prices and loan
interest rates that traditional economic theory would expect. Although the model is not
currently capable of being used for quantitative forecasting, the cyclic trends in its
economic predictions were right on target.

ASPEN-EE

SNL has extended the existing agent based model of the economy to incIude rules and
interactive agents for elech-ic power and fuel and gas infrastructures. Agents
representative of decision-makers in the electric grid, communication, and fuel supply
infrastructures were developed, and existing ASPEN agents (i.e. industries, households,
etc.) have been retrofit in several ways.

Each of the agents developed in the original ASPEN framework is now dependent on
electric power for the production of goods, conduct of business and satisfaction of
household needs. As such, electric demand portfolios have been created for each type of
agent, for ASPEN-EE to draw on in defining each agent’s characteristics. In addition,
each of the agents (those originally in ASPEN and those created for ASPEN-EE) has an
inclination for or against industry restructuring and changes in prices. For the electric
power decision-makers, this is based on the profit of the individual entities; for the
customers, this is based on comparing individual costs to figures paid by similar agents
eIsewhere in the model. Once a restructuring format is agreed to (through a learning
algorithm), individual demand agents can determine their preferences: to bid actively for
power on a series of markets; or to maintain long-term agreements with particular supply
agents at infrequently updated prices.
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Further detail continues to be added to this model in order to provide for a flexible
framework that can analyze different varieties of restructuring policy. The final product
will allow users to analyze implications of irdiastructure system complexity on network
stability and vulnerability and will provide a simulation tool for the testing of policy
decisions, like deregulation, on infrastructure networks. .
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