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Abstract 
During the January 1996 meeting of the Gore-Chemomyrdin Commission, the Beloyarsk Nuclear 
Power Plant (BNPP) was identified as one of the additional sites for cooperative projects on 
upgrading Materials Protection, Control and Accounting (MPC&A). Since June 1996, Sandia 
National Laboratories (SAX), Pacific Northwest National Laboratories (PNN?), and Los Alamos 
National Laboratory (LANL) have worked with BNPP to upgrade MPC&A at the facility. Some 
unique challenges were encountered because BNPP has an operating BN-600 600-Megawatt breeder 
reactor. SNL has been responsible for working with BNPP to implement physical protection 
upg-ades to the Central -4larm Station, Fresh Fuel Storage Building, Spent Fuel Storage Area, and 
Vehicle/Personnel Portal. In addition, improved communication equipment for the Ministry of the 
Interior (MVD) guards and training of personnel were provided. PNNL has been responsible for 
coordinating Material Control and Accounting (MC&A) upgrades at BNPP. PNNL, in conjunction 
with LANL, has implemented such MC&A upgrades as a computerized nuclear materials 
accounting system, training in MC&A elements, nondestructive assay instrumentation for fresh fuel, 
installation of a fork detector for measuring spent fuel, and installation of an underwater video 
camera for verification of spent fuel serial numbers. 

I. fntroduction 
In recognition of the global importance of nuclear nonproliferation, the Department of Energy’s 
(DOE) Materials Protection, Control, and Accounting (MPC&A) program was created to protect 
weapons-usable nuclear materials in the Former Soviet Union. Cooperative work was initiated at 
the Beloyarsk Nuclear Power Plant @ATP) as part of the US.-Russia program to upgrade MPC&A 
systems. The program has the following objectives: 

1) Secure all weapons-usable nuclear material in forms other than nuclear weapons by entering into 

2) Implement systematic and rapid WC&A upgades. 
3) Ensure future nuclear materials security by encouraging the development of a safepards culture 

and indigenous site-level capabilities, and by strengthening national-level systems for MPC&A, 

agreements of cooperation with government ministries and individual sites. 



This paper describes the MPC&A implementation activities at the Beloyarsk Nuclear Power Plant 
that provide systematic and rapid upgrades to protect significant quantities of fissile nuclear 
material. BNPP is one of more than 40 locations in the Former Soviet Union (FSU) at which the 
MPC&A program has established projects of joint cooperation. 

2. Background 
BNPP was designated as a new facility to be included as part of US.-Russian cooperation in 
MPC&A at the January 1996 sixth meeting of the Gore-Chemomyrdin Commission (GCC-6). A 
DOE technical team visited the site in May 1996 to establish the basis for future cooperation. 
BNPP is located in Zarechny, Russia, which is approximately 60 km east of Ekaterinberg along the 
Trans-Siberian Highway. Zarechny, a small city of approximately 30,000 residents, was built to 
support BNPP operations. It is a closed city to unescorted visitors; residents must show identi- 
fication for entry. 

BNPP began operations in 1964 and is one of the first and oldest commercial nuclear power plants 
in Russia. The facility is operated by Rosenergoatom, which is under the Ministry of Atomic 
Energy of the Russian Federation (Minatom). BNPP is the site of three nuclear reactors: Units 1 , 2, 
and 3. Units 1 and 2, which have been shut down and defueled, were graphite-moderated reactors. 
The units were shut dovm in 1981 and 1989. Ifnit 3, a BN-600 reactor, is a 600-MW (electric) 
sodium-cooled, fast breeder reactor. 

Unit 3 went online in April 1980 and produces electric power that is fed into a distribution grid and 
thermal power that provides heat to Zarechny. It is fueled with Uranium dioxide enriched to 17%, 
21%, and 26%. Fresh fuel assemblies arrive via rail transport from the fuel fabricator. Spent fuel 
and blanket assemblies are stored within the spent fuel pool for a minimum of three years; the fuel 
and blankets are then shipped off-site for reprocessing. 

BNPP is enclosed within an irregularly shaped three km-long perimeter. The main entrance to the 
plant is through one of two personnel entrances located along the west perimeter. The plant has 
approximately 1900 Wl-time employees and has an additional 1600 contract and other support 
personnel who also have routine access through the BNPP perimeter. 

3. Scope of Work 
The proposals for cooperation between BNPP and DOE to upgrade MPC&A were outlined in May 
1996. Both parties identified the following areas of cooperation: 1) equipment for performing 
nuclear material measurements and computerized material accounting; 2) physical protection 
upgrades for the fresh fuel storage facility; and 3 )  guard force procedures and upgraded means of 
communications. 

4. Work Outline 
Work was begun in accordance with the pr0posa.k generated for BhTP in June 1996. The DOE 
National Laboratories committed to training, upgrades in MC&A and physical protection, and a 
follow-on sustaining pr0-gm.n. Office communications equipment & delivered to the site to 
facilitate Comm&cations among the site, DOE, a id  the US. national laboratories. 
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4.t Training 
MPC&A training was an important first step in developing cooperative projects with the BNPP 
staff. The training objectives were geared to 1) develop a sense of "buy-in" as the facility's 
specialists developed WC&A system designs and gained an understanding of the U.S. MPC&A 
methodology; 2) foster a common understanding between U.S. designers and their Russian 
counterparts; and 3) provide greater insight on specific facility needs than could otherwise have 
been obtained. 

BNPP personnel received training on U.S. approaches and methodologies to physical protection 
(PP) system design and analysis. This introductory training covered the fundamentals of detection, 
delay, and response. MC&A training on Tamper Indicating Devices ("ID), a computerized material 
accounting system called COREMAS, material control and accounting, and nondestructive assay 
(NDA) were also provided. 

4.2 MC&A Upgrades 
BNPP prepared reports on the existing 
provide baseline information. The facility subsequentl 

In February 1997, a Canberra "U-Pu InSpector" was delivered to make confirmatory measurements 
on fresh fuel. BNPP staf€, with assistance from Canberra, installed and tested the Inspector and 
then developed procedures and trained personnel on its use. In addition, NDA equipment was 
installed for measurement of the fiesh fuel. A Physical Inventory (PIT) program was implemented 
to account for all material at BhTP. 

A computerized nuclear materials accounting system, named Computerized Nuclear Material 
Accounting System (CMAS) (based on the LANL COREMAS), was developed at BNPP. All 
network equipment for the system has been delivered, lind the system interfaces with existing 
computer codes to calculate fuel burnup. The Russian Federal Nuclear Center of Technical Physics 
(VNIITF) is working with BhTP to implement the system and have prepared a joint report on user 
requirements and system development. 

An underwater video camera and video recorder were delivered in January 1997 for use in verifi- 
cation of spent fuel serial numbers. In addition, a fork detector was fabricated at LANL and was 
delivered to BNPP for making confirmatory measurements of spent fuel removed from the BN-600. 

4.3 PP Upgrades 
An upgraded PP system was planned for BNPP as a result of the June 1996 site characterization. A 
vulnerability analysis was completed in July 1996. It was decided that PP upgrades would include 
the Central Alarm Station (CAS), hardening of the fiesh fuel building and the spent fuel storage 
area, hardening a vehicle/personnel portal, and repairing or replacing broken perimeter sensors. The 
initial PP design was completed in May and finalized in June 1997. 



4.3.1 Central Alarm Station 
The Ala~m, Communication, and Display (ACD) system was installed and operational by October 
1997. For added reinforcement, the Alarm Monitoring Room was equipped with thick double-sided 
steel construction doors, locks, walls, and a ballistic window. 

An Eleron-manufactured Ziconium alarm, access control, and annunciation system was integrated 
with an Advantor (US.) video closed circuit television system (CCTV) to complete the ACD 
system. This addition was installed in the CAS and is operated by MVD personnel. (See Figure 1.) 
The system provides for a graphical display of darm zone areas, and allows the assessment of the 
alarm p n e  area It provides automated recording and logging of access areas and alarm events. 
The collection of communication signals fiom the: fiesh fuel and spent fuel areas are collected at the 
central concentrator, processed, and displayed at the main computer. To meet Russian 

requirements, the system provides a 
minimum of four hours emergency 
backup power in the event of a power 
failure. 

The closed circuit television (CC- 
system (by Advantor) was designed 
and installed in one cohesive 
equipment rack with an integrated 
alarm, communications and display 
system. A CCTV system provided 
coverage of all alarmed areas within 
the fresh and spent fuel storage areas. 
The CCTV system was integrated into 

Figwe 1. Central Alarm Station with BNPP Personnel the alarm and access system to 
automatically call up video coverage 

on an a l a  condition while simultaneously recording the event. Operators can select any CCTV to 
display any monitor for surveillance purposes or they can review recorded alarm events. 

4.3.2 System AdministrationlBadging Station Upgrades 
The system administration system lets operators enter new or modify existing access information in 
to Zirconium database. Administrators can modify graphical maps, reconfigure access control, or 
resohe system problems. New badges for employees are produced using a computer and digital 
camera, The information is downloaded to the ACD system for updates to the Zirconium database. 

4.3.3 Fresh and Spent Fuel Storage Area Upgrades 
Existing entrance and vault doors were replaced with thick, double-sided, steel construction doors 
equipped with mechanical and magnetic locks. 



New access control systems were installed with proximity cardRersona1 Identification Number 
(PIN) access on both sides of the doors at the interior entrances to the building and vault. The 
entrance door has single-person control and the new vault access controls support two-person 
control on entry and exit. The doors now have high-security, balanced magnetic switches on the 
doors. Volm.etric sensors were installed in the interior administrative and storage areas as well as 
the exterior access to the railway door. To detect attempts of wall penetration, -vibration detectors 
were installed in the fiesh fuel area on interior walls. 
If primary power is lost, the magnetic door locks, 
alarm sensors, and access control system can operate 
for up to 24 hours on battery power. The teams also 
worked on procedures for new fuel and reheling 
operations. 

CCTV cameras were installed to monitor all interior' 
and exterior alarmed areas. The CCTV uses fiber 
optic cable to connect the video system to the CAS 
because of the distances to the CAS. The CCTV 
system can be used for both assessment and 
surveillance. Duress buttons were installed in the 
administrative and vault areas for emergency 
situations. See Figure 2 for improvements to the fiesh 
fuel area entrance. 

In the spent fuel area, a power lock-out system was 
installed on the crane that lifts the 250-lb fuel elements 
out of the cooliig pond. 

4.3.4 Vehicle Portal Upgrades 
The hardened vehicle/personnel portal, manned by the 
MVD guard force 24 hours a day, is part of an overall 
integrated physical protection system. The portal (1) 
enables enhanced response time to target, (2) helps 
maintain observation and communication, (3) provides 

Figure 2. Improved Door, Access Control, 
and CCTVSystem in Fresh Fuel Area 

additional delay with an isolatiodinspection area and an anti-crash cable access control for vehicles, 
(4) provides an access control system for personnel, and (5) has portable special nuclear material 
and metal detectors. 

Procedures were enhanced for personnel and vehicles entering and exiting the portal area. A driver 
must park outside the entrance gate and enter the portal. Guard personnel inspect and verify the 
driver's documentation. All passengers must enter through the pedestrian portal while the driver 
moves the vehicle. Once the vehicle enters the isolation area, the exterior gate is dosed. Guards 
inspect the vehicle and open the interior gate, allowing the vehicle to enter the facility. For exiting, 
the procedure is reversed. 



The vehicle portal received new electric gates (Figure 3) that incIude a vehicle isolation area. Other 
equipment, includes duress buttons located in the inspection area, infrared sensors above the exterior 
gate, and an anti-crash cable for use during non-operational hours. 

=;'&$ I: '-'- .. -F 

Figure 3. Vehicle Portal Area with Electric Gates and Vehicle Isolation Area 
The reinforced guard post has thick, double-sided steel construction doors equipped with mechani- 
cal and magnetic locks. The interior wall was reinforced with bullet-resistant glass and access for 
badge pass-through,. Two sides of the hardened post have bullet-resistant glass and new gun ports. 
The guards have new radios for communication and an W A C  system. Access controls are in force 
during operational and non-operational hours. A video intercom and electronic access controls are 
activated by a guard behind the hardened post. See Figure 4. 

4.3.5 MVD Guard Force Communications and Equipment 
Work on the design of upgrades for the guards' communication system began in July 1996 and was 
completed in September 1996. A contract was signed to procure the communications equipment 
from Polidispro (the local Motorola representative), and the equipment was delivered and 
operational by March 1997. (See Figure 5.) Guards received new nylon belts, radio handset 
holders, flashlights and holder, and handcuff holders. Guards were also trained in use of new 
equipment, including the ACD equipment. 

4.4 Folio w-on Sustaining Program 
To ensure that the system continues to operate well, a 
sustaining program is needed. The Sustainability 
Plan will encompass the Site MPC&A Plan, an 
Operational Evaluation Plan, an Emergency Plan, and 
Configuration Control Plan. In addition, where 
deemed appropriate, extended warranties and spare 
parts will be procured. The plan includes perfior- 
mance testing of the enhanced Physical Protection 
system and the development of an outreach program. 
Additional training and procedures for the PP system 
are planned for maintenance, operations, and 
emergency response. 

Figure 4. Guard with Access Controls 



5. Work Approach 
The approach to the cooperative project within BNPP 
followed a five-step process: 

1. 

2. 

3. 

4. 

5. 

6. 

An initial visit to establish contact and to perform an 
initial assessment of BNPP's needs. This was 
performed in May 1996 under DOE leadership and 
supplemented with staff fiom the DOE National 
Laboratories. 
A more detailed technical visit to begin development 
of an MPC&A system design. This was 
accomplished in June 1996 to examine the current 
MPC&A system and to begin establishing a system 
design. 
Introductory training to familiarize facility staffs 
with MPC&A methodologies and to familiarize U.S. 
designers with facility requirements. 

- 
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Figure 5. Handheld Guard Force Radio 

Development of contracts and agreements for cooperative MPC&A projects. Major contracts 
were negotiated, and the MPC&A upgrades have been completed in May 1998. 
Additional training and development of operating procedures for the MPC&A system. This is 
the final phase of the upgrade effort and is intended to ensure that the new MPC&A upgrades 
remain effective for the long-term safeguarding of nuclear material. 

Summary , 

The Beloyarsk Nuclear Power Plant contains substantial amounts of nuclear material. Loss of these 
materials could have consequences reaching far beyond the borders of Russia This problem was 
recognized at a very high level within both governments. DOE'S MPC&A program has addressed 
these concern and reduced the potential theft of this material. 

Significant MPC&A upgrades have been completed and a Commission ceremony was held in May 
1998. These upgrades, designed and implemented in conjunction with the facility operators, will 
complement their existing systems. The system design was accomplished using US. methodologies 
and following internationally recognized guidelines. This facility contains substantial amounts of 
nuclear material that will be more secure from threats of facility sabotage and theft. 

Sandia is a multiprogram laboratory 
operated by Sandia Corporation, a 
Lockheed Martin Company, for the 
United States Departmcrlt of Energy 
under contract DE-ACW-94AL85000. 


