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Abstract 

During the past year, Sandia National Laboratories and Kurchatov Institute have continued 
collaborations under the Remote Monitoring Transparency Program (RMTP). The emphasis has 
been on promoting the concept of remote monitoring within the Russian Federation along with 
some hands-on technical training of Kurchatov personnel. The program has progressed in the 
direction to include the participation of Kurchatov personnel in the promotion, design, and 
implementation of Remote Monitoring Systems (RMS). The program has evolved from a system 
that was completely designed and implemented by Sandia (system that is currently installed at the 
Kurchatov gas plant) to a functional demonstration RMS that was designed and implemented by 
Kurchatov personnel with guidance and assistance from Sandia. 

This paper will present a brief history on the remote monitoring collaborations between Sandia and 
Kurchatov with an emphasis on the activitiedaccomplishments of the past year. The major 
accomplishments include a Remote Monitoring Workshop in Moscow organized by Kurchatov; 
integration of Russian sensors into the existing gas plant system; feedback from Kurchatov on the 
operation of the existing system; a training course conducted by Echelon Corporation in 
Albuquerque for Kurchatov and Sandia developers on the sensor network technology currently 
utilized in remote monitoring applications; an International Remote Monitoring Project (IRMP) 
technical workshop in Albuquerque organized by Sandia on software tools and development that 
included the participation of Kurchatov personnel; the development of a functional lab-based RMS 
by Kurchatov utilizing current technology; and the development of a remote monitoring Web 
homepage at Kurchatov. 

Introduction 

The first cooperative remote monitoring project between the US and Russia occurred in February, 
1995. In the context of US and Russian lab-to-lab initiatives, Sandia National Laboratories (SNL), 
Argonne National Laboratory-West (ANLW), and the Kurchatov Institute (KI) cooperated in the 
demonstration of remotely monitoring the storage of direct-use nuclear materials. SNL developed 
the RMS and ANLW and KI provided the facilities and nuclear material.' The main purpose of this 
installation was to demonstrate that it was technically feasible for the US and Russia to 
cooperatively monitor nuclear materials in a remote and transparent fashion. The installation was 



DISCLAIMER 

This report was prepared as an account of work sponsored by an agency of the United 
States Government. Neither the United States Government nor any agency thereof, nor 
any of their employees, make any warranty, express or implied, or assumes any legal liabii- 
ty or responsibility for the accuracy, completeness, or usefulness of any information, appa- 
ratus, product, or process disdased, or represents that its use would not infringe privately 
owned rights. Reference herein to any specific commercial product, process, or service by 
trade name, trademark, manufacturer, or otherwise does not necessarily constitute or 
imply its endorsement, recommendation, or favoring by the United States Government or 
any agency thereof. The views and opinions of authors expressed herein do not necessar- 
ily state or reflect those of the United States Government or any agency thereof. 



Portions of this document may be illegible 
in eiectronic image products. Images are 
produced h m  the best available original 
document. 



successful in terms of demonstrating the concept of remote monitoring, although, many system 
enhancements were identified during the operational phase. The installations attracted high 
visibility and were demonstrated to then DOE Secretary O’Leary and the Russian Ambassador to 
the US. Even though both systems remain operational at ANLW and at KI, the systems are obsolete 
in terms of the software and hardware being utilized in the current versions of RMS systems under 
development. The system at KI is mainly used during walking tours of the facility to demonstrate 
and promote the concept of remote monitoring to visitors. 

This paper will present, in chronological form, the activities and accomplishments between SNL 
and KI under the American-Russian RMTP during the past year. The activities will accomplish two 
major goals - increased involvement by KI personnel in the design and system integration of remote 
monitoring systems and establishing an avenue for promoting, both technically and politically, the 
use of remote monitoring within Russia. Accomplishing the above goals could lead to the ultimate 
goal - installation of RMS systems in facilities containing inventories of direct-use HEU and 
plutonium as part of a bilateral transparency regime. 

Integration of Russian Technologies into Existing RMS at KI 

The first step in achieving the stated goals was to provide KI personnel with detailed technical 
background information on the technology that is utilized in the development of an RMS. This was 
accomplished during a visit, June 96, by SNL personnel to KI. The presentations were very 
informal and KI participation was encouraged which resulted in many question and answer sessions 
and extensive usage of the blackboard. These sessions proved very beneficial to KI in 
understanding the technology and system capability. SNL delivered the latest version of the data 
and image review software and provided hands-on training. A major enhancement to the data 
review software was the change from a DOS text based interface to a Windows based graphical user 
interface. 

During this visit, preliminary plans were discussed about the upcoming remote monitoring 
workshop scheduled for October 1996. One of the goals of the workshop was to demonstrate the 
integration of Russian technology into the existing operational RMS installed in the KI facility. In 
order to simplify the integration and to minimize the impact on personnel preparing for the 
workshop, it was decided to integrate Russian technologies at the sensor level. This level of 
integration would not require any s o h a r e  development or any reconfiguration of the current 
system, but would accomplish the intended goal. 

KI conducted a survey of the Russian market in the area of sensors, TV cameras, and other 
measuring (radiation detectors) and control devices. This work enabled KI personnel to get familiar 
with the Russian market as well as establishing industry contacts for future applications. In the end, 
three devices were selected and physically integrated into the existing RMS : 1)  an ARGUS-21 
volumetric microwave motion sensor; 2) a combination infrared and microwave motion sensor 
which requires motion and heat in order to produce an alarm; and 3) a Russian manufactured TV 
camera. KI personnel physically attached the Russian sensors to the existing hardware by replacing 



the existing sensors and camera. KI presented the results of this work during the remote monitoring 
workshop.” To date, the devices are still attached to the system and continue to operate. 

Remote Monitoring Transparency Workshop at KI 

The workshop was hosted by KI and conducted over a three day period, October 9-1 1, 1996. The 
emphasis of the workshop was to have KI introduce and promote remote monitoring, politically and 
technically, to other Russian organizations and institutions. A delegation from the U.S. Department 
of Energy (DOE) and SNL and representatives from MINATOM and its laboratories, the Ministry 
of Defense (MOD), several other Russian organizations, and the IAEA were in attendance. The 
workshop included presentations from representatives from KI, DOE, SNL, several of the Russian 
organizations in attendance, and the IAEA. 

The first day of the workshop was devoted to presentations from KI and SNL personnel on the 
fundamentals, concepts, implications, prospects, and history of remote monitoring, including an 
overview of existing systems and the technology. The first day also included KI presentations on 
the lab-to-lab cooperation (ANLW and KI systems) and the integration of Russian technologies into 
the existing RMS. 

The morning of the second day included a walking tour and a demonstration of the operational 
system at the KI facility, also referred to as the “gas plant”. This system was operating with the 
Russian sensors and camera integrated into the system. The tour also included a demonstration of 
the data image and review station, which is located in the same building as the workshop’s main 
conference room. Images and data from both the “gas plant” and ANLW systems were shown. 

The afternoon of the second day and the morning of the third day included presentations from 
Russian organizations involved in the development of control and surveillance systems. The 
presentations included complete security systems and radiation devices and how they could be 
applied to remote monitoring applications. There were also presentations on the need for secure 
communications utilizing current communication infrastructure (satellites and Internet). 

The afternoon of the final day was reserved for open discussions between all parties on remote 
monitoring issues - possible future applications, acceptance, implications, technical capabilities and 
limitations. Discussions concerning future cooperation activities between KI and DOE/SNL 
suggested that the next goal should be an installation/demonstration of RMS systems at facilities 
that contain inventories of direct-use HEU and plutonium. 

The overall consensus from the participants was that the workshop was well conducted and 
received, and considered a complete success in terms of content and participation. 

Sensor Network (Echelon) Training 

SNL hosted a hands-on training course on the technology used to integrate the sensors/devices and 
video. The course was conducted on-site at the Cooperative Monitoring Center (CMC), 



Albuquerque, NM, during week the of November 19-22, 1996. The technology, which was 
developed by Echelon Corporation, Palo Alto, ... CA., is commercially available and is referred to as 
Local Operation Network (LON) technology.”’ The LON is used by SNL for all the RMS systems 
developed and/or deployed as the backbone for integrating sensors, radiation detectors, devices, and 
cameras onto a single network 

The training course was conducted by an Echelon certified instructor. The students included 
personnel from SNL, KI, and Aquila Technologies. SNL hosted three individuals from KI Messrs. 
A. Grigoriev, M. Sazhnev, and A. Khoudykin. The training course consisted of four days of 
lectures in the morning and hands-on practical programming exercises in the afternoon. 

With this training, KI personnel can begin to develop software for sensorddevices and perform 
system integration of complete systems. In order to start applying the lessons learned in the course, 
a LONBuilder Development System is required. A LONBuilder system was purchased by SNL and 
transferred to KI. It was shipped to Moscow on May 12, 1997. SNL will continue to assistlsupport 
KI during the learning process. 

?XI personnel remained at SNL an extra three days after the training course to allow for discussions 
on future collaborations. Agreements were reached on the following activities (next steps in 
training process): 1) establislddevelop a working remote monitoring laboratory at KI utilizing 
current software and hardware; 2) develop a remote monitoring training course for internal and 
external participants; 3) contracts will be written to encourage personnel from Tomsk and Mayak to 
attend the KI course. 

International Remote Monitoring Project (IRMP) Topical Workshop at SNL 

SNL hosted the IRMP technical topical workshop on “Software Tools and Development” at the 
CMC the week of February 18-20, 1997. Participants included many of the IRMP partners that are 
also developing software for collecting, displaying, and analyzing data. SNL hosted three 
individuals from KI to attend the workshop - Messrs. A. Grigoriev, M. Sazhnev, and A. 
Roumiantsev. A fourth individual, Mr. V. Sukhoruchkin, accompanied his colleagues to the U.S. 
on other business and rejoined his colleagues at SNL after the workshop for an additional three days 
of meetings. 

This workshop was a great opportunity for KI personnel to meet with many individuals from the 
IRMP community and to welcome KI as a partner into the IRMP community. The KI delegation 
presented two papers at the workshop.‘” The workshop provided an excellent forum for developers 
and end users to exchange ideas and an opportunity to demonstrate current software that can be 
implemented for future remote monitoring applications. 

An additional three days were spent discussing new activities and signing contracts. One of the new 
contracts that was negotiated and signed called for establishing an Internet Web Site on 
“Remote/Cooperative Monitoring in Russia” at KI. Meetings concerning the status of the 
MPC&A/Russian Navy program that includes a statushemote monitoring system, were also 



conducted. KI personnel also met with Mr. A. Zelicoff, SNL, to discuss the details and schedules 
for connecting KI to a high-speed communications network in the Moscow region, that includes a 
fiber optic connection to the U.S., currently being implemented to connect many of the Russian 
nuclear enterprises. 

Remote Monitoring Laboratory at KI 

The establishment of the laboratory will serve many purposes as: 1) a facility for additional KI 
personnel to learn the technology and support involvement in the development of future systems; 2) 
a training center for other Russian institutes as well as internal personnel; 3) a model that can be 
used for demonstrations/presentations to promote remote monitoring in Russia; 4) a backbone for 
establishing a Moscow Monitoring Center (MMC); and 5 )  a test and evaluation facility for new 
technology. 

The actual establishment of the laboratory has been hindered due to U.S. export control policy. To 
date, a LONBuilder development system has been purchased and delivered to KI and the following 
contract deliverables have been received: 1) a detailed report on the layout of the laboratory, 
including photos; and 2) a detailed report on the equipment specifications for all the necessary 
components (hardware and software) required to establish an operational system. The laboratory 
will be established with the latest versions of hardware and software currently supported by SNL. 

Remote Monitoring Internet Web Site at KI 

SNL has a contract with KI to establish a permanent Web Site on the Internet. Initially, the primary 
purpose of the Internet server will be to act as a source of information on remote monitoring 
projects/activities in Russia. It will enable KI to provide information on the latest developments and 
issues (technical and political) related to remote monitoring in Russia. The user will be allowed to 
scadread through the material in either Russian or English. The plan is to have the site continually 
updated with pertinent information - conferences/workshops (past and future), relevant articles and 
publications, technological advances, with hot links to Sandia’s CMC site and other related sites. 

As KI personnel continue to gain experience with the technology and the software, another goal is 
to provide access to the remote monitoring data through the Internet server. Initially, the 
information will consist of archived data with the eventual goal of providing access to the data in 
near real-time. 

KI has completed preliminary work on the initial site content and has designed a homepage logo. 
The hardware has been purchased and installation and configuration will begin in the near future. 

Remote Monitoring Training. Course at KI 

SNL has a contract with KI to develop and conduct an on-site training course on all aspects of 
remote monitoring - usefulness, capabilities, implications, policy issues, technical training, and 
system design. It is anticipated that course attendees will spend 4-6 weeks in classes that will 
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include lectures/presentations and hands-on training. The course will be developed for an audience 
with little or no experiencehowledge in remote monitoring. 

One of the objectives is to develop a remote monitoring handbook that deals with policy and 
technical issues that will provide the basis for the course. The course outline includes a class 
project - KI instructors and students will develop an RMS design package for a real storage facility 
located on the KI premises. This design package will serve as a model for designing similar 
systems for other nuclear material storage facilities. 

The immediate goal is that personnel from some of the Russian nuclear complex enterprises, e.g. 
Tomsk, Mayak, attend the initial training course. Draft contracts have been written to support 
personnel from these Russian enterprises to attend the training course. The course will also provide 
an opportunity for training additional KI personnel. 

Summary 

The collaborations between SNL and KI during the past year under the Remote Monitoring 
Transparency Program, have been very successful in terms of laying the necessary groundwork to 
begin implementing RMS systems in Russia. Remote monitoring of nuclear materials is a complex 
issue both in terms of technology and policy. The accomplishments have allowed KI personnel to 
become very knowledgeable on the subject. Having a Russian Institute that is an advocate of the 
concept and the technology is beneficial to the U.S. and Russia in achieving the longer term goals - 
installation of RMS systems in facilities that contain inventories of direct-use HEU and plutonium 
from dismantled weapons as part of a bilateral transparency regime. 

The accomplishments are small but necessary steps in the overall trainingAearning process. With 
continued assistance and support from DOE and SNL, the collaborations will result in KI personnel 
having the capability to design and implement future RMS systems for use within Russia. The next 
big steps in the program are to begin the actual implementation phase of these contracts. The 
theoretical portions have been completed and now it is time to begin with the practical part. 
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