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Abstract 

The Virtual Tower is an operator interface assembled from low-cost 
commercial-off-the-shelf hardware and software; it enables large amounts of 
data to be displayed in a virtual manner that provides instant recognition for 
the operator and increases assessment accuracy in alarm annunciator and 
control systems. This is accomplished by correlating and fusing the data into 
a 360-degree visual representation that employs color, auxiliary attributes, 
video, and directional audio to prompt the operator. The Virtual Tower would 
be a valuable low-cost enhancement to existing systems. 

Introduction 

Today's physical security systems cover 
larger areas, perform more functions, 
and display far more data than ever 
before. Without the appropriate 
correlation and/or fusion of data, 
operators would be overwhelmed with 
information. As reported in a US Air 
Force Air University study, "The true 
challenge is not only to collect 
information on objects with much 
greater fidelity than is possible today, 
but also to process the information 
orders of magnitude faster and 
disseminate it instantly in the desired 
format." [ 13 To be meaningful, this data 
must be presented in such a manner that 
the resultant decisions or actions can be 
achieved as quickly and correctly as 
possible. 

This work was supported by the United States Department 
of Energy under Contract DEAC04-94AL85000. Sandia is a 
rnultiprogram laboratory operated by Sandia Corporation, a 
Lockheed Martin Company, for the United States 
Department of Energy. 

The primary responsibility of an 
intrusion detection system (IDS) 
operator is to monitor the system, assess 
alarms, and summon and coordinate the 
response team when a threat is 
acknowledged. The tools currently 
provided to the operator are somewhat 
limited: monitors must be switched, 
keystrokes must be entered to call up 
intrusion sensor data, and communi- 
cation with the response force must be 
maintained. These are time-consuming 
tasks that require the operator to shift 
attention from one subsystem to another. 
These factors significantly slow down 
the operator's cycle time and reduce 
efficiency. Representing the USAF 
Scientific Advisory Board, Dr. Gene H. 
McCall stated: "We know that reduced 
cycle time is a true force multiplier. It is 
characteristic of reduced cycle time that 
all components of the Air Force must - 

operate at a 



The Virtual Tower uses the latest virtual 
reality display technologies to signifi- 
cantly improve the correlation and fusion 
of data in current and future systems. 
The objective is to simplify the operator 
interface and decrease operator response 
time by providing additional physical 
security tools and capabilities. As 
recognized by the USAF Scientific 
Advisory Board, “Individual 
performance must be optimized.” [2]  
The purpose of the Virtual Tower is not 
to generate more data but to turn the 
data into information and present it in a 
more efficient and timely fashion. 

Past High Consequence Areas 
In the past, security in high-consequence 
areas was maintained by security 
personnel located in a 50-foot tower. If 
the IDS monitor indicated an alarm from 
the perimeter, operators needed only to 
look down from the tower for an 
immediate visual assessment the 
alarming sector. The alarm indicators 
were located on a map of the perimeter; 
the time advantage was a quick 
association of the alarm to the actual 
sector. This advantage was lost when the 
perimeters became much larger, and the 
towers were replaced by hardened 
buildings at ground level. Although 
security personnel now have both live 
and stored video to assist with 
assessments, the association of alarm to 
video to sector is not so readily made. 
Some systems require six or more 
keystrokes to switch monitors from one 
camera to another. This situation could 
rapidly devolve into total confusion for 
the operator during a multiple alarm 
situation. This not only slows the 
operator’s ability to respond to a real 
threat, it also hinders communications 
with the response force. 

Virtual Tower 
Correlation 
It is imperative that a physical security 
system operator be able to correlate an 
alarm to a specific area as quickly as 
possible, particularly in situations with 
multiple alarms. One way the Virtual 
Tower accomplishes this is by displaying 
live video from all cameras+he operator 
need only look in a certain direction to 
see what is displayed at that sector. 
Virtual reality displays will present the 
live video so that it appears to the 
operator as if it were arranged in a 360- 
degree circle around the operator. This 
live video is visible directly above icons 
that represent the sector and its associated 
sensors. These icons are arranged 
geographically so that their directional 
relationship to the operator is the same as 
the real sectors. Directional audio 
(“surround sound”), combined with 
visible prompts using color and other 
characteristics, annunciates the alarm to 
the operator. The alarm sounds, the 
operator turns, and live video is presented 
without operator intervention. If multiple 
alarms are presented, the operator can 
perform a visual assessment and move to 
the next alarm very quickly. 
Most high-consequence perimeters have 
multiple sensors in each sector; and 
usually, equal priority is given to each. 
The Virtual Tower will give a graphical 
representation of individual sensors in an 
area or sector and, with some basic data 
fusion capability, will prioritize alarms. 
Priorities are indicated by color and can 
be used to alert the operator to 
conditions that merit response. 

Other live video- in the form of a fixed 
display or displays--can be added that 
always follows the operator’s field of 



view. These displays can be from 
conventional cameras or thermal imagers 
(or both) and are used to monitor threats 
once the perimeter has been breached. 
This allows the operator to more 
accurately direct the response forces and 
to continually update information to the 
response force until the threat is 
neutralized. 
The addition of virtual controls will 
allow the operator to employ other 
measures to temper the threat. As 
examples: 

Barriers or fighting positions can be 
raised or lowered by the operator that 
can significantly affect the duration 
of a fire fight. 

Machine guns and other remotely 
activated weapons-both lethal and 
nonlethal-an be placed at selective 
locations, near the assets, to add 
delay time for the response force. 

More sophisticated data fusion may be 
added for related data, such as wind and 
lightning information which may be 
helpful in assessing alarms. The effect of 
weather on most sensor installations is 
known and, when fused with sensor data, 
can help establish alarm priorities. Raw 
data, such as that from numerous 
weather sensors, would be difficult for 
the operator to decipher in a timely 
manner, but it is important that relevant 
information be presented to the operator. 
The Virtual Tower will present this type 
of data as a three-dimensional display 
that follows the operator’s field of view. 
Again, colors and special effects are 
used to prompt the operator of 
impending trouble areas and help assess 
any security alarms. All of the data is 
represented and displayed in a manner 
that allows the operator to make 
assessments quickly. 

Other information, such as that from air 
traffic radar, can also be represented by 
icons that indicate type (helicopter or 
“fast flyer”), location, altitude, and 
direction of travel. All of this 
information-as displayed by the Virtual 
Tower-can be assessed by the operator 
at a glance. Here again, colors and 
special effects can alert the operator to 
possible threats. 
It may also be beneficial at some 
locations to include microphones in the 
display configuration. These would be 
controlled by the operator with virtual 
controls. This type of control is 
presented to the operator only when the 
capability exists in the field of view. 
All of these data inputs (e.g., various 
security sensors, weather sensors, radar, 
and controls) are fused into a single 
visual and audio display. With only a 
glance, the operator can determine which 
sensor at which sector is in alarm and 
whether that alarm may, in fact, be a 
nuisance alarm. In other words, was the 
alarm influenced by an animal, weather 
conditions, or an aircraft overhead. 
Using pan and tilt capabilities, the 
operator would now have the ability to 
take undetectable “virtual walks” along 
the perimeter without leaving the 
security station. 

Technology 
All branches of the military are being 
downsized. As a result, individual and 
equipment performance must be 
optimized. It is assumed that for any 
future security systems cost is equal in 
importance to capability. 
The technology for the Virtual Tower 
exists today. Additionally, the “virtual” 
function of the tower does not require 
vast computational power. Readily 
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available and inexpensive PC-based 
computers are capable of producing and 
controlling the Virtual Tower. The 
system will use commercial-off-the-shelf 
(COTS) hardware and software. 
Commercial software packages will 
generate the uncomplicated graphics 
needed to produce the tower; no lengthy 
software development programs are 
necessary. The modular approach will 
allow each system’s capabilities to be 
site-specific and the interface to be 
flexible. These features will facilitate the 
Virtual Tower’s addition to any existing 
IDS. 
Several manufacturers have 180- and 
360-degree monitors in the development 
phase. These will be very expensive 
units. The least expensive and most 
practical solution is to use virtual reality 
head-mounted devices (HMD), such as 
goggles, helmets, or “heads-up” devices, 
for display and to use virtual reality 
gloves for control. The HMDs are 
equipped with magnetic sensors to 
provide head tracking, thus allowing the 
field of view to change as the operator’s 
head moves. Also on the market are 
virtual reality masks and “Fake Spaced’ 
booms. These are more expensive, but 
may offer advantages over HMDs. 
Current and future development may 
soon offer a “bubble” atmosphere: a 
360-degree display of high-resolution 
graphics and video in an area large 
enough for two or more operators. The 
images are projected from above to the 
inside of a sphere. They are displayed to 
operators much the same as a heads-up 
display. Some of these projections are 
holographic and appear to the operator 
as very realistic, three-dimensional 
images. 

Future 

Future military security systems will 
most likely bear little resemblance to 
today’s systems. The threat to our 
national security and to our security 
forces is changing-our systems and 
philosophies must change as well. 
Lt Col Gregory A. Roman reinforces the 
importance of proper application of ever- 
evolving technology: “Historically, the 
military’s response to new information 
technology has always been greater 
centralized control. Unfortunately, 
greater centralized control is the exact 
opposite of what is desired to maximize 
the benefits of information technology.” 
[3] GEN John Shalikashvili, former 
Chairman of the Joint Chiefs of Staff, 
also believes in the importance of 
technology: “ . . . [mly challenge is to 
meet the warrior’s quest for information 
. . . the right information, to the right 
person, at the right time, in the right 
place, in the right form to achieve 
victory for any mission.” [4] 
Warriors of the future will be operating 
within a decentralized command 
structure. They will require as much 
information as possible gathered as 
quickly as possible in order to make 
timely and accurate decisions. The 
Virtual Tower will enhance the 
command and control system to enable 
these timely and accurate decisions by: 

correlating and fusing large amounts 
of information 
providing this information to a 
mobile operator 

Established procedure for response 
forces generally requires that they be 
directed to the sectors from which the 
alarms emanate (perimeter) and not to 
the threat or assets themselves. This 
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reasoning was based on the 
nonavailability of dat+visual or 
othenvise+-to either the operator or the 
response force. The Virtual Tower could 
provide vital additional information from 
exterior and interior cameras and 
sensors. When combined with tactical 
data from other recent technological 
developments, such as the Global 
Positioning System (GPS) and 
Identification Friend or Foe (IFF), each 
member of the response team (wearing a 
heads-up helmet display) can receive up- 
to-the-second information. It is 
conceivable that the response force of 
the future may be equipped with audio 
and helmet-mounted video capabilities 
to transmit information back to the 
system operator. 

Conclusion 
The Virtual Tower is an operator 
interface that provides information 
quickly and without operator 
intervention. It acts as a true force 
multiplier by significantly reducing 
operator cycle time. Current systems 
provide only raw data and require 
numerous actions from the operator to 
view sectors and assess alarms. The 
Virtual Tower also provides additional 
tools that effectively allow the operator 
to reinforce the response force. The 
technology exists today as commercial 
hardware and software and requires only 
integration, not large-scale development. 
This system is flexible and can be used 
to enhance existing system as well as 
drive new systems to maximum 
efficiency. 
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