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SYNOPSIS OF THE INTERNATIONAL WORKSHOP ON ILLICIT TRAFFICKING OF
NUCLEAR MATERIAL.

S. Niemeyer, Lawrence Livermore National Laboratory, U.S.A.,
L. Koch, JRC ITU Karlsruhe, EU,

N.V. Nikiforov, Minatom, Russia

The Nuclear Smuggling International Technical Working Group (ITWG) was established
in November, 1995, at an International Conference on Nuclear Smuggling Forensic
Analysis that was held at Lawrence Livermore National Laboratory. The purpose of the
ITWG is to address scientific and technical issues related to preventing illicit trafficking of
nuclear materials, with an initial focus on nuclear forensics. According to the agreement
reached at this conference (l), a first ITWG meeting was held at the Institute for
Transuranium Elements (ITU), Karlsruhe, January 31- February 1, 1996. In this paper a
synopsis is presented of the second ITWG meeting that was held in Obninsk, Russia, on
December 2-4, 1996, at the Institute of Physics and Power Engineering. The meeting and
discussions continued our efforts to develop nuclear forensics capabilities on an
international basis so that attribution questions can be answered from measurements of
illicit nuclear materials. Participants included scientists and law enforcement personnel
from 15 countries and 2 international organizations.

Representatives of the Russian Ministry of Atomic Industry, Minatom (V.V. Yerastov]
and IPPE (A.V. Zrodnikov) gave welcoming addresses. N.N. Redin of Minatom gave an
overview about the conclusions of this year’s P-8 Summit in Moscow. It was noted that
the P-8 approved a program for combating illicit trafficking of nuclear materials, and the
work of this ITWG helps to contribute to providing the details for the general program
that was approved at the Moscow Summit.

In the same session S. Niemeyer briefed the workshop’s participants on the U.S. activities
since the ITWG workshop in Karlsruhe. He presented details on the U.S. Nuclear
Forensics Domestic Exercise performed in 1996. Its main goal was to characterize a mock,
contraband sample of special nuclear material (SNM) and to coordinate the corresponding
actions of national laboratories, law enforcement, and other government laboratories. In
the course of the exercise, consensus summary reports were generated at specific points in
time after receival of the sample material by the analysis laboratories. For example,
●

●

●

●

12h consensus covering e.g. main hazards, national security threat as well as
morphological description and main isotopic composition of the material
24h consensus including e.g. health consequences, age of SNM, particle analysis
48h consensus with a statement about the probability of origin and a detailed evaluation
of traces and particles
2 week (final) consensus confirming the specific identification and specifying the
availability of further classified inf&nati& on the source of the sample- -

Future tasks will concentrate on developing communication links for data interpretation,
setting up technology reviews, establishing field analysis and sampling protocols, and
providing guidelines for sample collection on nuclear contraband with a maximum
preservation of evidence for ultratrace analyses.
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From the law-enforcement community, T. Jourdan (FBI) and G. Mason (UK Police)
outlined aspects of the forensic recovery chain for nuclear material, including details on
area cordoning as well as material packaging and labeling. Protocols for seizure of nuclear
material were discussed. Jourdan described their standard forensic analysis on fibers, DNA,
ink and hairs. A relatively new unit has been formed, the Hazardous material Response
Unit, which is prepared to collect the seized material. He also described how the FBI works
with DOE for nuclear incidents. Mason suggested that training of first responders should
probably concentrate on explosives experts as they are the people likely to be on the scene
quickly, and they also represent a small subset of local first reponders. He also emphasize
that a key is to involve the scientist early in an actual case. He noted that several years ago
the UK Police was questioned on cross-contamination and integrity of evidence. A
detailed description was given of the protocols within the area cordon at the scene to
address these concerns, e.g. materials are classified into Rad, Debris, or Explosive so that
the materials can be directed to the appropriate laboratories.

In the same context, but from the nuclear analyst’s viewpoint, L. Koch (ITU) reported on
action levels of forensic analysis. They are structured as: seizure, identification,
categorization, and characterization. Assistance to third countries upon their request can be
offered by the European Commission in the framework of the PHARE/TACIS program,
assistance also covers portable equipment, related training, as well as further destructive
analysis and data evaluation.

The following session of the workshop was devoted to both policy and analytical
techniques applied in the Russian Federation for combating illicit trafficking of nuclear
materials. NV. Nikiforov (Minatom consultant) outlined the concept for nuclear material
accountancy and control being established in Russia, as well as the corresponding law
structure. A security structure consisting of four protection lines (storage, facility, trade
points, border controls) was presented in detail.

L. Koch (ITU) then gave an overview about a TACIS project which is in preparation. In its
framework it is foreseen to establish a laboratory for identification of nuclear material of
unknown origin at Bochvar’s Institute (VNIINM), Moscow. Such a laboratory will
eventually open the possibility to perform identification analyses jointly by VNIINM and
TTT T

During the same session four papers on analytical techniques were presented, one each by
IPPE Obninsk, VNIIEF Sarov (former Arzamas-16), VNIITF Snjezhinsk (former
Cheljabinsk-70) and the Khlopin Institute St. Petersburg. The talks focused on the
following techniques and the corresponding equipment made in Russia or the former
Soviet Union: -
. alpha- and gamma spectrometry
. neutron counting
. neutron activation analysis (using
● X-ray fluorescence

a pulse reactor)

. atom emission and absorption spectrometry

. mass spectrometry
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● X-ray structure

,..

analysis (for phase composition determination)
● morphological structure of particles(Chelyabinsk 70)

For efficient interpretation of the analytical resul@, access to comprehensive databases of
nuclear materials is essential. In VNIIEF, 20-100 mg samples of nuclear weapons is
available. VNIITF also proposed collaborating on establishing parameters for a databank
on weapons-grade materials. In addition, they proposed R&D work to study the forensic
value of contamination of surfaces with atmospheric particles. A desire to develop a
NEST-like capability, similar to that of the U.S., was also expressed.

Y. K. Bibilashivili (VNIINM) presented first results of a cooperation between VNIINM and
ITU Karlsruhe on a common database for identification of nuclear material of unknown
origin. This relational database is dedicated to nuclear forensics and collects relevant
information from other sources. The database includes sensitive information, but for the
sensitive portions, only the results of database queries will be shared with the partner who
is not authorized for access to the sensitive information. A number of case studies
identifying U02 pellets used in Russian power reactors illustrated the operation of a first
version of the database system in the field of fresh fuel. It was also noted that necessary
information is in danger of being lost as companies are disbanded or the most
knowledgeable people retire.

A discussion of aspects of the all-round analytical experiment (round robin) foreseen to
include HEU and PUOZsamples was led by G. Herbillon (Euratom Luxembourg) and M.
Beran (NH Rez, Czech Republic). An official invitation to participate in the Pu sample
analysis will be sent out soon; additional communication on the HEU sample should also
be issued as a follow-up to previous communications. In both cases, important aspects that
need to be taken into account on a case-by-case basis are: the cost of shipment, licensing for
transport, licensing for import/export, insurance, and access to the appropriate container.

The last session was devoted to specific aspects of the activities of Russian law-
enforcement authorities. I.V. Ponomaryov and M.N. Nalimov (Ministry of Interior)
emphasized that the majority of seized nuclear materials were commercially produced
radiation sources. The number of cases, however, is quite high, on the order of 30-60 per
year for the past several years. It was reported that weapons material has not been
involved in any case. A number of cases included metal U material with different grades
of enrichment which, however, was not suitable to use for nuclear weapons. Currently
there are no known instances of Mafia-like organizations involved in illicit trafficking of
nuclear material. In response to a question, it was indicated that about half of the cases
nuclear materials thefts are “uncovered” by forensic efforts of authorities, and the other
half through inventory activities. were discovered by inventory taking, half by forensic
measures.

N.E. Kravchenko and I.V. Vasiliev (Russian Customs) outlined the situation at border
controls, where currently about 25°L of border crossings have the necessary radiometric
equipment available. They reported on the development of new portable gamma-
spectrometers, non-portable monitors for customs, as well as on establishing a database on
dedicated nuclear material containers. They gave reference on IAEA TC meeting, July 1996.
They also expressed their desire for the ITWG to also focus on its particular needs
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regarding detection of the transport of illicit materials. A particular need that they noted
was for capabilities to expose the concealment of illicit materials in shipments of legal
nuclear materials. They also noted the limitation of only identifying the manufacturing
origin of illicit materials, in other words, route attribution and signature of handling after
manufacture are also needed.

A final panel discussion was held to discuss future activities for the ITWG. Several
proposals on future collaboration were agreed upon and subsequently a written summary
was signed by representatives of the workshop’s organizing institutions, i.e. Minatom of
Russia, Lawrence Livermore National Laboratory (USA), and the Institute of
Transuranium Elements, Karlsruhe (European Union). These agreements include the
following: a new draft of the terms of reference for the ITWG should be prepared for
consideration by authorized bodies of involved countries; this task was given to LLNL,
IT’U, and Minatom. This same group should also prepare a summary of the meeting and
present it to the International Conference on Nuclear MPC&A next March in Obninsk
(hence this report). Next, a more specific scientific and technical program should be
developed for preventing illicit trafficking of nuclear materials. A number of elements
were suggested for this scientific program 1) development of protocols and procedures for
analyzing illicit nuclear materials of unknown origin; 2) evaluation and prioritization of
techniques for expert analysis of the nuclear materials; 3) development of methods for
interpretation of illicit nuclear materials for identification of sources and intended use; 4)
interlaboratory testing of techniques for evaluating and improving the effectiveness of
these techniques; and 5) development of additional improvements of technical
capabilities, including a) technical equipment for detection, hazard assessment, and
preliminary measurement of composition of nuclear material, and b) recognizing
analytical labs which could provide te@mical help to other countries on their request. ---- ~-~-~
Finally, it was a~eed that we should investigate holding the next ITWG meeting in Italy
in conjunction with an international conference on illicit trafficking. Although the
timing for this next meeting is still uncertain, a preliminary agenda was developed. It
includes developing an inventory of equipment for on-site needs, to investigate the
possible role for this group in transport detection; protocols for standardized collection and
preservation of evidence; discuss the development of databanks, their role and protocols
for their use; and if, available, discuss the results of the first interlaboratory exercise.
Regarding the transport detection item, it was noted that other teclmical groups are also
working in this area, so we should identify what the unique role is for this group in that

., arena.

(1) Niemeyer, S.: Synopsis of International Conference on Nuclear Smuggling Forensic
Analysis (IC-NSFA), Liverrnore, Nov. 7-9, 1995

This work was performed under the auspices of the U. S. Department of Energy by
Lawrence Livermore National Laboratory under contract No. W-7405-ENG-48.
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