
I 
NN-SITE: A Remote Monitoring Testbed Facility 

S. Kadner. R. White, W. Roman 
Aquiia Technologies Group, Inc. 

co/u)Z- 5707fL9- - 3 
8401 Washineton PI.. N.E. 
Albuquerque. NM 87 1 13 

Tel: (505) 828-9100 
Fax: (505) 828-91 15 

e-mail: wroman@aquilagroup.com 

K. Sheeiy 
US Department of Energy 

AN-30, Room GA017 
1000 Independence Ave. SW 

Washington, D.C. 20585 
Tei: ((202) 586- 1620 
Fax: (202) 586-8772 

e-mail: ken.sheely@hq.doe.gov 

J. Puckett 
Los Alamos National Laboratory 

Los Alamos, NM 87545 
Tel: (505) 667-4124 
Fax: (505) 665-0492 

e-mail: jpuckett@lanl.gov 

NIS-7, MSE550 

K. Ystesund 
Sandia National Laboratories 

Albuquerque, NM 
Tel: (505) $44-4 3x9 
Fax: ( 5cG) 34 4 -- bc b? 

e-mail: kj ystes @ sandia.gov 

Abstract 
DOE, Aquila Technologies, LANL and SNL recently launched collaborative efforts to create a Non- 
proliferation Network Systems Integration and Test (NN-Site, pronounced N-Site) facility. NN-Site will 
focus on wide area, local area, and local operating level network connectivity including Internet access. 
This facility will provide thorough and cost-effective integration, testing and development of information 
connectivity among diverse operating systems and network topologies prior to full-scale deployment. In 
concentrating on instrument inter-connectivity, tamper indication, and data collection and review, NN-Site 
will facilitate efforts of equipment providers and system integrators in deploying systems that will meet 
nuclear non-proliferation and safeguards objectives. 
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ABSTRACT: 
DOE, Aquila Technologies, LANL. and SNL recently launched collaborative efforts to create a 
Non-Proliferation Network Systems Integration and Test (NN-Site, pronounced N-Site) facility. 
NN-Site will focus on wide area, local area, and local operating level network connectivity 
including internet access. This facility will provide thorough and cost-effective integration, 
testing and development of information connectivity among diverse operating systems and 
network topologies prior to full-scale deployment. In concentrating on instrument inter- 
connectivity, tamper indication, and data collection and review, NN-Site will facilitate efforts of 
equipment providers and system integrators in deploying systems that will meet nuclear non- 
proliferation and safeguards objectives. 

I. INTRODUCTION 
Enhanced technological capabilities in the secure and efficient collection, transmission and 
review of data make remote 
and cost-effective safeguards in support of nuclear nonpmlieraoion objectives. Littte doubt 
remains regarding the ability of remote monitoring systems to ameliorate the costs of providing 
safeguards, since the approach means reductions in on-site inspection costs, increased inspector 
and worker safety, and decreased intrusion in facility operations. Moreover, remote monitoring 
limits the volume of data collected in most cases, thereby curbing excessive costs in the review 
and evaluation of the data for verification purposes. The foIlowing will discuss the objectives of 
ongoing remote monitoring efforts, as well as the prevalent policy concerns. An in-depth 
discussion of the Non-Proliferation Network Systems Integration and Test facility (NN-Site) will 
illuminate the role that this testbed facility can perform in meeting the objectives of remote 
monitoring efforts, and its potential contribution in promoting eventual acceptance of remote 
monitoring systems in facilities worldwide. 

* . - -,:L-& ai increasingly attractive option for providing reliable 

11. REMOTE MOMTORING 
Before discussing the possibilities of remote monitoring in better achieving the goals of 
safeguards community, it is important to understand the broad a m y  of tasks that this concept 
encompasses. Remote monitoring can be defined as “the transmission ... of information from 
unattended sensors and cameras installed in nuclear facilities worldwide directly to an 
inspector’s personal computer for verifying safeguards obligations.”’ Data transmission can 
employ telephone, Internet, satellite or other communications media, depending on availability 
and the other parameters in a specific application. While advanced network technology and 
“smart” sensors and instrumentation allow for integrated monitoring systems in on-site 
applications, remote monitoring substantially magnifies the efficiency of such systems by 
eliminating on-site visits to retrieve the data, verifying correct operation of instrumentation, and 
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modifying or adjusting configuration of system components.’ This methodology would reduce 
excessive travel expenditures and streamline numerous operational and data management costs. 

A. Nuclear Secunty and Safety 
The International Atomic Energy Agency and state pmies to the Nuclear Non-Proliferation 
Treaty (Nf13 rely on safeguards to verify compliance with treaty commitments. The nuclear 
nonproliferation regime and the achievements of this international secretariat remain a success 
story in the annals of arms control history. “Success” in the post-Cold War era. however, “will 
require a comprehensive agenda of disarmament progress. fissile materids control and 
safeguards improvements.”’ Given the IAEA’s zero-growth budget €or over a decade and the 
increasing demands in both materials and facilities for which it must provide full-scope 
safeguards, the bridge between budget realities and agency capacities can only be bridged by the 
implementation of cost-effective and reliable technologies. Remote monitoring is viewed as one 
of the most likely means by which to bridge the gap. 

B. International Remote Monitoring Project 
As an important facet in the DOES International Safeguards Program. the International Remote 
Monitoring Project (IRMP) is enlisting the experience and technical expertise of national 
laboratories. internationai and bi-lateral agencies, and commercial entities in pursuit of the 
project’s goals. The formal objectives of the lRMP are summarized as follows: 

utilize field trials to examine and define the technical parameters of remote 
monitoring systems (communications protocol, i..s-;L.Y..VL.~i standards, data 
management, system reliability, authentication and confidentiality of transmitted 
data, etc.); 

demonstrate its technical feasibility; 

achieve international acceptance and the requisite policy changes for the 
utilization of these technologies; and 

address the legal and institutional issues in widespread implementation of remote 
monitoring.‘ 

Due to budget realities, a further aim of remote monitoring efforts is “to use, to the maximum 
extent possible, commercially available components, and...build on current programs at the DOE 
national laboratories.”s NN-Site’s conceptualization fits squarely within the objectives of the 
I W .  

The I M P  has been successful thus far in introducing remote monitoring systems into numerous 
facilities in order to achieve these gods. To date field trials in the U.S., Australia, Sweden, 
Japan, Argentina, Russia and the European Union have been successful and provided a wealth of 

* For more specific information on integrated monitoring systems see Dupree. Stephen A.. Cecil S. Sonnier, 
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information as to the operations, limitations. as well as the policy constraints. to universal 
implementation of such systems. These field trials have also demonstrated that since each 
deployment is unique. each offers lessons for improving performance and flexibility of remote 
monitoring systems.6 Although the IRMP launched its first field trial almost three years ago, 
significant technical obstacles and policy bamers must be overcome before widespread 
acceptance of remote monitoring systems will be realized. The NN-Site facility is an efficient 
means to address many of the remaining technical problems. as well as targeting solutions to 
policy concerns. 

111. POLICY AND POLITICAL ~SSUES 
Sovereignty remains a key issue in the political debate on remote monitonng. The transmission 
of data across national borders has two obvious implications: I )  increased concern regarding data 
security of as it flows via wide area network media (Internet, telephone. satellite) and the 
resulting technical concerns of tamper-robustness and authentication in the verification process, 
and 2) cooperation and unprecedented transparency between countries are required for 
consideration of this approach. For both of these reasons the I M P  has engaged a myriad of 
actors in the international safeguards community. Similarly, NN-Site plans to immediately 
incorporate facilities in Russia and elsewhere to achieve international exposure of remote 
monitoring applications. Not only does the inclusion of international safeguards providers and 
regulatory entities provide the broadest base for solving the technical issues that arise, but it 
helps to achieve a basis for the establishment of international standards and lays a foundation for 
the degree of cooperation necessary for eventual implementation of a remote monitoriq q i m c .  , 

IV. NN-SITE 
A. Objectives 

Network technology has realized rapid advances in the past several years. Network solutions for 
safeguards purposes “moves the necessary data, provides the necessary security, minimizes 
development and installation efforts and costs, and is reliable.”’ The purpose of the Non- 
Proliferation Network Systems Integration and Test site is to provide a facility to achieve 
network solutions for safeguards applications. NN-Site is a fully networked facility that will be 
available for testing remote monitoring safeguards instruments developed by the US. National 
Laboratories and commercial vendors. NN-Site provides a complete multi-layer network 
structure from Local Operating Networks (LONs) to a Local Area Network (LAN) to a Wide 
Area Network (WAN). This will allow for comprehensive and cost-effective integration, testing 
and development of information connectivity prior to full-scale deployment at actual facilities. 
Furthermore. initial implementation targets the distribution of safeguard facility data over an 
Internet compliant interface. 

Since NN-Site’s purpose is to facilitate the objectives of the IRMP,.not only is the facility 
available for public and private sector entities involved in safeguards development and operation, 
but it offers the capability for sharing of diverse operating systems and network topologies. 
While particular attention is being paid to Microsoft-enabled communication and connectivity, 
UNIX, NT, and VAX operating systems will be integrated as well. In addressing both technical, 
political and DOE budget concerns, NN-Site will rely on commercially available network 
infrastructures, enhanced with tamper indicating, authentication, and encryption algorithms and 

Ibid, p. 19. ’ Halbig. J.K., K.E. Gainer, and S.F. Klosterbuer. “An Efficient Network for Interconnecting Remote 
Monitoring Instruments and Computers,” Nuclear Muteriais Management, 35th Annual Meeting 
Proceedings, Vol. XWI (July 17-20, 1994). p. 825. 



network agents to meet those needs unique to safeguards applications. An additional feature of 
the NN-Site facility will include a Web site for remote monitonng applications and provide DOE 
with a marketing and coordination vehicle to promote IRMP efforts and allow IRMP partners to 
immediately have access to latest developments. 

8. Team members 
I .  Department of Energy 

The IRMP successfully proved that remote monitoring was a viable solution to improving 
monitoring confidence at a lower operating cost than on-site inspects. This accomplishment in 
1995 lead to many requests for DOE assistance in developing, deploying and testing similar but 
unique systems throughout the world. DOE eagerness to promote and advance remote monitoring 
quickly lead to an overextension of DOE financial, technical and human resources. There werc 
still political and technical problems to solve, there were eager partners willing to assist, but the 
proper structure, documentation, and focus did not exist within the DOE program. 

In 1996 DOE began to establish the NN-Site with the objective of focusing at a single location 
remote monitoring system integration. testing, problem solving and training activities. 

The international nuclear nonproliferation community has accepted the concept of remote 
monitoring. The current challenge is to develop a platform-independent remote monitoring 
system which is flexible enough to be easily adapted to many different safeguards scenarios; 
sustainable because it uses widely available commercial components which are well 
documented and ex d?k; and inexpensive. NN-Site provides a facility where remote 
monitoring components and systems cm be integrated, tested, and improved prior to stripping to 
sites for installation saving thousand of dollars. 

' .  + y  

NN-site allows for the development of flexible and not site-specific systems. New software will 
be downwardly compatible with properly maintained documentation. Upgrades will be identified 
and shared among the various deployments thus focusing on development resources. 

NN-Site provides a central site to train experts in the latest advancements on remote monitoring. 
The website provides an operational example of how remote monitoring could be used by an 
inspectorate to monitor many facilities on multiple continents in a manner of minutes. The 
website will also provide a way of communicating and transferring the latest software upgrades 
and technical specifications to I M P  partners. This structure allows for a system approach and 
the savings of resources by doing all the training and remote monitoring system design, 
integration, and upgrades in one place rather than case-by-case solutions all over the world. 

2. Aquila Technologies Group, lnc. 
N-Site is located at the Aquila Technologies Group facility in Albuquerque, New Mexico. 
Experience as a Microsoft Solutions Developer and an Echelon LONWorks implementor gives 
Aquila the ability to maintain a full service network with connectivity from the operational 
instrument level to the wide area remote communication environment. Furthermore, Aquila' s 
breadth of experience as a safeguards instruments and systems provider is an additional 
necessary condition for ensuring the success of the testbed facility. Lastly, the geographical 
placement of NN-Site, in the center of many of the U.S. international and non-proliferation 
effons, will ensure maximal utilization of the facility for those involved in IRMP initiatives. 
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Aside from the creation. maintenance and upgrading of the NN-Site Web Site. Aquila wiil utilize 
the project management and infrastructure at NN-Site to plan. assemble. test. deliver, and 
maintain a functional site for remote monitoring. The development of this site is to facilitate 
achievement of DOE objectives. This entails utilization of mainstream networking, 
communications and connectivity tools to integrate requisite sensors. data collection 
instrumentation and any review software provided by Sandia National Laboratones (SNL), Los 
Alamos National Laboratories (LANL), Aquila and any others. Procurement for the remote 
monitoring faciiity will follow IS0 9001 principles in acquisition and inspection of the various 
elements of the site. An additional requirement will be to create a user review interface strategy 
that incorporates the existing review systems in the most generic manner in order to provide for 
the use of remote viewing platforms. All software will be downloaded and maintained through 
the NN-Site Website. 

IRC 
3. Sandia National LaboratOK 

Sandia National Laboratories (SNL) has had the leadership role in the coordination and 
implementation of remote monitoring systems in the IRMP. Sensor and video technology 
developed for Containment and Surveillance (US) applications, as demonstrated in the I M P ,  
are available for integration into the NN-Site. Data acquisition and review software developed by 
SNL has been deployed in remote monitoring installations worldwide. Because the user interface 
with an integrated monitoring system is a critical factor in the usability of that system, it is 
important to have the interface evaluated by users. Representative screens captured from the SNL 
Data and Image Review System (DIRS) software are incorporated into the NN-Site web site to 
demonstrate one of the methods available for rei .- .. 
monitoring system. As the NN-Site matwes, remote monitoring data from several of Sandia's 
remote monitoring instailations wiil be available for review with DIRS software. 

..&A Loiiected by an integrated 

4. Los Alams National Luborutor' & 
The primary focus of the Los A l m s  National Laboratory (LANL) is the research, development, 
testing and deployment of radiation sensors. This work includes the development of software to 
integrate the radiation data into forms that can be used efficiently by the IAEA and the operator 
of a facility. LANL is the leader the use of continuous unattended monitoring of radiation data 
within a facility for periodic retrieval by IAEA for verification of material movements. The next 
generation of continuous unattended monitoring includes an integrated review system (IRS) that 
integrates the radiation data, video images and operator declarations, to allow the IAEA to 
efficiently analyze all input data for verification of material movements. 

LANL is now exploring remote monitoring concepts that will permit moving this same data 
beyond the facility to State authority, regional IAEA Offices or IAEA in Vienna or elsewhere. In 
the joint effort to prepare the NN-Site Internet world web site (WWW), LANL has created 
demonstrations of using the world wide web to directly observe sensor data and to simulate the 
evaluation of safeguards type data. The next step is to address the technical issues associated 
with using the WWW or other Internet protocols to interface with these integrated review 
systems at a facility and provide the required data for remote monitoring at any location with 
Internet access. As this effort moves forward, the NN-Site team will investigate the integration 
of authentication and security, and support the testing and evaluation of the web site. 

C. NN-Site Data Security 
Both the achievement of international acceptance and the policy changes necessary for the 
universal implementation of remote monitoring systems hinge on the demonstration of sufficient 
reliabiiity in the technical means to guarantee authenticity and security in the transmission of 



data. NN-site is to rely on the RSA’s MD-5 authentication algorithm for validation of the source 
of data and privacy is to be achieved using the encryption techniques of Secunty Dynamics. 
These will be discussed in turn. 

I .  RSA Authentication Algorithm 
The GEMINI Digital Surveillance system. a fully digital safeguards system developed by Aquila, 
incorporates RSA authentication to provide validation of the source of digital images as well as 
tamper-indication capability. A unique digital signature is added to the image inside the camera 
prior to the download operation. Consequently, unauthenticated image data never even exists 
outside the digital camera, ensuring that there is no opportunity to tamper with the pictures. 
When images are played back on the GEMIM Advanced Review Station, not only is 
authentication ensured through digital signature, but any images that have been altered in any 
manner will be visibly flagged as changed or invalid. The RSA’s MD-5 authentication algorithm 
signs the image with the camera serial number and time and date string from GEMIM, allowing 
for successful verification of the source (camera) of the image, the specific time image was 
Captured, and the absence or existence of tampering. While authentication cannot prevent 
attempts to alter images, it makes certain that any such attempt is detected during the review and 
S1gnaNt-e validation. 

RSA has a proved track record in telecommunications, financial and scientific institutions 
worldwide. Not only have entities such as the Central Intelligence Agency, the International 
Monetary Fund, and Memll Lynch adopted RSA for their data authentication ourposes. but 
Microsoft, Apple, Sun, and Novel1 use RSA in their commercial hardware and soiiware products. 

2, Encryption - NN-Site Web Site 
Encryption is the other necessary facet for achievement of remote monitoring for safeguards 
verification purposes, since this allows for privacy in the data transmission process. Encryption, 
the transformation of data into some unreadable form, ensures privacy by keeping the 
information hidden from anyone for whom it is not intended. Decryption. the transformation of 
encrypted data back into some intelligible form, allows the intended user to access the 
information. NN-Site will employ encryption techniques developed by Security Dynamics and 
Microsoft. This Internet Security encryption capability will allow NN-Site to verify valid users. 
By using the Netscape browser or Microsoft browser and the SSL (secure sockets layer) of the 
Web Server, NN-Site will have an encrypted session from the end user PC to the Web Server. 
Also, by enabling the SecurID Client which is integrated into the Internet information Server, 
NN-Site can use the SecuriD Card for Identification and Authentication. This means no one can 
read or alter the data and the User is indeed a valid User. 

The strategic goal of NN-site is to provide a flexible and sustainable Remote Monitoring System. 
The NN-site infrastructure will provide the capability for sufficient planning, testing, training 
and maintenance in order to mitigate the perception that we are reacting to customer discovered 
problems. This approach ensures both a decreased likelihood of instrumentation failure and an 
increased probability of flawless implementation at the actual facility. Through the use of IS0 
9001 principles in the integration of commercially available connectivity hardware and software, 
the appiication of network installed software maintenance agents and “hot” hardware spares, as 
well as attention to the unique sensor and technology requirements for remote sensing, the NN- 
Site facility will promote the overall objectives of the IRMP in an efficient, timely and cost- 
effective manner. 



IV. CONCLUSION 
Given the successes achieved at existing sites utilizing remote monitoring systems and the 
extensive international attention being devoted to ensuring the viability and eventual acceptance 
of this approach, there is little doubt that "remote monitoring will become a fundamental element 
of international safeguards of the future."' However, there is still a lot of work required to 
develop a remote monitoring system that will be flexible. reliable and inexpensive. DOE, in 
collaboration with Aquila Technologies. SNL and LAW, believes that the establishment of the 
NN-Site testbed faciiity will facilitate achievement of the IRMP's objectives. NN-Site will 
provide comprehensive testing prior to actual deployment. provide for the integration of 
commercially available instrumentation, and promote the establishment of international standards 
for remote monitoring systems. NN-Site will provide for training, maintain documentation. and 
allow for better communication between I M P  partners of the latest upgrades and enhancements. 
Furthermore, this facility will *assist in overcoming the remaining politicai obstacles in universal 
implementation of remote monitoring systems to achieve comprehensive verification at greatly 
reduced costs. 

Sandia is-a multiprogram laboratory operated 
by Sandia Corporation, a Lockheed Martin 
Company, for the United States Department of 
Energy under Contract DE-AC04-94AL85000. 
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