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Abstract 

CEIVEL: 

A program to assess the impact of smoke on digital instrumentation and 
control (I&C) safety systems began in 1994, funded by the US Nuclear 
Regulatory Commission Office of Research. Digital I&C safety systems are 
likely replacements for today's analog systems. The nuclear industry has 
little experience in qualifying digital electronics for critical systems, part of 
which is understanding system performance during plant fires. The results 
of tests evaluating the performance of digital circuits and chip technologies 
exposed to the various smoke and humidity conditions representative of 
cable fires are discussed. Tests results show that low to moderate smoke 
densities can cause intermittent failures of digital systems. Smoke increases 
leakage currents between biased contacts, leading to shorts. Chips with 
faster switching times, and thus higher output drive currents, are less sen- 
sitive to leakage currents and thus to smoke. Contact corrosion from acidic 
gases in smoke and inductance of stray capacitance are less important con- 
tributors to system upset. Transmission line coupling was increased because 
the smoke acted as a conductive layer between the lines. Permanent circuit 
damage was not obvious in the 24 hr of circuit monitoring. Test results also 
show that polyurethane, parylene, and acrylic conformal coatings are more 
effective in protecting against smoke than epoxy or silicone. Common-sense 
mitigation measures are discussed. Unfortunately we are a long way from 
standard tests for smoke exposure that capture the variations in smoke 
exposure possible in an actual fire. 

*Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company, for the 
United States Department of Energy under contract DE-AC04-94AL85000. 

'Research sponsored by the Office of Nuclear Regulatory Research, U.S. Nuclear Regulatory Commission. The 
opinions and viewpoints expressed herein are those of the authors and do not necessarily reflect the criteria, require- 
ments, and guidelines of the USNRC. 
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DISCLAIMER 

This report was prepared as an account of work sponsored by an agency of the 
United States Government. Neither the United States Government nor any agency 
thereof, nor any of their employees, makes any warranty, express or implied. or 
assumes any legal liability or responsibility for the accuracy, completeness, or use- 
fulness of any information, apparatus, product, or process disclosed, or represents 
that its usc would not infringe privately owned rights. Reference herein to any spe- 
cific commercial product, process, or seervice by trade name, trademark, manufac- 
turer, or otherwise does not necessarily constitute or imply its endorsement, m m -  
menbtion, or favoring by the United States Government or any agency thereof. 
The views and opinions of authors expressed herein do not necessarily state or 
reflect those of the United States Government or.any agency thereof. 
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1 Introduction 

1.1 Purpose of this program 

Nuclear power plants are replacing analog instrumentation and control (I&C) equipment with digi- 
tal I&C equipment; however, there is concern about how these new control systems will be affected 
by abnormal or severe environments, such as smoke from an electrical fire.[l] In 1994 the U.S. 
Nuclear Regulatory Commission (USNRC) initiated a program at Sandia National Laboratories 
(SNL) to determine the impact of smoke on advanced instrumentation and on safety systems. The 
program was started in response to a user need to determine the impact of smoke on the new digital 
safety systems, reply to questions posed by the Advisory Committee for Reactor Safeguards, and 
determine if smoke can cause failures in reactor safety systems. The program is providing informa- 
tion on the reliability of digital I&C systems in a smoke environment. The failure modes of digital 
I&C caused by smoke have been identified as (1) corrosion of metal contacts and circuit traces, (2) 
circuit bridging, and (3) an  increase in contact resistance. Smoke is expected to cause immediate 
failures by circuit bridging and an  increase in contact resistance, but corrosion is expected to cause 
long-term failures. 

1.2 Background of smoke damage to electrical equipment 

At the time this program started, there were little data about how smoke affected active (powered 
and operating) electronics. Smoke damage in other industries, such as telecommunications, was 
serious enough to merit detailed analysis of smoke corrosivity and equipment recovery. However, 
except for the work by Jacobus [2] on relays, power supplies, and switches, no reports have been 
found in the public literature on active monitoring of electronics in smoke. Since nuclear power 
plants require continuous control and monitoring of reactor systems, research on the  ability to 
salvage equipment after a fire is not sufficient. It is necessary to be able to determine how smoke 
affects an active digital system. 

The need to protect equipment from smoke has been recognized by the U.S. Navy, the Department 
of Energy (DOE), the telecommunications industry, and insurance companies. The early studies by 
the Navy concentrated on the effects of smoke on structural elements in ships.[3] Because of smoke 
corrosivity, the Navy also created standards for testing the smoke from various cable materials to 
measure its acidity. Cables that produced less acid when burned were used in ships. Since many 
of the acidic gases are produced by halogenated compounds (i.e., chlorine and bromine), the Navy 
has been limiting the use of halogenated materials on ships. Also, the Navy has developed a system 
by which equipment could be restored to  full use by prompt cleaning with detergents and thorough 
drying [4]. 

The telecommunications industry has been interested in smoke corrosivity because fires in central 
offices have disabled service in large areas [5]. Insurance companies are also interested in smoke 
damage and recovery of electrical equipment. These two groups have contributed to standard testing 
methods to determine which materials, when burned, would cause the most corrosive smoke. Most 
of these test methods measure acidity of gases or metal loss. The acidity of the gases is assumed to 
be directly related to corrosive metal loss. Some of the standards developed for smoke corrosivity 
testing are ASTM D5485, IEC 754-1, 1994-01, DIN 53436 and CNET(ISO/DIS 11907 part 2). 
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Figure 1: Interdigitated comb board used to  measure surface insulation resistance. 

Methods have also been developed to  calculate damage probabilities for a given smoke deposition 
[SI. All of this work is concerned with electronics after the fire, not during the fire. 

Degradation of electronics caused by smoke can be similar to  degradation from air pollution. Pol- 
luted air contains many of the same ionic contaminants as smoke (i.e., chlorides and sulfates); 
however, the deposition rate of these contaminants is much slower from air pollution.[7] Ionic con- 
taminants increase leakage currents .by providing a current path and combining with conductive 
material to  form metal salts. In the presence of ionic contaminants, electrically biased conductors 
develop metallic dendridic growths that increase leakage currents. Electronics reliability involves 
both the aging and manufacturing processes. The cleaner the manufacturing process, the more 
reliable the product. Cleanliness is monitored by measuring surface insulation resistance: inter- 
digitated comb patterns, shown in Figure 1, are biased with dc voltage while the leakage currents 
are monitored. In order to  test how such a pattern would react to  pollutants after a long period 
of time, “accelerated” aging tests are performed at  high temperatures and humidity.[S] They also 
measure surface deposition of ionic contaminants. This particular measurement is now starting to  
be used for testing smoke corrosivity.[9] The amount of surface deposition of ionic contaminants is 
used to  determine whether smoke-exposed equipment should be reconditioned. 

All of this research was focused on damage that measured ionic contamination deposited on surfaces 
rather than smoke density. Most of these industries are concerned with recovery rather than active 
control of equipment during the fire; therefore, an important measure is the amount of deposit that 
remains after the fire. There have been few comparisons to determine what kinds of circuits are 
most tolerant of smoke. Knowledge of the mechanisms for smoke damage is important for designing 
smoke tolerance in electronics and mitigating smoke effects. 
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1.3 Focus of this research 

The research reported here has  focused on the impact of smoke on digital I&C equipment. Rather 
than recovery of equipment, it addresses the need of nuclear power plants to  continuously monitor 
and control a reactor and to  determine the immediate effects of smoke on equipment. All of 
the exposures in our experiments included real-time monitoring to  determine what happens as 
equipment is exposed to smoke. The research has  included investigations into the types of failure 
modes experienced by digital I&C components, exposure of whole computers and digital systems, 
and possible protection methods. An attempt was made to  determine the failure threshold of 
electronics, but this threshold varies with electronic equipment technology. Three sets of tests 
have been performed to  date: tests on digital systems, measurements of leakage currents, and 
measurements of the effects of smoke on various circuit types. 

Because there are no electronics qualification test standards for smoke, the method of exposure 
has  been based on the draft smoke corrosivity standard for the radiant heat method proposed by 
ASTM E5.21.70. This method tests different materials and is a static smoke exposure-all of the 
smoke that is created is contained within an enclosure. The fuel is placed in quartz combustion 
chambers located underneath an  exposure chamber. The fuel is heated and ignited in the com- 
bustion chamber. The smoke rises up stainless steel chimneys to  the exposure chamber containing 
the device under test. Two smoke exposure chambers were built-one that is the same size as the 
draft standard, and a larger one that could hold an entire computer. The larger chamber is shown 
in Figure 2. The standard exposure time is 1 hr. The radiant heat lamps that heat the fuel are on 
only for 15 min. The smoke is vented after the 1-hr exposure, and the electronics continue to  be 
monitored for 24 hr after the exposure starts. 

2 Summary of Previous SNL Results 

2.1 Smoke exposures at SNL 

The first set of tests was performed in conjunction with Oak Ridge National Laboratory (ORNL) 
and its USNRC-sponsored program on advanced I&C qualification. [lo] Two digitally based systems 
were exposed to  smoke from cable fires using various plausible scenarios and monitored during the 
exposure. A multiplexer board that was connected by a serial line to  a personal computer outside 
of the smoke exposure chamber was exposed to three kinds of smoke (cross-linked polyethylene with 
chlorosulfonated polyethylene, ethylene propylene rubber with chlorosulfonated polyethylene, and 
polyvinyl chloride). The fuel load provided was equivalent to  75 g of fuel 1 m3 of air. During the 
polyvinyl chloride fire, the smoke interrupted the communications between the board and the PC 
and temporarily stopped the program; however, the program was restarted, and the board seemed 
to work thereafter. 

ORNL also designed the second experiment of this set-an experimental digital safety channel 
where subsystems included computers, electrical and optical serial communication links, fiber-optic 
network links, analog-to-digital and digital-to-analog converters, and multiplexers. Various subsys- 
tems of the safety channel were exposed to smoke of different fuel loads and humidity levels. For 
these tests, communication upsets were observed at all levels of smoke density, ranging from net- 
work retransmissions at low smoke densities to  serial link timeout errors at higher smoke densities. 
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Figure 2: This large smoke chamber was built to expose computers t o  smoke. It is five times larger 
in volume than the ASTM draft standard and includes four combustion chambers. 
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Figure 3: The functional circuit boards allowed testing for different smoke failure modes. 

Figure 4: Two 5042 transmission lines to  measure transmission line coupling. 

Soldering Task Force' to  determine what particular failure mechanisms would be most likely to  
happen in electronic circuits. [13] Each circuit displays a different failure. The components of this 
circuit board include both plated-through hole (PTH) and surface-mounted (SMT) components. 
In general, SMT components are smaller and easier to  install because there is no need to  drill holes 
in printed wiring boards to  install them. Thus, more and more digital systems are expected to 
contain SMT components. When reasonable, the circuits on the functional circuit board contain 
either SMT or PTH components. Figure 3 shows the functional circuit board. The transmission 
lines, which are on the reverse side of the functional circuit boards, are shown in Figure 4. 

The failures observed during the smoke exposures for the various circuits were as follows: 

0 High voltage low current-increase in conduction around both PTH and SMT circuits, results 
in reduced resistance measurement 

0 High current low voltage-increase in resistance for SMT circuit only 

0 High-frequency transmission line-increase in coupling while smoke in chamber 

'The Low Residue Soldering Task Force was formed in April 1993 by Sandia National Laboratories and combined 
the joint efforts of industry, military, and government to evaluate low-residue soldering processes for military and 
commercial applications. 
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Table 1: Functional circuits tested and their likely failures. 

Circuit Sensitivity Package 
High voltage low current Alternative current leakage paths PTH/SMT 
High current low voltage Increased resistance in solder joints PTH/SMT 

High-frequency transmission line Coupling between transmission lines Traces on PWB 
High-frequency low-pass filter Increased inductance or capacitance PTH/SMT 

High-speed digital Increased pulse rise, fall, or delay times PTH/SMT 
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Figure 5: Increased conduction is caused by smoke particles in the air and surface deposition for 
the high-voltage low-current circuit. 

0 High-frequency low-pass filter-very little change from smoke 

0 High-speed digital-pulse stopped either immediately or after a few hours of exposure, but 
restarted. 

To illustrate the effect of smoke on these circuits, the following three figures plot the response of 
the circuits to  smoke. In general the circuits that responded the most to the smoke were the high- 
voltage low-current circuits. These circuits had a high potential, 300 Vdc, across a high impedance 
circuit of 50 MR. The measured resistance of the high-voltage low-current circuit depended on the 
smoke density. Figure 5 shows how the high-voltage low-current circuit reacts to different amounts 
of smoke. When the smoke density is medium (25 g of fuel per m3), then the measured resistance 
falls, but as the smoke clears by deposition and venting, the resistance returns to  normal. The 
circuits tested with a high fuel load (50 g of fuel per m3) did not recover after venting. The surface 
deposition was high enough that the current must have passed through the soot on the surface. 
The resistance of the coated high-voltage low-current circuit did not decrease as much as either of 
the other circuits. A conformal coating might protect such a circuit. 

8 



1.5 

1.49 
n 
G v 

8 1.48 
r 
(II 
CI + 1.47 
aa a 

1.46 
I I  I 

I ,  I I I I I 1.45 I 1 1  I ,I 

-- 

-- 

I I  

I ,  

-- I 

I 

-- 

I ,  I 

-1 0 1 2 3 4 5 

Time (hr) 

Figure 6: Smoke causes slight increases in resistance of the high-current low-voltage circuit. 

The high-current low-voltage circuit was a low-resistance circuit that was sensitive to loss of con- 
ductivity due to  corrosive action of the smoke. Figure 6 shows the reaction of the high-current 
low-voltage PTH and SMT circuits to smoke (high fuel load, 50 g of fuel per m3). The resistance of 
the SMT circuit increases, but does not return to  normal after the tests. The PTH circuit seems to  
be unaffected. The conductive traces or solder joints of the SMT circuit are probably attacked by 
smoke. Tests with smaller amounts of smoke showed similar but less reaction. The corrosive and 
permanent effect of smoke is shown here by this change in resistance. The change is small-only 
2%, even for large fuel loads. 

The transmission line coupling increased at 50 MHz, as shown in Figure 7. This means that the 
signal transmitted by one line was picked up on a parallel line. This effect is high while the smoke 
is in the chamber, but diminishes again once the smoke is pumped out. The smoke seems to  act 
like a conductive layer between the two transmission lines. 

3.2 Chip technology comparisons 

The component tests and the functional circuit tests showed that smoke can cause circuit bridging. 
The amount of bridging that is harmful to  a particular circuit is dependent on the component 
technology in the circuit. To determine a failure threshold for logic chips from different chip 
technologies, a nonsmoke experiment was performed in which the circuit bridging of smoke was 
simulated with a variable resistor. The concept of this test is illustrated in Figure 8. The normal 
output of the OR gate at the right of the figure is a high state. The high input to  this last gate 
is connected by a variable resistor to  ground, simulating the circuit-bridging effect of smoke. The 
value of the resistance was lowered to  see at what resistance the output of the last OR gate changed 
to  a low state. This was called the critical resistance. The lower the critical resistance, the more 
tolerant the gate is to  smoke, for it would take more smoke to  cause a lower resistance. 
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Figure 7: Smoke in the air increases transmission line coupling at  50 MHz. 
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Figure 8: By simulating the circuit bridging effects of smoke with a variable resistor, various logic 
chip technologies were compared for smoke tolerance. 
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Figure 9: Critical resistance increases with switching time. The technologies with the fastest 
switching times have more smoke tolerance. 

The critical resistance of a variety of technologies is plotted in Figure 9 against their published 
switching times. Switching times are indicative of output current drive because the time to  switch 
a state depends on overcoming the RC time constant of the circuit, where R and C stand for the 
inherent resistance and capacitance of the circuit. The higher the output current and lower the 
input impedance, the faster the switching time. As seen in the figure, the critical resistance varies 
approximately with switching time. This means that circuits with faster switching times (high 
output drive currents) are more tolerant to smoke. 

The main component in the high-speed digital circuit tested in the functional circuit board was an 
advanced transistor-to-transistor logic chip (FAST). This experiment showed that  a FAST chip is 
tolerant to relatively high leakage currents and hence is more tolerant to smoke than other chip 
technologies. This experiment also showed that  technologies with a high output current are more 
tolerant of smoke. Because standard complementary metal-oxide semiconductor (CMOS) chips 
have lower output current drive than FAST chips, they are more sensitive to smoke. These tests 
suggest that CMOS chips would have been affected at lower smoke levels than FAST chips. 

3.3 Coating Tests 

Conformal coatings can substantially increase the smoke tolerance of both analog and digital cir- 
cuits. There are more than 75 conformal coatings on the market. In general, there are five types 
of coatings: polyurethane, epoxy, silicone, acrylic, and parylene. One coating from each of the five 
types was selected and applied by Specialty Coating, Inc. of Indianapolis, Indiana, to protect the 
functional boards. These coatings are listed in Table 2. The smoke exposure tests showed that all 
the circuits performed much better with a conformal coating, although there were minor differences 
in the performance of the different coatings. 
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Table 2: Coatings tested. 

Coating Types Brand Product Application thickness (nom.) How applied 
Acrylic Humiseal 1B-31 2.5 mil Dipped 

Envibar UV1244 2.5 mil Dipped EPOXY 
Par ylene Union Carbide Type C 0.75 mil Vacuum deposited 

2.5 mil Dipped Polyurethane Conap CE1155 
Silicone Dow 3-1765 5 mil Dipped ' 

The best circuit to  demonstrate differences in coatings is the high-voltage low-current circuit, 
because it is the most sensitive to smoke. The coatings were expected to provide quite a bit of 
protection, so a very high fuel level was used-200 g/m3. Twelve boards remained uncoated, while 
four each of the five conformal coatings were applied to  24 boards. The data from these tests are 
shown in Figures 10 and 11 for the SMT and PTH circuits respectively. The data are presented as 
averages of four time periods: preburn (before the fire starts), burn (during the fire), soak (after 
the fire is out, but before venting), and vent (during venting). 

The SMT circuit reacted as expected for the bare boards, as shown in Figure 10. The pretest values 
were about 50 MQ. When smoke was added, the resistance decreased. A comparison of the various 
coatings shows that the best coatings were polyurethane, parylene, and acrylic, and the worst were 
silicone and epoxy. In fact, the resistance of the silicone-coated board was low during the preburn 
period. 

The PTH circuit displayed two types of failure (Figure ll), one in which resistance decreased as 
in the SMT circuit and one in which it increased. This increase indicates an open circuit. One 
explanation of the open-circuit failure is that when the board was heated by the fire during the 
exposure, the board warped and opened the circuit. We tested the PTH circuits a t  75' C (the 
highest temperature in the exposure chamber tha t  the boards were exposed to) to  see if the heat 
caused the open circuit. However, the circuits that opened during the smoke test did not open at  
this temperature. Of the uncoated boards, three failed in the open condition while seven failed as 
if the circuit shorted. The reaction of the coated boards indicates that the polyurethane, parylene, 
and acrylic coatings protected against the failure where the resistance of the circuit decreased, but 
did not protect against an  open circuit. Again, the epoxy and silicone coatings did not perform as 
well as the other three. 

3.4 Mitigation of Smoke Damage 

Smoke damage may be mitigated by controlling the potential fire environment and by designing 
high smoke tolerance into the electronic systems. Common sense and results from our tests provide 
several general rules on controlling a fire environment: 

0 Minimize fire occurrences and quickly detect and suppress fires to minimize smoke exposure. 

0 Use fire-retardant materials in plants where possible 

0 Select locations for digital I&C equipment that are: 
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Figure 10: Coating comparison of the high-voltage low-current circuit for the SMT components. 
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Figure 11: Coating comparison of the high-voltage low-current circuit for the PTH components. 
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- away from areas with a high likelihood of fire, for example, the diesel generator room 
- not equipped with water-based fire suppression systems 
- in controlled, dry environments (<30% RH) 
- protected with smoke removal systems. 

Electronic systems should be designed so that they can be tolerant to  smoke. Findings from these 
tests indicate that design elements should: 

0 be enclosed in a box or conformally coated to protect electronics 

0 include electronics with high output current, such as transistor-to-transistor logic (TTL) or 
advanced CMOS 

0 include chip packages with widely spaced contacts 

0 include hermetically sealed packages rather than plastic packages 

0 avoid ventilation fans that can draw in more smoke 

0 avoid high voltages because particulates are drawn to strong fields 

Beyond protecting the electronics from soot deposition, it is also important to protect them from 
the charged smoke in the air. At this time it is not possible to predict how any one digital system 
will react to smoke. 

4 Conclusions 

Smoke exposure testing is not a well-developed field in terms of an environmental qualification 
test for any electronic equipment-digital or analog. The program described here has supported 
some of the first tests of how digital equipment will react to smoke. Smoke causes intermittent 
upsets of digital equipment by interrupting digital communications. These upsets are caused by 
circuit bridging; the charged smoke particles act as a bridge for electrical currents. Conductivity 
is increased both by the smoke and by soot deposits. Smoke can also cause a breakdown in solder 
joints and increased coupling between transmission lines. 

Smoke damage can be minimized by fire awareness, protection and design of digital I&C equipment, 
and smoke control. Some design elements include the use of types of chips and conformal coatings 
that can increase the tolerance of electronics to smoke. Chips that have faster switching times 
tend to  be more smoke tolerant. Faster switching times tend to require higher output currents, 
so any small leakage currents may not be as significant. Conformal coatings such as parylene, 
polyurethanes, and some acrylics can protect circuits from the effects of smoke. 

Smoke qualification testing of digital equipment is not expected to become a standard soon. First, 
there is no testing standard that can be readily adapted to support the systematic, repeatable 
assessment of the susceptibility of electronic components to degraded performance due to  smoke. 
Current smoke test methods.do not address the question of when a digital I&C system would 
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be upset; rather, they address only the corrosive potential of a given fuel. Second, a smoke-filled 
environment does not lend itself easily to  measurements. For example, the actual smoke density and 
chemical composition at the time of an upset may be an important parameter, but measurement of 
this parameter is difficult. Thus, unlike fire temperature tests, where an  item is qualified if it can 
survive exposure to certain time-temperture profiles, it- is. uncertain how to repeatably create or 
measure the smoke conditions produced during a test that may be relevant for digital I&C system 
upset. Third, there is currently no technical basis for establishing bounding smoke conditions for 
testing purposes that can characterize likely smoke environments in nuclear power plants. We have 
made estimates based on the type and amount of fuel likely to  burn in different environments, but 
these estimates do not include smoke transport and evolution, and have provided only minimal 
indications of the effect of different fuels. 

SNL has begun a program to determine how to include smoke in risk assessments. This program will 
measure the electrical characteristics of smoke, such as conductivity, as a function of smoke density 
and fuel. In addition to  these direct-current measurements, SNL will expose different interfaces 
(i.e., connectors) carrying digital signals. Connectors are not usually coated, so they may be the 
most vulnerable region of a digital system. To date, SNL tests have protected the connectors during 
component and functional board exposures. For the upcoming tests, the connectors will be exposed 
and bit error rates will be recorded to  estimate upset thresholds. Estimates of upset thresholds 
and failure modes are necessary for risk assessments. 
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