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ty or responsibility for the accuracy, completeness, or usefulness of any information, appa- 
ratus, product, or process disclosed, or represents that its use would not infringe privately 
owned rights. Reference herein to any specific commercial product, process, or service by 
trade name, trademark, manufacturer, or otherwise does not necessarily constitute or 
imply its endorsement, recommendation, or favoring by the United States Government or 
any agency thereof. The views and opinions of authors expressed herein do not necessar- 
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ABSTRACT 

United States Department of Energy sites use computerized material control and accountability 
(MC&A) systems to manage the large amounts of data necessary to control and account for their 
nuclear materials. Theft or diversion of materials from these sites would likely result in anomalies in 
the data, and erroneous information greatly reduces the value of the information to its users. There- 
fore, it is essential that MC&A data be periodically assessed for anomalies or errors. At Los Alamos 
National Laboratory, we have been developing expert systems to provide efficient, cost-effective, 
automated error and anomaly detection. Automated anomaly detection can provide assurance of the 
integrity of data, reduce inventory frequency, enhance assurance of physical inventory, detect errors 
in databases, and gain a better perspective on overall facdity operations. The Automated MC&A 
Database Assessment Project is aimed at improving anomaly and error detection in MC&A databases 
and increasing confidence in the data. We are working with data from the Los Alamos Plutonium 
Facility and the Material Accountability and Safeguards System, the Facility's near-real-time comput- 
erized nuclear material accountability and safeguards system. This paper describes progress in cus- 
tomizing the expert systems to the needs of the users of the data and reports on our results. 

INTRODUCTION 

Department of Energy (DOE) sites presently use computerized material control and accountability 
(MC&A) systems to account for and track the disposition of nuclear material within the weapons 
complex. These MC&A systems are typically highly sophisticated and provide efficient, controlled 
access to an enormous amount of information about nuclear material items such as the type of mate- 
rial, the amount of material, etc. However, such systems must also provide the capability to evaluate 
and validate the integrity of the information in the database. This would include the ability to perform 
error checking and error handling as data is entered into the database as well as the means to detect 
anomalies in the database that may be associated with the diversion of nuclear material. 

The current MC&A system in use at Los Alamos National Laboratory (LANL) is the Material 
Accountability and Safeguards System, or MASS. This system allows controlled access to data on 
nuclear material and it contains a very large amount of information. The data tends to be very diverse 
in nature and sometimes very complex. As a result, manual verification of the data integrity is diffi- 
cult and tedious. 

In the remainder of this paper, we will describe how we are working with the users of the MC&A 
data to develop automated error and anomaly detection tools for database assessment. These tools are 
being used today to validate the integrity of the data contained in LANL's MC&A system. 



PREVIOUS WORK 

In previous our primary effort consisted of the design and demonstration of an anomaly 
detection system to analyze transaction data stored in MASS. Since a majority of the transactions 
recorded in MASS adhered to established processes and procedures, an expert system was built that 
codified the existing procedures and constraints. This effort demonstrated that an expert system 
could be used to quickly process hundreds of MASS transaction entries and serve as an analysis tool 
by database managers to more efficiently review transaction activities for anomalom behavior. 

In this current work, we report on our successful efforts to transition our demonstration anomaly 
detection system available to the “user” community at LANL. Over the past year, we have worked 
extensively with personnel at the LPNL Plutonium Facility (TA-55) to design and implement an 
anomaly detection expert system to be: used to examine and establish the integrity of inventory item 
data on nuclear material items stored in the vault area of TA-55. This expert system was designed via 
extensive collaboration with TA-55 personnel and now provides them with an analysis tool to 
quickly and efficiently identify and review potentially anomalous database entries. Our approach to 
the design and implementation of this anomaly detection expert system is described below. 

APPROACH 

An expert system is basically a set of imles that model or codify a process or procedure. Input from 
an “expert” is required to accurately and completely identify all aspects of the problem-solving 
process. Expert systems have been designed for auto repair, medical diagnosis, and process-control 
applications. 

In every case, development of the expert system requires an extensive knowledge acquisition effort. 
The key concept here is that the developer of the expert system is seldom the expert in the process. 
Therefore, the expert system developer must extract sufficient knowledge from the process expert to 
build the expert system. This is usually an iterative process, requiring many sessions. The 
knowledge-acquisition procedure extracts key pieces of information that the expert uses to make his 
decision. These are called “qualifiers.” The expert uses these qualifiers in conjunction with a set of 
rules that allow him to make an appropriate choice based on the observed data. For example, if con- 
dition A is TRUE and quantity B > 34, then the inventory entry is ALLOWED, otherwise, the entry 
is anomalous. This is a decision tree approach, and numerous rules like this one constitute a rulebase 
that is used to solve the problem. 

Through extensive collaboration withi TA-55 personnel, we have created the Inventory Anomaly 
Detection System (IADS). The current version of this expert system contains about 60 rules with 15 
different qualifiers. Since the inventoq item database is driven by Microsoft Access, a special inter- 
face for IADS was built to extract inventory item information directly from the classified 
(SecretRestricted Data) Access database and then transfer that data to the expert system for analysis. 
The overall system design is illustrated in Figure 1. 

In operation, the user specifies a period of time (usually a specific month) over which the inventory 
item review is to be performed. An Access macro then extracts specific inventory-item data from the 
database and passes that data through a custom designed parser (written in C code) to reformat and 
prefilter the database information for use by the expert system. This information represents the basic 
features, or qualifiers, used by the expert system to perform its anomaly detection task. 
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Figure 1. System design for the Inventory Anomaly Detection System 

The expert system initially sorts entries according to LOTID (an item identifier) and identifies all 
those entries with the same LOTID. This rule is used as a starting point for the analysis by the TA-55 
experts. The rulebase is then applied to these entries and anomalous entries are identified according 
to the rules established via the knowledge-acquisition process. Specific checks performed by the 
expert system include the following: 

hydrogenous items and locations (limited), 
identification of multiple material types, 
appropriate item account and location, 
multiple item entries and for combined items, and 
item descriptions of specific interest. 

Those inventory items that are identified by the expert system as “anomalous” are then ranked for 
severity and reported back to the expert as another Access table. Specialized reports, as requested by 
the TA-55 experts, are also generated as Access tables so that the entire anomaly detection and 
review process can be accomplished in a single, user-friendly environment. 

RESULTS AND FUTURE WORK 

Currently, this expert system is being used by TA-55 experts to analyze large amounts of inventory 
item data on a monthly basis. Their analysis effort will allow us to determine how accurately we have 
modeled the decision-making process for this application. This information will then be used to 
enhance and refme the performance of the expert system to meet the specific requirements of the 
TA-55 customer. 
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Follow-on work in this area is projected to include the development of an error checking routine for 
dataentry using this expert system. We also hope to extend this work through the incorporation of 
similar anomaly detection techniques into the Integrated Nuclear Material Information System. 

SUMMARY 

An expert system for database anomaly detectioc, such as IADS, has broad applicability to infoma- 
tion management systems in other nuclear material safeguards applications. In fact, any application 
that requires the search of large amounts of data for “out-of-nom” conditions can benefit from the 
use of this demonstrated and proven tdmology . 
As the mission of nuclear materials facilities changes from processing to storage, intelligent data 
analysis tools, such as the expert systems described here, will become extremely important in veri- 
fying the integrity of MC&A data describing DOE’S nuclear material in storage. In the near-term, Los 
Alamos National Laboratory hopes to leverage its past success with site- and application-specific 
anomaly detection to develop similar approaches for generic material safeguards applications. 
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