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Abstract 

Different applications have different security requirements for data privacy, data integrity, and 
authentication. Encryption is one technique that addresses these requirements. Encryption 
hardware, designed for use in high-speed communications networks; can satis& a wide variety of 
security requirements if that hardware is key-agile, robustness-agile and algorithm-agile. Hence, 
multiply-agile encryption provides enhanced solutions to the secrecy, interoperability and 
quality of service issues in high-speed networks. This paper defines these three types of agile 
encryption. NextJ implementation issues are discussed. While single-algorithm, key-agile 
encryptors exist, robustness-agile and algorithm-agile encryptors are still research topics. 

1 .O Introduction 

Different applications have different security requirements for data privacy, data integrity, and 
authentication, Encryption is one technique that addresses these requirements. Encryption can 
protect proprietary information as it passes from one end of a complex computer network to the 
other, even through untrusted intermediate systems, such as on the Internet. Encryption has 
many other uses including encrypting disk files and producing digital signatures. 

These various applications often have different needs. For example, file encryption can usually 
tolerate longer times to encrypt/decrypt information, but must also protect that information for a 
longer period of time. Digital signature systems typically provide rapid generation or verification 
of signatures. Depending on how frequently a signature must be verified, the system may need to 
be optimized for rapid signature generation or rapid signature verification. Efficient high speed 
communication systems, being of a real-time nature, often require encryption systems that 
optimize throughput while minimizing network traffic delay. Additional re 
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include minimizing error magnification, deterring message playback attacks, interoperability 
between faster and slower encryptors/decryptors, and quick recovery from cryptographic 
synchronization loss. 

Just as different applications have different security needs, different users and sessions can have 
different needs. Symmetric end-to-end network encryption requires separate keys for each pair 
of communicating confidants [9]. Each and any pair of communicating confidants can have 
multiple sessions (file transfer, virtual terminal, interprocess communication, etc.) proceeding 
simultaneously [ 161. Each of these communication sessions therefore, can have different needs 
regarding session keys, robustness, algorithms, and other encryption and communication 
characteristics. 

This paper focuses on agile hardware for end-to-end encryption systems designed for use in high 
speed communications networks, such as those employing Asynchronous Transfer Mode (ATM) 
technology. Section 2 defines three types of agile encryption to meet the varying needs regarding 
keys, robustness, algorithms, and other characteristics. The application area and advantages are 
outlined for each type of agility. Section 3 compares ATM switch designs with ATM encryptor 
designs and discusses implementation issues, such as high-speed context-switching and the 
potential effects on ATM Quality of Service (QoS). 

2.0 Types of Agile Encryption 

This section discusses three types of agile encryption -- namely key-agile, robustness-agile, and 
algorithm-agile. It begins with key-agile encryption since algorithm-agile implies robustness- 
agile and robustness-agile implies key-agile. 

2.1 Key-Agile Encryption 

Agile is an adjective meaning “moving quickly and easily” [2]. Hence, a key-agile encryption 
system can switch between various cryptographic contexts (key, initial variable, present state) 
quickly and easily. Key-agile software-implementations of cryptographic algorithms are usually 
straightforward. However, software-based encryption can raise both performance and security 
concerns. Hardware implementations provide higher performance. However, the efficient 
implementation of high-speed context switching in hardware is not as obvious. 

Key-agile encryption hardware provides obvious benefits in both computer systems and high- 
speed communication networks. High-performance computers are often shared resources. Key- 
agile encryption allows each user on a workstation (or server) to use different key material. This 
cryptographically separates the users’ traffic. High-speed network resources are also often shared 
resources. Indeed, each session, through a common network interface, may require separate keys. 
For example, an ATM encryptor may support end-to-end hardware encryption of multiple 
Asynchronous Transfer Mode Virtual Circuits (VCs) across a network operating at speeds 
between 155 Mb/s (OC-3) and 10 Gb/s (OC-192). 



Key-agile encryption also has some limitations. First, different systems may implement different 
security policies. Hence, a user that communicates with several other end-systems might need 
access to several different, shared key-agile encryptors. Robustness-agile encryption and 
algorithm-agile encryption solve this problem. A second problem is that each ATM VPI/VCI 
(Virtual Path IdentifierNirtual Channel Identifier) combination (virtual circuit) has a different 
cryptographic context associated with it. Hence, a key-agile encryptor must be able to switch 
contexts very quickly as the ATM cells to/from various virtual circuits arrive for processing. 
Section 3 discusses context-switching in more detail. 

2.2 Robustness-Anile Encmtion 

A robustness-agile encryption system can quickly and easily change its strength, or degree, of 
data protection (i.e., robustness). This can be achieved by varying the size of the cryptographic 
variables or changing the cryptographic algorithms. The next section discusses the more general 
algorithm-agile approach, which changes the cryptographic algorithms. It appears to be a greater 
technical challenge to build a variable key-length, hardware encryptor, than it is building one that 
switches between algorithms whose key lengths may differ. 

Communications networks often require varying degrees of robustness because of political 
boundaries. A workstation at a branch office in the United States may want to communicate with 
a file server at the corporate headquarters (also in the United States) using the Data Encryption 
Standard (DES) [ 11 with a 56 or 112 bit key. At the same time, that workstation may have a 
session, with another workstation at an overseas office, that uses exportable DES with a 40 bit 
key. This example illustrates robustness-agility via one algorithm (DES) with a varying key 
length. 

Different traffic types may also require different robustness levels. For example, a file transfer 
may need a high degree of robustness (to protect the data for a relatively long time), with a 
corresponding delay in encrypting and decrypting the data. Another application, within the same 
workstation and/or network, may involve real-time data acquisition. While that application may 
not be able to tolerate the delay imposed by highly robust encryption, it also may only require a 
modest degree of data protection (as its data may become “stale” relatively quickly). 

In both examples, robustness-agile encryption provides clear advantages if it can easily and 
quickly vary the length of the cryptographic variables. In that case, one shared hardware-based 
encryption device can accommodate the varying robustness requirements in a stream of cells, or 
packets, from many users. 

2.3 Algorithm-Agile Encryption 

Encryptioddecryption hardware that contains multiple algorithms (or variants of algorithms) and 
can switch between them quickly enough to service adjacent cells or packets in a Gb/s data 
stream is algorithm-agile. The previous section’s robustness-agile example varied the key and/or 



other cryptocraphic variables sizes. An algorithm-agile encryptor could additionally execute 
algorithms with more (or less) cryptographic strength, as needed. It could also implement 
different modes of operation of the same encryption algorithm, such as the DES feedback modes 
[4], as separate algorithms. For these reasons, algorithm-agility is considered a generalization of 
robustness-agility. 

Algorithm-agile encryption provides several advantages. For example, a workstation may 
contain an encryptioddecryption module supporting algorithms (or variants) A and B. This 
allows that workstation to engage in both a secure file transfer session with a server that only 
supports algorithm A and a remote terminal session to a system that only supports algorithm B. 
This algorithm-agile encryption module might provide both initial cost savings and ongoing 
administrative cost savings. 

Algorithm-agility can also support one or more public-key encryption (asymmetric) algorithm(s) 
(Diffie-Hellman [ 5 ] ,  RSA [ 1 11) and one or more secret-key (symmetric) encryption algorithm(s) 
(DES [l], Idea [12], Vernam [8] [3]) in the same hardware unit. This allows a workstation to 
engage in public-key encrypted sessions and secret-key encrypted sessions simultaneously. This 
property is useful for hybrid encryption systems [ 121 [ 161 where a public-key algorithm is used to 
exchange a session key for a symmetric algorithm. For added security, the selected (symmetric) 
session algorithm could be part of the (secret) session key. 

Agility between various encryption algorithms can also satisfy requirements that could vary from 
one communication session to another, such as error magnification and ATM Quality of Service 
(QoS) parameters. Several of these QoS parameters -- Cell Transfer Delay (CTD) and Cell Delay 
Variation (CDV, the difference between best-case and worst-case Cell Transfer Delay) -- are 
affected by algorithm-agile encryption. The differing latencies through different encryption 
algorithms can affect both CTD and CDV. Section 3 discusses these QoS issues further, while 
reference [ 141 provides a full treatment. 

A final issue is use-control for algorithm-agile (and robustness-agile) encryptors. More sensitive 
information may require higher levels of cryptographic protection (through longer keys or access 
to stronger algorithms). As such, corporate policy may require that one specific type of 
communications use encryption algorithm A ,  while all other communications use encryption 
algorithm B. In that case, only the appropriate personnel, or processes, might have access to that 
sensitive information and its corresponding encryptioddecryption algorithms. Hence, algorithm- 
agile encryptors usually need strong authentication to provide access control over some 
robustness capabilities of the hardware. That authentication, using the algorithms built into the 
encryption hardware, is itself a form of key-agile, algorithm-agile cryptography. Furthermore, 
these same types of use controls, involving multiple keys and multiple algorithms, can also 
authenticate the commands to the encryption hardware regarding operational modes, 
resynchronization, and self-destruction-upon-compromise. 

3 .O Implementation Issues 



The key-agile ATM encryption process resembles the ATM switching process. In particular, 
key-agile encryptors are similar to two-port ATM switches. For comparison, ATM switches 
modify cell headers and switch cells based on the “switching context” associated with each 
VPINCI. The initial association of switching information with a virtual circuit may be a manual 
operation for Permanent Virtual Circuits (PVCs). The initial association might also occur 
automatically at connection setup time for Switched Virtual Circuits (SVCs). Then, for each 
incoming cell, the ATM switch performs an associative lookup, of switching information, based 
on the VPINCI found in each cell’s header. This switching information maps the incoming 
VPINCI into the appropriate outgoing VPINCI. It also conditions the hardware to switch the 
cell out the proper port. 

Key-agile ATM encryptors resemble ATM switches since those encryptors mod@ cell payloads 
based on the “cryptographic context” associated with each VPINCI. Again, the initial 
association of the cryptographic variables and state with each virtual circuit may be a manual 
operation or be performed at SVC connection setup time (or later) via the methods invoked for 
key management [15]. Once a cryptographic context is established for a virtual circuit, for each 
incoming cell, the encryptor performs an associative lookup of the cryptographic context, based 
on the VPINCI found in each cell’s header. The encryptor then uses that cryptographic context 
to transform the incoming cell payload (plaintext or ciphertext) into the appropriate outgoing 
payload (ciphertext or plaintext). Finally, the encryptor typically routes the cell out the opposite 
port of a two-port device. Hence key-agile ATM encryptors resemble a two-port ATM-switch. 
Robustness-agile and algorithm-agile ATM encryptors also resemble a two-port ATM-switch; 
however, they have an additional complication since their internal paths and data structures may 
depend on the context information. 

All three types of agile-encryption have some common issues. First, the number of potential 
contexts (VPINCIs) and the amount of information per context may both be large. In general, 
there may be either 224 possible UNI VPINCI combinations or 228 possible NNI VPINCI 
combinations. Hence, implementing the cryptographic-context lookup with “straight indexed” 
(flat) memory may be costly. Because the number of simultaneously active contexts is likely to 
be small, an efficient key-agile encryptor could use an associative memory lookup to determine 
the key and other cryptographic state information, associated with each cell stream. Clearly, 
encryption algorithms that must associate larger keys and greater state information will be more 
cumbersome (expensive) to implement than algorithms that require a minimum of key and state 
information. In either case, large content addressable memories (or the even larger sequential 
memories required) with access times on the order of ATM cell header processing times are 
expensive and/or unavailable. Hence, until large, inexpensive and fast content addressable 
memories do become available, current designs compromise either the virtual circuit space over 
which circuits can be encrypted, or the cell processing latency, or both. 

Another common issue is synchronization. When an encryptor and decryptor pair have lost 
synchronization, the decrypted data stream is scrambled, which leads to excessive data loss. 
While some cryptographic algorithms or modes of operation are “self synchronizing”, others 
require both initial synchronization and resynchronization after each cell loss. Since each virtual 



circuit has independent synchronization, the synchronization state information adds to the 
amount of information that must be associatively maintained for each encrypted virtual circuit. 

A third common issue is throughput. If the encryption or decryption process cannot keep up with 
the maximum possible cell arrival rate, then the cell traffic throughput on that virtual circuit must 
be throttled in some fashion to avoid cell loss. This can be done via Call Admission Control 
(CAC) at virtual circuit setup time (for constant, variable, and unspecified bit rate traffic) or by 
participation in the flow control after virtual circuit setup (for available bit rate traffic). In either 
case, the encryptioddecryption devices must participate in the establishment and/or control of 
the VC, making it no longer “transparent” to the switching network. 

Robustness-agile encryptors can switch rapidly (on the basis of the cell streams) between 
algorithms of different cryptographic strength. This switching has at least three forms. The first 
is between different cryptographic algorithms. The second is between variants of the same 
algorithm implementing different “modes of operation” with different protection characteristics. 
The third form is between variants of the same algorithm which may utilize different key and 
other cryptographic state variable lengths. Thus, robustness-agility requires even more 
information in the cryptographic context associated with each virtual circuit. 

Algorithm-agile encryption adds additional complexity since the virtual circuits can use different 
encryption algorithms. The “choice of algorithm” adds more data to be associatively maintained 
for each virtual circuit. In addition, the various algorithms may require varying amounts of key 
material and state information, and may also add additional hardware for optional processing of 
the cell payloads. 

Algorithm-agile encryptors can indirectly affect the ATM Quality-of-Service (QoS), since 
different algorithms may have different delay, throughput, error magnification, and/or sensitivity 
to synchronization upset. In that case, the ATM QoS negotiation, that occurs at connection 
setup, must incorporate knowledge of the encryption methods used. One interesting effect is due 
to the different relative latencies of each algorithm. Algorithm-agile encryption preserves cell 
order within an individual virtual circuit and among virtual circuits that use the same encryption 
algorithm. However, it may cause re-ordering of cells that use different encryption algorithms. 
This may also introduce additional Cell Delay Variation among cells of the same virtual circuit 
that use the same encryption algorithm. Again, reference [ 141 addresses this topic in detail. That 
research indicates that, until the encryptors participate in the QoS negotiation, algorithm-agile 
encryptors may need to append output buffering to low latency algorithms. This delay- 
equalization, with the higher latency algorithms, trades lowered CDV for increased CTD. If 
algorithm-agile encryptors can participate in QoS negotiations then the set of available 
algorithms may be dynamically restricted to maintain a previously negotiated CDV bound. 

4.0 Conclusions 

This paper discussed the usefulness of key-agile , robustness-agile, and algorithm-agile encryption 
hardware. Several key-agile encryptor prototypes, such as the Milkbush [13], Enigma2 [6] ,  and 



Sandia Scalable ATM Encryptor [ 101 exist. Single algorithm, key-agile encryption products are 
becoming commercially available (Cellcase [7]). Robustness-agile (via variable key length) 
algorithms do exist (RC2 [12], RC4 [12], RSA [l l]), but the authors have only seen software 
implementations. This paper has then pointed out several obstacles to building more general 
algorithm-agile encryption devices. Those problems include the unavailability of fast content- 
addressable memories and the interactions with QoS (Quality of Service). After those 
implementation difficulties are overcome, multiply-agile encryption hardware will further enrich 
a host of secrecy, interoperability, and quality of (both communications and cryptographic) 
service functions in high speed communications networks. 
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