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“Zephyr: A Secure Internet-Based Process to Streamline Engineering 
Procurements Using the World Wide Web” 

C.W. Jordan 
Lawrence Livermore National Laboratory 

Abstract 
Lawrence Livennore National Laboratory 

(LLNL) is piloting an Intemet-based paperless 
process called “Zephyr” to streamline engineering 
procurements. Major benefits have acc?ued by using 
Zephyr in reducing procurement time, speeding the 
engineering development cycle, facilitating industrial 
collaboration, and reducing overall costs. Programs 
at U N L  are bene9ting by the efjliciencies introduced 
since implementing Zephyr’s engineering a d  
commerce on the Internet. 

Introduction 

Zephyr is being developed by LLNL’s 
Engineering Directorate in partnership with 
Procurement, Administrative Information Systems, 
and Computations. Procurements that use Zephyr 
can move 60-90% faster from engineering design 
release, through contract award, to product delivery. 
Zephyr links people in the Lab’s Engineering, 
Procurement, and Finance Organizations to pre 
qualified small and medium enterprises (Sh4E’s) 
throughout the nation in a practical, simple, secure 
way. Procurements that used to take 30-60 days m 
now being done in 2-3 days, from initial request to 
delivery. 

All the process steps are conducted by a World 
Wide Web browser (Netscape or Internet Explorer) 
and e-mail. These steps are secure, that is, encrypted 
and password-protected. Zephyr’s Webbased 
workflow process moves projects away from the 
sluggish paperwork path. The Lab’s programs 
benefit from a compressed time-frame for engineering 
deliverables by assuring valid designs, minimizing 
schedule impact, and reaching project goals sooner. 

Description 

Zephyr is part of a system concept called 
CERF’S, for Concurrent Engineering Rapid 
Prototyping System (Fig. 1 and Ref. 1 and 2). 
CERPS integrates LLNL’s engineering and business 
systems and links them to multiple development 
partners to speed all aspects of the engineering 
development cycle (design, procurement, fabrication, 
testing, and evaluation) independent of geographic 

location. Zephyr specifically focuses on speeding 
engineering procurements. 

The Zephyr concept builds upon the ready 
availability of computer networks and new browser 
software technology, the Internet and the World Wide 
Web. Engineering’s computer-aided design systems 
are integrated with institutional business systems that 
support electronic commerce linking procurement and 
finance, commercial vendors, and end-users. Zephyr’s 
systems integration and workflow facilitate a very 
rapid procurement and delivery cycle that meets all 
DOE purchasing requirements. With centralized, 
sharable data sources, and Zephyr’s e-mail work flow 
process, people in LLNL’s programmatic, 
engineering, procurement and finance organizations 
and our development partners are assured of accurate 
and up-to-date drawings, manufacturing models, and 
financial information. 

Zephyr’s workflow process (Fig. 2) is initiated 
upon a user request to procure engineering goods or 
services once a design package is approved for 
engineering release. Soon after engineering design 
release, a buyer prepares the electronic request for 
quotation (RFQ) package. Then Zephyr’s workflow 
process e-mails a vendor announcement indicating 
the presence of the RFQ in a secure section of the 
Zephyr World Wide Web “home page.” After the 
announcement, solicitations for bid-quote, award, 
technical data exchange, payment, delivery tracking, 
and record-keeping are provided for by Zephyr’s 
workflow process. At all transactional levels, the 
benefits of compressed cycle time, ease of use, and 
secure business information are realized. 

RSA encryption through the use of Netscape’s 
Commerce Server allows secure exchange of 
engineering drawings, models, specifications, project 
planning information, bid-quote procurement, and 
corporate credit card information. Computer 
databases provide the record-keeping and audit trails 
required by LLNL programs, industrial partners, and 
DOE. 

You can find the Zephyr public home page at 
http://zephyr.llnl.gov/ . 

http://zephyr.llnl.gov


lig. 1. Concurrent Engineering Rapid Prototyping System (CERPS). CERPS integrates LLNL’s 
hgineering Document Transaction System (EDTS) and business systems Total On-line Procurement Systems 
TlOPS) and Electronic commerce gateway while linking them to multiple development partners to speed all 
spects of the engineering development cycle (design, procurement, fabrication, testing and evaluation). Zephy 
s i l  key part of CERPS and focuses specifically on speeding engineering procurements. - 

Implementation 

One of Zephyr’s early project milestones was 
the first meeting of the Lab’s Engineering and 
Ccimmerce on the Internet (ECI) Working Group. 
This working group consisted of representatives from 
Procurement, Engineering, Computations, 
Aclministrative Information Systems, and the 
Technical Information Department (Ref. 3). They 
reached an agreement to work together to promote 
Internet-based approaches to lowering LLNL’s cost 
of doing business. Corporatewide “working group” 
agreements are critical to implementing institutional 
cultural change. Without such agreements, many 
excellent technical solutions fail to potentialize 
while defaulting to ‘’time honored” techniques 
(Ref. 4). 

The Zephyr project has received three years of 
funding through the Department of Energy (DOE). 
It is built upon a decade of work funded by the 
Department of Defense (DoD). Projects that have 
contributed to its success include Lawrence Berkeley 
National Laboratory’s Web-based computer-aided 
design system, the U.S. Air Force’s Computer-Aided 
Acquisition and Logistics Support (CALS) Program, 

the Air Force’s Government Acquisition Through 
Electronic Commerce (GATEC) System, and the 
Department of Commerce (DOC) Technology 
Reinvestment Program’s CommerceNet. 

Zephyr has been in constant operation since its 
inception as a prototype in March 1995, providing 
immediate access to a wide variety of vendors in 
many locations across the country. 

Metrics 

In fiscal years 1995 and 1996, Engineering 
dramatically saved time in a series of prototype 
fabrication tests. For example, Internet-based 
procurement of an assembly fixture dropped to a 
remarkably low 5.5 days from a traditional (paper- 
based) cycle of 56 days. This represented a 90% time 
reduction. In other tests, we purchased printed circuit 
boards in less than 2 days as opposed to our 
customary 20-25 days. We conducted these tests for 
procurements of less than $5,000. LLNL’s corporate 
purchasing card, ProCard, can complete the 
transaction with electronic payment to the vendor in 
only 1 or 2 days (compared with the traditional 1 or 
2 months). 
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rig. 2. Zephyr’s e-mail driven workflow process speeds engineering procurements by communicating iwth 
aers. Using e-mail to make “announcements” and “secure forms “ to record all transactions takes advantage of 
trengths offered by both technologies. Approval, Review, Bid-Quote, Award, Payment, and Delivery 
nnouncements using e-mail are simple and inexpensive. Netscape’s RSA secured forms provide transactional 
ctivity while protecting business sensitive information 

In a recent series of pilot procurements, Zephyr’s 
procurement officer purchased non-standard optical 
components using Zephyr’s paperless bidquote 
process and Procard. The bid package, request for 
quote, and award-process cycle took less than 5 days 
as opposed to the traditional 30-60 days in a paper- 
based process. Actual procurement processing time 
was less than 15 minutes, reduced from the typical 5- 
7 days . 

Because of Procard’s prompt payment, our 
procurement officer negotiated “same as cash” 
discounts amounting to $120,000 in just two 
months. Zephyr’s workflow process allows rapid 
accrual of such savings. 

Zephyr’s workflow process has been successfully 
used to procure engineering goods and services for 
several projects and programs at LLNL. Part of our 
early testing involved the production of a part 
designed by EG&G in Nevada, giving us a chance to 
verify that our rapid prototyping process works in 
collaboration with another DOE site. Zephyr 

eliminated pper from every step of the design and 
procurement process while using engineering models 
to directly manufacture parts. 

Future Internal Activities 

LLNL will continue to improve its internal 
business and engineering practices. Procurement and 
Administrative Information Systems will simplify 
both administrative and technical support systems to 
gain increased productivity while reducing overall 
costs. Zephyr’s pilot Engineering procurement phase 
will be expanded to explore synergistic ways to 
complement ongoing programs like the National 
Ignition Facility (NIF) and Nuclear Weapons 
Stockpile Stewardship. 

External Activities 

LLNL’s Zephyr experience is being applied to 
two far-reaching external initiatives discussed below. 



In the first initiative, the DOE Nuclear Weapons 
Complex (NWC), with LLNL participation, is 
d.eveloping new strategies for operations that 
automate traditional engineering and business 
processes, while significantly reducing cycle time and 
costs within. Several DOE initiatives are tasked with 
iimplementing these strategies, including the 
Advanced Manufacturing using the National 
Information Infrastructure (AM-NII) initiative. 

The NWC’s electronic concurrent engineering 
and business processes will use the Internet to 
connect the AM-NII national laboratories (Lawrence 
Livermore National Laboratory, Sandia National 
Laboratory, Oak Ridge National Laboratory, Los 
Pdamos National Laboratory, and Allied Signal 
Kansas City, Mo.) and their vendors. Given the 
slensitive nature of the work, the infrastructure must 
provide strong authentication, non-repudiation, 
message integrity, and privacy for information being 
exchanged over the Internet. The technology and 
strategies for implementing these capabilities over a 
large community of users has only recently become 
available. 

AM-NE’S Public Key Infrastructure (PKI) project 
will deploy a solution that spans five DOE sites. 

This solution will enable secure, authenticated 
exchange of e-mail, technical data, electronic forms, 
and other information required to conduct complex 
engineering and business processes over the Internet. 

In the second initiative, LLNL has joined the 
CommerceNet-CALS Working Group pilot to 
develop and test the architecture for an intelligent 
hub. This server solution will eventually support 
information and operation of ad hoc trading 
partnerships for an aerospace industry virtual 
enterprise supply chain (with small and medium-sized 
enterprises) using collaborative engineering practices 
via the Web 

The CommerceNet-CALS pilot has received 
“global economic powers” (G7) endorsement as a 
potential candidate for world-wide trade and 
commerce. Zephyr’s participation will provide 
LLNL with experience in collaborative commerce 
relationships with other members of the 
CommerceNet-CALS Working Group. It will also 
provide a way to access an additional base of SME 
vendors that will be important to growing programs 
such as NIF and NWC. 

Fig. 3. Zephyr’s “intelligent hub” concept links Government, Aerospace Industry, and the Aerospace small 
und medium-sized enterprise (SME’s) supply chain together, with the goal of supporting ad hoc trading 
xutnerships for an Aerospace Industry virtual supply network using collaborative engineering practices via the 
Web. 
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