
PREDICTING ELECTRONIC FAILURE FROM SMOKE 

Tina J. Tanaka 
Sandia National Laboratories* 
Albuquerque, NM 87 185-0748 

ABSTRACT 

Smoke can cause electronic equipment to fail through increased leakage currents and shorts. 
Sandia National Laboratories is studying the increased leakage currents caused by smoke with 
varying characteristics. The objective is to develop models to predict the failure of electronic 
equipment exposed to smoke. This requires the collection of data on the conductivity of smoke 
and knowledge of critical electrical systems that control high-consequence operations. We 
have found that conductivity is a function of the type of fuel, how it is burned, and smoke den- 
sity. Video recordings of highly biased dc circuits exposed in a test chamber show that during a 
fire, smoke is attracted to high voltages and can build fragile carbon bridges that conduct leak- 
age currents. The movement of air breaks the bridges, so the conductivity decreases after the 
fire is extinguished and the test chamber is vented. During the fire, however, electronic equip- 
ment may not operate correctly, leading to problems for critical operations dependent on elec- 
tronic control. The potential for electronic failure is highly dependent on the type of electrical 
circuit, and Sandia National Laboratories plans to include electrical circuit modeling in the 
failure models. 
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1. INTRODUCTION 
1.1 Smoke Damage Studies Smoke from accidental fires can cause the failure of electrical 
equipment, and although fire detection and suppression have improved over the years, smoke 
from fires can cause serious problems for modern computer-controlled equipment. In 1992, 
Patton (1) measured the structural damage to ship bulkheads that was caused by smoke and 
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metal loss through corrosion. Smoke from cables that contain halogens produces acidic gases 
that increase the corrosion of metal (rust). As a result of these studies and others on metal loss, 
the U. S .  Navy is now prohibited from using halogenated cables. Further corrosion studies by 
Cider ( 2 )  and Reagor (3) focused on printed circuit boards and recovery of equipment after 
fires. Most of this work involved damage recovery and asked whether equipment could be sal- 
vaged and reused after a fire. Thus, until recently, smoke damage studies have concentrated on 
corrosion, the amount of smoke produced, and its acidity. 

Chapin et a1.(4) have been investigating the amount of leakage currents on printed circuit 
boards that can be generated from exposure to cable smoke. They have found that the leakage 
current is highly dependent on fire performance (e.g., whether it continues to bum or extin- 
guishes itself after a few minutes) and humidity level, but is not very dependent on the halogen 
content of the smoke. Thus, if electronics failure is caused by increased leakage currents, the 
halogen content of the cable and the acidity of its smoke are not the most important factors. 

1.2 Previous NRC Program Results In 1994, the U.S. Nuclear Regulatory Commission 
(USNRC) began funding work on the environmental conditions, including smoke exposure, 
that could cause the failure of the digital technologies that are replacing aging analog safety 
and control systems in reactors. The smoke exposure work has been carried out exclusively at 
Sandia National Laboratories’ Smoke Testing Facility, which has been designed expressly for 
this purpose. This facility can produce smoke under various fire conditions: smoldering vs. 
flaming; high vs. low smoke density; pretest humidity level; and with a wide variety of fuels, 
- including wiring insulation, wood, and jet fuel. 

The work at Sandia National Laboratories is unique because the effect of smoke during the fire 
is monitored. This mode of testing is driven by the need to maintain operation of instruments 
during a fire, rather than recovering equipment after a fire. Since the fire environment is con- 
stantly changing, it is important to monitor the environment continuously. To date, about 70 
tests have been performed on a variety of equipment types and circuit boards.(5) These include 
tests on analog-to-digital converter boards, entire computers, mock-up boards with empty 
chips, throughput boards, memory chips and connectors, and circuit boards supplied by the 
Low Residue Soldering Task Force (e.g., high voltage-low current, high-speed digital, and 
high-frequency transmission lines).(6) 

Smoke has been found to cause intermittent interruptions or longer-term failure of communica- 
tion flows through digital equipment, depending on the smoke density. Tests on a printed cir- 
cuit board that compared different failure modes showed that the principal mechanism by 
which smoke causes electronics to fail is an increase in conduction across open conductors. 
This increased conduction causes increased leakage currents and short circuits that lead to tem- 
porary failure of the circuit or damage to components. 

Other work has examined the effects of smoke on different types of conformal (i.e., protective 
plastic) coatings and the function of memory chips. Conformal coatings are not equally effec- 
tive in preventing failure from smoke damage. In addition, fast-switching components tend to 
be more tolerant of smoke than low-power components because their higher current output can 
better withstand the increased current leakage caused by smoke. Modem circuit design is using 
more low-power components because they run cooler and can be packed closer together; thus, 
the more modern designs may be more susceptible to smoke. 

1.3 Laboratory-Directed Research Program As part of the internally funded smoke-test- 
ing program, SNL is sponsoring the development of models to predict the probability of failure 
due to increased leakage currents for electronic equipment exposed to smoke from a fire. 



Equipment with high impedance circuits is more vulnerable because the smoke can decrease 
the resistance of the surrounding surfaces and cause currents to pass around rather than through 
the circuit. The present task is to measure both conductivity and smoke density in a series of 
tests. 

Since some of today's fire models can also be used to model smoke concentration, by linking 
smoke-induced failure to the concentration (density) of the smoke, we can use our experiments 
to model possible fires and assess the smoke risk from them. The increase in conductivity pre- 
dicted for a given smoke environment could then be used in a computer simulation program for 
integrated circuits (Le., SPICE). The model's indication of a change in state of the electrical 
circuit as a result of the increased conductivity can be used to predict the probability of a fail- 
ure. 

2. EXPERIMENTAL 

2.1 Smoke Exposure Methods 
realistic, repeatable smoke conditions. The smoke exposure facility is located in an environ- 
mental chamber that can be controlled for temperature and humidity. The humidity is an 
important parameter in the amount of leakage current that will be generated in electronics 
exposed to smoke. 

The objective of our smoke tests is to expose electronics to 

_ _  
Smoke is produced by heating fuel with quartz lamps. Figure 1 shows the small smoke expo- 
sure chamber used to expose individual components. A larger chamber is used for computers. 
All of the smoke that is produced is contained within a Lexan exposure chamber. Thus this is a 
static smoke test, as opposed to a dynamic test where the smoke is continuously pumped from 
the burning fuel. The exposure time can vary with the fire scenario; however, the amount of 

-. 

Figure 1. The small smoke chamber used to expose individual components. 



smoke suspended in the air during the exposure varies greatly. The components and circuit 
boards are monitored before each exposure, every 10 seconds during the exposure, and after 
the exposure for a total of 24 hours from the beginning of the test. 

The fuels that have been burned to make smoke have been cable insulation, Douglas fir blocks, 
and jet fuel. Cable insulation materials vary in composition, depending upon their intended 
use. Since much of this work was funded by the USNRC, the majority of the cables that have 
been burned are qualified for use in the nuclear power industry. To emphasize the effects on 
electronics rather than the different insulation materials, a mixture of typical cables used in 
nuclear power plants have been burned instead of individual cable materials. Because of the 
high level of interest in polyvinyl chloride (PVC) and its use in household wiring, PVC has 
also been burned. 

2.2 Smoke and Environment Measurements 
physical means; optical density, mass density of air samples, and the areal density of soot 
deposited on flat surfaces are measured. Optical density is measured with an He-Ne laser sys- 
tem. The laser beam is split and part of the laser light is monitored with a silicon photodiode 
detector while the rest of the laser light is collimated onto a fiber optic bundle. The fiber bun- 
dle directs the laser light through the smoke enclosure and then a second fiber optic bundle 
directs the laser light back to a silicon photodiode detector. The transmission through the 
chamber is measured by comparing the signals from the monitor detector and the detector that 
measures the light transmitted through smoke. Since the objective is to measure the smoke in 
_the air, nitrogen gas is used to purge the smoke from optical surfaces in the smoke chamber. 
The optical density, Do, is then calculated using the Lambert-Beer law: 

The smoke conditions are measured using 

where the ratio of IDo is the ratio of the transmission while the smoke is in the chamber to the 
transmission before the smoke is added to the chamber and t is the distance the beam passes 
through the smoke (10 cm). 

During the smoke exposure, four samples of air are drawn through silver membrane filters to 
measure the smoke mass density. The filters are weighed before installation and again after the 
smoke exposure. The filters used for our tests have an 0.8 p mesh. The amount of air that is to 
be filtered to obtain the samples on the filters is determined by measuring the airflow through 
the filters before and after the smoke test. Each sample is drawn for 30 s at rates that are less 
than 10 L/min (0.166 L/s) and the sample is taken from the air just above the optical density 
measurement. Comparisons between the optical density and the mass density help ensure that 
the amount of smoke is known and can be compared with fire modeling codes. 

The mass of the deposited soot is measured with a quartz crystal microbalance. A quartz crys- 
tal patterned with gold contacts is connected to an oscillator circuit that drives the crystal at its 
resonant frequency. When smoke deposits on the surface, the resonant frequency decreases (as 
in mass loading of a spring), and the mass can be measured as the test is run. The disadvantage 
is that the temperature changes the resonant frequency; therefore, corrections must be made for 
temperature changes. Also, soot does not deposit on all surfaces equally. Hence measurements 
on these quartdgold surfaces may not be indicative of how much smoke deposits on other 
types of surfaces, such as printed circuit boards. 

The temperature and humidity of the smoke chamber are controlled before and after the smoke 
exposure, but during the fire and for 45 minutes after the fire while the smoke is contained in 



the chamber, the temperature and humidity are uncontrolled. The temperature within the 
smoke exposure chamber is measured throughout with type K thermocouples, but relative 
humidity, the sensor of which is sensitive to smoke, was not measured throughout the test. 

2.3 Electrical Measurements 
age between two free-standing vertical parallel plates and the leakage between interdigitated 
comb patterns printed on a circuit board. The parallel plate conductivity was measured to 
determine if the smoke in the air was causing the increased conduction. The plates were spaced 
2.5 mm apart and were made of perforated stainless steel. The perforations allowed more trans- 
port of smoke between the plates. Four pairs of plates were placed in the smoke chamber at a 
time and each was biased with a different voltage, 500 Vdc, 50 Vdc, 5 Vdc, and 1 Vac. The 
plates biased with dc voltages were connected electrically in series with a resistive circuit that 
allowed for measurement of leakage currents across the plates. The ac-biased plates were con- 
nected to a network analyzer, which measured the admittance of the plates for a range of fre- 
quencies. 

Two types of leakage currents have been measured: the leak- 

The interdigitated comb patterns were biased with 5 Vdc and placed in the chamber either face 
up and parallel to the ground or horizontal and perpendicular with the ground. The comb pat- 
terns, shown in Figure 2, were connected to a resistive circuit similar to the dc paralIe1 plate 
circuits, and leakage currents were monitored in these circuits. These patterns (IPC-B-24 
boards), developed by the Institute for Interconnecting and Packaging Electronic Circuits, 
measure surface insulation resistance and are standard printed circuit patterns. 

Figure 2. Interdigitated comb board to measure surface insulation resistance. 



2.4 Electrical Equipment Tests 
cate whether a circuit will fail. Failure depends on the type of circuit and expected operating 
parameters. To determine whether certain circuits will fail, we included some operating cir- 
cuits in the tests. Two small pieces of equipment have been tested recently: common connec- 
tors for digital communication and memory chips. The connectors used for serial signal 
transmission, parallel signal transmission, and Ethernet transmission for standard personal 
computers are the D-subminiature 9-pin (DB-9), the D-subminiature 25-pin (DB-25), and the 
network modular (RJ-45) connectors. To test these connectors, signals from a personal com- 
puter were routed through the smoke exposure chamber. A printed circuit board was manufac- 
tured that would wire three pairs of connectors (a pair of each type) so signals entering from 
one connector would be transmitted straight through to its pair. All of the connectors were 
through-hole-soldered connectors. The printed circuit board was placed in the smoke chamber 
so that through-hole pins were uppermost, exposing the contacts to the most smoke deposition. 

Leakage current measurements by themselves do not indi- 

Digital communications were transmitted through the connectors in the smoke exposure cham- 
ber. To test serial communication, a bit-error rate test was performed on a serial communica- 
tions port on a personal computer. To test parallel communications, an IOMEGA zip drive was 
placed at the end of a parallel port connection after the connecting cable was passed through 
the smoke chamber. Data were written to and read from the zip drive, located outside of the 
smoke chamber. To test Ethernet communications, the network communications between two 
computers were monitored. 

Two types of memory chips were tested: static random access memory chips (SRAM) and 
eraseable programmable read-only memory chips (EPROM). The memory chips were 
mounted on a printed circuit board and tested with a chip analyzer that tested the chips for 
some standard operations. The SRAM chips were 128K x 8 bit complementary metal oxide 
semiconductor (CMOS) memory chips: MCM6226BBEJ20 (biased with 5 Vdc) and 
MCM6926A (biased with 3.3 Vdc). The EPROM chips were AM27C256 in two different 
packages, the 28-pin dual-in-line (DIP) package, and the 32-pin plastic-leadless chip carrier 
(PLCC). The EPROM chips were programmed prior to installation on a printed circuit board. 

Two types of tests were performed on the chips in the smoke chamber: functional and timing 
tests and parametric measurements. The functional and timing tests measure if the chip can 
record and output data from all cells in the memory chip without errors and indicate how long 
the chip takes to make data available. Parametric measurements test to see if certain parame- 
ters change as the chip is exposed to smoke. The parametric measurements include a standby 
current measurement (current drawn by the supply voltage pin), a current leakage measure- 
ment (a standard voltage is applied to the pin and the current measured), and current injection 
test (a standard current is injected and the voltage level measured). Two chips were exposed to 
the smoke at a time and all of the chip tests were repeated at 30-s intervals. 



3. RESULTS 

The smoke exposure tests yielded many very interesting results. Some of these are presented 
here. One of the most important results is identification of the mechanism by which charged 
parallel plates will conduct in a smoke environment. A surprising result was that the conduc- 
tivity between parallel plates remained high although the optical density in the smoke chamber 
dropped drastically, indicating that there was very little smoke in the air. This result is plotted 
in Figure 3 for a 500 Vdc-biased pair of plates. A video recording of the plates in the smoke 
chamber shows the mechanism by which this occurs. Four frames from this recording are 
shown in Figures 4 to 7. The smoke is attracted to high-voltage surfaces and builds up fragile 
bridges between the parallel plates. These carbonaceous bridges conduct current much like 
carbon resistors. If the air is forcefully vented from the smoke exposure chamber, the carbon 
bridges are destroyed and the conductivity falls. While smoke is in the air, air movement 
destroys some of the bridges, but more smoke is then attracted to the bridge formation. After 
the optical density drops, however, there is no more smoke to replace the bridges and the con- 
ductivity slowly falls. 
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Figure 3. Conductance between 500 Vdc-biased plates in smoke compared with smoke 
optical density. 



Figure 4.500 Vdc-biased parallel plate in the smoke chamber. 

Figure 5. Fire has started; note the filament on left side of left plate. 



Figure 6. Parallel plates after several minutes of smoke exposure. 

Figure 7. Parallel plates after optical density has dropped. 



The conductivity on the 500 Vdc-biased plates was not necessarily higher than that on the 50 
Vdc-biased plates (Figure 8); however, the bridges were more robust. Higher voltages have 
more force to maintain the bridges, but since the plates were the same size, the peak conductiv- 
ity is similar because a maximum volume of soot could be attached to each plate. The 5 Vdc- 
biased plates showed little increase of conductivity and probably did not have a strong enough 
field to attract soot and bridge the plates. 
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Figure 8. Conductance between 50 Vdc-biased plates in smoke compared with smoke 
optical density. 

Figure 9 shows that the optical density was a good indicator of the smoke mass density (mea- 
sured with the silver membrane filters) as long as the optical density was no higher than 
0.08 cm-l. For higher values of smoke density, the optical density is lower than expected for a 
given mass. 

None of the digital connectors failed. An evaluation of the likelihood of failure using a variable 
resistor in place of smoke showed that the conductivity through the smoke must be very high, 
about 
ments of conductivity indicate that a typical value with the smoke is about 

S ,  before the typical connector fails with this application. Most of our measure- 
s. 

Some of the memory chips failed the functional test after the fire was out and the smoke was 
vented for fairly high smoke densities. The memory chips did not fail permanently; chips that 
were tested with clean cables days or weeks after the smoke exposure passed the functional 
test. Parametric measurements did not necessarily indicate functional failure; the leakage cur- 
rent measurements indicate a peak during the fire; however, functional failure occurred well 
after the leakage currents fell to a normal range. The current injection measurement did indi- 
cate a difference during the functional failures. The reason for the functional failures after the 
smoke was vented is not known. 
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4. CONCLUSIONS 
Smc,e causes failures in electronic equipment, and many of these failures can be attributed to 
increased leakage currents (conductance). The leakage currents are highest during a fire; when 
smoke is in the air, it is attracted to high electric fields and soot bridges form, allowing conduc- 
tion. The soot bridges are fragile and decay from air movement, but if there is smoke in the air, 
more bridges will form. Higher voltages will make more rugged bridges because of the higher 
potentials holding them in place. The conductivity cannot be modeled directly from the smoke 
density of the air, but must include the buildup rate of the bridges and their decay. 

Electronic failure is highly dependent upon circuitry. High-impedance circuits are most likely 
to suffer as a result of increased leakage currents from smoke. Memory chips did not fail as 
expected; they failed after the smoke was vented when the density was low rather than during 
their highest leakage currents. All of the memory chips recovered, so the failures were only 
intermittent. More investigation is needed to explain this behavior. 

Our original assumption that we could model smoke-caused electrical failures from the smoke 
density may need to be revised. The leakage currents that can be expected from the smoke are 
not directly proportional to the smoke density, but are also dependent on the voltage, the area 
available for bridging, smoke composition, and air movement. Future work includes measure- 
ments of the leakage current as a function of the mass of the conducting soot. 
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