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1 .0  INTRODUCTION 

1.1 PURPOSE 

Th is  document e s t a b l i s h e s  a Computer Software C o n f i g u r a t i o n  Management 
Plan (CSCM) f o r  c o n t r o l l i n g  so f tware  f o r  t h e  MICON' D i s t r i b u t e d  Cont ro l  
System (DCS) l oca ted  a t  t h e  241-AY and 241-AZ Aging Waste Tank Farm 
f a c i l i t i e s  i n  t h e  200 East Area. The MICON DCS so f tware  c o n t r o l s  and 
mon i to rs  t h e  ins t rumenta t ion  and equipment assoc ia ted  w i t h  p l a n t  systems 
and processes. 

A CSCM i d e n t i f i e s  and d e f i n e s  t h e  c o n f i g u r a t i o n  i tems in a system 
( s e c t i o n  3 .1 ) .  c o n t r o l s  t h e  re lease and change o f  these i tems th roughout  
t h e  system l i f e  cyc le  ( s e c t i o n  3 . 2 ) .  records and repo r t s  t h e  s ta tus  o f  
c o n f i g u r a t i o n  i tems and change requests (sec t ion ,3 .3 ) .  and v e r i f i e s  t h e  
completeness and correctness. o f  t h e  i tems ( s e c t i o n  3 . 4 ) .  

1 .2  SCOPE 

A l l  so f tware  development b e f o r e  i n i t i a l  re lease.  o r  be fore  so f tware  i s  
base l ined.  i s  considered developmental Th is  p lan  does n o t  app ly  t o  
developmental so f tware  Th is  p l a n  app l i es  t o  so f tware  t h a t  has been 
base1 ined  and released 

The M I C O N  so f tware  w i l l  mon i to r  and c o n t r o l  t h e  r e l a t e d  in 's t rumenta t ion  
and equipment o f  t h e  241-AY and 241-AZ Tank Farm v e n t i l a t i o n  systems. 
Even tua l l y ,  t h i s  so f tware  m a y  a l so  assume t h e  mon i to r ing  and c o n t r o l  o f  
t h e  tank s ludge washing equipment and o t h e r  systems as they  a re  brought  
on l i n e .  

Th is  p l a n  a p p l i e s  t o  t h e  System Cognizant Manager. and M I C O N  Cognizant 
Engineer (who i s  a l so  r e f e r r e d  t o  he re in  as t h e  system a d m i n i s t r a t o r )  
r e s p o n s i b l e  f o r  t h e  software/hardware and a d m i n i s t r a t i o n  o f  t h e  M I C O N  
system. Th is  document a l so  a p p l i e s  t o  any o the r  o r g a n i z a t i o n  w i t h i n  
Tank Farms which are  c u r r e n t l y  a c t i v e  on t h e  system i n c l u d i n g  system 
cogn izant  engineers,  nuc lear  opera tors .  t echn ic ians .  and c o n t r o l  room 
s u p e r v i s o r s .  

MICON i s  a trademark o f  MICON-Powell Process Systems, I n c .  
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A p p l i c a t i o n  Software 

Sof tware designed t o  f u l f i l l  s p e c i f i c  needs o f  a use r :  f o r  example, 
so f tware  f o r  nav iga t i on .  p a y r o l l .  o r  process c o n t r o l .  ( I E E E  S td .  
610.12-1990). For  t h i s  DCS. t h i s  i s  t h e  user created c o n f i g u r a t i o n  
so f tware  f o r  t h e  SPARC I 1  works ta t i ons .  and user generated c o n f i g u r a t i o n  
programs f o r  t h e  U-322 and RCM-3Z2 c o n t r o l l e r s .  

A/5 OPEN' 

The brand name of a D i s t r i b u t e d  Con t ro l  System supp l i ed  by t h e  MICON 
Company (Powell  Process Systems) o f  Houston, Texas. 

AIS  VIEW^ 
I 

The p r o p r i e t a r y  ope ra t i on  and c o n f i g u r a t i o n  sof tware prov ided by t h e  
M I C O N  Company f o r  t h e  MICON A/S OPEN D i s t r i b u t e d  Contro l  System. Th is  
i s  t h e  user i n t e r f a c e  sof tware on a SPARC I1 works ta t i on .  

Commercial Software 

L icensed o r  copy r igh ted  o f f - t h e - s h e l f  sof tware t h a t  i s  n o t  sub jec t  t o  
Hanford design o r  s p e c i f i c a t i o n  requirements unique t o  Hanford and i s  
t y p i c a l l y  used i n  a p p l i c a t i o n s  o t h e r  than  Hanford f a c i l i t i e s .  Th i s  
so f tware  i s  t y p i c a l l y  ordered from t h e  manufacturer o r  s u p p l i e r  on t h e  
b a s i s  o f  requirements s e t  f o r t h  i n  t h e  manufacturer 's  pub l i shed  p roduc t  
d e s c r i p t i o n  (such as c a t a l o g s ) .  Commercial sof tware i nc ludes  opera t i ng  
systems. language processors,  spreadsheets, e t c .  (WHC-CM-3-10, Rev. 0 ) .  

C o n f i g u r a t i o n  I t e m  

An aggregat ion o f  hardware, sof tware.  o r  both,  t h a t  i s  des ignated f o r  
c o n f i g u r a t i o n  management and t r e a t e d  as a s i n g l e  e n t i t y  i n  t h e  
c o n f i g u r a t i o n  management process.  ( I E E E  Std.  610.12-1990). 

Con f igu ra t i on  Management (CM) 

A d i s c i p l i n e  app ly ing  t e c h n i c a l  and a d m i n i s t r a t i v e  d i r e c t i o n  and 
s u r v e i l l a n c e  t o :  i d e n t i f y  and document t h e  f u n c t i o n a l  and phys i ca l  
c h a r a c t e r i s t i c s  o f  a c o n f i g u r a t i o n  i t em.  c o n t r o l  changes t o  those 
c h a r a c t e r i s t i c s ,  reco rd  and r e p o r t  change process ing and implementat ion 
s t a t u s ,  and v e r i f y  compliance w i t h  s p e c i f i e d  requirements. (IEEE S td .  
610.12-1990). 

C o n t r o l l e r  

C11 Sometimes g e n e r i c a l l y  r e f e r s  t o  an RCM-32 o r  U-32 programmable 
c o n t r o l l e r  (see RCM-32 and U-32) 
E21 Sometimes r e f e r s  t o  an analog c o n t r o l  dev ice '(see P I D  C o n t r o l l e r )  

' U-32. RCM-32. A/S OPEN and A I S  VIEW a re  trademarks o f  MICON-Powell 
Process Systems, I n c .  
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Data f i l e s  

Data f i l e s  a re  p r i m a r i l y  developed us ing  MICON u t i l i t i e s  and 
subrout ines.  and Sun Microsystems e d i t i n g  u t i l i t i e s  t o  a l e s s e r  e x t e n t ,  
Data f i l e s  d e f i n e  i n p u t  and ou tpu t  va r iab les  (analog and d i g i t a l ) ,  
d e f i n e  data c o n t r o l  and process ing va r iab les .  p rov ide  s p e c i f i c  
a t t r i b u t e s  t o  these va r iab les .  and d i r e c t  t h e  RCM-32 and U-32 
c o n t r o l l e r s  i n  t h e  process ing o f  these va r iab les  (see Tag). 

D i s t r i b u t e d  Con t ro l  System (DCS) 

A computer system t h a t  d l v i d e s  r e s p o n s i b i l i t i e s  up between severa l  types 
o f  computers 
c o n t r o l  a t  a l o c a l  l e v e l  w h i l e  networked t o  o the rs  t h a t  p rov ide  d i s p l a y  
and c o n t r o l  t o  t h e  operator  

Th is  t ype  o f  system a l l ows  one computer t o  per form 

GPLI : 

The General Purpose Local Area Network (LAN) I n t e r f a c e  (GPLI-32) serves 
as a un i ve rsa l  communications i n t e r f a c e .  o r  b r i dge ,  between t h e  Sun 
operator /engineer  works ta t i ons  and t h e  f i e l d  c o n t r o l  processors (RCM-32 
and U-32) 

I n t e l l i g e n t  Operator Keyboard ( I O K )  

A dedicated.  non-QWERTY keyboard used t o  access d i sp lays  o.n a SPARC I 1  
works ta t i on  and c o n t r o l  p l a n t  processes. 

Local Area Network (LAN) 

A data highway used t o  pass i n f o r m a t i o n  between t h e  GPLIs and U-32s. It. 
uses a token-pass ing ca r r i e r -based  p r o t o c o l .  

Local Con t ro l  U n i t  (LCU) 

A process c o n t r o l  cab ine t  c o n t a i n i n g  up t o  two U-32 con t ro l . l e rs .  severa l  
RCM-32 process c o n t r o l l e r s ,  a communications b u s .  a Local Operator 
I n t e r f a c e ,  and miscel laneous hardware t racks .  c o o l i n g  fans, power 
s u p p l i e s ) .  

Local Operator I n t e r f a c e  (LOI)  

A personal computer c lone  w i t h  an amber electrolum.inescent touch screen 
d i s p l a y  l o c a t e d  i n  t h e  door o f  an LCU cab ine t .  The touch screen i s  
v i s i b l e  from t h e  ou ts ide  o f  t h e  c a b i n e t .  An LO1 can d i s p l a y  i n f o r m a t i o n  
f o r  s igna ls  and tags  r e s i d i n g  i n  t h e  LCU. Th is  i n f o r m a t i o n  i s  i n  t h e  
form o f  M I C O N  group d i sp lays  and s imple a larm messages. Graphics cannot 
be d i sp layed  on an LOI. 

P ipe and Inst rument  Diagram (P&ID)  

A schematic o f  a process. These drawings show t h e  major equipment 
components ( c h i l l e r s .  f ans .  f i l t e r s .  heaters ,  pumps, separators ,  t anks ,  
va lves,  and so on) .  t h e  connect ing p i p i n g  and se rv i ces .  and t h e  
i ns t rumen ta t i on .  These drawings a re  t r a d i t i o n a l l y  used as a des ign 
gu ide  and re fe rence  f o r  process c o n t r o l .  
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RCM - 32 

A mul t i - loop  programmable c o n t r o l l e r  capable  of  reading real  world 
i n p u t s .  providing outputs .  processing d a t a .  performing continuous - 
c o n t r o l / l o g i c  func t ions .  and l imi ted  batch c o n t r o l .  

Release 

Release is  an a c t i v i t y  t h a t  c e r t i f i e s  by a stamp t h a t  t h e  document i s  a 
c o n t r o l l e d  vers ion .  i s  approved f o r  the  intended use. is  en tered  i n t o  a 
da tabase ,  and i s  r e t r i e v a b l e .  (WHC-CM-3-10. Rev. 0). 

Software 

Computer programs. procedures ,  and possibly assoc ia ted  documentation and 
da ta  p e r t a i n i n g  t o  t h e  opera t ion  of  a computer system. 
user-provided i n s t r u c t i o n s  and data  t h a t  implement preprogrammed 
algori thms i n  cont ro l  systems: computer codes and da ta  t h a t  wi l l  r e s i d e  
i n  firmware: and where s p e c i f i e d  by t h e  Cognizant Manager, user-provided 
i n s t r u c t i o n s  and data  used by commercial sof tware s u c h  as  spreadsheet  
and database packages. ( I E E E  S t d .  610.12-1990 Modified per  WHC-CM-6-1: 

T h i s  includes 

WHC-CM-3-10, Rev. 0). 

Software Custodian 

The 241-AY, 241-A2 MICON Cognizant Engineer respons ib le  f o r  maintaining 
cont ro l  of computer sof tware,  computer software media, and the i r  a c c e s s .  

S o l a r i s  sof tware 

Propr ie ta ry  sof tware containing the UNIX’ opera t ing  system and the X -  
Window4 Motif sof tware .  This sof tware i s  provided by Sun Microsystems. 

System Adminis t ra tor  

See Software Custodian. 

System Conf i q u r a t i  on 

The completed databases  which e s t a b l i s h  a s p e c i f i c  control  and d isp lay  
s t r a t e g y  on t h e  DCS f o r  the  p l a n t .  

A gener ic  term f o r  var iab les  (analog and d i s c r e t e )  def ined by the A/S 
VIEW software and used by t h e  programmable c o n t r o l l e r s  t o  process  input  
and output  data  a s  spec i f ied  by t h e  executable  l o g i c  f i l e s .  

UNIX is  a trademark of  t h e  American Telephone and Telegraph Company 

X-Window i s  a trademark of Massachusetts I n s t i t u t e  of Technology 
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The person o r  persons,  who opera te  o r  i n t e r a c t  d i r e c t l y  w i t h  t h e  system. 
The u s e r ( s )  and customer(s)  are of ten  not the same p e r s o n ( s ) .  (IEEE 
S t d .  830-1984). 

A mult i - loop  programmable c o n t r o l l e r  w i t h  dual network communications 
c a p a b i l i t y .  The  U-32 d i s t r i b u t e s  da ta  between the  RCM-32 and GPLI. 
L i k e  t h e  RCM-32. the U-32 i s  capable  o f  processing d a t a ,  performing 
cont inuous c o n t r o l ,  l o g i c  c o n t r o l ,  and l imi ted  batch c o n t r o l .  

1.4 SECURITY 

The s e c u r i t y  f o r  t h e  MICON system i s  provided by, l i m i t i n g  access  t o  t h e  
system through the  use of  passwords. T h e  system adminis t ra tor  c o n t r o l s  
access  through a login procedure w h i c h  c o n s i s t s  of  Login name and a 
password c o n s i s t i n g  of  s i x  t o  s ix teen  c h a r a c t e r s .  T h e  access  control  
programs a r e  p r e - e x i s t i n g  and a r e  found i n  t h e  U N I X  opera t ing  system and 
A / S  VIEW. 
l eve l  of  access  and t h e  breadth of  allowed oDerat ions.  

These programs allow t h e  system adminis t ra tor  t o  def ine  the  
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5 HARDWARE/SOFTWARE DESCRIPTION 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  ~ _ _ _ _ .  

OPERATOR CONSOLE ENGINEERING CONSOLE 

~ 

- 8  
. ~- , ,  

r,---- .-.---/ ,y- i r  -- 
DATA HIGHWAY 

TOOTHER 
LCUCABINETS 

I .  . .  DATA HIGHWAY 
TO OTHER 

LCUCABlNETS i__._ __d 

LCU CABINET i --!% TOOTHER 
' i.--_. RCM.32 (rYPICAL) 

~ FIELOBUS 

sure 1: MICON System Architecture 

The MLCON A/S OPEN Distributed Control System (see Figure 1) consists of 
four workstations (3 operator, and 1 engineering). a data highway, and 
six process controller cabinets ( 4  Local Control Units. LCU's. and 2 
Remote Control Units. RCU's). 

Each workstation is based on a Sun Microsystems Scalable Process 
Architecture (SPARC) I1 workstation, which provides 64 megabytes of 
memory, a single one gigabyte hard drive, one 3-1/2 inch floppy drive. a 
150 megabyte (ME) tape drive, a QWERTY keyboard. and a trackball. I n  
addition, each SPARC I 1  provides a videg output, an RS-232 serial port. 
and two Ethernet' ports (a thick-net and a thin-net). 
connected to a high resolution color monitor. The RS-232 port is 
connected to an Intelligent Operator Keyboard (IOK). The IOK is 
preprogrammed by the MICON Company and cannot be changed by the user. 
The thin-net Ethernet port i s  connected to the data highway via a 
General Purpose Local Area Network (LAN) Interface (GPLI). The GPLIs 
pass information between the SPARC-based consoles and the process 
control cabinets. The thick-net provides a LAN connection between the 
four SPARC I1 consoles via a multiport transceiver. 

The video port is 

Ethernet is a trademark of the Xerox Corporation. 
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The redundant data highway. which i s  a LAN us ing  a h igh  speed (10 
megabaud) token-pass ing ca r r i e r -based  p r o t o c o l .  i s  t he  main data l i n k  
between t h e  consoles and t h e  process c o n t r o l  cab ine ts .  
two redundant r i n g s  o f  coax cable t h a t  r u n  between t h e  GPLIs and t h e  
U32's i n  t h e  LCU cabinets .  One data highway i s  monitored by one o f  t h e  
redundant GPLI. and the  o the r  highway i s  monitored by t h e  o t h e r  GPLI. 
If one o f  t h e  redundant cables f a i l .  communication i s  a u t o m a t i c a l l y  
p a s s e d ' t o  t h e  o the r  and an alarm i s  generated. 
ded ica ted  t o  mon i to r i ng  o n l y  one highway - t hus  i f  one GPLI f a i l s ,  t h e  
data highway ceases t o  be redundant u n t i l  t h e  f a u l t y  GPLI i s  rep laced.  
However, highway redundancy f o r  t h i s  MICON DCS i s  achieved by u s i n g  two 
p a i r s  o f  GPLIs. As l ong  as both GPLIs i n  one o f  t h e  p a i r s  a re  f u l l y  
o p e r a t i o n a l ,  t h e  highway i s  redundant because t h e  good p a i r  w i l l  
b roadcast  a sw i t ch -ove r  message t o  a l l  o t h e r  u n i t s  when an e r r o r  i s  
detected.  

A process c o n t r o l  cab ine t .  o r  Local Contro l  U n i t  (LCU). c o n s i s t s  o f  two 
U-32 c o n t r o l l e r s .  several RCM-32 process c o n t r o l l e r s .  a communications 
bus. and a Local Operator I n te r face  (LOI ) .  There are f o u r  LCU cab ine ts ,  
and i n  a d d i t i o n .  LCU-3 and LCU-4 are each connected t o  a Remote Con t ro l  
U n i t  (RCU). The RCUs ( n o t  shown i n  F igu re  1) con ta in  RCM-32 c o n t r o l l e r s  
which a r e  connected t o  LCU-3 and LCU-4 v i a  a f i e l d  bus. LCU-1 and LCU- 
2, which a r e  l oca ted  i n  separate rooms and separated by a f i r e  b a r r i e r ,  
p r o v i d e  f o r  redundancy of safety  c lass  2 c o n t r o l s .  Each LCU con ta ins  a 
p a i r  o f  U-32 c o n t r o l l e r s .  which a re  redundant. The pr imary purpose o f  
t h e  U-32 's  i s  t o  pass i n f o r m a t i o n  between t h e  GPLIs and t h e  RCM-32's. 
b u t  t hey  can a l s o  perform l o g i c  func t i ons .  The RCM-32's perform c o n t r o l  
and l o g i c  f u n c t i o n s ,  and p rov ide  t h e  w i r i n g  te rm ina t ions  f o r  t h e  i n p u t s  
and ou tpu ts  t o  p l a n t  equipment. The RCM-32's a re  n o t  p h y s i c a l l y  

. redundant, a l though Safety  Class 2 func t i ons  have been made redundant by 
system l o g i c  and hardware design. Each U-32 communciates w i t h  i t s  
RCM-32s v i a  a slower (1 megabaud) token-pass ing communication network 
c a l l e d  a f i e l d  bus. The f i e l d  bus i s  n o t  redundant. uses RS-485 t w i s t e d  
p a i r ,  and communicates us ing  t h e  M I C O N  LAN Protocol  (MLP). An LO1 ( n o t  
shown i n  F i g u r e  1) i s  a personal computer c lone w i t h  an amber 
e lec t ro lum inescen t  touch screen d i s p l a y  l oca ted  i n  t h e  door o f  each LCU 
c a b i n e t .  The touch screen i s  v i s i b l e  from t h e  ou ts ide  o f  t h e  c a b i n e t  
and can p r o v i d e  g r o u p - l i k e  d i sp lays  f o r  s i g n a l s  and tags r e s i d i n g  i n  t h e  
LCU . 
There a re  f o u r  types of RCM-32s used i n  t h i s  system - A .  F .  0. and D r .  
The A and F cards are used p r i m a r i l y  f o r  analog s i g n a l s .  They can 
accept  i n p u t s  from any s tandard analog inst rument  t ype  (4-20 m i l l i a m p .  
and DC vo l tages )  and p rov ide  standard 4-20 m i l l i amp  ou tpu t  s i g n a l s .  I n  
a d d i t i o n  t h e y  p rov ide  two 28 v o l t  DC d i s c r e t e  ( o n / o f f )  channels .  These 
may be used f o r  i n p u t ,  ou tpu t ,  o r  bo th .  An A ca rd  t y p i c a l l y  p rov ides  26 

. analog i n p u t s  and 4 analog ou tpu ts .  Each F ca rd  prov ides 26 r e s i s t a n c e  
temperature dev ice (RTD) i n p u t s ,  4 analog outputs  and 2 d i g i t a l  1 /0  
p o i n t s .  The D ca rd  i s  used f o r  d i s c r e t e  c o n t r o l .  It prov ides  32 o n / o f f  
channels t h a t  can be used as i n p u t s .  ou tpu ts .  o r  bo th .  Both i n p u t s  and 
ou tpu ts  a r e  28 v o l t  DC. The D r  cards a re  s i m i l a r  t o  t h e  D cards except  
i n p u t s  a r e  120 v o l t  AC o r  OC and t h e  outputs  are 3 amp d r y  con tac t  
re1  ays . 

Sof tware f o r  t h e  SPARC I 1  works ta t i onS 'cons is t s  o f  four l a y e r s .  The 
f i r s t  l a y e r  i s  t h e  U N I X  ope ra t i ng  system, and t h e  second i s  t h e  X-11 
windowing system w i t h  t h e  M o t i f  (X-Window M o t i f )  graphics user i n t e r f a c e  

It c o n s i s t s  o f  

Each GPLI ( o f  a p a i r )  i s  
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(GUI ) .  
by Sun Microsystems under t h e  t r a d e  name S o l a r i s .  The t h i r d  l a y e r  i s  
t h e  A/$ V I E W  process con t ro l  so f tware  prov ided by t h e  M I C O N  Company. 
The l a s t  l a y e r  i s  t h e  user c o n f i g u r a t i o n ,  o r  a p p l i c a t i o n  so f tware ,  which 
implements t h e  f u n c t i o n s  s p e c i f i c  t o  our a p p l i c a t i o n .  

The U-32 and RCM-32 so f tware  c o n s i s t s  o f  th ree  l a y e r s .  The f i r s t  i s  t h e  
RTS-C based o p e r a t i n g  system supp l ied  by t h e  MICON Company. 
l a y e r  i s  t h e  MICDN c o n t r o l l e r  program compi le r ,  a l so  supp l ied  by t h e  
MICON Company. The t h i r d  l a y e r  i s  t h e  user c o n f i g u r a t i o n  program, which 
i s  compi led ob jec t  code. Th is  program i s  c rea ted  by t h e  M I C O N  
c o n t r o l l e r  program compi ler  us ing  source code i n p u t .  The source code, 
o r  a p p l i c a t i o n s  so f tware ,  i s  c rea ted  by t h e  A/S VIEW so f tware  i n  t h e  
SPARC I 1  works ta t ions  based on user i n p u t .  The Source code i s  t h e n  
downloaded over t h e  data highway t o  t h e  U-32s and RCM-32s. where i t  i s  
compi 1 ed. I 

The U N I X .  X-Window M o t i f ,  A/S V I E W .  RTS-C o p e r a t i n g  system. and t h e  
MICON c o n t r o l l e r  program compi ler  a re  o f f - t h e - s h e l f  Software and a r e - n o t  
s u b j e c t  t o  t h i s  c o n f i g u r a t i o n  management p lan  except as t h e y  a re  
r e q u i r e d  t o  reboot t h e  consoles should t h e  e n t i r e  system crash.  Only t h e  
a p p l i c a t i o n  so f tware  (user  c rea ted  c o n f i g u r a t i o n  so f tware  f o r  t h e  SPARC 
I 1  works ta t ions ,  and user generated c o n f i g u r a t i o n  programs f o r  t h e  U-32 
and RCM-32 c o n t r o l l e r s )  i s  sub jec t  t o  t h e  r e v i s i o n  con t ro l  covered by 
t h i s  document. 

Both t h e  U N I X  o p e r a t i n g  system and X-Window M o t i f  a re  p r o v i d e d  

The nex t  
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2.0 MANAGEMENT 

The Cognizant Manager respons ib le  f o r  t h e  MCS s h a l l  i d e n t i f y  a F a c i l i t y  
System Cognizant Engineer and a MICON System Admin i s t ra to r .  I n  genera l ,  
t h e  System Cognizant Engineer i s  r e s p o n s i b i l e  fo r  t h e  Design Basis  which 
t h e  MCS i s  designed t o  meet. The System Admin i s t ra to r  i s  respons ib le  
f o r  ma in ta in ing  t h e  c o n f i g u r a t i o n  o f  t h e  sof tware cons is ten t  w i t h  t h e  
des ign bas i s  documents. A d d i t i o n a l  personnel may be u t i l i z e d  t o  pe r fo rm 
t h e  necessary work. 

2 .2  RESPONSIBILITIES 

2.2.1 Cognizant Manager i 

The Cognizant Manager i s  respons ib le  f o r  ensur ing t h e  c o n f i g u r a t i o n  
management c o n t r o l s  i d e n t i f i e d  by t h i s  document a re  used: f o r  
determin ing t h e  need f o r  and e x t e n t  o f  t h e  sof tware development; f o r  
ensu r ing  approp r ia te  approval and reviews are obta ined i n  accordance 
w i t h  t h e  i d e n t i f i e d  "approval des igna to r "  (WHC-CM-3'5. Document Contro l  
and Records Management Manual, 12.7,  "Approval o f  Environmental,  Sa fe ty ,  
and Q u a l i t y  A f f e c t i n g  Documents"): f o r  ensur ing t h a t  computer so f tware  
documentation procured by o r  t r a n s f e r r e d  t o  WHC i s  assigned an 
approp r ia te  "approval des igna to r " ;  f o r  des igna t ing  system a d m i n i s t r a t o r s  
and a l t e r n a t e s ;  f o r  des igna t ing  engineers who have t h e  techn ica l  a b i l i t y  
and a u t h o r i t y  t o  change software r e l a t e d  t o  t h e i r  p l a n t  system: and f o r  
be ing  cognizant  o f  t h e  requirements conta ined i n  WHC-CM-3-5. Document 
Control and Records Management Manual. 

2.2.2 System Admin i s t ra to r  (MICON Cognizant Engineer) 

The system a d m i n i s t r a t o r .  o r  M I C O N  Cognizant Engineer, i s  respons ib le  
f o r  i d e n t i f y i n g  t h e  f u n c t i o n a l  requirements o f  t h e  computer sof tware:  
f o r  e s t a b l i s h i n g  t h e  "approval des igna to r "  o f  t h e  computer sof tware 
documentation: f o r  ma in ta in ing  sof tware documentation: f o r  approv ing,  
implementing and t r a c k i n g  Engineer ing Change No t i ce  (ECN): f o r  
implementing new Engineering D i t a  T ransmi t ta l  (EDT): f o r  ensur ing t h e  
c o n f i g u r a t i o n  management requirements a re  fo l l owed ;  fo r  r e v i s i n g  
e x i s t i n g  so f tware :  f o r  overseeing and ensur ing t h e  c o n f i g u r a t i o n  and 
s e c u r i t y  of t h e  system: fo r  ma in ta in ing  t h e  system data d i r e c t o r y ;  and 
fo r  ma in ta in ing  and s t o r i n g  t h e  backup tapes and/or o the r  backup media. 

2.2.3 F a c i l i t y  System Cognizant Engineer 

The F a c i l i t y  System Cognizant Engineer' i s  responsib le  f o r  approv ing ECNs 
f o r  new sof tware r e v i s i o n s .  f o r  i d e n t i f y i n g  t h e  func t i ona l  requirements 
w i t h i n  t h e  ECN, f o r  rev iewing and concur r i ng  w i t h  proposed changes, f o r  
a u t h o r i z i n g  changes t o  proceed. and f o r ' p r e p a r i n g  any work packages 
necessary t o  implement o r  t e s t  t h e  changes. 

2.3 INTERFACE CONTROLS 

The f a c i l i t y  system and process P&ID drawings f u n c t i o n  as t h e  mechanism 
which c o n t r o l s  and de f i nes  t h e  system i n t e r f a c e s .  I n  genera l .  t h e  
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i n t e r f a c e  between t h e  M I C O N  system and t h e  system which t h e  MICON 
c o n t r o l s  i s  a t  t h e  d i g i t a l / a n a l o g  i n p u t / o u t p u t  t e r m i n a l s  A l l  changes 
t o  P&ID  drawings which show t h e  MICON as t h e  c o n t r o l  system, s h a l l  be 
approved by t h e  MICON Cognizant Engineer 

2.4 IMPLEMENTATION 

C u r r e n t l y  t h e  MICON system t o  be i n s t a l l e d  a t  t h e  aging waste Tank Farm 
i s  non-operat ional  and w i l l  remain so u n t i l  a l l  users have been t r a i n e d  
and a l l  system con f igu ra t i on  f o r  groups. users.  passwords and access 
l e v e l s  have been v a l i d a t e d  t o  i n s u r e  a l l  .sof tware a p p l i c a t i o n s  can be 
performed a t  t h e  requ i red  system l e v e l s .  

2.5 POLICIES. DIRECTIVES, AND PROCEDURES I 

Sof tware s h a l l  be designed and developed i n  compliance w i t h  WHCLCM-4-2, 
Qual i t y  Assurance Manua7. QR 19.0,  "Software Q u a l i t y  Assurance 
Requirements", and WHC-CM-3-10, Software Pract ices,  Sect ion 6.0, 
"Con f igu ra t i on  C o n t r o l " .  The computer software des ign process s h a l l  
f o l l o w  t h e  a p p l i c a b l e  gu ide l i nes  o f  WHC-IP-1026. Engineering Pract ice 
Guidel ines.  EPG-2.0, "Engineer ing System Design C o n t r o l " .  Computer 
so f tware  s h a l l  be design v e r i f i e d  i n  accordance w i t h  WHC-CM-6-1. 
Standard Engineering Pract ices.  EP-4.1. "Oesign V e r i f i c a t i o n  
Requirements". Computer sof tware s h a l l  be v a l i d a t e d  i n  accordance w i t h  
WHC-CM-6-1. Standard Engineering Pract ices.  EP-4.2, "Tes t i ng  P r a c t i c e s " .  
Computer sof tware documents s h a l l  be approved and re leased i n  accordance 
w i t h  t h e  f o l l o w i n g  documents: 

WHC-CM-6-1. Standard Engineering Pract ices.  EP-1.6. - WHC-IP-1026. Engineering Pract ice Guide7ines. EPG-1.6. 

WHC-CM-6-1. Standard Engineering Pract ices.  EP-1.7, 

WHC-IP-1026. Engineering Pract ice Guidelines. EPG-1.7. 

"Engineer ing Data T r a n s m i t t a l "  

"Engineer ing Data T ransmi t ta l  Processing" 

"Engineer ing Document Approval and Release Requirements" 

" I n i t i a l  Release o f  Engineer ing Documents" 

Computer software documents s h a l l  be r e v i s e d  i n  accordance w i t h  WHC-CM- 
6 -1 .  Standard Engineering Pract ices.  EP-2.2. "Engineer ing Document 
Change Contro l  Requirements", and WHC-IP-1026. Engineering Pract ice 
Guidelines. EPG-2.2. "Engineer ing Document Change Process ing" .  
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3.0 ACTIVITIES 

3 .1  CONFIGURATION IDENTIFICATION 

The p r imary  documents which d e f i n e  and c o n t r o l  t h e  sof tware 
c o n f i g u r a t i o n  are t h e  P&ID's .  Logic  Diagrams. and Tag L i s t i n g s .  These 
a r e  t h e  des ign bas i s  documents which d e f i n e  t h e  f u n c t i o n a l  ope ra t i on  o f  
t h e  so f tware .  

To implement these funct ions they a re  entered i n t o  t h e  MICON D i s t r i b u t e d  
Con t ro l  System (DCS). where t h e  r e s u l t i n g  i n f o r m a t i o n  i s  i n t e r n a l l y  
s t o r e d  in numerous data f i l e s .  Most o f  t h e  DCS f i l e s  are unreadable, 
incomplete.  o r  o therwise p o o r l y . s u i t e d  f o r  genera t i ng  human-readable 
ha rd  cop ies .  Consequently: t h e  DCS f i l e s  w i l l  be c o n t r o l l e d  by v e r s i o n  
i d e n t i f i c a t i o n .  r a t h e r  than by ac tua l  con ten t  o f , t he  f i l e .  A so f tware  
re lease  document w i l l  d e f i n e  t h e  ve rs ion  o f  each f i l e  which i s  
a p p l i c a b l e  t o  t h a t  re lease .  The System Admin i s t ra to r  i s  respons ib le  f o r  
assu r ing  (by t e s t ,  i nspec t i on ,  e t c )  t h a t  t h e  re lease  meets t h e  f u n c t i o n s  
o f  t h e  c o n t r o l l e d  design b a s i s .  
assure r e t r i e v a b i l i t y  o f  each f i l e  ve rs ion ,  and t o  ensure t h a t  t h e  
p roper  ve rs ion  i s  c u r r e n t l y  i n s t a l l e d .  

Three types o f  sof tware r e l a t e d  i tems need t o  be i d e n t i f i e d  f o r  t h e  
purposes o f  c o n t r o l l i n g  r e v i s i o n s  and i n s t a l l a t i o n :  

Backup procedures w i l l  be employed t o  

Design Basis Documents which d e f i n e  t h e  f u n c t i o n a l  requi rements:  
1) P&IDs 
2 )  Logics 
3 )  Tag L i s t s  

Commercial sof tware which prov ides t h e  a p p l i c a t i o n  base: 
4) S o l a r i s  
5 )  A/S V I E W  

O n - l i n e  c o n f i g u r a t i o n  data f i l e s :  
6 )  C o n t r o l l e r  F i l e s  (U32/RCM f i l e s )  
7 )  Graphics F i l e s  
8 )  Annunci tor  Conf ig  f i l e  
9 )  Group Conf ig  f i . l e s  
1 0 )  Trend Conf ig  f i l e  
11) H i s t o r i a n  Conf ig  f i l e  

These a r e  discussed i n  t h e  fo l l ow ing  sec t i ons  

3.1.1 P&ID's  (H-2-131060 t h r u  H-2-131081) 

The P&ID's  d e f i n e  b a s i c  system f u n c t i o n s .  tagnames. and l o c a t i o n s  o f  
i n t e r l o c k s  and alarms. 
and c o n t r o l l e d  i n  accordance w i t h  a p p l i c a b l e  drawing requi rements.  

The P&ID's a re  H-2 drawings, and a re  i d e n t i f i e d  

3.1.2 Log ic  Diagrams (H-8-826366 t h r u  H-2-826458) 

The Logic  Drawings d e f i n e  the  requ i red  l o g i c  of t h e  c o n t r o l  system. The 
Logics Diagrams are H-2 drawings. and are i d e n t i f i e d  and c o n t r o l l e d  i n  
accordance w i t h  a p p l i c a b l e  drawing requi rements.  (Note: Custom g raph ics  
screens have been developed from t h e  re leased H-2 ' s  t o  a l l o w  o n - l i n e  
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v iew ing  o f  t h e  dynamic s t a t e  o f  t h i s  l o g i c :  these g raph ics  a re  d i s t i n c t  
f rom t h e  "source"  H-2 Logic  Diagrams, and are descr ibed i n  s e c t i o n  
3 . 1 . 2 . 7 . )  

3.1.3 Tag L i s t s  (WHC-SD-WM-CSWD-TBD) 

The Tag L i s t s  d e f i n e  a t t r i b u t e s  associated w i t h  each t a g .  such as 
d e s c r i p t i v e  name, range, u n i t s ,  alarm s e t p o i n t s .  and a larm p r i o r i t i e s .  
Tag L i s t s  w i l l  be re leased as a Suppor t ing Document and i d e n t i f i e d  i n  
accordance w i t h  app l i cab le  requirements. Note t h a t  t h e  re leased  Tag 
L i s t s  w i l l  n o t  be t h e  ac tua l  o n - l i n e  t a g  database. b u t  r a t h e r  a document 
which de f i nes  requirements f o r  t h e  o n - l i n e  database. The c o n t r o l l e d  Tag 
L i s t  may be a subset o f  t h e  ac tua l  o n - l i n e  database. i n  t h a t  i t  w i l l  
d e f i n e  o n l y  those tags and a t t r i b u t e s  which a re  impor tant  t o  f u n c t i o n a l  
ope ra t i on  o f  t h e  system. ' 

3.1.4 S o l a r i s  so f tware  
I 

The S o l a r i s  ope ra t i ng  system i s  loaded i d e n t i c a l l y  on a l l  f o u r  ope ra to r  
s t a t i o n s .  except  f o r  minor adjustments t o  p rov ide  unique addresses f o r  
each s t a t i o n .  Only recovery c a p a b i l i t y  i s  needed. Recovery i s  most 
e x p e d i t i o u s l y  prov ided by copying from one s t a t i o n  t o  another ,  
neve r the less ,  a tape backup w i l l  a l s o  be p rov ided .  Two backups o f  t h i s  
so f tware  s h a l l  be created and r e t a i n e d  i n  locked cab ine ts .  One copy 
s h a l l  be kep t  by t h e  System Admin i s t ra to r  and t h e  second s h a l l  be h e l d  
by t h e  Cognizant Manager. 

3.1.5 A/S VIEW Sof tware 

A/S V I E W  i s  a l s o  loaded i d e n t i c a l l y  on a l l  f o u r  s t a t i o n s ,  except  f o r  
minor  address ing changes. Recovery can a l s o  be accomplished by copying 
between s t a t i o n s ,  w i t h  minor adjustments. Two backups o f  t h e  A/S VIEW 
so f tware  s h a l l  be created and r e t a i n e d  i n  locked cab ine ts .  One copy 
s h a l l  be h e l d  by t h e  System Admin i s t ra to r  and t h e  second s h a l l  be 
r e t a i n e d  by t h e  Cognizant Manager. These backups w i l l  o n l y  be used f o r  
recovery purposes. 

The A/S V I E W  and suppor t ing sof tware i s  l oca ted  i n  t h e  Run. 
d i s p l a y - b u i l d e r .  and Dataviews d i r e c t o r i e s  on a SPARC I 1  works ta t i on .  
Backups o f  these f i l e s  s h a l l  be kept  on magnetic s t reaming tape ,  which 
s h a l l  be l a b e l l e d .  Any new re lease s h a l l  be l a b e l l e d  w i t h  t h e  system 
i d e n t i f i e r .  t h e  tape name (RUN BACKUP). t h e  MICON Company's r e v i s i o n  
i d e n t i f i e r  o f  RUN, t h e  owner's name (System Admin i s t ra to r  o r  Cognizant 
Manager), and t h e  date t h e  backup was c rea ted .  For example: 

AY-AZ M I C O N  DCS 
RUN BACKUP 1 3 0 4 1  1 

SYS ADMINISTRATOR 
09/10/94 

Th is  l a b e l  s h a l l  be p laced on t h e  o u t e r  housing of t h e  tape 

The f o l l o w i n g  command executed from t h e  home d i r e c t o r y  i s  used t o  copy 
t h e  e n t i r e  A/S V I E W  system from a SPARC I 1  works ta t i on  t o  a 150 MB 
st reaming tape  loca ted  i n  t h e  tape d r i v e  named rs tO 
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t a r  cvf  /dev/rstO Run display-bui lder  Dataviews 

The fol lowing command executed from.the home d i r e c t o r y  may be used t o  
e x t r a c t  the  e n t i r e  contents  of previously saved AIS VIEW sof tware  from 
the  150 MB s t reaming tape  t o  a SPARC I 1  workstat ion hard d r i v e .  

t a r  x v f  /dev/rstO Run display-bui lder  Dataviews 

3.1.6 RCM/U32 Configurat ion F i l e s  

Three unique f i l e s  e x i s t  f o r  each.MICON c o n t r o l l e r  t h a t  is  configured 
using t h e  MICON c o n t r o l l e r  configusat ion u t i l i t y .  The three f i l e s  a r e  a 
l i n k  f i l e ,  a c o n t r o l l e r  f i l e ,  and a " s c r o l l "  f i l e .  The conf igura t ion  
u t i l i t y  i s  designed t o  keep these three f i l e s  c o n s i s t e n t .  which i s  
necessary f o r  t h e  configurat ion program t o  func t ion  and t o  prevent  
cor rupt ion  o r  l o s s  o f  conf igura t ion  d a t a .  

T h e  l i n k  f i l e  provides l inkage poin ters  f o r  the program t o  c o r r e l a t e  the  
o t h e r  two f i l e s ,  but is  an unreadable (b inary)  f i l e .  

The c o n t r o l l e r  f i l e  is  the  f i l e  which i s  a c t u a l l y  downloaded t o  t h e  RCM- 
32 o r  U-32 c o n t r o l l e r s  and compiled t h e r e  t o  r u n  the  process .  I t  i s  a 
C-language type  program i n  ASCII format .  The  program i s  readable  by 
experienced programmers of MICON systems,  however, the  l i n e s  o f  code a r e  
not commented and a r e  sometimes t o o  long t o  handle using normal UNIX 
t o o l s  . 

The s c r o l l  f i l e  i s  an ASCII text  f i l e :  t h e  name is  based on i t s  use i n  
t h e  conf igura t ion  u t i l i t y .  I t  provides a "user - f r iendly"  l i s t  
conta in ing  most of t h e  parameters w h i c h  a r e  def ined during t h e  
conf igura t ion  process .  Unfortunately,  some of  t h e  d e t a i l s  a r e  ommitted 
o r  t r u n c a t e d ,  so t h a t  t h e  complete conf igura t ion  cannot be r e b u i l t  from 
t h i s  f i l e  a l o n e .  

Configurat ion filenames m u s t  follow, c e r t a i n  convent ions.  T h e  s c o l l  and 
l i n k  f i lenames have two p a r t s .  The f i r s t  p a r t  i d e n t i f i e s  t h e  MICON 
c o n t r o l l e r  t a g  ( a s  def ined i n  f i l e  devices.txt) by r e l a t i n g  i t  t o  t he  
c o n t r o l l e r  t y p e  (RCMA. RCMD. RCMDR. RCME. RCMF. o r  U32) and c o n t r o l l e r  

,number. 
RCM-32 hardware, is  t h e  hardware " s l o t "  number f o r  w h i c h  t h e  f i l e  was 
developed. T h e  second p a r t  of  the  i d e n t i f i e r  i s  t h e  name of  the  
c o n t r o l l e r  f i l e ,  which can be up t o  8 charac te rs  long and can be 
ad jus ted  by t h e  u s e r .  T h e  convention which wi l l  be used i s  a shorthand 
n o t a t i o n  t o  i d e n t i f y  t h e  RCM. followed by t h e  rev is ion  number w h i c h  i s  
modified when the  f i l e  is  changed. 

The c o n t r o l l e r  number, which matches the  number on the  U-32 and 

syntax :  [CONTROLLER TAG].[controller filename1 
example: RCMDR-20.dr20-rO 

1 1 1 1-  rev is ion  number ~- I 1-1- c o n t r o l l e r  number 
I c o n t r o l l e r  type  

T h e  conf igura t ion  f i l e s  wi l l  be i d e n t i f i e d  by t h e  f i l e  name, s l z e .  d a t e ,  
and timestamp 

example of  a l l  three f i l e s  
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s c r o l l  f i l e :  RCMDR 20.dr20 r O  12345 SEPlO 12 :41  
l i n k  f i l e :  RCMDR~ZO_dr20I+O 23456 S E P l O  12:42 
c o n t r o l l e r  f i l e :  dr20-r0 34567 S E P l O  12 :41  

i 
1 

When a change i s  implemented. t h e  r e v i s i o n  number i n  t h e  f i l e  name w i l l  
be incremented and t h e  above i d e n t i f i e r  w i l l  change i t s  va lues.  

3.1.7 Graphics F i l e s  

Graphics f i l e s  d e f i n e  the  p i c t o r i a l  d i sp lays  which have been developed 
s p e c i f i c a l l y  f o r  t h i s  a p p l i c a t i o n .  The system inc ludes  severa l  hundred 
g raph ic  d i s p l a y s  and sub-drawings. T h i r t y - t w o  d i s p l a y s  (names) a r e  
reserved f o r  t h e  . " P & I D  d i s p l a y s " .  which mimic t h e  P&ID's  and a re  t h e  
normal ope ra to r  i n t e r f a c e  screens. Because o f  t h e i r  spec ia l  names, 
these screens work un iquely  w i t h  t h e  I O K .  Another s e t  o f  (about 200) 
gra,phics shows t h e  dynamic s t a t e  o f  the, c o n t r o l  , logic diagrams. 
F i n a l l y ,  t h e r e  are several dozen sub-drawings, which are i nc luded  by  
re fe rence  i n  t h e  main g raph ics .  Graphics f i lenames have a " . v "  
ex tens ion ,  and subdrawings have a " . sd "  extens ion.  

Graphics f i lenames are f i x e d  and cannot change w i t h  r e v i s i o n  number 
Graphic f i l e s  w i l l  be i d e n t i f i e d  by t h e  f i l e  name, s i z e ,  da te ,  and 
t imestamp. Old r e v i s i o n s  can be r e t a i n e d  by g i v i n g  them new names. 

example 
c u r r e n t  f i l e  ay lO l  v 40404 SeplO 12 41  
o l d  rev  ay1Ol 96Sep10 40506 SeplO 12 41  

3.1.8 Annunciator  Con f igu ra t i on  f i  1 e 

The annunciator  c o n f i g u r a t i o n  f i l e  de f i nes  t h e  name o f  each o f  t h e  
p o s s i b l e  40 annunciator  windows, which alarms w i l l  be grouped t o  ac tua te  
t h a t  window, and which g raph ic  screen i s  t o  be associated.  By des ign,  
t h e  annunciators  have been de f i ned  so t h a t  each one d i sp lays  a l l  t h e  
alarms associated w i t h  a s i n g l e  "P&ID"  graphic  d i s p l a y  (except  i n  a 
couple o f  cases where two annunciators  were needed t o  ho ld  a l l  t h e  
screens a larms.)  

The f i l e  which de f i nes  t h e  annunciator  groups w i l l  be i d e n t i f i e d  by t h e  
name, s i z e ,  da te ,  and timestamp on t h e  f i l e ,  f o r  example: 

annunc.c fg 10101 SeplO 12:41 

3.1.9 Process Groups f i l e s  

The process group f i l e s  d e f i n e  which tags are co - loca ted  toge the r  on t h e  
" f a c e p l a t e "  d i s p l a y s .  Each group can d i s p l a y  0 -8  tags .  By des ign.  t h e  
groups have been organized and numbered t o  correspond t o  t h e  graphics 
screens,  so t h a t  r e l a t e d  process va r iab les  a re  t o g e t h e r .  One f i l e  
de f i nes  t h e  arrangment o f  a l l  t h e  process groups f o r  t h e  OCS. w h i l e  a 
separate f i l e  i s  used t o  d e f i n e  each group f o r  t h e  L O I ' s .  Th i s  r e s u l t s  
i n  a l a r g e  number o f  f i l e s  t o  d e f i n e  t h e  LO1 groups.  However, by 
des ign,  t h e  LO1 groups have been cons t ruc ted  t o  match those o f  t h e  main 
console ( O C S ) .  Thus, o n l y  t h e  OCS group c o n f i g u r a t i o n  w i l l  be 
c o n t r o l l e d :  ma in ta in ing  t h e  LDI's cons is ten t  w i l l  be an implementat ion 
d e t a i l  under t h e  r e s p o n s i b i l i t y  o f  t h e  System Admin i s t ra to r .  The group 
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conf igura t ion  wi l l  be i d e n t i f i e d  by t h e  name, s i z e ,  d a t e ,  and timestamp 
on the  OCS group f i l e :  

group,  c f g  20202 SeplO 12:41 

3.1.10 Process  Trends d i s p l a y  conf igura t ion  

The t rend  conf igura t ion  f i l e  def ines  which t a g s  a r e  co- loca ted  on each 
t r e n d  d i s p l a y .  Each t rend  can d isp lay  0-4 t a g s .  By design,  the t r e n d  
groups have been organized and numbered t o  correspond t o  t h e  graphics  
s c r e e n s ,  so t h a t  r e l a t e d  process  v a r i a b l e s  a r e  t o g e t h e r .  The f i l e  
def in ing  t h e  t rend  d isp lays  wi l l  be i d e n t i f i e d  by t h e  name, s ize ,  d a t e ,  
and timestamp on the  f i l e ,  f o r  example: 

t rendcnfg .c fg  30303 SeplO 1 2  : 41 

3.1.11 His tor ian  d i s p l a y  conf igura t ion  
I 

The h i s t o r i a n  conf igura t ion  f i l e  def ines  w h i c h  t a g s  a r e  co- loca ted  on 
each h i s t o r i a n  d i s p l a y .  Each d i s p l a y  can show 0-4 t a g s .  By design.  t h e  
h i s t o r i a n  groups have been organized and numbered t o  correspond t o  the 
graphics  screens, so t h a t  r e l a t e d  process  v a r i a b l e s  a r e  t o g e t h e r .  
However, f o r  da ta  space cons idera t ions ,  only s e l e c t e d  var iab les  a r e  
recorded i n  t h e  h i s t o r y  f i l e ,  so consequently there a r e  fewer h i s t o r i a n  
d isp lays  than t rend  d i s p l a y s .  The f i l e  def in ing  t h e  h i s t o r i a n  d isp lays  
w i l l  be i d e n t i f i e d  by t h e  name. s i z e .  d a t e .  and timestamp.on t h e  f i l e .  
f o r  example: 

h i s t c n f g . c f g  30303 SeplO 12:41 

3.1.12 Re1 ease  Document 

The sof tware re lease  document def ines  t h e  f i l e s  and vers ions a p p l i c a b l e  
t o  a p a r t i c u l a r  i d e n t i f i a b l e  vers ion of  t h e  sof tware .  
t h e  appl icable  vers ions  of each of t h e  above sof tware items ( a s  
descr ibed i n  s e c t i o n s  3.1.1 t h r u  3.1.11). T h e  r e l e a s e  document 
e s t a b l i s h e s  an i d e n t i f i a b l e  and audi tab le  "Release Version" f o r  each 
s t e p  change i n  t h e  sof tware conf igura t ion .  The r e l e a s e  i d e n t i f i e r  s h a l l  
be i n  t h e  following form: 

I t  s h a l l  i d e n t i f y  

syntax:  M.NCa1 ; M=C1..1. N = C O . . I .  a=Ca-zl 
exampl e l  : 1.0 : I n i t i a l  r e l e a s e  
exampl e2:  2 .3a ; Error  c o r r e c t i o n  t o  vers ion 2 . 3  

The f i r s t  numeral ( " M " )  i s  intended f o r  s i g n i f i c a n t  o r  major evolu t ions  
of  t h e  sof tware.  T h e  second numeral ( " N " )  would be incremented f o r  a 
series of  minor upgrades. F i n a l l y ,  t h e  opt ional  a lpha-charac te r  ( " a " )  
would be used t o  s i g n i f y  cor rec t ion  of  e r r o r s  i n  the  p r i o r  r e l e a s e .  

A u t i l i t y  h a s  been prepared t o  genera te  the Release Document 
au tomat ica l ly .  Each change ( a s  descr ibed i n  s e c t i o n  3 . 2 )  s h a l l  be 
i d e n t i f i e d  a s  a new "Re1ease"'and inc lude  a new Release Document. 

3.1.13 Data Direc tory  (Applicat ion Software)  Backup 

The a p p l i c a t i o n  programs and f i l e s  l i s t e d  above (Sect ions 3 . 1 . 6  t h r u  
3.1.11) a r e  s t o r e d  i n  t h e  /home/Data d i r e c t o r y  on t h e  SPARC I1 
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works ta t i on .  and s h a l l  be backed up f o r  each Release Vers ion.  (The 
s e c u r i t y  access f i l e s  a re  a l s o  i nc luded  i n  t h e  /home/data d i r e c t o r y . )  
Two backups s h a l l  be created and r e t a i n e d  i n  locked cab ine ts .  One copy 
s h a l l  be h e l d  by t h e  System Admin i s t ra to r  and t h e  second s h a l l  be - 
r e t a i n e d  by t h e  Cognizant Manager. 

Backups s h a l l  be kep t  on magnetic s t reaming tape .  which s h a l l  be 
l a b e l l e d .  
(DATA BACKUP). volume name, t h e  owner's name (System Admin i s t ra to r  o r  
Cognizant Manager). and t h e  da te  t h e  backup was c rea ted .  For example: 

The l a b e l  s h a l l  con ta in  t h e  system i d e n t i f i e r ,  tape name 

/DATA BACKUP 
VOLUME 1 OF 1 

09/10/96 
SYS. ADMINISTRATOR , 

T h i s  l a b e l  sha l l .  be p laced on t h e  o u t e r  housing o f  t h e  tape 

The copy and e x t r a c t  commands a re  t h e  same as descr ibed i n  s e c t i o n  
3 . 1 . 2 . 5  except t h a t  ht.3 i s  s u b s t i t u t e d  f o r  Run. 
aga in  executed from t h e  borne d i r e c t o r y .  

These operat ions a re  
For  example: 

copy SPARC t o  tape:  t a r  c v f  /dev/ rs tO /home/Data 

e x t r a c t  tape t o  SPARC: t a r  x v f  /dev/ rs tO /home/Data 
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3.2 CONFIGURATION CONTROLS 

Two c a t e g o r i e s  o f  so f tware  r e v i s i o n s  a r e  d e f i n e d  as :  

Major Changes. which a f f e c t  t h e  c o n f i g u r a t i o n  bas i s  documents - 
P & I D .  Logic diagrams, and/or Tag L i s t s  as def ined i n  sec t ions  
3 . 1 . 1  t h r u  3.1.3.  

Minor Changes, which do n o t  a f f e c t  these b a s e l i n e  documents, b u t  
o n l y  t h e i r  implementat ion i n t o  t h e  MCS data f i l e s .  By d e f i n i t i o n ,  
such changes do no t  a f fec t  process opera t i on .  b u t  on l y  t h e  manner 
o f  p r e s e n t a t i o n  t o  t h e  opera to r .  Examples would be adjustments t o  
t h e  d i s p l a y  screens o r  r e v i s i n g  t h e  t r e n d  d i sp lays .  Minor Changes 

' d o  n o t  requ i re  an ECN. b u t  w i l l  be c o n t r o l l e d  as s p e c i f i e d  i n  t h i s  
document. 

c 

3.2 .1  Prob l  em Track ing  

Problems. f a u l t s  and f a i l u r e s  w i l l  be documented and t r a c k e d  a t  t h e  
d i s c r e t i o n  o f  opera t ions .  

3.2.2 Job Cont ro l  System 

Software changes which w i l l  a f f e c t  t h e  process o p e r a t i o n  w i l l  be p a r t  o f  
a Job Cont ro l  System (JCS) work package t o  c o n t r o l  t h e  o v e r a l l  r e v i s i o n  
and t e s t i n g  a c t i v i t y .  (Reference NHC-CM-8-8). The s p e c i f j c  problem o r  
change needed s h a l l  be documented on a JCS J-1 Work Request and 
processed i n  accordance w i t h  WHC-IP-0842. Waste Tanks A d m i n i s t r a t i o n ,  
S e c t i o n  9A.5. "Job Control  System". 

Assuming m o d i f i c a t i o n s  a re  requ i red  t o  reso lve  o r  c o r r e c t  t h e  problem. \ 

t h e  eng ineer ing  process s h a l l  be documented i n  accordance w i t h  WHC-CM-6- 
1. Standard Engineer ing P rac t i ces ,  and WHC-IP-1026. Eng ineer ing  P r a c t i c e  
Guide7ines. The r e s u l t i n g  ECN s h a l l  be developed, processed. approved, 
and re leased i n  accordance w i t h  WHC-CM-6-1. Standard Eng ineer ing  
P r a c t i c e s ,  EP-2.2. "Engineer ing Document Change Cont ro l  Requirements". 
and WHC-IP-1026. Engineer ing P r a c t i c e  Gu ide l ines .  EPG-2.2. "Engineer ing 
Document Change Processing".  

3.2.2 Software Change Form 

A l l  r e v i s i o n s  t o  the  so f tware  i d e n t i f i e d  i n  s e c t i o n  3 . 1  s h a l l  be 
i n i t i a t e d  and t racked by prepar ing  a so f tware  change request  i n  
accordance w i t h  F igure  1. A l o g  and master copy o f  a l l  change requests 
s h a l l  be main ta ined.  F igure  2 g i ves  a sample form f o r  t h e  Log 
in fo rma t ion .  

For Major Changes, an ECN d e s c r i b i n g  t h e  d e s i r e d  changes t o  t h e  
c o n f i g u r a t i o n  bas is  documents (Ref .  3 . 1 . 1 - 3 . 1 . 3 )  may accompany t h e  
Software Change Request. b u t  i n  any case, must be prepared and approved 
p r i o r  t o  i n s t a l l i n g  t h e  so f tware  change. The MICON Cognizant Engineer 
must s i g n  a l l  ECNs an,d. i n  a d d i t i o n .  t h e  System Cognizant Engineer o f  
t h e  a f f e c t e d  p l a n t  o r  process system must a l so  s i g n  and approve t h e  ECN. 

For Minor Changes, t h e  c o n f i g u r a t i o n  bas i s  documents a re  no t  a f fec ted ,  
so t h e  change request descr ibes t h e  d e s i r e d  change. For s imple changes, 
t h e  MCS SOFTWARE CHANGE form may be a l l  t h a t  i s  needed t o  a u t h o r i z e  and 
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t r a c k  t h e  work. I n  the  more general case. t h e  MCS SOFTWARE CHANGE form 
would be p a r t  o f  a JCS work package. 

Approval by t h e  Change A u t h o r i t y ,  t y p i c a l l y  t h e  F a c i l i t y  System 
Cognizant Engineer, s h a l l  be requ i red  t o  proceed w i t h  implementat ion.  
The System Cognizant Engineer i s  respons ib le  to ,assu re  t h a t  a p p l i c a b l e  
rev iews have been performed. 

3.2.3 P repar ing  t h e  Change 

A f t e r  approval t o  proceed. t h e  System Admin i s t ra to r  s h a l l  i nco rpo ra te  
and t e s t  t h e  change t o  t h e  maximum e x t e n t  poss ib le  on t h e  ( o f f - l i n e )  
Engineer ing Workstat ion.  The p r i o r  f i l e  vers ions s h a l l  be r e t a i n e d  so 
t h a t  t h e  con f igu ra t i on  can be res to red  t o  t h e  p r i o r  Release Vers ion.  

3.2.4 I n s t a l l i n g  and Tes t i ng  t h e  Change 

A f t e r  i n s t a l l a t i o n  on t h e  ac tua l  c o n t r o l  system, t h e  change s h a l l  be 
t e s t e d  commensurate w i t h  t h e  e x t e n t  and na tu re  o f  t h e  change. Some 
Minor Changes, such as a d i s p l a y - o n l y  change, do n o t  a f f e c t  t h e  process 
and may be performed under t h e  a u t h o r i t y  o f  t h e  Software Change Request. 
More ex tens i ve  changes may  r e q u i r e  a JCS work package t o  organize t h e  
resources and system operat ions t o  conduct t h e  t e s t .  

3.2.5 New Release Vers ion 

A f t e r  t h e  change has been i n s t a l l e d  and success fu l l y  t e s t e d . . t h e  Release 
Vers ion documentation (Sec t i on  3 .1 .12 )  and backup media (Sec t i on  3.1.13)  
a r e  prepared.  

3.2.6 Change Request Closeout 

Closeout o f  a change request s h a l l  i d e n t i f y  t h e  changes and t e s t i n g  
performed t o  implement t h e  change. A l so  t h e  new Release Vers ion s h a l l  
be be e i t h e r  i d e n t i f i e d  o r  a t tached.  The s ta tus  of open and completed 
Sof tware Change Requests s h a l l  be t racked .  

3.3 

3 .4  

CONFIGURATION STATUS ACCOUNTING 

Sec t ion  3 .1 .  Con f igu ra t i on  I d e n t i f i c a t i o n ,  descibes how i n d i v i d u a l  
components a re  i d e n t i f e d .  i n c l u d i n g  t h e i r  r e v i s i o n s .  The sof tware 
Release Document p resc r ibes  t h e  vers ions o f  each f i l e  which c o n s t i t u t e  a 
p a r t i c u l a r  re lease .  The Change Request forms r e l a t e  t h e  f u n c t i o n a l  
changes t o  t h e  a f f e c t e d  f i l e s ,  and i d e n t i f y  t h e  r e s u l t i n g  Release 
Vers ion .  A l l  f i l e s  a p p l i c a b l e  t o  a p a r t i c u l a r  re lease  a re  backed up and 
can be r e t r i e v e d .  

AUDITS AND REVIEWS 

Year l y ,  t h e  System Admin i s t ra to r  s h a l l  rev iew t h e  sof tware f o r  
completeness and co r rec tness .  The Release Document s h a l l  be reviewed 
aga ins t  t h e  c u r r e n t  ope ra t i ng  sof tware t o  ensure t h a t  t h e  c o r r e c t  
so f tware  i s  i n  p lace .  
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It i s  a l s o  c r u c i a l  t o  ensure t h a t  ope ra t i ng  software are mainta ined pe r  
t h e  requirements l a i d  down i n  t h i s  p l a n .  To ensure t h i s ,  i n t e r n a l  and 
independent a u d i t s  are planned. 

3.5 ACCESS CONTROL 

The MICON s e c u r i t y  system i s  con f igu red  complete ly  by t h e  System 
A d m i n i s t r a t o r .  who de f i nes  t h e  s e c u r i t y  system l a y o u t ,  passwords, user 
c a p a b i l i t i e s  and r e s t r i c t i o n s .  

The System Admin i s t ra to r  assigns each user ( i e :  operators ,  superv i so rs ,  
e t c . )  t o  a user  group. Each group o f  users i s  assigned c e r t a i n  
c a p a b i l i t i e s  t o  per form opera t i ons .  a long w i t h  c e r t a i n  r e s t r i c t i o n s .  
I f  a user i s  assigned t h e  c a p a b i l i t y  w i t h  r e s t r i c t i o n s ,  t hen  a password 
i s  r e q u j r e d  t o  perform t h e  .operat ion.  , 

Four groups o f  users have been de f i ned .  as descr ibed below. A l l  o f  
these groups may n o t  necessa r i l y  be implemented o r  g i ven  access. 
minimum, t h e  system a d m i n i s t r a t o r  and operator  are requ i red  t o  have 
access t o  t h e  system. 

As a 

3.5.1 System Admin i s t ra to r  

The System Admin i s t ra to r  ( M I C O N  Cognizant Engineer) has t h e  h i g h e s t  
access l e v e l  and i s  pe rm i t ted  any and a l l  software operat ions i n c l u d i n g  
access t o  s e c u r i t y  data f i l e  (password assignments). changes t o  access 
l e v e l s ,  and breadth o f  ope ra t i ons .  There w i l l  be one a l t e r n a t e  System 
A d m i n i s t r a t o r  who w i l l  be designated by t h e  Cognizant Manager, 

3.5.2 Engineer 

The Engineer access l e v e l  i s  s i m i l a r  t o  t h a t  o f  t h e  System Admin i s t ra to r  
b u t  does n o t  pe rm i t  access t o  s e c u r i t y  f i l e s  and password i n f o r m a t i o n .  
Engineers a re  a l s o  nominal ly  r e s t r i c t e d  i n  t h e i r  access t o  normal 
process opera t i on  commands: however. s ince  they  (must) have access t o  
t h e  under l y ing  l o g i c  f o r  setup and c o n f i g u r a t i o n .  t h i s  r e s t r i c t i o n  i s  
n o t  absol.ute. 

3 .5.3 Operator  

The Operator group cons is t s  o f  t h e  nuc lear  operators  and t h e i r  
superv i so rs .  In genera l .  t h i s  group can c o n t r o l  and moni tor  f a c i l i t y  
systems and processes. The group can change equipment s e t t i n g s  w i t h i n  
t h e  p resc r ibed  opera t i ng  ranges. a l t e r  equipment l i n e  up. s e l e c t  
approved data d i sp lays .  backup opera t i ng  f i l e s ,  and p r i n t  h i s t o r i c a l  and 
opera t i ona l  da ta .  

T ra inee .  The t r a i n e e  i s  a subset of t h e  Operator group, w i t h  a " l o o k  
o n l y "  r e s t r i c c i o n .  so t h a t  t hey  cannot operate t h e  process. 

Superv isor .  The superv isor  i s  an Operator .  w i t h  t h e  a d d i t i o n a l  a u t h o r i t y  
t o  i n h i b i t  a larms.  Superv isor  requ i res  an a d d i t i o n a l  password. 

3.5.4 Technic ian 

The Technic ian group i s  f o r  inst rument  techn ic ians  who are assigned 
access l e v e l s  which w i l l  pe rm i t  t e s t i n g  and maintenance o f  t h e  system t o  
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i n c l u d e  t r o u b l e - s h o o t i n g  hardware. L im i ted  changes and adjustments t o  
i n p u t  and ou tpu t  parameters a re  pe rm i t ted .  Breadth may be l i m i t e d  t o  
s p e c i f i c  cab ine ts ,  b u i l d i n g s ,  o r  systems. 

3 . 6  BACKUP AND RECOVERY 

Media c o n t r o l  i s  exerc ised t o  ensure t h a t  t h e  Sun. M I C O N .  and Hanford- 
developed so f tware  i s  backed up a f t e r  each m o d i f i c a t i o n .  Backup media 
w i l l  a l l o w  r e c o n s t r u c t i o n  o f  t h e  computer w i t h i n  a few work days. Two 
s e t s  o f  backups a re  mainta ined and s to red  i n  locked f i l e  cab ine ts ,  which 
a re  l o c a t e d  so t h a t  t h e r e  i s  a s u f f i c i e n t  d i s tance  from t h e  a p p l i c a t i o n  
l o c a t i o n .  A s i n g l e  backup s e t  i nc ludes  t h e  streaming tapes f o r  t h e  Run 
and Data d i r e c t o r i e s .  One s e t  o f  media s h a l l  be h e l d  by t h e  system 
a d m i n i s t r a t o r  and t h e  second s e t  s h a l l  be r e t a i n e d  by t h e  Cognizant 
Manager. I 

The system a d m i n i s t r a t o r  w i l l  ma in ta in  a t  l e a s t  two preceding se ts  o f  
removal media be fo re  r e l e a s i n g  a l l  t h e  o lde r  media copies f o r  o t h e r  
uses. These two p r i o r  backups w i l l  remain so t h a t  i f  d u r i n g  t h e  
m o d i f i c a t i o n  process,  t h e  e n t i r e  system crashes o r  i s  l o s t ,  t h e  l a s t  
o p e r a t i n g  computer sof tware can be used t o  regenerate t h e  opera t i ng  
f i l e s  and recove r .  

H i s t o r i c a l  data f i l e s  w i l l  be t r a n s f e r r e d  t o  150 megabyte tapes weekly 
o r  month ly  as necessary. 
f o r  a t  l e a s t  s i x  months a f t e r  which t ime  they  can be c lea red  f o r  reuse 
o r  t e m p o r a r i l y  a rch i ved  (up t o  t h r e e  years) .  Arch ives w i l l  be secured 
by t h e  system a d m i n i s t r a t o r .  

A l a b e l  s h a l l  be p laced on t h e  tape cover. The l a b e l  s h a l l  c o n t a i n  t h e  < 
system i d e n t i f i e r ,  tape name (HISTORICAL DATA). s t a r t  and end dates , 

rep resen t ing  t h e  t ime  peri,od o f  c o l l e c t e d  da ta ,  and a volume name. For 
example : 

These tapes a re  mainta ined i n  t h e  Con t ro l  Room 

AY-A2 M I C O N  DCS 
HISTORICAL DATA 

09/10/96 TO 09/16/96 
VOLUME 1 OF 1 I 
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4 .0  TOOLS. TECHNIQUES, AND METHODOLOGIES 

There a re  no a d d i t i o n a l  t o o l s .  techniques.  o r  methodologies r e q u i r e d  i R  
m a i n t a i n i n g  c o n f i g u r a t i o n  c o n t r o l  o the r  than those supp l i ed  as p a r t  o f  
t h e  commerc ia l ly  a v a i l a b l e  MICON and S o l a r i s  so f tware .  

To f a c i l i t a t e  r e v i s i o n  account ing pe r  t h i s  document. a custom U N I X  
s c r i p t  has been prepared t o  generate t h e  "Release Document" descr ibed i n  
s e c t i o n  3.1.12.  The Release s c r i p t  i s  l oca ted  i n  t h e  "/home" d i r e c t o r y .  
and i s  invoked by e n t e r i n g  t h e  command "Release". 

5.0 SUPPLIER CONTROL 
I 

S o l a r i s  and A/S V I E W  a re  commercial ly a v a i l a b l e  products  produced by t h e i r  
r e s p e c t i v e  s u p p l i e r s ,  M I C O N  has combined these two products  i n t o  a i n t e g r a t e d  
and t e s t e d  system which they  market c o m p e t i t i v e l y ,  and which wap supp l i ed  t o  
meet ou r  s p e c i f i c a t i o n .  We have no e x p l i c i t  c o n t r o l  over t h e i r  software 
development process.  
acceptance t e s t i n g  a t  va r ious  s tages.  

S u i t a b i l i t y  f o r  our  a p p l i c a t i o n  has been demonstrated by 

Problems o r  issues which r e q u i r e  r e v i s i o n s  t o  S o l a r i s  o r  A/S V I E W  w i l l  be 
t r a n s m i t t e d  t o  t h e  S u p p l i e r ,  probably  MICON i n i t i a l l y .  The Supp l i e r  w i l l  make 
and t e s t  any r e v i s i o n s  i n  accordance w i t h  t h e i r  i n t e r n a l  methodology. P r i o r  
t o  implementing t h e  r e v i s i o n ,  t h e  MICON Cognizant Engineer s h a l l  a t  a minimum 
assure t h a t :  

1. The Supp l i e r  prov ides a l i s t  o f  a l l  changes made t o  t h e  a f f e c t e d  
sof tware.  

2 .  The i d e n t i f i e d  changes do n o t  adverse ly  a f f e c t  f unc t i ons  which ou r  
a p p l i c a t i o n  i s  us ing .  

3 .  S u i t a b l e  t e s t s  a re  conducted t o  v e r i f y  t h a t  our  a p p l i c a t i o n  s t i l l  
Derforms i t s  e s s e n t i a l  f unc t i ons  under t h e  new sof tware.  

Page 24 o f  29 



HNF-SD-WM-CSCM-028. Rev. 1 

6.0 RECORD COLLECTION AND RETENTION 

Historical Data Files shall be collected and retained by the system ' 

administrator for  a minimum o f  6 months. 
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F i g u r e  1: W-030 Change Request / Problem Report 
CRIPR Nunber 

Page 1 of - 
1 SoftwarelDocunent Identification (Name) 

2. Prepared by: Date 

System Name: TPCN. W/O 

3 CRIPR Type: [ 1 Change Request [ I Problem Report Requested Canpletion Date: 

4.  Descriotion: 

5. Just i f icat ion if Change Request: 

6 .  Submitter's Pr ior i ty [ 1 Routine [ I High [ 1 Emergency 

7 .  Change Authority: [ I Accept [ 1 Modify [ I Reject . [ 1 Defer Unt i l :  

8 Assigned to:  Planned Release Date: 

9.  Solution Cments CostISchedule Estimate: I 

10 SoftwareIDocunents Affected 

11. Testing 

12. Approvals Indlcate CR IS Canplete or PR i s  Resolved 

System Developer Date. 

Responsible Manager Date- 

CR or PR Preparer: Date: 

Other Date: 

Release No. 
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Change Request and Problem Report I n s t r u c t i o n s :  

These i n s t r u c t i o n s  provide guide l ines  f o r  preparing t h e  CR/PR.  

1. 

2.  

3 .  

4. 

5. 

6 .  

7 .  

8. 

9 .  

10. 

11. 

12. 

Record document i d e n t i f i c a t i o n  o r  name f o r  t h e  CR/PR 

Record the name of the person preparing the form. d a t e ,  system name. 
and Task Package Control Number (TPCN) o r  Work Order (W/O)  t o  w h i c h  
t h e  work i s  t o  be charged. 

I 'ndicate i f  t h i s  i s  a change request  o r  problem repor t  and the 
requested completion d a t e .  

Provide a descr ip t ion  of the changes requested o r  t h e  problems being 
repor ted .  When appropr ia te .  descr ibe  any e f f e c t  the  requested 
change may h a v e  on t h e  o t h e r  systems. 

Provide j u s t i f i c a t i o n  i f  t h i s  i s  a change r e q u e s t .  

Ind ica te  p r e p a r e r ' s  p r i o r i t y  

I 

The person w i t h  change control  a u t h o r i t y  s i g n s  and i n d i c a t e s  w h e t h e r  
t h e  dec is ion  is  t o  accept ,  modify, r e j e c t .  o r  d e f e r  t h e  C R / P R  u n t i l  
t h e  spec i f ied .  d a t e .  

Ind ica te  t o  whom t h e  C R / P R  i s  ass igned,  and provide a planned 
r e l e a s e  d a t e .  

Describe t h e  (planned) s o l u t i o n  and an es t imate  of  the  c o s t  and 
schedule .  

Describe sof tware and/or documents a f f e c t e d  by t h e  s o l u t i o n .  
Reference and/or a t tach  appl icable  E C N ' s .  

Describe how t h e  change was v e r i f i e d .  Reference o r  a t t a c h  
appl icable  documents. 

Record approvals  indicating requested changes ,have been completed o r  
the problem repor t  reso lved ,  
w h i c h  implements t h e  change. 

Record t h e  sof tware r e l e a s e  number 
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