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Abstract
ELECTRONIC METHODS TO DETECT PERSONS HIDDEN WITHIN CARGO

CONTAINERS.

Physical security technologies have been unable to address most ‘Trojan Horse’
scenarios at vehicle portals which provide access through the perimeter of a secure area.
Thorough visual searches of vehicle cargo containers are time consuming, involve a number of
security personnel and are cursory at best. Vehicles entering or exiting a protected site provide
an adversary with an easy pathway across secure boundaries. A method to detect the presence
of persons hiding within a vehicle’s enclosed cargo container has been developed by Lockheed
Martin Energy Systems. The system measures vibrations coupled to the container and
generated by the human heart. Each time the human hem beats, it generates a small but
measurable shock wave. This shock wave is propagated through the body and transmitted to
anything with which the body has contact. This wave is referred to as a ballistocardiogramand
is the mechanical equivalent to an electrocardiogram. Systems have been installed in several
State prisons and have been independently tested and evaluated. The effectiveness of the
system has been determined by the Thunder Mountain Evaluation Center at Fort Huachuca.
Arizona. Sympatheticvibrations of the cargo container’s surface can be collected using any of
several detection methods, i.e. infrared, Doppler microwave, Doppler ultrasonic wave and
geophones. The analog signal delivered by the sensors is passed through an amplifier and a low
pass filter and then fed to a microprocessor via an analog to digital convener. When initiated
by the operator, analog signals are recorded for a specific interval of time and rate. At the end
of the recording interval. the data are analysed using wavelet transform techniques and
compared with a ballistocardiographic template. If the collected data are similar, the system
informs the operator that there is a high degree of probability that a person is within the vehicle.
The paper describes in depth the development of the system, system operation. and system
software and hardware, and discusses the algorithm. current development activities, testing.
and actual usage of the system for the protection of nuclear facilities and State prisons. It
focuses on technologies being evaluated for future iterations of the system and applications
other than the protection of perimeters.
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THE HUMAN BALLISTOCARDIOGRAM

Each time the human heart beats. it generates a small but measurable hydraulic
shock wave which is propagated throughout the body. This $wave,called a ball~stocardiogram [I]. is the mechanical equivalent of an electrocardiogram (F1g. 1 )
routinely used for medical diagnosis. This shock wave is coupled to any surface or
object with which the body has contact [2]. If the body is located within a vehicle's
or cargo container's enclosed space. theoretically detectable deflections of the surface
of the vehicle or container will result. The coupled shock wave can be detected by a
number of sensor technologies. either by the use of geophones or by the use of
microwave, infrared or ultrasonic detectors using the Doppler effect. These sensors
produce an analog signal proportional to the movement of the vehicle or container.
The analog signal is amplified and passed through a low pass filter before being fed
to an analog to digital converter. When the operator initiates the s m of the search
program, a microprocessor collects analog data from the sensors at a predetermined
rate and for a Predetermined period of time. The collected data are then convened
from time to frequency domain using a fast Fourier transform (FFT)and analysed
using wavelet transform techniques to determine if a person is in the vehicle. The
frequencies of interest range from 1 to 12 Hz.
2.

SYSTEM OPERATION

The system collects analog data from the sensors and performs an analysis to
determine if a person is within the vehicle or container.The system has been designed

FIG. I . Human ballisrorardiogrum (a)and eltwrocardi;ogram fbJ.

FIG. 2. Operaior intetface display screen.

to interface with a number of sensor technologies to detect surface vibrations. Each
type of sensor used has positive and negative operating characteristics.
Microwave sensors may be mounted above or below the vehicle or container to
be searched. If they are mounted below the vehicle, numerous false and nuisance
alarms may result. This is due to the construction of vehicle undercamiages. The
undercarriages of most vehicles do not present a smooth surface perpendicular to the
field of view of the sensors. Microwave energy can then be reflected to the surrounding area and the sensor will detect persons standing near or around the vehicle or container. If the sensors are used in this manner, range gating becomes necessary to eliminate data collected from beyond the area of interest. If the sensors are mounted above
the vehicle, reflection is minimized. However, the platform used to mount the sensors
must be extremely stable in the 1-12 Hz range, otherwise, vibration of the sensor
mount can be detected and interpreted as an alarm. Geophones, although immune
from the reflection problem, must be placed on the vehicle before the beginning of a
search and removed immediately afterwards to allow the vehicle to depart. This
involves the movement of the geophone detectors for each search. Geophones are
fragile and damage to the sensor can occur through operator carelessness. Infrared
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detectors require flat perpendicular surfaces in order for the infrared beam to be
reflected back to the detector. Ultrasonic detectors are currentlly being evaluated and
show some promise. Because of technology limitations and the numerous negative
characteristics of most other sensors, the current fixed systems use geophones to
collect data. Geophones are also the recommended sensors for all portable systems.
The operator interface consists of a cathode ray tube (CRT)screen (Fig. 2) and
a standard computer keyboard and mouse (Figs 3 and 4). The operator selects one of
four vehicle types (automobile, double-axle small van, mple-axle cargo truck, or
large four-axle over-the-road transport) that best matches the vehicle or container
being searched. Because of differing vehicle weights and lengths, each of the four
vehicle types has its own unique analysis parameters. These parameters tell the
system how many sensors to engage in the collection of data anld what detection limits
are to be used in the analysis routine. Because detection can also be influenced by
wind induced vibration, the operator also tells the system if wind conditions are calm
or rough. The system then adjusts the detection limits used in the analysis routine to
correspond to wind conditions. The data collected are displayed on the CRT screen in
the form of two graphs. The first graph is a plot of amplitude versus time for each
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FIG. 3. Biock diagram of enclosed space detection system.
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AVIAN Zccuri%ySystem

FIG. 4 . System components of the AVIAN securiy system.

sensor. The second graph is a plot of the FF;Tfor the data from each sensor. The result
of the analysis (search. pass, and no decision) is displayed on the top right-hand
comer of the CRT screen. From the operator's screen the system engineer can configure the system to meet the needs of the site. By entering the proper user name and
password, one can, by means of submenus, gain access to the configuration
parameters that govern data collection and analysis by the system.
3.

DETECTION ALGORITHM

The wavelet approach to analysing data from the detectors is appropriate. for
two reasons. First, the signal-to-noise ratio of the collected signal is very
unfavourable for positive identification of a ballistocardiogram and the rejection of
data that do not represent a ballistocardiographic signal (Fig. 5 ) . Second, the
ballistocardiographic signal is itself quasi-periodic (occumng approximately once
per second) and shows a particular spectral pattern with few harmonic components.
Wavelet methods are well known for their ability to analyse impulse-type signals.
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FIG. 5 . Continuous wavelet transform; enraction of heartbeats.

even of an irregular period. These methods can also be made to function as highquality low-pass filters.
With these properties in mind. we proceeded to analyse a particular canonical
ballistocardiogram signal taken from open literature. The main spectral peaks show a
clear harmonic pattern. Of course. the ballistocardiogram of any particular individual
would not have frequency or spacing identical with those of othier individuals, and the
repetition rate can vary from 50 to 150 beats per minute from individual to individual.
or the rates can be different for the same individual. These conmaints led to the decision to choose a wavelet in the Fourier space construct having both variable scale
(spacing) and variable location (main frequency).Thus. the wavelet transform resulted
in a two-dimensional plot of intensity versus both scale and position and has increased
the probability of detection to more than 95% with a 20 second sampling time.
4.

SYSTEM HARDWARE AND SOFTWARE
The current system consists of the following:

-an indusmal personal computer with a 486.33

M H t processor and 16 Mbytes
of memory;
-a 12-bit, 16channel analog to digital converter with 321 bits of digital input/
output;
-an eight-channel anti-aliasing filter.
signal conditioning amplifiers:
-microwave or geophone motion detectors.

-
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The software is written in VISUAL BASIC, version 4.0 and C. It is designed to
operate under the Windows operating system, version 3.1 or later. for an IBMcompatible personal computer. Most of the input and output parameters. detection
parameters and display parameters can be modified by means of menu and submenu
selections.
A portable unit has been designed that can use 115 V AC or 12 V DC power.
Either microwave or geophone detectors can be used on fixed units. Geophones are
the sensors of choice for portable units.
5.

TESTING

independent testing of the unit was performed by the Thunder Mountain
Evaluation Center at Fort Huachuca. Arizona (31.

6.

CONCLUSION

This paper shows the effectiveness of the enclosed space detection system in
addressing the ‘Trojan Horse’ threat. the ease of operation, and the ability to raise the
probability of detection of that threat to greater than 90% in a cost effective manner.
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