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Introduction 
In September 1993, President Clinton stated the 
United States would ensure that its fissile material 
meet the “highest standards of safety, security, and 
international accountability. ’” Frequent human 
inspection of the material could be used to ensure 
these standards. However, it may be more effective 
and less expensive to replace these manual 
inspections with virtual inspections via remote 
monitoring technologies. 

To prepare for this future, Sandia National 
Laboratories has developed several monitoring 
systems, including the Modular Integrated 
Monitoring System6 (MIMS) and Project Straight- 
Line4. The purpose of this paper is to describe a 
Sandia effort that merges remote monitoring 
technologies into a comprehensive storage 
monitoring system that will meet the near-term as 
well as the long-term requirements for these types 
of systems. Topics discussed include: 

Motivations for storage monitoring systems to 
include remote monitoring. 

An overview of the needs and challenges of 
providing a storage monitoring system for the 
year 2000. 

An overview of how the MIMS and Straight- 
Line can be enhanced so that together they 
create an integrated and synergistic 
information system by the end of 1997. 

Suggested milestones for 1998 and 1999 to 
assure steady progress in preparing for the 
needs of 2000. 

Why have a storage monitoring system with 
remote monitoring? 
Traditionally, manual methods have been used to 
assure that stored nuclear material is in place, 
unaltered, and stable. Inspectors were used to 
conduct inventories, check the status of seals. check 
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However, a remote monitoring system that provides 
appropriate sensor information to the desktop of the 
user could reduce the need for “hands-on” 
inspections. Thus the significant costs of 
conducting and hosting on-site inspections can be 
dramatically lowered. Studies2*’ have shown that 
on-site inspections can be quite expensive, and the 
investment in remote monitoring systems may be 
quite cost effective. 

Lowered operational costs may be motivation 
enough to install a remote monitoring system. 
However, there are additional advantages. From a 
security viewpoint, minimizing human interaction 
with the materials may minimize the opportunity 
for mischief or accidents. Minimizing the time the 
storage vaults are open can also enhance security. 

From a safety viewpoint, continuous monitoring 
increases the chances of detecting and minimizing 
the impact of a safety problem. For example, a 
sensor which can detect a slight bulge in a 
container may provide enough early warning to 
prevent a container from rupturing. Another safety 
benefit is the reduction in radiation exposure to site 
workers and inspectors. 

From an international accountability viewpoint, the 
increased monitoring confidence is also achievable. 
As Ken Sheely from the US Department of Energy 
notes7: “.. .remote monitoring provides data to the 
inspector more frequently (daily vs. monthly), more 
randomly (anytime vs. scheduled), and more 
completely (100% inventory vs. statistical 
sampling). In addition, material access and system 
failure alarms can be reported near real-time (vs. in 
some cases up to a month delay).” 

What are the challenges: Providing 
monitoring systems for the year 2000 
The famous American author Mark Twain 
remarked that “it is difficult to predict the future - 
especially in advance.” Obviously any attempt to 

for leaks, and make additional measurements. predict what requirements will be placed on storage 
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monitoring systems in the year 2000 is inherently 
risky. 

Fortunately, it possible to make some reasonable 
assumptions about the key drivers that will 
influence the requirements. 

Simplicity. Guy Mortelle fiom the International 
Atomic Energy Agency (IAEA) recently noted’ that 
130 sites around the world are currently targeted 
for remote monitoring for IAEA safeguards. The 
IAEA insists that the systems must be very simple 
to access and retrieve data. Secretaries, managers, 
and inspectors must be able to retrieve the 
information with little or no training. For domestic 
safeguards, simplicity will also be essential given 
the vast quantities of fissile materials in storage. 

Seamless and Flexible. The large number of sites 
and materials, a seamless system is important. 
Adding sites or sensors must be easy. It would be 
unacceptable to make users change software every 
time a new site or sensor capability came online. 

Commercially available. Because of the large 
number of sites and materials, it will be essential to 
have commercial providers of the vast majority of 
the hardware and software. Providing the support 
and production for these numerous sites may be 
beyond the capability of an R&D laboratory. 

The next step - A  Storage Monitoring 
System for 1997 
Sandia National Laboratories has been active in 
researching and developing remote monitoring 
technologies for the last quarter century. In 
preparation to meet the monitoring needs for the 
next century, Sandia is combining two existing 
monitoring systems - Project Straight-Line and the 
Modular Integrated Monitoring System (MIMS). 

Project Straight-Line was an effort to design a 
flexible remote monitoring system that could 
service multiple types of users (safety, security, and 
international accountability) and multiple sites. 
Thus information security and need-to-know 
dissemination controls were key development 
efforts. Additional engineering also went into 
providing a flexible, long term wireless data 
collection at remote, unpowered sites. 

The MIMS effort has been primarily targeted at 
international accountability needs. A key aspect of 
the MIMS system is the use of the Echelon 1 
Lonworks data bus to provide flexible “plug & 
play” sensor capability. 

The goal of the SMS-1997 (or Storage Monitoring 
System - 1997) is to integrate these systems, 
combine their benefits, and create a powerful 
monitoring system. 

Getting the right sensor information 
At the heart of SMS- 1997 is the collection of a 
wide variety of sensor information. Features of 
SMS-1997 include: 

Collection of sensor information via the 
Echelon/ Lonworks data bus. Echelon will 
provide the capability to “Plug & Play” a wide 
variety of sensors. Communication is also bi- 
directional, allowing sensor parameters to 
adapt to changing situations -- i.e. during 
periods of increased concern, sensors could be 
reconfigured to report more frequently. 

A flexible RF transmitter unit that can be 
equipped with a wide variety of sensors 
producing switch, analog, and digital data. 
Certain storage configurations prevent the use 
of wires for instrumenting storage containers 
and magazines - thus the need for wireless 
collection. 

100% Compatible with the INuMM RF sensor 
unit. The Integrated Nuclear Material 
Monito? (INuMM) is the next generation 
sensor unit and will play an important role in 
providing wireless sensor data. It is the 
approximate size of hockey puck, and is 
equipped with a temperature, hydrogen, 
radiation total dose, radiation dose rate, 
relative humidity, and pressure sensor. 

A Solar powered magazine relay connection to 
an RF-LAN. Many storage magazines do not 
have power, and they may be a considerable 
distance fiom any phone or network 
connection. The magazine relay provides a 
self-powered way to collect sensor information 
from inside the magazine and send the data to 
the appropriate site location. 

Video cameras are available for use with the 
Echelon/ Lonworks and the solar powered 
magazine relay unit. These cameras can be set 
to take snap shots at regular intervals or when 
sensor events occur. Currently, the Neumann 
DCM14 camera and the Image Compression 
and Authentication Module (ICAM) camera 
are used. 
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Figure 1: SMS-1997 

Information Dissemination 
Once the sensor data is collected, the goal of SMS- 
1997 is to securely get that data to the user’s 
desktop on a need-to-know basis. 
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The general flow of information is shown in figure 
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The key elements are described below: 
- 

Site Controller: The site controller gathers the 
sensor data from the site and acts as the main 
database for the sensor information. Currently 
the system uses a standard SQL database. 

Virtual Private Network Some users may want 
to connect up several sites and control the 
dissemination through a single point. In many 
cases, this network could be overlaid on the 
Internet through the use of encrypting routers. 

Dissemination Controller: This computer 
provides need-to-know restrictions on 
disseminating the data. (Note: The 
Dissemination controller and site controller can 
be the same computer if a storage site wants 
sole control over the dissemination). 
Dissemination control can be achieved through 
the database’s discretionary access controls. 
Additional query checking can also be added 
to the dissemination controller which blocks 
all messages except for a limited set of scripts. 

Secure Web Sites: Special web sites are created 
and configured for each type of user (on a 
need-to-know basis). Near real-time data is 
available, as well as historical information. 

(Note: These computers could also be 
configured as Secure Windows NT sites. 
Certain users, such as the IAEA may want to 
simply access the data files remotely using 
capabilities within the Windows NT operating 
system. Thus the user can access the NT 
machine as another disk drive.) 

Analysis: For enhanced analysis of historical 
data, special review software (used originally 
in the MIMS data review station) has been 
integrated into the web page. A data file is 
simply downloaded via the web, and then the 
review software is called as a “helper 
application” from the Netscape browser. 

Information security is another important feature 
for a storage monitoring system. SMS-1997 
provides a variety of tools to assure need-to-know 
access for both classified and unclassified sensor 
data. 
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SMS-I997 Applications 
Portions of the SMS are already functioning at 
several demonstration sites, including a storage 
magazine at the DOE Pantex Plant, the Cooperative 
Monitoring Center (CMC) in Albuquerque, and the 
Chemical and Radiation Detection Laboratory 
(CRDL) at Sandia California. 

Looking Towards The Future - Suggested 
Milestones 



1998: 

Redundancy and reliability will be essential 
qualities of a storage monitoring system. 
Redundant data storage, automated backups, offsite 
backups, backup network connections, and general 
disaster planning will need to be added to the 
system. 

For simplicity, widespread implementation of 
public key authentication algorithms at the sensors 
should be considered. For example, Aquila 
Technologies uses an MD5 authentication 
algorithm in their Gemini Digital Surveillance 
System. The benefit of these algorithms is their 
simple key management. The secret key exists 
only at the sensor. The authenticated message and 
the public key are then transmitted to the user, 
allowing the authentication to be easily checked 

1999 

Many portions of the SMS are currently 
commercially available: the computers, database, 
web servers, routers, firewalls, RF LANs, 
EchelonLonworks bus, etc. However, the RF 
sensor packs, the INuMM package, and the web 
site authoring are custom products. At minimum, 
plans for commercializing INuMM should be in 
place. 

Summary 
SMS 1997 is a good step toward providing for 
future storage monitoring needs. The general 
capability for collecting and disseminating a variety 
of sensor information will be demonstrated. The 
wirless data collection and information security 
capabilities of Straight-Line can be combined with 
the EchelonLonworks and data analysis 
capabilities of MIMS. The true challenge for the 
year 2000 is to make sure the system matures to 
provide robust and reliable service when employed 
on thousands of containers in over 100 sites around 
the world. 
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