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The post Cold War era has seen the emergence of different United States national 
security programs. Defense programs still play a central role in protecting and 
defending US interests, while the government has also developed “threat reduction” 
programs to reduce dangers posed by the increasing specter of proliferation of weapons 
of mass destruction (WMD). 

Like other defense programs, threat reduction programs produce and manage a great 
deal of information. The programs involve interaction between collaborative partners, 
foreign and domestic, that act to prevent the spread of WMD. The unhindered flow of 
information between those involved in these projects is of great importance to the 
successes of these programs. In light of this, a new system to handle the information 
was needed. 

Before an effort is undertaken to manage information, it must be fundamentally defined, 
The phrase “information management” is abstract. There is no right or wrong 
interpretation because its meaning is necessarily dependent on varying data needs of 
those that would benefit from a system that manages them. Therefore, an information 
system’s purpose must be evaluated before it is created. 

For the nuclear threat reduction programs described below, a system with 
comprehensive access control was needed to support daily business processes, and to 
capture programmatic information, simplify it, and synthesize it - the purpose and 
definition of “information management” in this case. 

The strategy for developing the information system revolves around connecting 
established communities as well as creating new communities who work on related 
programs and projects in support of US nonproliferation goals. Knowledge shared and 
gained by this system is meant to inspire innovative solutions to be developed between 
participants consisting of representatives from Department of Energy (DOE) 
Laboratories, science institutes of the New Independent States (NlS) of the former 
Soviet Union (FSU), and US company representatives. 
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Using these criteria, the Threat Reduction ExtraNet Data (TREND) system, formerly 
referred to as the “US/NIS ExtraNet, ” was created and implemented by Los Alamos 
National Laboratory to meet the information management needs of threat reduction 
programs such as the Initiatives for Proliferation Prevention (IPP) program, 

By supporting this nonproliferation program alone, the TREND system supports US 
nuclear nonproliferation objectives, and it has enabled new opportunities for enhanced 
program transparency at many different levels, both in the US and Newly Independent 
States (NlS) of the Former Soviet Union (FSU). 

The dissolution of the Soviet Union in 1991 increased fears that the complex that 
created its weapons was losing its ability to control them. Nuclear successor states 
suffered financially after gaining independence, which resulted in difficulties in disarming 
their nuclear arsenals according to arms control treaties. Many weapons-related 
institutes in the four newly independent nuclear successor states - Russia, Ukraine, 
Belarus, and Kazakstan - also suffered from lack of funds. This raised concerns that 
nuclear technology, material, and knowledge were in danger of proliferating to terrorist 
groups or so-called “rogue” nations. The cause of the threat is multifaceted, and so are 
the efforts to address it. 

US programs such as the US Department of Defense (DOD) Cooperative Threat 
Reduction (CTR) program, authorized by the “Nunn-Lugar” Act, emerged to address the 
proliferation threat and assist nuclear successor states in dismantling WMD, particularly 
ballistic missiles, and to prevent their spread. Cooperative contacts between 
governments and US Laboratories and newly independent states (NIS) of the former 
Soviet Uniont (FSU) also developed that led to a successful threat reduction effort to 
protect, control and account for nuclear materials in the region, commonly known as the 
MPC&A program. The International Science and Technology Center (ISTC) and the 
Science and Technology Center in Ukraine (STCU) were also formed to fund weapons 
scientists and engineers to work on projects with peaceful applications. 

The Initiatives for Proliferation Prevention (IPP) program is another effort to reduce 
dangers posed by WMD. IPP is a US Department of Energy (DOE) nuclear threat 
reduction effort. It strives to stabilize institutes, personnel, technology, and materials 
formerly dedicated to developing and manufacturing weapons of mass destruction in the 
nuclear successor states of the former Soviet Union (FSU) - Russia, Ukraine, Belarus, 
and Kazakstan. The program addresses proliferation risks through Laboratory-to- 
Laboratory cooperative research and development projects in the FSU and projects with 
commercialization potential involving US industry partners. 

IPP projects support weapons scientists and institutes in the NIS that are suffering 
economically by encouraging non-defense related research and employment in support 
of US nuclear nonproliferation objectives. These projects identify technologies for 
commercialization that have market potential for profit both to the US and the NIS. 
Partnerships are formed by US Laboratories between US industry and NIS institutes 



with the expectation that profitable IPP commercialized projects will encourage ongoing 
economic development in the NIS. 

Over 80 US companies, 180 NIS institutes, 9357 weapons scientists, 10 US 
Laboratories, one DOE manufacturing plant, and several organizations, foreign and 
domestic, have been engaged in this program, and over 400 projects have been 
undertaken between the US Laboratories and NIS institutes. Given the large group of 
different organizations and personnel participating in IPP, it was realized at the onset of 
the program that a computer-based information system was necessary for the program 
to be managed effectively. 

The Solution: ExtraNet Da RE tern 
Los Alamos created an information system that supports the operational and 
management needs of emerging nuclear nonproliferation programs. Specifically, this 
system captures, simplifies, and synthesizes information about proposals and projects 
of nuclear nonproliferation programs, such as IPP and MPC&A. It enables good 
communication between its users, and serves as a program tracking tool, allowing 
controlled access to project, personnel, and financial information, as well as other 
relevant documents and publications. While the system has changed over time, it is now 
an Extranet, characterized in this case by the many databases, servers and the system 
architecture that are shared between multiple programs and organizations. 

In 1995, the system began as an elaborate collaborative database designed to track 
proposal submissions and approvals, project tracking, project metrics, financial 
accountability, and quarterly reports for the IPP program. A program electronic library 
and uniform email capability were adopted by program participants, and a network was 
created to allow all Participants to access these databases by either using specific 
software (Lotus Notes groupware) or by entering the databases directly through internet 
access. 

As the system became established within IPP, sophisticated workflow and financial 
accounting capabilities were integrated that follow every IPP proposal from its inception 
to its completion. On-line reviews and approvals are performed by the ILAB committee 
(made up of 11 DOE Laboratory representatives), by small multi-Laboratory technical 
review committees, and by DOE Headquarters. Each step in the proposal cycles 
triggers notification to groups or individuals responsible for the next stage in an approval 
process, and includes an electronic link to the project from within the email message. 

Project funding is updated on a monthly basis by all Laboratories. By consulting this 
system, administrators and managers can retrieve recent financial updates critical to 
program planning. IPP participants are alerted automatically through email as projects 
change status, as documents are entered into the electronic library, and for a variety of 
other notifications that pertain to specific individuals. 

Data input responsibilities are shared amongst the Laboratories. US companies access 
information through the US Industry Coalition’s Home Page (http://www.usic.net). Other 
interested parties can access the TREND system through Los Alamos’ Center for 
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International Security Affairs site (http://cisa.lanl.gov). A high level of security is built 
into this system to allow different levels of reading and writing access within each 
database, whether participants use the same software or enter through the Internet 
directly. 

Within 18 months after IPP’s system was implemented, another DOE program chose to 
utilize IPP’s architecture, database design expertise, and experience of using a system 
like this - the Materials, Protection, Control & Accountability (MPC&A) program. A 
system was designed for this multi-laboratory program to track hundreds of tasks, 
deliverables and equipment, and the reports associated with implementing this 
equipment at dozens of nuclear weapons institutes in Russia. 

Support databases were designed as the system grew to subsidize and to standardize 
common information needed by the IPP and MPC&A programs as well as others. 
Common information within a system designed to track hundreds contacts and 
organizations involved in some aspect of a US nuclear nonproliferation program was 
developed. Descriptions of organizations, lists of their core competencies, and links to 
associated projects and contacts, are some of the capabilities within this system 
component. In a effort to better coordinate amongst the Laboratories and utilize the time 
of Laboratory and NIS personnel as they visit each others’ facilities, specialized on-line 
collaborative calendars have been implemented to allow users to see who is traveling to 
and from the former Soviet Union as this information becomes available. 

As more information, knowledge and structure was added, the system evolved into an 
ExtraNet. Data input responsibilities are shared amongst dozens of participants, who in 
most cases, all work for different organizations and companies. Mutual interest in 
supporting US nuclear nonproliferation goals within the former Soviet Union brings these 
organizations together to collaborate and to coordinate their work. 

Figure I. System Architecture of TREND System 

To make the TREND system an effective management tool, integration into the work 
environment is a must. Members from ten US Laboratories, one DO€ plant, DOE 
Headquarters and regional offices, Department of State, and over 80 US companies are 
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connected to one of two servers at Los Alamos or Oak Ridge National Laboratory that 
provide access. Servers at Lawrence Livermore and Pacific Norfhwest National 
Laboratories are also integrated into the network architecture. Balls represent client 
sites. 

Integration by Telecommunications 

In parallel to the development of the US based TREND system, a communication 
system in the NIS to support collaborations with US partners was needed. The IPP 
telecommunications program was developed to address this need. In 1994, Sandia 
National Laboratories began this effort with defense program (DP) funding prior to the 
beginning of IPP. Los Alamos and Lawrence Livermore subsequently dedicated IPP 
project funding to this telecommunications infrastructure in the NIS as soon as IPP 
funds arrived. Contract negotiations began at both VNllEF and VNllTF (Russian 
nuclear weapons design and development centers formally known as Arzamas-I 6 and 
Chelyabinsk-70, respectively) to provide these facilities with local area networks (LANs) 
and high data rate connections to wide area networks (WANs) via Russian-owned 
satellite systems. By the end of FY97, both institutes, and four others (noted below), 
had their LANs operational. IPP dedicated funding in FY98 for the telecommunications 
effort allowing Sandia National Laboratories to network a number of additional facilities. 
It is anticipated that the LANs at these facilities will be operational within the WAN by 
July 4, 1998. Additional IPP funding in FY99 and FYOO assures that all closed cities and 
various other sites of importance to IPP otherwise devoid of effective telecommunication 
will soon be on the WAN. 

Have Telecommunications' Access Will Have Access by July 4,1998 

= Central Research Institute of . Krasnoyarsk Mining and Chemical 
Management, Economics and Combine (Krasnoyarsk-26) 
Information (ATOMINFORM of 
Mi n at om) 

Institute of Automatics (VNIIAI 
= All-Russian Scientific Research Institute of Pharmaceutical Biology, 

Stemoaorsk. Kazakstan . Shubnikov Institute of Crystallography = Mayak Production Association 

Special Scientific & Production State State Research Institute of Virology 

All-Russian Scientific Research Kharkiv Technical Physics Institute, 

(Southeast Moscow) (Chelyabinsk-65) 

Enterprise (ELERON) and Biotechnology "Vector" 

Institute of Experimental Physics Ukraine 
(VNIIEF, or Arzamas -16) 

Institute of Technical Physics (VNIITF, 
orchelyabinsk-70) 

All-Russian Scientific Research Siberian Chemical Combine (SKhK, 
orToms k-7) 

The telecommunications effort will continue to nuclear, chemical, and biological weapon 
sites in Russia and other NIS countries. Following the IPP commercialization model, 



personnel from both VNllEF and VNIITF have become "system installers," which has 
offered these institutions the opportunity to enhance these networks to benefit other 
institutes and businesses as well. 

Each of the installations features full Internet access, video-conferencing capability, and 
e-mail for any individual with access to the local area network. At each institute, IPP 
subsidizes the initial installation and the first year's satellite access fees. The institute or 
facility will assume these costs in subsequent years. 

The TREND system is directed to meet the needs of the US Laboratories, the DOE, and 
USIC. Participants in the NIS do not have access to every element of the system, such 
as the IPP project information; however, they do benefit from the enhanced 
communication function of the system, and it is hoped that institutes will eventually 
interact with it through an ongoing telecommunications development effort to the mutual 
benefit of US and NIS participants. 

Utilizing this telecommunications infrastructure, plans are developing to add a 
component to the system that will allow NIS institutes to control and develop information 
themselves. By developing an institute marketing system and leveraging off of the IPP 
telecommunications' effort, NIS institutes will be able to market their own proposals, 
facilities and capabilities to USlC members, DOE Laboratories, and other interested 
parties. 

It is anticipated that integrating participation from NIS institutes into the TREND 
infrastructure will improve communications and planning of future collaborations 
dramatically, while significantly reducing travel costs. Being recognized and integrated 
into the international scientific community is an important start to creating relationships 
between former Soviet weapons scientists and global companies to research, develop, 
and produce high technology goods demanded by civilian markets, a central goal of the 
IPP program. 

Non proliferat 

By supporting US nonproliferation programs, the TREND system inherently serves 
nonproliferation goals. Assured transparency and technical oversight are key IPP 
objectives. Indeed, the system has supported and created new opportunities for 
enhanced transparency, both in the US and NIS. 

Specifically, the system provides a tool of oversight at the program level in the form of 
proposal descriptions, financial reports, and documentation of deliverables received 
from NIS institutes. It gives US Laboratories and DOE prompt and uniform access not 
just to programmatic information, but to detailed proposal and project information as 
well. The system as described above enables its users to benefit from the knowledge 
gained from the program, to avoid redundancy and duplication of effort, and to ensure 
timely dissemination of programmatic information. Another important factor in the design 
of the system is data integrity. As information is continually added and constantly 
changing, significant effort has been placed in the design and processes of the system 
to ensure that the data is accurate and current. 
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Such a system allows those not intimately familiar with a given project to critically 
consider its activities at any stage, a reassuring factor in the interest of nonproliferation 
of WMD as political climates often change. For example, Russia is presently under 
international scrutiny for allegedly allowing the transfer of missile technology to Iran. A 
Russian university involved in a proposed IPP project is reportedly implicated. As the 
IPP proposal related to this university tracks all activities, or lack thereof, to date, it is 
possible for policy makers to consult the TREND system as they consider appropriate 
action. It would be difficult to do so without such a system in place. 

As shown above, the financial information tracked by the IPP Project Database also 
allows users to follow the flow of money from the total amount of program funding per 
fiscal year to the precise amount of funds costed per individual project. This type of 
transparency ensures program accountability as it provides verification that authorized 
funds are used properly. 

Dates and descriptions of deliverables received from NIS institutes are also tracked. 
Every one of the thousands of deliverables received at the US National Laboratories has 
been approved or disapproved by the principal investigator associated with each project. 
Since these deliverables are accounted for in the system, program administrators are 
able to verify that IPP funds are properly used by NIS participating organizations. 

Such forms of transparency and accountability ensure greater program effectiveness in 
the interest of nonproliferation. In the future, transparency of the IPP program can be 
taken to another level by integrating NIS systems into the TREND infrastructure. 
Allowing NIS institutes to participate in a structured information system will reduce 
miscommunication, establish information about NIS institutes’ core competencies, 
capabilities, personnel and projects, as well as give the NIS organizations the 
opportunity to give real-time feedback about their participation in current US programs 
and their thoughts and strategies about future efforts. Overall, greater communication 
with traditionally closed societies provided by the TREND system supports 
nonproliferation and developing democracies in the NIS. 

ost Savings d Operafiona 

Immediate and continued cost savings has been noticeable to IPP and others as project 
accountability has improved in every aspect of operations because data is always 
current and accessible to the parties who need it. It is clear what work has been 
accomplished, and what work has not, thus providing a tool to avoid duplication and 
redundancy. The collaborative system ensures standardization of project criteria and 
programmatic objectives, again diminishing the possibility of one or more participants of 
accomplishing an objective in “a different way’’ than the rest of those in the program. 
These programs have a seamless program interface, despite the number of people and 
organizations involved. 

The TREND system has provided the opportunity for nonproliferation programs, such as 
IPP, to work to in a virtual office environment. DOE Headquarters is an active partner 
in this system. DOE staff approve and manage the program, heavily relying on the 



project tracking and approval capabilities built into the system. As new Laboratory 
representatives and DOE staff replace others in the IPP program, the system acts as a 
medium for transferring program knowledge and expertise to new participants, bringing 
them up to speed very quickly with their roles and responsibilities. 

This system is an established framework for programs and other interested parties that 
governs an approach to knowledge management within a government program. 
Knowledge is an asset, but it depends on effective management through the investment 
of other assets, specifically money and labor.’ The TREND system has made an 
effective use of people’s time who are associated with nuclear nonproliferation 
programs. Minimal time is put into the administration of the IPP program, despite the 
complexity of it, leaving more time for participants to focus on the technical aspects of 
supporting project development in the former Soviet Union. As information is collected 
by many system users, it is put into the system immediately. Because data is so readily 
available in ad hoc formats, outside requests for information place minimal burden on 
program participants. 

A collaborative information system, such as the TREND system, has lead participants to 
adopt a uniform process of collecting, categorizing, and distributing information. 
Understanding the processes of how a program operates is key to the design of an 
information system. This system supports the business processes and the objectives of 
the IPP program. It is not a solution designed outside and fitted into a program; it 
evolved within the program. 

The success of this type of solution has been heavily dependent on a combination of 
both people and technology. During the first 18 months of this system’s operation, 
difficulties arose from both a personnel and technology standpoint. No one had ever 
used a collaborative solution before, and were not sure they wanted to start. The 
technology, both hardware and software, was continually evolving at a fast pace - 
causing everyone in IPP to upgrade both hardware and software within the first year. 
Sharing information and collaborating openly on an electronic medium between the DOE 
Laboratories was not something many were comfortable doing at first. Neither was the 
concept of having the Labs and DOE Headquarters sharing substantial information. 

However, as the system developed to support the participants’ needs and to alleviate 
bureaucratic responsibilities, combined with learning how better hardware and software 
could overall benefit the participant, a synergism between the human factor side and the 
technology began to grow. As confidence has grown in using this type of technology, the 
design and expansion of the system has been more progressive and intuitive because 
of participant feedback and ideas. Creating an environment that supports teamwork and 
open communication between diverse organizations has proved to be a positive 
experience for everyone involved. Most significantly, this system has diminished feelings 
of mistrust that competing organizations often feel while working together. It has created 
a team. 

1 Thomas H. Davenport, “Some Principals of Knowledge Management,” Strategy and Business, Winter 
1996. 
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The TREND system has focused on capturing knowledge from many users about 
nuclear nonproliferation programs and projects at weapons institutes in the former 
Soviet Union and facilitating the access and transfer of this knowledge to those who are 
interested in it, whether it be government officials, Laboratories, or US businesses. 
From the variety and amount of information that is brought into the system daily, the 
structure and design of the system has provided context and synthesis that has made it 
more valuable. The characteristics of the system began as a structured internal 
knowledge scheme - tracking financial reports, project information and successes, and 
overall program management to support the needs of programs like IPP and MPC&A. 
However, as information needs change within these and other programs, the TREND 
system moves towards becoming a repository for external knowledge, as well as 
internal programmatic information. 

Significant commercial technological opportunities exist inside the weapons institutes in 
the former Soviet Union. A tremendous amount of information has been gained from a 
programmatic sense describing the types of core competencies and institutes 
throughout the former Soviet Union. The next step in this process is to add substantially 
more information that buttresses what already exists. 

As earlier mentioned, continued work will support the system merging with the 
telecommunications effort within the former Soviet Union to help the NIS institutes 
market their own technologies and opportunities directly to US companies. Another 
ongoing effort is the provision of knowledge of the infrastructure, resources, 
opportunities, and logistical requirements for investing in commercial technologies within 
several of the nuclear weapons institutes and related cities in Russia. In the near future, 
the TREND system will serve as a significant information resource for CEOs and 
companies interested in significant investment directly into nuclear cities that currently 
have little or no interaction with global industry. 

The creation of this system has supported coordination within international and US 
interagency communities to share information about US- and internationally-sponsored 
programs, projects, personnel, and organizations that support the nuclear 
nonproliferation initiatives in the former Soviet Union. 

Ten years ago, the thought of sharing information and communicating with the Russian 
institutes would have been difficult to fathom. Today the TREND system offers the US 
government a method to support nonproliferation by setting infrastructure that 
encourages US and NIS participants to work collaboratively to discuss and to solve 
problems, and to discover opportunities associated with nonproliferation threats and 
econom ic resurrection. 


