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Analysis of Facility-Monitoring Dataf 

J. A. Howell 
Los Alamos National Laboratory 
Los Alamos, New Mexico USA 

Abstract 
In this paper we discuss techniques for the analy- 

sis of data collected from nuclear-safeguards facility- 
monitoring systems. These methods can process infor- 
mation gathered from sensors and mpke interpretations 
that are in the best interests of the.facility or agency, 
thereby enhancing safeguards while shortening inspec- 
tion time. 

1. Introduction 
Monitoring systems for nuclear facilities are capa- 

ble of collecting large quantities of multisource sensor 
data, both temporal and spatial. Analysis of these inte- 
grated safeguards data sets facilitates inspector 
evaluation by showing trends, discovering anomalies, 
and highlighting specific activities for detailed review 
by inspectors. In this paper, we discuss pattern recogni- 
tion and other advanced computation methods capable 
of automating and enhancing performance in the analy- 
sis of facility-monitoring sensor data. 

The challenge is to detect unauthorized move- 
ments of material. Patterns within the data are expected 
to uniquely reflect the type of activity occurring. That 
is, normal activities generate patterns that can be identi- 
fied as “normal,” while abnormal activities generate 
distinctly different patterns that can be identified as 
“abnormal.” Abnormal patterns may derive from some- 
thing as mundane as a malfunctioning device or as 
serious as a diversion of material. Such diversions 
might be attempted through resubmission of contain- 
ers, unauthorized removal of material from an area, or 
misstatement of container contents. Recognizing these 
patterns and making interpretations concerning them is 
a fundamental issue for an intelligent, advanced safe- 
guards system. 

An anomaly-detection approach to the discovery 
of unauthorized movements of material must identify 
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events that fall into categories not yet recognized by 
formal procedures or policies. We assume that exploita- 
tion of facility vulnerabilities involves behavior that 
deviates fiom that which is considered normal. Conse- 
quently, a diversion of material can be detected by 
using a model of normal activity to determine abnormal 
activity. The model we discuss here is based on pattern 
recognition techniques embedded in three paradigms. 

Experience has shown that the selection of an 
effective pattern recognition paradigm is strongly 
dependent on the specific facility. Because of the lack 
of formal mathematical theories that predict perfor- 
mance, the success of the techniques must rely on the 
collection of test data and experimentation with various 
algorithms. The analysis techniques we have chosen for 
discussion are neural networks, state machines, and a 
parser. 

II. Characterization of Analysis 
Analysis of facility data can be grouped into three 

major types: summarizing, interpreting, and reconcil- 
ing. Examples of summarizing activities are calculating 
the number and types of fuel transfers or checking for 
missing data. At a higher level of analysis is data under- 
standing and interpretation. This activity includes 
predicting trends and identifying anomalous activity. A 
third type of analysis, reconciliation, involves compari- 
son of the sensor record or database record with facility 
declarations. In this paper we address interpreting only. 

111. Test Facility 
To develop and evaluate different analysis tech- 

niques, we have established a test bed in a controlled 
radiation laboratory at the Los Alamos National Labora- 
tory. The equipment includes a nuclear material vault, a 
radioactive source shield, two neutron-slab totals detec- 
tors, a neutron coincidence detector (HLNC-II), and a 
digital video camera. The positioning location of this 
equipment is shown in Fig. 1. - 



I Camera Well Detector 

Californium-252 Source in a Shield 

Fig. 1. Diagram of the radiation laboratory for testing 
the facility monitoring sensors. Some possible 
movements of material are indicated by arrows. 

The neutron sensors store data about once every 
three seconds; the camera stores a pixel difference 
value (a count of how many pixels have changed from 
the baseline picture) once every three seconds and a 
full image whenever movement is detected. 

Data from a normal activity (entering the room, 
taking the material out of the shield, measuring it in the 
coincidence counter, returning it to the shield, and leav- 
ing the room) is shown in Fig. 2. These data are used to 
test our algorithms. 
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Fig. 2. Normal activity time responses for the radiation 
sensors and video pixel differences. 

IV. Event Identification 
One of the steps in pattern recognition that is per- 

formed after collection of the data is segmentation, 
which involves low-level feature extraction. Segmenta- 
tion may entail isolation of portions of a sensor signal, 
extraction of part of a visual scene, or separation of a 
time series. The purpose of this step is to isolate from 
the original data those portions that are most signifi- 
cant, thus reducing the size of the data set. A smart 
sensor can perform some of this reduction, such-as fil- 
tering the data to store only that which represents 
change from previously collected data. Some can be 
done at a higher level by an anomaly detection system. 
In our work we use event isolation to identify events in 
which nuclear material has been moved or when some- 
one has walked into an area of interest. These events 
can then be plotted for the reviewer, summarized in a 
report, and analyzed for further information. We ana- 
lyze them to determine if those events are normal or 
anomalous. 

Fig. 3 shows an example of event identification. A 
summarizing report on these events should contain at 
least the time and data of the events, name of channel 
on which they occur, and peak information. Additional 
information might include assay values or cross- 
correlating information (e.g., this event is the same as 
event x in channel y). We have written software to ana- 
lyze this event information, and that analysis is 
described in the next section. 

Fig. 3. Segmentation (isolation of significant data). 



V. Anomaly Detection Methodologies 
A. Neural Network 

Previous work has described in detail the process- 
ing of facility data with a neural network pattern 
recognizer. Only a brief summary is given here. This 
work described techniques for training a neural net- 
work on raw data that have been identified as normal 
and then using that trained network to process previ- 
ously unseen data for h e  purpose of identifying regions 
that do not fit this pattern. The network used was a sim- 
ple back-propagation network. This method is adaptive 
and highly effective. 

B. Finite State Machine 
A second, nonadaptive method is the finite state 

machine. This is a representation of a process that ana- 
lyzes sequential systems. As an example, one might 
wish to read strings of the form { 1 0 0 ... 0 0 1) and 
decide if they are in the correct form. These are strings 
that begin and end with a 1 and have one or more Os in 
the middle. The state machine can have a variety of for- 
mats. One such format that applies to the processing of 
this string is shown in Fig. 4. 

Fig 4. State diagram for string {lo  ... 0 1 }. 

We begin in state I. If we read a 1, we proceed to 
state II; otherwise it is an error, In state II, we read the 
first 0 and proceed to state IV. In state IV we are read- 
ing the sequence of Os, which could be none, followed 
by the trailing 1. In state V we have finished reading a 

For the data collected in our test facility, a state 
machine can be described by the state diagram in 
Fig. 5, where S1 is an event identified fiom slab detec- 
tor #1, S2 is an event identified from slab detector E, 
CT and CR are totals and reals from a coincidence 

correct string. -_ 

counter, and C1 is a camera event (e.g., someone mov- 
ing in the room). For simplicity, we do not show the 
connections to the error state, but note that whenever 
an unknown input is encountered in any other state, 
control passes to the error state. 

Fig. 5. State Diagram for an event in the Test Data. 

C. Parser 
A parser is an algorithm that scans an input string 

and processes the information according to some set of 
rules or grammar. An example from English would be 
the grammar for a set of very simple sentences such as 
“A dog sleeps” or “The dog sleeps.” The grammar 
describing these sentences would be 

SENTENCE -> {SUBJ PRED “. ”) 
SUBJ -> {ARTNOW} 

NOUN -> {“dog”} 
ART-> {“A” I “The”} 

PRED -> {“sleeps”} 
In other words, a sentence is defined to be a sub- 

ject followed by a predicate followed by a period; a 
subject is defined to be an article followed by a noun; 
the article can be either “a” or “the,” the noun can be 
only “dog,” and the predicate can be only “sleeps.” A 
parser would scan a sentence, compare what it sees 
with the grammar, and decide whether or not the sen- 
tence satisfies the grammar. 

In our test facility, the expected sequence of 
,events, as shown in Fig. 2, can be described by the fol- 

lowing grammar: 

EVENT -> {BEGIN MEASURE END} 
BEGIN -> {WALKTHRU SI} 



MEASURE -> {WALKTHRU CR CT I 
WALKTHRU CT CR) 

WMKTHRU -> {WALKTHRU CI I -) 
END -> {WMKTHRU S I }  
We have written software using YACC to parse 

the event table and label the event as normal, anoma- 
lous, or unknown. 

VI. Results 
The two algorithms, the state machine A d  the 

parser, were tested with a script of activities. The differ- 
ent types of material movement activities used for our 
test were as follows: 

A (normal): 
Enter room 
Move materialfrom shield 
Measure with coincidence counter 
Return material to shield 
Leave room 

B (anomalous): 
Enter room 
Take material out of shield 
Go out back door 

C (anomalous): 
Enter room 
Take material outof shield 
Go outfront door 

D (anomalous): 
Same as 1 but takes too long 

E (normal): 
Walk through 

Activities A-D describe patterns of movement, 
with anomalies denoted by abnormal direction of move- 
ment. Activity D is abnormal only in the length of time 
that it takes. 

The two algorithm performed essentially identi- 
cally. They both correctly identified the normal 
activities. This result is not surprising, since both the 
algorithms are really identical except for their imple- 
mentations. Then, the question becomes how to choose 
one over the other, and how do they compare with a 
neural network. 

The parser implemented in YACC contains code 
that is very readable. In fact, a portion of the code 
looks just like English grammar, so that changing it 
simply requires changing the grammar. The state 

machine is implemented as a C case statement, which. 
is also very readable but perhaps not quite as easily 
changed as grammar. The YACC program must be 
coded as a main program, which is a limitation when 
embedding the code in a larger system. The state 
machine does not have this limitation. Neither algo- 
rithm is adaptable like a neural network 
implementation. These two methods are preferred over 
a neural network when the system is simple and well- 
characterized, when adaptability is not a requirement, 
and when the state machine is somewhat easier to 
implement than the parser. 

When running these anomaly detectors, we see 
the event table in a window on the computer screen. 
When we click on “analyze,” the events are analyzed 
and marked with either “normal,” “anomaly,” or 
“unknown.” Then, we can click on one of these events 
and bring up in another window the associated video, 
as shown in Fig. 6, which can be manually played one 
flame at a time or automatically played at one frame 
per second. Thus, we can find anomalous events and 
then view what was going on in the room at that time. 

VII. Conclusions 
We have developed and tested algorithms for the 

analysis of data from facility-monitoring systems. The 
methods described in this paper, a state machine and a 
parser, work well when the analysis process is simple 
and well characterized. They identify areas in the data 
that do not fit some pre-determined pattern of normal- 
ity, thus screening the data for review by an inspector. 
This ability has the potential to make more efiicient use 
of inspector time and enhance the overall safeguards 
effectiveness. 
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Fig. 6. Video associated with an anomalous event.. 


