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Abstract 

Six US Department of Energy Laboratories are carrying out a program of cooperation with the 
Russian Research Center Kurchatov Institute to improve nuclear material protection, control and 
accounting (MPC&A) at Kurchatov. In 1997-1998 the primary thrust of this program has been 
directed to Building 106, which houses a number of test reactors and critical facilities. Substantial 
improvements in physical protection, upgrades in the physical inventory taking procedures, 
installation of equipment for the computerized materials accounting system, and installation of 
nuclear material portal monitors and neutron-based measurement equipment are being carried out at 
this facility. Software for the computerized accounting system, named KI-MACS, has been 
developed at Kurchatov and the system has been fully integrated with the bar code printing and 
reading equipment, electronic scales, and nondestructive assay equipment provided under this 
program. Additional 1997- 1998 activities at Kurchatov include continuation of a tamper indicating 
device program, vulnerability assessments of several facilities, hosting of a Russian-American 
Workshop on Fissile Material Control and Accountability at Critical Facilities, and the development 
of accounting procedures for transfers of nuclear materials between material balance areas. 

Version of 08 July 1998. 



Introduction 

The UsRussian Nuclear Materials Protection, Control and Accounting Program (hereafter the 
“MPC&A Program”) involves cooperation among several US Department of Energy (DOE) 
Laboratories and the nuclear institutes and enterprises of the Russian Federation. The purpose of 
the program, which was started in 1994, is to reduce the risk of nuclear weapons proliferation by 
strengthening MPC&A systems at Russian nuclear facilities (1). 

This paper describes recent progress in the MPC&A Program at the Russian Research Center 
Kurchatov Institute in Moscow. Kurchatov is a large research facility with almost ten thousand 
employees and research programs in solid state physics, fusion and plasma physics, and nuclear 
physics, as well as nuclear power and reactor safety. 

Work in the MPC&A Program is supervised and coordinated by a Project Team consisting of staff 
from Kurchatov as well as from six US DOE Laboratories: Brookhaven National Laboratory, 
Lawrence Livermore National Laboratory, Los Alamos National Laboratory, Oak Ridge National 
Laboratory, Pacific Northwest National Laboratory, and Sandia National Laboratories. Each US 
Laboratory has assumed responsibility to support MPC&A work at Kurchatov in particular areas. 
Brookhaven staff support upgrades in physical inventory taking and verification; Livermore staff 
facilitate evaluation of gamma-ray isotopic measurement techniques and implementation of 
vulnerability assessments; Los Alamos staff support development of an improved computerized 
materials accounting system and implementation of nuclear material portal monitors and gamma-ray 
and neutron-based measurement equipment; Oak Ridge staff provide assistance for the 
implementation of bar code printing and reading equipment; PNNL staff support the application of 
electronic scales and tamper indicating devices; and Sandia staff facilitate improvements in the 
physical protection system. 

The recent focus of the MPC&A Program at Kurchatov has been Building 106, a large structure 
which contains three research reactors (“Gamma,” “Gidra,” and “Argus”) and seven critical rigs 
(“Delta,” “Kwant,” SF-1, SF-3, SF-5, SF-7, and “UG’), and Building 135 which contains three 
critical rigs (“GROG,” “FILIN,” and “CHAIKA”). 

Vulnerability Assessment 

Livermore has placed three contracts concerning the vulnerability assessment (VA) of several 
different buildings at Kurchatov, all of which are now complete. In early 1998 a new contract was 
signed to carry out a joint vulnerability analysis of the whole Kurchatov site. 

Physical Protection 

The physical protection system design for Kurchatov Institute, jointly developed by Sandia and 
Kurchatov personnel, consists of four main components: physical barriers, entry control systems, 
an alarm assessment system, and interior and exterior sensors. The majority of equipment is of 
Russian design and manufacture and is being supplied and installed under a subcontract to Eleron. 
Recent work for the Central Storage Facility and Building 106 has included site preparation, the 
installation of several sensors and a video alarm system, the installation of access control facilities, 
and the installation of a communication and display system. The preliminary designs for the 
physical protection upgrades at Building 135 and the West Perimeter Gate have been completed 
under Sandia contracts. Kurchatov also has completed the design of physical protection 
improvements to the MVD Security Control Center under a Livermore contract. Implementation of 
all three upgrades should begin this summer. 

Site preparation at Kurchatov buildings includes the creation of a “clear zone” around each building 
which facilitates follow-on work such as the installation of perimeter sensors and, at some 



locations, fences. Physical protection improvements installed at the Central Storage Facility (CSF) 
included window barriers, window sensors, reinforced steel doors, hardened guard locations, 
vehicle and personnel gates, and power supply and signal cabling to and from the buildings. 
Several types of sensors in place at the CSF and other buildings provide detection of unauthorized 
activity as well as a routine monitoring capability. Intrusion detectors installed at potential access 
points alert security personnel if a secured door, window, or other access point is compromised. 
Fencing and sensors (vibration and microwave) secure the clear zone surrounding the buildings. 
Sensors designed for the detection of specific types of activities monitor both the interior and 
exterior of the facility. Closed-circuit television cameras monitor the sensor detection zones for 
alarm assessment as well as other areas within the buildings and perimeters. All sensors, entry 
control gates, and cameras within the upgraded buildings and perimeter locations are integrated 
electronically to an alarm communication and display system by which video and alarm displays 
are monitored for unauthorized movement within the confines of a facility by security personnel. 

In 1996 Kurchatov staff developed a prototype portal radiation monitor using plastic scintillators of 
Russian manufacture. This prototype satisfied US standards for pedestrian monitors, and 
therefore has been accepted for use at Kurchatov. In 1997 the MPC&A Program supported the 
manufacture by Kurchatov of three pedestrian and three vehicle portal monitors for use in Building 
106; they will be installed and made operational later this year. In 1998 Kurchatov will 
manufacture three additional pedestrian monitors and install them at appropriate locations in 
Building 116. This year Kurchatov will also begin the development and testing of a new design 
for a vehicle portal monitor for outdoor use under the extreme conditions of Russian winters. 

Computerized Material Accounting 

Since 1994, Kurchatov personnel have been developing a computerized nuclear material 
accounting system that would address the specific needs of the Institute and other Russian nuclear 
facilities. Kurchatov has chosen to develop its site-wide system using a real-time clienuserver 
architecture based on networked personal computers with Windows NT as the operating system. 
Kurchatov staff have developed advanced software for this system, called KI-MACS, which is 
based upon Windows NT, SQL Server, and Visual Basic. At present the operating Kurchatov 
system consists of a server located in the CSF which is linked by fiber optics to clients, bar code 
readers, electronic scales and other equipment in Buildings 1 14, 116 and 128. This system 
including KI-MACS application software and a site-wide local computer network must be certified 
by the Russian State Technical Commission to deal with classified accounting information. The 
security certification procedure was initiated by KI in the fall of 1996. As of July 10,1998 the 
Russian State Technical Commission issued Security Certificates for both KI-MACS application 
software and the first part of the KI site-wide local computer network installed in Building 114, 
116 and 128, and a Security Attestate confirming the operational status of the system in these 
Buildings and permitting operation of the system with classified information. 

During 1997-1998 computers and other equipment were purchased to extend the computerized 
accounting system to Buildings 106 and 135. The equipment has been installed and is presently 
undergoing testing. Security certification of the system installed in Building 106 and 135 is under 
way. It is expected that by the end of September, 1998, the KI site-wide computerized material 
accounting system (3 Servers and 18 Workstations integrated with measurement and bar code 
equipment) will be provided with full operational status for classified data. 

Physical Inventory Taking 

A major goal of improvements in material control and accounting is the performance of a physical 
inventory taking (PIT) of the nuclear material at a nuclear facility. A PIT includes ensuring that all 
items on inventory are included in the facility records and that the content of the items (or at least a 



suitable random sample thereof) corresponds to the recorded values. A PIT is a substantial 
undertaking for a facility with a large number of nuclear material items. 

Kurchatov Institute, in consultation with Brookhaven, has developed a plan for a PIT at the CSF 
that takes into account item identification, item counting, random sampling, measurements, a 
measurement control program including the use of standards, statistical evaluation, computerized 
material accounting, and required measurement equipment and hardware. Institute staff now will 
proceed with the inventory because the certificatiodattestation of the computerized material 
accounting system for the CSF has been completed. Brookhaven and Kurchatov staff also have 
begun cooperation in conducting PITs at the “Delta” and “Kvant” critical rigs in Building 106. 
However, progress on these PITs is contingent on certificatiodattestation of the computerized 
material accounting system in Building 106. 

Accounting Procedures for Transfers between Material Balance Areas 

Another goal of the Program is the verification and confirmation of inventory changes of the 
nuclear material that moves between material balance areas (MBAs). Kurchatov Institute, in 
conjunction with Brookhaven, has developed procedures for transferring nuclear material between 
MBAs, especially between the research areas of the institute and the CSF. These procedures 
include verifyingkonfirming inventory changes and the analysis of shipperheceiver differences, if 
applicable and incorporate item identification, item counting, random sampling, measurements, 
measurement control, seals, statistical evaluation, and computerized material accounting. The 
institute staff have demonstrated these procedures for transfers of discrete fuel pellets between the 
CSF and Building 116. 

At the same time Kurchatov and Oak Ridge are cooperating in the development of methods for 
rapid inventory taking, and verification and confirmation of transfers of SNM in specific bulk 
forms. A workshop on transfer of specific bulk materials between MBAs was held at Oak Ridge 
National Laboratory 23-26 June 1998. The objective of the workshop was to enable technical 
exchanges between experts from the Y-12 Facility at Oak Ridge and Kurchatov. A product of the 
workshop was an outline for transfer procedures for bulk materials in specific forms that could be 
applied at Kurchatov Institute. 

Bar Code Technology 

To improve the speed and accuracy of physical inventory taking operations, Kurchatov Institute 
has implemented bar code technology at the Central Storage Facility (CSF), Building 106, and 
Building 135. Bar code printing and reading equipment, supplied by the Oak Ridge National 
Laboratory, has been installed and integrated into the computerized accounting system at these 
facilities. To track near real-time material movements within the CSF, a network of fixed 
transaction manager terminals is used. These transaction terminals extend the MC&A system into 
material storage areas for logging material transfers without exposing more expensive computers to 
the risk of contamination or tampering. Portable data collection terminals are also used at the CSF 
facility for routine inventory operations. These portable terminals can hold information on 
hundreds of items before downloading the information periodically to the main system. In addition 
both Kurchatov and Oak Ridge personnel are working to develop bar code labels which will be 
stable and reliable under the extreme operating conditions expected in Russia, including icing, 
extremely wide temperature variations, and multiple washings with solvents. 

Scales and Weight Measurements 

The effort to improve scales and weight measurements at the Institute is a collaboration between 
Kurchatov and Pacific Northwest National Laboratory (PNNL). The primary intent of this work is 
to upgrade the materials accounting system at Kurchatov to incorporate high-resolution digital scale 



technology that is electronically linked to the central database. Additional electronic balances were 
provided and installed over the past year completing the existing agreement for this task. A 
software system that directly connects the balances to the computerized material accounting system 
was tested and successfully demonstrated. Quality control procedures are being developed to 
ensure the accuracy of weight measurements before they are formally recorded in the accounting 
system. The quality control will include calibration, maintenance, and data evaluation procedures. 
These procedures will ensure the integrity of both individual measurements and the entire system. 

Tamper Indicating Devices 

Kurchatov is also collaborating with PNNL on the development of a Tamper Indicating Device 
(TID) Program. During previous years, Kurchatov developed an administrative system to manage 
the TID Program and implemented the system at two test facilities using a series of sample TIDs 
provided by PNNL,. During the last year, PNNL worked with Kurchatov to implement the TID 
Program at facilities throughout the Institute. In addition, a new task was placed to design and test 
modifications to existing containers to allow for the correct installation of TIDs. 

Continuous Inventory Technologies 

Oak Ridge National Laboratory has provided to Kurchatov technologies that provide continuous 
inventory of nuclear material. One of the technologies being implemented at Kurchatov is the 
SmartShelfrM, a hardware and software system that provides the physical location of controlled 
material at all times. It provides an inexpensive method to maintain loo%, 24-hour surveillance of 
stored material and to maintain records of access to the material by personnel. The second 
technology being implemented is the Weight Sensors capacitance weight pad. Both technologies 
are being used to enhance the protection of highly enriched uranium which is in a form that could 
be easily diverted. 

Radiation Measurements 

Livermore provided Kurchatov a Canberra U-Pu Inspector system with the MGA and MGAU 
gamma-ray isotopic analysis software under a task for nondestructive measurements of the nuclear 
material at their Central Storage Facility. Los Alamos provided a PC/FRAM gamma-ray 
spectroscopy isotopic analysis system for the nondestructive assay of nuclear material also at the 
Central Storage Facility. 

Livermore also has two contracts with Kurchatov to support gamma-ray isotopic measurement 
systems. The objective of one task is for Kurchatov to obtain both uranium and plutonium 
isotopic standards to verify the performance of the gamma-ray isotopic systems there. The 
objective of the other task is to have Kurchatov establish measurement control programs for these 
systems. 

In 1996 Los Alamos provided an Active Well Coincidence Counter (AWCC) to Kurchatov to 
measure the properties of nuclear material in a variety of physical and chemical forms at the Central 
Storage Facility. Now a second AWCC is being prepared for shipment to Kurchatov for use in 
Building 106. 

Criticality Measurements 

Kurchatov personnel hosted a Russian- American Workshop on Fissile Material Control and 
Accountability at Critical Facilities 8-1 1 December 1997. The primary subject of this workshop 
was the criticality method, a technique that may be used to determine the fissile material content in 
samples whch, by virtue of their size and/or complexity, cannot be adequately assayed by means 



of more conventional nondestructive procedures. The purpose of this Workshop was to bring 
together workers from various Russian facilities at which the criticality method may be used to 
enhance the MC&A of nuclear materials. Approximately eighty representatives from thirteen 
Russian institutions participated in this successful workshop. Kurchatov staff developed a plan for 
applying the criticality method to the Narciss critical facility, and used this method to carry out a 
physical inventory taking at this facility in 1997. 

I 

Conclusion 

During the last four years the MPC&A Program has led to important advances for the protection of 
nuclear materials at Buildings 106, 114,116, and 128. In 1998-1999 these advances will be 
implemented at several other facilities at Kurchatov, specifically Building 135 and the Guard 
Facility. Other activity planned for 1999 includes physical protection upgrades at the vehicle gates 
in the Kurchatov perimeter and the start of work on expansion of the Central Storage Facility to 
permit consolidation of nuclear material storage at this centralized location. 
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