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RISK CRITERION AND INDEX OF RISK 

J. C. Wang, R. 0. Johnson, and D. W. Lee 

I 

Energy Division 
Oak Ridge National Laboratory 

Oak Ridge, Tennessee, USA 

ABSTRACT 

The development of a means to quantify risk, the determination of a risk criterion, and the 
establishment of a method to compare risks are three essential components in a probabilistic safety 
assessment. In this paper, the quantitative definition of risk given by Kaplan and Garrick is converted 
from a table to a graph to accommodate Farmer’s method of constructing a risk criterion. Farmer’s 
criterion is limited to a straight line, but its slope is made a free parameter. The high-frequency small- 
consequence problem noted by Farmer is solved by using an auxiliary vertical line to exclude scenarios 
with insignificant consequences. To compare risks associated with various accident scenarios, an index 
of risk relative to the straight-line risk criterion is proposed and developed. The results allow various 
accident scenarios to be ranked according to their weighted risks and, in turn, provide a measure of the 
effectiveness of mitigation. 

I. INTRODUCTION 

To ensure the safe operation of a plant (e.g., a uranium enrichment facility), hazards and 
potential accidents associated with its process systems, components, equipment, or structures need to be 
analyzed to establish design and operational means of mitigation. The results of the analyses are 
documented in the safety analysis report (SAR) for the plant.’ The risks identified in the SAR and their 
mitigation are reviewed by regulatory agencies to ensure that they are acceptable. To achieve these 
goals, a probabilistic safety assessment (PSA) process may be adopted. Accident analysis and risk 
assessment methodology for a PSA generally consist of the following steps: 

1. Identify credible hazards; 
2. Identify accident initiating events; 
3. Identify accident sequences and scenarios, e.g., using event tree analyses; 
4. Evaluate consequences for accident scenarios; 
5 .  Evaluate frequencies for the scenarios, e.g., using fault tree analysis; and 
6. Assess the risk. 
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In this PSA process, the development of a means to quantify risks, the determination of a risk criterion, 

and the establishment of a method to compare risks are three essential components. The quantification 

of risks is crucial for checking them against the risk criterion. The risk criterion may be set by the 

regulatory agency or established through agreements between the agency and the plant management. 

The method of comparing risks associated with various accident scenarios is needed to determine the 

priority of a mitigation and to measure the effectiveness of the mitigation. 

The first part of this paper briefly reviews the quantitative definition of risk given by Kaplan and 

Garrick2 and the risk criterion proposed by Farmer.3 Farmer’s method of establishing a risk criterion is 

then modified so that the resultant criterion can be used as a reference for comparison. The remainder of 

the paper presents the development of an index of risk relative to the risk criterion and demonstrates its 

use in risk ranking and mitigation. 

11. QUANTITATIVE DEFINITION OF RISK 

In an event tree analysis, a decision tree structure showing the relationship among the 

combination of events leading to final events is used. Through the analysis, various potential accident 

scenarios related to the operation of a facility are identified. The occurrence frequencies of the scenarios 

are calculated through fault tree analyses using estimated probabilitiesof the initiating events and of 

various branches of the event trees. The consequences of the scenarios are evaluated using proper 

physical models. For example, an atmospheric dispersion code may be used to calculate the plume 

evolution of an accidental release of UF, at a uranium enrichment plant. The calculated concentration 

and duration of exposure together with a given (or assumed) intake rate at some specified location (e.g., 

at the plant boundary) are used to determine the amount of hazardous material reaching an individual. 

Using the proper conversion factor, the dose received by the individual is calculated. The consequence 

in this example can be defined as the dose received. It can also be some other related quantity such as 

expected illness or fatality. An accident scenario S,, its occurrence frequency Fi, and its consequence C, 

are grouped as a triplet, ~ i , F i , C , > ,  by Kaplan and Garrick2, where I stands for the ith scenario. The set 

of triplets, (<si,F,,Ci>), are listed in a table and if the table contains all the scenarios one can think of 

(see Reference 2 for a discussion of this point), it represents the overall risk of operating the facility.2 
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The definition of risk given by Kaplan and Garrick can be converted from a table into a F vs. C 

graph. Each triplet in the table becomes a point on the graph, e.g., <s,,F,,C,> is represented by the point 

Si: (F,,C,) in Fig. 1. The overall risk of operating the facility is now represented by the collection of 

points on the graph. This graphic definition of risk fits nicely with the way the risk criterion is 

constructed by FarmerY3 Le., using a limiting line on a log Fvs. log C graph (see next section). It will be 

demonstrated in later sections that the location of a scenario relative to the risk criterion line can be 

readily utilized in the PSA process. 

111. FARMER’S LINES 

In considering reactor safety and sitings, Farme2 proposes a risk criterion specifying upper 

limits for the release of I3I I  in potential accident scenarios. The purpose is to seek to assess the whole 

spectrum of risks in a quantity-related manner. For the most part, the limits are a straight line with a 

slope of - 1 (or - 1.5 for a weighted-risk case) on a log F vs. log C plot, where the consequence is 

represented by equivalent ground-level release of I3lI in curies. To avoid dealing with insignificant 

consequences at very high frequencies, Farmer suggests to make the risk criterion line concave 

downward at unspecified small consequences, as shown in Fig. 2. The directions of lower and higher 

risk areas are indicated in the figure. 

In Fig. 2, the use of slope = - 1.5 is suggested by Farmer as a possible choice of the risk criterion 

line. This is meant to accommodate the tendency that when establishing the risk criterion, a relatively 

heavier penalty may be applied against the possibility of a large consequence than against that of a small 

con~equence.~ Increasing the consequence by two orders of magnitude along a straight line with a slope 

of - 1.5 would reduce the frequency by 3 orders of magnitude. This differentiation between accidents of 

different sizes in constructing a risk criterion is also adopted in this paper. 

IV. RISK CRITERIA 

In this paper, the form of the risk criterion proposed by Farme? is modified. Since the bending 

of Farmer’s lines at small consequences (see Fig. 2) is arbitrary anyway, only straight lines are used as 

new risk criteria. The high-frequency small-consequence problem noted by Farmer is solved by adding 

an auxiliary vertical line to exclude scenarios with insignificant consequences (Fig. 3). The location of 
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this auxiliary line may be set by the regulatory agency. 

The slope of the new straight-line risk criterion is not limited to - 1 or - 1.5. It is suggested that 

the location and slope of the line be set by the relevant regulatory agency or be established through 

agreements between the agency and the plant management. As an example of constructing a criterion 

line, let us assume that the consequence CA of the accident scenario SA is so severe that the occurrence 

frequency FA should not exceed 

cumulative, and F, should not exceed lo-* yr-'. These two pieces of information can be considered as 

safety goals and one could use points A and B to determine the risk criterion, as shown in Fig. 3. If 

additional safety goals exist, such as points C and D in Fig. 3, they may be taken into consideration by 

allowing the risk criterion line to deviate from points A and B. One possible method for the inclusion of 

all these four points in the construction of a risk criterion is summarized as follows: (1) Use linear 

regression to determine the slope and location of a straight line in Fig. 3; and (2) Move the line in the 

perpendicular direction (by maintaining its slope) until at least one scenario point is on it and no points 

are above it. The risk criterion constructed this way will ensure that all four safety goals are satisfied. 

yr- I .  Let us also assume that for S,, C, is moderate but 

The advantage of using a straight-line risk criterion is that the shortest distance from a scenario 

point to the line can easily be calculated and used as a measure of the risk associated with the scenario. 

As shown in the next section, this measure uses the risk criterion as a reference, and is dimensionless and 

suitable for use as an index. The proposed risk criterion is assumed to be in the form 

where R, and n are constants. Equation (1) can be rewritten as 

n logC + logF - logRc = 0 . 

Equation (2) represents a straigth line on a log F vs. log C graph. The slope of the line is given by 

d(logF)/d(logC) = -n. If n=l,  the quantity R, in Eq. (1) has the dimension of [ F x q  and is commonly 

used as a definition of risk. If n $1, R, can be considered as a "weighted risk" and the risk criterion line 

represents all scenario points having this weighted-risk value. A risk criterion with n>l reflects a 

relatively heavier penalty against the possibility of a larger consequence? 
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V. INDEX OF RISK 

As pointed out by Farmer: the displacement of an accident scenario from the risk criterion line 

indicates the degree of risk associated with the scenario (see Fig. 2). In this paper, for a given scenario 

Si, the risk index number li is chosen to be proportional to the shortest distance from the point Si: (Ci,Fi) 

to the risk criterion line on a log F vs. log C graph. Using the equation for the distance (di) between a 

point, (logCi, loc i ) ,  and a straight line, Eq. (2), one obtains 

d i = & f i  

F, C," 
= f log- . 

R c  

Fi C r  
log - 

R" 

(3) 

The constant of proportionality, (n2+1)" in Eq. (3), has been so chosen that the index of risk will have 

some convenient properties discussed below. The + and - signs are chosen for scenarios above and 

below the risk criterion line, respectively. These choices are consistent with the directions of increasing 

and decreasing risk shown in Fig. 2. The risk index numbers for the scenarios have the following 

properties: 

1. As can be seen from Eq. (l), R, has the dimension [FxC"]. Therefore, Ii defined in Eq. (3) is a 

pure number (dimensionless) and suitable for use as an index; 

2. For scenarios on the risk criterion line, FC" = R, [see Eq. (l)] and d = 0 [according to Eq. (3)]. 

Therefore, for these scenarios I = 0; 

3. For a scenario Si: (Ci,Fj) with a positive risk index number, for example, 4 = rn, Eq. (3) gives 

Ficin = 10" R,. Therefore, it has a weighted risk lom times that of the risk criterion (R,); and 

4. For a scenario Si: (Ci,Fi) with a negative risk index number, for example, Ii= -m, Eq. (3) gives 
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FiCP = lo-" R,. Therefore, it has a weighted risk lo-" times that of the risk criterion (R,). 

The above properties of the index of risk are illustrated in Fig. 4. 

To demonstrate the use of the risk criterion and index of risk, consider the overall facility risk 

represented in Fig. 1. If the risk criterion is given, it can be plotted in the same figure and a comparison 

of the weighted risks can readily be made (see Fig. 5 ) .  For example, the risk index numbers of scenarios 

SA, SB, and Sc in the figure are calculated to be IA= 0.294, IB= -0.199, and IC= -0.813, indicating that 

their weighted risks are 1.97, 0.632, and 0.154 times that of the risk criterion, respectively. This 

demonstrates that the index of risk can be utilized to rank the risks associated with the scenarios. Note 

that scenario SA is above the risk criterion line and, therefore, IA is positive. Scenario SB is below the risk 

criterion line and IB is negative. These results suggest that mitigation is needed for scenario SA because 

its weighted risk exceeds the risk criterion and that risk reduction should be performed according to the 

order determined by the risk index numbers: SA, SB, S,, and so on. 

VI. MITIGATION 

The risk criterion and index of risk developed above can play a useful role in a risk management 

and prevention program, an integral part of which is the development and implementation of a risk 

reduction plan.5 Risk reduction may be achieved by reducing the likelihood of the occurrence of a high 

risk scenario andor by reducing the consequence level. As discussed above, the risk criterion and the 

index of risk developed in this paper provide a method of ranking the scenarios according to their 

weighted risks. The method can be applied to determine the priority of risk reductiodmitigation. It can 

also provide a means of determining the effectiveness of risk reduction measures. For example, if a 

mitigation moves a scenario from SA to SA in Fig. 5 through reduction of its consequence andor 

occurrence frequency, the risk index number changes from I A  = 0.294 to IA ,  = - 1.35 indicating that the 

weighted risk of the scenario is reduced from 1.97 times that of the risk criterion to 0.0447 times. From 

SA to SA /, therefore, the weighted risk of the scenario is reduced by a factor of 10' 294 / lo-' 35 = 1.97/0.45 1 

= 44.1. 
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VII. DISCUSSION 

The graphic representation of the overall risk of a facility (Fig. 1) is a convenient, quantitative 

way of presenting the results of a risk analysis. It shows the distribution of scenario points on a F vs. C 

graph and provides starting materials for further applications such as risk ranking and risk 

reductiodmitigation. Strictly in the form of Fig. 1, the overall risks of two facilities can be put in the 

same figure as two distributions of scenario points, and their gross locations andor densities of points 

can only be qualitatively compared. When a risk criterion and risk index numbers are added to the 

graphic representation of the overall risk, the ranking of scenarios according to their weighted risks 

becomes obvious and the effectiveness of a mitigation, e.g., from SA to SA I in the Fig. 5 ,  can be quantified 

easily. Risk ranking and risk reductiodmitigation can, therefore, be considered as a further step in the 

PSA process beyond the graphic definition of the overall risk. The quantitative approach developed in 

this paper can be useful in providing better resolution in cost-benefit analysis of competing risk 

reductiodmitigation measures, especially for relatively costly risk management and prevention program 

implementation actions. 

It is useful to make a distinction between the overall risk of a facility and the risks of individual 

scenarios. For example, according to the graphic definition of risk, the overall risk of operating a facility 

is represented by the collection of points on a frequency vs. consequence graph (Fig. 1). While this 

definition of risk is quantitative, it only provides starting materials for further applications. In Reference 

2, a further step is taken: The scenarios are arranged according to the consequences so that a plot of the 

cumulative probability against the magnitude of the consequence, i.e., a risk curve, can be prepared. The 

risk curves in the form of log (frequency) vs. log (fatalities) for several human-caused events, including 

nuclear power plants accidents and airplane crashes, are compared in the Reactor Safety Study, WASH- 

1400.4 As mentioned above, in this paper a further step from the graphic definition of risk is also taken 

but along a direction different from that taken in Reference 2. The risk criterion proposed in this paper 

(see Fig. 3) is for the risks associated with individual scenarios, in a way identical to that given in 

Reference 3. The index of risk proposed in this paper [Eq. (3)] is also for individual scenarios. 

In the Netherlands and other countries, F vs. C plots, where the consequence is the number of 

fatalities, are used for judging the acceptability of a project, including the overall risk of the project and 

the evaluation of individual scenarios.’ The method proposed in this paper is based on a similar 
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conceptY3 but the results are quantitative and simple. In the United States, no such acceptabilityhon- 

acceptability criteria exist, but risk ranking for the purpose of developing priorities for risk reduction is a 

major consideration in risk studies in California, New Jersey and other  state^.^ 

The use of a straight line as the risk criterion in this paper is essential for obtaining the simple, 

dimensionless index of risk given in Eq. (3). As can be seen from Eq. (I), all points on the criterion line 

in Fig. 4 have the same weighted risk value, R,. This is not true for Farmer's risk criteria like those 

shown in Fig. 2. For a risk criterion shown in Fig. 2, one still can define an index of risk as the shortest 

distance to the criterion line, but the resultant quantity may not be dimensionless and its interpretation 

can be very complicated. This is because the shortest distances along different directions on a log F vs. 

log C graph have different dimensions. For example, the dimension of a distance is [FI in the vertical 

direction and [C] in the horizontal direction. 

The present method does not preclude the use of other risk assessment tools, e.g., risk curves in 

the Reactor Safefy Study, WASH-1400.2,4 The present method provides an additional means to set a risk 

criterion in a PSA, to construct the risk index relative to the criterion, to compare the risks of various 

accident scenarios, and to measure the effectiveness of mitigation. 
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FIGURE CAPTIONS 

Fig. 1. Graphic definition of the overall risk of operating a facility. Each scenario is specified by its 
consequence C and occurrence frequency F. 

Fig. 2. Risk criteria proposed by Farmer (Reference 3). 

Fig. 3. Construction of a risk criterion from safety goals A and B. Points C and D represent other 
possible safety goals. 

Fig. 4. Risk criterion and lines of equal risk index numbers (0. The values of n and R, shown in the 
figure are arbitrarily chosen. 

Fig. 5. Risk ranking according to their risk index numbers (A, B, C ,  ...) and measure of 
effectiveness of mitigation (A to A'). The values of n and R, shown in the figure are 
arbitrarily chosen. 
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