
CoNF- 46 06 22 I - - f 
U. S. Department of Energy 

Physical Protection Upgrades at the Latvian Academy of 
Sciences Nuclear Research Center, Latvia* 

Michael Haase 
U. S. Department of Energy E.; E E LE 

Washington, D.C. r.r?qrs JUh 0 2 !!$so Antons Lapenas, Dzintars Kalnins Chet Hine, Chris Robertson, Mark S. So0 Hoo 
Sandia National Laboratories 
Albuquerque, New Mexico 

Erik Engling 
Argonne National Laboratory 

Argonne, Illinois 

ABSTRACT 
Approximately five years ago, the Safe, Secure 
Dismantlement program was started between 
the United States and countries of the Former 
Soviet Union (FSU). The purpose of the 
program is to accelerate progress toward reduc- 
ing the risk of nuclear weapons proliferation, 
including such threats as theft, diversion, and 
unauthorized possession of nuclear materials. 
This would be accomplished by strengthening 
the material protection, control, and accounting 
systems within the FSU countries. 
Under the U.S. Department of Energy’s 
program of providing cooperative assistance to 
the FSU countries in the areas of Material 
Protection, Control, and Accounting (MPC&A), 
the Latvian Academy of Sciences Nuclear 
Research Center (LNRC) near Riga, Latvia, was 
identified as a candidate site for a cooperative 
MPC&A project. The LNRC is the site of a 
5-megawatt IRT-C pool-type research reactor. 
The reactor was designed by the Kurchatov 
Institute in Russia. 
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This paper describes: the process involved, 
from initial contracting to project completion, 
for the physical protection upgrades now in 
place at the LNRC; the intervening activities; 
and a brief overview of the technical aspects of 
the upgrades. Preliminary activities began with 
an initial site visit in July 1994. Actual physical 
protection upgrades began in May 1995 with 
contracts between Sandia National Laboratorie% 
(SNL) and the LNRC. Upgrades have included 
an access control system, intrusion detection . 
system, video surveillance system, and an inte- 
grated alarm communications and assessment 
system. Latvian facility operators played a key 
role in the upgrades, from system design and 
layout to site preparation and hardware instal- 
lation. Also, as part of the upgrades, key - .. 
Latvian officials received training on U.S.’ 
approaches to physical protection, and opera- = 
tional security procedures were developed with 
cooperation from facility personnel. All identi- 
fied physical protection upgrades are now in 
place and have been turned over for operational 
use by the Latvian authorities. LNRC is the 
first of DOE’s MPC&A programs in the newly 
independent states (NIS) to be completed. 

- 

.. ‘This work was supported by the U.S. Department of Energy’s Russia/NIS Nuclear Materials 
Security Task Force. 

This work was supoorted by the Unined 



DISCLAIMER 

Portions of this document may be illegible 
in electronic image products. Images are 
produced from the best available original 
document. 



INTRODUCTION 
The wor? described in this paper is part of a 
larger effort within the U.S. Department of 
Energy’s (DOE’S) Nuclear Materials Protection, 
Control, and Accounting (MPC&A) Program, 
which was created in response to a DOE 
directive to the DOE national laboratories to 
develop cooperative programs between the U.S. 
and countries of the Former Soviet Union 
(FSU) in the area of nonproliferation of nuclear 
material. While the national laboratories have 
worked primarily on W C & A  projects at the 
individual facility level, other U.S. activities are 
underway at the national level, developing 
regulatory and inspection programs, W C & A  
training programs, and national nuclear material 
accounting programs. In addition to activities 
in the Russian Federation, MPC&A activities 
have been initiated within the newly independ- 
ent states of Belarus, Georgia, Kazakhstan, 
Latvia, Lithuania, Ukraine, and Uzbekistan. 
In addition to U.S. MPC&A efforts, other coun- 
tries have developed similar programs with the 
Russian Federation and the NIS. These inter- 
national efforts have been coordinated within 
the framework of the International Atomic 
Energy Agency’s ( M A )  NIS Support Program. 
The charter of this program is to coordinate 
activities among the donor countries desiring to 
provide nonproliferation support to the NIS. 

Under the auspices of the IAEA’s NIS Support 
Program, a team of physical protection special- 
ists from Sweden and the U.S. were initially 
convened in July 1994 to review the MPC&A 
needs for the Latvian Academy of Sciences 
Nuclear Research Center (LNRC) in Salaspils, 
Latvia. The LNRC, located approximately 
20 kilometers east of Riga, is the site of a 
5-megawatt IRT-C pool-type research reactor. 
This Soviet-era reactor was designed by the 
Kurchatov Institute and achieved initial 
criticality in 1961. It is used to produce 
isotopes and to conduct materials research. As 
is typical for reactors of such design, the core is 
fueled with highly enriched uranium. Such fuel 
does pose a nuclear nonproliferation concern. 
In September 1994, following the initial site 
visit, a U.S.-led physical protection team 

conducted a more thorough review and assess- 
ment and determined a need for upgrades to the 
existing physical protection system. This team 
also included one physical protection specialist 
from Sweden. The findings of this team were 
documented in a report that was prqvided to 
Latvian officials. 
Based on the results of the previous September 
review, SNL worked with LNRC personnel and 
began physical protection design activities in 
May 1995. These activities culminated with 
contracts between SNL and the LNRC to per- 
form specific tasks. As the project progressed, 
the contractual arrangements would prove to be 
the most effective means of coordinating and 
implementing MPC&A upgrades. - 
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IMPLEMENTATION PROCESS. 
Since the scope of work to be undertaken was to 
occur at a non-U.S. nuclear facility, new 
processes for implementing MPC&A upgrades 
were developed. Implementation of the 
upgrades at the LNRC consisted of three 
elements: system design, contractual arrange- 
ments, and task performance. 
Since an existing physical protection system 2 
was in use at the LNRC, the objective was not 
to replace the existing system, but rather to 
provide upgrades where needed. Both the exist- 
ing system and the upgraded system can operate 
in parallel and are independent of each other. 
The LNRC integrates the two systems for 
unified operations. 
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- -. -_ System Design 

physical protection system design were applied, 
but international physical protection guidelines 
were observed. The design process involved 
both SNL and LNRC personnel and included 
the main components of intrusion detection, 
physical barriers, access control, alarm assess- 
ment, and response. The IAEA’s information 
circular, INFCIRC/225/ Revision 3, The 
Physical Protection of Nuclear Material, is an 
internationally recognized guideline and formed 

LNRC’s physical protection system. Two other 

In designing the system, U.S. approaches to - .- 

the basis for determining the adequacy of the ._ 



factors also influenced the system design: the 
limited service life of the reactor and budget 
constraints. With these two factors in mind, the 
upgrades must be cost-effective and also must 
provide the elements of detection, delay, and 
response consistent with the recommendations 
in INFCIRC/225/Revision 3 and LNRC facility 
personnel requirements and must meet the 
objectives of DOE’s h4PC&A program. 

Confractual Arrangements 
Even before the completion of a system design, 
work was initiated at the LNRC through a series 
of tasks outlined in contracts between SNL and 
the LNRC. The first of these contracts, which 
was executed in July 1995, specified the 
removal of debris and vegetation from around 
the LNRC’s perimeter to define a perimeter 
clear zone. The elimination of such debris and 
vegetation would increase the chances of 
detecting an intruder attempting to covertly 
cross the perimeter. Subsequent tasks included 
hardening of doors, windows, the central alarm 
station, and the perimeter access control 
building, as well as installation of sensors, an 
access control system, and upgraded hardware 
for the central alarm station. 
Under the terms of these contracts, the LNRC 
receives payment upon completion of tasks. 
The tasks could either be performed by LNRC 
personnel or be carried out by a sub-contractor 
to the center. Once SNL received and approved 
invoices for completed tasks, funds were wire- 
transferred to LNRC’s bank. 
The contracting process was beneficial in 
several respects. It allowed SNL to leverage 
relatively few technical project personnel 
against greater numbers of LNRC personnel, 
who performed a substantial portion of the 
installation. The process also allowed SNL 
personnel to work on other project activities 
and yet maintain costs within budget. Addi- 
tionally, the process also achieved a sense of 
ownership and “buy-in” with the LNRC 
personnel. This is essential since the center 
would assume ultimate responsibility for the 
operations and maintenance of the upgrades. 
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Task Performance 
The third, but very key element of the imple- 
mentation process is task performance. 
Although the contracts were the formal mecha- 
nism for specifying the performance of tasks, 
significant interactions between SNL project 
personnel and LNRC personnel occurred 
throughout all project activities. Initial inter- 
actions included interviews with LNRC person- 
nel to determine system objectives and require- 
ments and also to observe demonstrations of 
proposed hardware. Subsequent interactions 
occurred frequently from hardening of doors 
and windows through installation of the central 
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alarm station. In this capacity, SNL project 
team members provided technical advice and 
oversight on the performance of tasks and 
ensured their successful completion. 

PHYSICAL PROTECTION UPGRADES - 
The LNRC is located in a remote, wooded envi- 
ronment and is surrounded by a perimeter fence 
that is less than 1 kilometer in length. The 
primary building is a multi-story building that 
houses the IRT reactor. The center also main- 
tains fresh and spent fuel storage facilities in - - - - - -  

- r  support of reactor operations. - 
From a systematic approach to physical protec- 
tion, the elements of detection, delay, response; 
and access control must be included as parts of 
the overall system. Whenever possible, consid- 
eration was given to incorporating existing 
detection, delay, and response elements‘into 
proposed physical protection upgrades. Finally, 
LNRC and Latvian government officials were - 
trained in operating and maintaining the system -. 
and also received basic training on physical 
protection system design. 

._ 
- -  .- 
* -- 

.- . 

Defecfion 
Since an exterior intrusion detection system 
existed around the LNRC’s perimeter, only 
minor upgrades were made to the exterior 
system. Interior intrusion detection sensors 
were installed at doors leading to critical areas. 
Volumetric and surface penetration sensors also 
were included as part of the interior upgrades. .. 



The status of all intrusion detection sensors is 
displayed at the upgraded central alarm station. 

Alarm assessment and general area surveillance 
were achieved with the installation of video 
cameras and a video display system. Video sig- 
nals are terminated at the central alarm station, 
where an LNRC guard can assess alarms. 
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Delay 
Site security relies in part on physical barriers, 
such as perimeter fences and building doors and 
walls, to restrict and delay movement around 
and within a facility. At the LNRC, many delay 
barriers already existed. Site preparation was 
directed at enhancing the performance of the 
existing delay elements. Removal of accumu- 
lated debris around the perimeter reduced 
potential hiding places for covert adversaries. 
Doors leading to the material access area were 
replaced with metal doors fabricated to higher 
performance requirements (Fig. l), and exterior 
windows were covered with brick. 

Response 
As a part of the overall physical protection 
upgrades to the LNRC, the guard force 

responsible for assessing and responding to 
alarms also was examined. Hand-held radios 
and tactical equipment were provided to facili- 
tate handling of normal and emergency guard 
force procedures. Assistance also was provided 
in helping the LNRC’s guard force develop 
their own tactical plans and daily and special 
guard orders. 

Access Control 
An access control system was installed to limit 
access to certain interior areas of the LNRC. A 
identification card and personal identification 
number (PIN) are required for entry into these 
areas. For additional protection, a hand 
geometry biometric identification system was 
installed. For access to the fresh fuel storage 
vault, the two-person rule is enforced, requiring 
hand geometry identification from two indi- 
viduals. The integrated access control system at 
each protected door unlocks a magnetic lock 
upon entry of a valid PIN or a valid biometric 
identification (Fig. 2). The doors also are 
locked with key-controlled key locks. 

-. 

Before After 
Fig. I .  Exterior Door Upgrades (wooden doors replaced with metal doors) 
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Fig. 2. Interior Door Upgrades 

Central Alarm Station Training 
Computer generated alarm display maps and 
video assessment panels (Fig. 3) were 
installed at the central alarm station (CAS). 
The panels provided the operator with a 
display of the status of intrusion detection 
sensors and also instructions to be performed 
in the event of an alarm. The video assess- 
ment panels allowed the CAS operator to 
assess alarms from the upgraded system and 
also to view other selected areas within the 
center. From the CAS, an operator could 
direct a response force to an area of concern. 
The CAS itself also was hardened. 

- -  In addition to the training CAS operatois 
received on the alarm display a!d video - c -- .- 

assessment panels, training was provided t o  -. . - 
selected LNRC personnel and Latvian 
government oficials on physical protection 
system design. This training was provided 
under sponsorship from both the DOE and the 
MEA and provided the Latvians with an 
understanding of U.S. approaches to physical 
protection system design. 
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CONCLUSION 
The upgraded physical protection system was 
turned over to the LNRC on March 1, 1996, 
after acceptance testing and system demon- 
stration. 
Major upgrades in physical protection at the 
LNRC have been completed as the result of 
cooperative efforts between SNL and the 
LNRC, under sponsorship by the U.S. 
Department of Energy. The upgrades demon- 
strate that U.S. approaches to physical protec- 
tion coupled with international guidelines on 
physical protection, which were developed 
jointly with the Latvians, can be integrated 
into an effective physical protection system. 
During implementation of the upgrades, many 
problems in coordinating efforts with a non- 
U.S. partner at a non-U.S. nuclear facility 
were discovered, solved, and noted for future 
projects within the scope of the DOE’S 
MPC&A Program. Successful solution of 
these problems and effective coordination 
with the LNRC was key to the timely 
completion of the project. 

Fig. 3. Central Alarm Station Interior 


