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Abstract 

In'1991, at the direction of the United Nations Security Council, UNSCOM and IAEA developedplans for 
On-going Monitoring and Verification (OMV) in Iraq. The plans were accepted by the Security Council 
and remote monitoring and atmospheric sampling equipment has been installed at selected sites in Iraq. 
me remote monitoring equipment consists of video cameras and sensors positioned to observe equipment 
or activities at sites that could be used to support the development or manufacture of weapons of mass 
destruction, or long-range missiles. The atmospheric sampling equipment provides unattended collection 
of chemical samples &om sites that could be used to support the development or manufacture of chemical 
weapon agents. To support O W  in Iraq, UNSCOM has established the Baghdad Monitoring and 
Verification Centre. Imagery from the remote monitoring cameras can be accessed in near-real time firom 
the Centre through RF communication links with the monitored sites. The OMV program in Iraq has 
implications for international cooperative monitoring in both global and regional contexts. However, 
monitoring systems such as those used in Iraq are not sufficient, in and of themselves, to guarantee the 
absence of prohibited activities. Such systems cannot replace on-site inspections by competent, trained 
inspectors. However, monitoring similar to that used in Iraq can contribute to openness and confidence 
building, to the development of mutual trust, and to the improvement of regional stability. 

1. Introduction 

In Resolution 687 (1991), dated 3 April 1991, the United Nations Security 

Council requested "the Secretary-General, in consultation with the Special 
. -  

Commission, to develop a plan for the future ongoing monitoring and verification 

of Iraq's compliance" with the conditions of Section C of that Resolution. A 

request was also made to the Director General of the International Atomic 

Energy Agency (IAEA), with the assistance and cooperation of the UN Special 

Commission (UNSCOM), "to develop a plan, taking into account the rights and 

This work was supoorted by h e  United 
Sfafes Department of Energy under 



ob1igations;of the nuclear Non-Proliferation Treaty, for the future ongoing 

monitoring and verification of Iraq's compliance with paragraph 12" of the 

Resolution. Section C of Resolution 687 (1991) banned Iraqi possession of 

I 
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weapons of mass destruction (WMD), including nuclear, chemical, and biological 

weapon capabilities, and long-range ballistic missiles. The latter are defined as 

missiles with ranges in excess of 150 km. Paragraph 12 of the Resolution 

addressed specifically the ban of nuclear weapon capabilities. 

The UNSCOM and IAEA plans for ongoing monitoring and verification (OMV) in 

Iraq were developed in the months following the passage of Security Council 

Resolution 687 (1991). In their plans, these organizations defined a range of 

activities designed to help confirm Iraq's compliance with the Security Council 

resolution. These activities included remote monitoring; unannounced on-site 

inspections; collection and analysis of chemical and biological samples; 

collection of environmental samples and analysis for radioactive contamination; 

searches for and inspections of previously unidentified facilities; tagging and 

inspection of dual-purpose hardware items: and monitoring import and export of 

dual-purpose equipment.' 

The OMV plans were submitted to the Security Council in the summer of 1991, 

and were approved on I1 October 1991 in Security Council Resolution 71 5 

In the present context, dual-purpose refers to a piece of equipment or a facility that may be 
used for both legitimate and proscribed activities. 
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(1991). This Resolution authorized UNSCOM and IAEA to implement their 

plans. Despite this mandate, however, full implementation was delayed because 

of various actions taken by Iraq.* IAEA began hydrological suweys in 1992, and 

limited remote monitoring began in the summer of 1993. Full implementation of 

remote monitoring did not proceed until after Iraq accepted the OMV plans on 26 

November 1993. 

This paper describes the design and use of remote monitoring and air sampling 

technology in Iraq, and discusses the lessons such monitoring and sampling 

may have for international arms control. This technology has made and 

continues to make important contributions to OMV in Iraq. However, it 

constitutes only a part of the OMV program. The value of the technology lies in 

its use as one component of a comprehensive monitoring and verification 

program. 

OMV in Iraq is similar to monitoring and inspection regimes established under 

other treaties and international agreements? In these regimes the inspected, or 

host, nation agrees to make declarations regarding its facilities or items subject 

* 

to the treaty or agreement. The other nations party to the agreement, or their 

~ 

2Tim Trevan, "Ongoing Monitoring and Verification in Iraq," Arms Confrol Today, May, 1994. 
p. 11. 

Examples of similar regimes include those pursuant to International Safeguards of nuclear 
materials, as implemented by IAEA; those pursuant to nuclear arms control, such as regimes 
established under bilateral agreements between the US. and the Former Soviet Union; and 
those pursuant to regional agreements, such as the regime established by the Brazilian- 
Argentine Agency for Accounting and Control of Nuclear Materials. 
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designated monitoring organization,'then are charged with verifying the, 

declarations and implementing an inspection and rnonitorikg regime to confirm 

ongoing compliance.. In the case of Iraq, such straightforward implementation of 

OMV was not possible. Past Iraqi declarations had consistently been found to 

be incomplete. Therefore, the results of past UNSCOM and IAEA inspection 

efforts, efforts that had identified scores of WMD-related sites not included in the 

initial Iraqi declarations, were used to supplement the declarations. Indeed, 

UNSCOM and IAEA inspection efforts continue to form an essential part of the 

effective implementation of OMV in Iraq. 

To make effective use of their limited resources, UNSCOM and IAEA reviewed '. 

the Iraqi facilities of concern for OMV, and established priorities for installing 

monitoring systems. Those dual-capable facilities not destroyed following the 

Gulf War were subjected to baseline inspections, and site protocols were 

prepared. The protocols describe the facilities and the equipment available at 

each site, and specify the use and purpose of the equipment. The protocols also 

. -  - include recommendations regarding the need for and frequency of future on-site 

inspections, and specifications of the ongoing monitoring methodology and 

technology to be used at the site, if any. Continuous, on-site monitoring has 

been implemented only at facilities determined to have capabilities that could be 

converted rapidly, or used directly, for prohibited activities. 
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2. Initial Remote Monitoring System 

Assistance for the UNSCOM OMV system development was provided by the 

U.S. and other supporting Governments. As part of this support, in June 1993 

the U.S. Department of Energy r.equested the Lawrence Livermore National 

Laboratory (LLNL) to develop a prototype remote monitoring system for use at 

two missile motor test sites in Iraq. The system developed by LLNL consisted of 

commercially available components, although some modifications were required. 

The system was designed to collect video images upon receipt of triggers from 

various sensors. All of the triggered images were to be recorded on site using 

an analog video-tape recorder. A split-frame recording capability was included 

to allow simultaneous recording of up to four cameras on a single tape. All seld 

equipment was to be operated from site power but would include battery backup, 

with solar panels for charging the batteries in the absence of site power. 

Communication links between the monitored sites and the UNSCOM offices in 

the lshtar Sheraton Hotel in Baghdad were established using existing Iraqi 

telephone lines. The purpose of these links was to enable inspectors in 

Baghdad to observe activities at the monitored sites in near-real time. Analog 

video signals from a video camera cannot be. transmitted over telephone lines 

because of the narrow bandwidth of such lines. Therefore, the system was 

designed to retrieve a sequence of images from the field cameras. The first 



image was digitized and compressed, and transmitted in its entirety. 

Subsequently, only changes were transmitted. This procedure permitted the 
i 
! 

retrieval of near-real-time video over the narrow-bandwidth telecommunications 

link. 

The LLNL-developed remote monitoring systems were installed at the two rocket 

motor test sites during early July 1993. The system video recorders, backup 

batteries, and communications control systems were placed in tamper-indicating 

cabinets. The Iraqis provided space for these cabinets inside the missile motor 

test support buildings. Magnetic switches were used to monitor the doors to the 

rooms housing the recording equipment, and a camera viewing the recording 

equipment was triggered by these switches. 

After the installation of this equipment, the Iraqis covered the lenses of the video 

cameras in order to prevent their use pending resolution of their objections to the 

establishment of OMV under Resolution 71 5 (1 991). UNSCOM vigorously 

objected to this action. Finally on 12 September 1993, after lengthy negotiations - -  

and before Iraq formally accepted the OMV plans, the equipment at the rocket 

motor test sites was activated and data collection began. 

At the time of installation, questions were raised about the reliability of the 

sensors in the environment ihat existed at the Iraqi test sites. A decision was 

inade to implement time-lapse video recording, using a short time interval 
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between recorded images, in addition to the trigbered recording. The system 

was modified accordingly during installation. During the initial system operation, 

it was found that the high reflectance of the surroundings, plus complications 

from blowing sand and other environmental factors, could produce false sensor 

triggers. Other problems resulted from the unreliability of the Iraqi door latches 

and the habit of site personnel not securely shutting the door each time they 

entered or left the room. The Iraqi telephone link was also found to be 
. .  

unreliable. 

The remote monitoring system was upgraded in December 1993. At this time 

the use of sensors to trigger the collection of video images was abandoned and 

the sensors were disconnected. In lieu of sensor triggers, a manual switch was 

installed that would initiate high-speed video recording for a short period, and the 

Iraqis were instructed to activate the switch before conducting a test. The short- 

interval, time-lapse video recording was continued. To resolve the 

communication problems with Baghdad, LLNL provided a commercial, point-to- 

. - point, radio frequency (RF) telecommunications network. The resulting 

upgraded system configuration was found to function well.. 

Despite problems associated with the use of triggered image recording in Iraq, 

and the decision to use time-lapse imagery, the advantage of using sensors in a 

monitoring system is significant. Therefore, it was decided in April 1994 that 

sensors would continue to be included in the remote'monitoring system 



installations, but that such sensors would not be used to trigger the collection of 

imagery. Instead, the sensors would operate in parallel with, but independent of, 
! 

time-lapse recording. This was a significant innovation in the remote monitoring 

process in Iraq. By correlating the sensor data with the video imagery, the 

images associated with sensor events could be. identified easily. Meanwhile, 

time-lapse recording would provide continuous video coverage of the site even in 

the event of failure of the sensors. Thus the advantages of triggering would be 

combined with the advantages of time-lapse recording. With slight modifications 

and improvements, based on fieid .. experience and refinements of UNSCOM 

requirements, this design is still'in use today. 

Monitoring by means of time-lapse recording has been used by IAEA for many 

years.4 Its use is based on the.assumption that one c a n  set  a time interval 

between recorded images during which no significant safeguards-relevant 

activity can  be completed. For example, a reactor spent-fuel handling operation 

requires at least several minutes for each spent fuel element to be transferred 

-- into a shipping or transfer flask. Thus spent fuel cannot be diverted during this 

process in a period of less than several minutes. When conducting continuous 

on-site monitoring of these activities through the use of unattended, time-lapse 

recording of video images, the time between recorded images-need not be less 

Time-lapse recording implies that, after a specified time interval, a single irnage'is recorded. 
Far some systems used by IAEA several images are recorded after the specified time interval. 
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than this period in order for the monitoring organization to be assured that no 

attempted diversion will be missed by the video recording. 
1 -  

; 

In Iraq, the relevant period in which actions involving prohibited activities can 

occur varies from facility to facility. In some cases it is much less than a few 

minutes. In addition, effective interpretation of the activities at many of the sites 

requires knowledge of events both before and after the central action that might 

be associated with illegal activities. Thus, for UNSCOM's purpose, the interval 

requirement for time-lapse recording of monitoring data could be relatively short. 

However, there is another valid reawn for using short-interval recording for time- 

lapse imagery. Review of such records is generally faster and easier than 

review of long-interval recordings. Although more images are recorded per unit 

time on a short-interval tape than on a long-interval tape, there are fewer 

changes between successive frames for the short-interval than for the long- 

interval recordings whenever there are'activities within the field of view of the 

camera. 

For properly selected intervals, the short-interval recordings can be reviewed at 

full speed on a playback recorderwithout the reviewer losing sight of the 

activities shown on the tape. That is, the reviewer can follow actions in the 

scene even though the recording may show a slight flicker. Experience has 

shown that imagery recorded at the rate of one frame every few seconds at the 

sites under surveillance by UNSCOM can be reviewed efficiently at a playback 



rate of 30 frames per second. The UNSCOM playback units have the option of 

showing aliernate frames. With this alternate-frame playback, a video tape that 
' !  .. 

may contain-a 30-day record of time-1apse:video images can be reviewed in two 

hours or less with high confidence of detecting suspicious activities. 

. 3. Remote Monitoring at Missile Sites 

Extension of remote monitoring to the other priority missile sites was begun in 

June 1993. This process involved installation of field hardware with functions 

similar to those used at the missile motor test sites, but modified to improve the 

system operation and to accommodate synchronized but fndependent sensor. 

data-recording. The time interval for time-lapse recording at the newsites was. 

set to a few seconds. For the m'issile sites near Baghdad, the new site hardware 

was coupled to the existing RF telecommunication system without difficulty. 

_. However, one of the priority missile sites, located near Mosel in northern Iraq, 

required the use of repeater stations to allow near-real-time RF communication 

with Baghdad. With cooperation from the Iraqis, it was possible to. use existing 

towers for these repeater stations except for one area near the center of the 

country. There the Iraqis constructed a new tower for the purpose of completing 

the link. 
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In 1994, UNSCOM decided to move its headquarters in Baghdad from the lshtar 

Sheraton to the Canal Hotel. However, this three-story hotel couldmot 

accommodate the antenna required for the RF communication system. 

Therefore the Iraqis agreed to build a 300-fOOt tower near the hotel on which 

communication antennas could be mounted. After the tower was completed, 

UNSCOM moved its in-country communication network to the Canal Hotel and 
- .  

consolidated its operations at that site. The Canal Hotel is shown in Figure 1. 

The UNSCOM OMV plan called for a facility to be established in Baghdad to 

support the continuous presence of inspectors in Iraq. This faslity, the Baghdad 

Monitoring and Verification Centre (BMVC), was constructed on the top floor of 

the Canal Hotel. It began operation in August 1994. Since that time, resident 

monitoring groups, consisting of experts on mission in each of the WMD areas, 

have been in country. These groups perform- no-notice inspections, perform 

baseline data collection and analysis, and provide assistance to inspection 

teams brought in country for specific purposes. These experts constitute an 

- essential part of the OMV programs in Iraq, and aid in the effective operation of 

the t-emote monitoring system. 

A diagram of the components of. the UNSCOM remote monitoring field hardware 

is shown in Figure 2. The hardware includes a cabinet that houses batteries, a 

power distribution unit, video and sensor data recorders, and a communication 

unit. The cabinet is designed'for indoor use and is assumed to be protected 



from weather. It provides forced-air cooling for the electrical components and 

can accommodate a refrigeration unit if required. The power distribution unit 

converts site power from 220 V/50 Hz to 12 VDC for distribution to the internal 

hardware. It also provides electrical surge protection. A solar panel is mounted 

s : : 

in an. appropriate location at each bf the monitored facilities to provide 

supplementary power for charging the batteries. The batteries provide a 

capability for several days of operation in case of loss of both site and solar 

power. If the communication link is either not required or not available, this 

remote monitoring field hardware can be used as a stand-alone monitoring 

system; i.e., the unit need not be connected to the remote monitoring 

communication link. 

The video recorders are VCR tape units with both a split-frame and-a time-lapse 

recording capability. Each recorder can accommodate up to four cameras. The 
. .  

time-lapse recording interval can be adjusted. The sensor data recorders 

include analog-to-digital converters and can accept either analog or digital 

sensor output. The sensor data are recorded on removable, solid-state, flash 

memory cards. AI1 recorders have clocks that can be synchronized so that data 

from the different sensors and camerascan be correlated. 

The cameras aye monochrome, RS-170 synchronized CCD cameras that 

accommodate a variety of lenses, including wide angle and zoom telephoto. A 

typical camera mounting, with protective housing removed, is shown in Figure 3. 
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The system is capable of supporting color cameras, but; black and white cameras 

provide a wider dynamic range than color. This is essential in outdoor 

applications in Iraq. In addition, black and white images can be transmitted 

faster than color images over the narrow-bandwidth telecommunications link 

I 

because of the elimination of color-code bits in the digital string. The system can 

accommodate a variety of sensors. 

Remote monitoring at the Iraqi missile sites is used to observe site activities, to 

monitor the movement of missile motors and other hardware within the facilities, 

and to measure the size of motors being constructed or tested. At sites where 

measurements are required, mensuration marks have been painted on 

appropriate surfaces in view of the cameras. Such mensuration marks are 

shown on a missile motor test stand in Figure 4. A monitoring camera is shown 

in the upper left corner of the Figure. 

As of 1 December 1995, remote monitoring was in place at sixteen Iraqi missile- 

- related sites. A total of 40 cameras had been installed at these sites. Imagery 

from all of these missile site monitoring cameras was available on demand from 

the BMVC in near-real-time through the remote monitoring link. 

4. Remote Monitoring at Nuclear Sites 
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IAEA began implementation of their OMV plan in Iraq in parallel with the 

UNSCOM OMV implementation. Initially, IAEA installed time-lapse imagery 

recording systems at two sites. This initial nuclear monitoring technology was 

identical to that currently in use by the Agency for International Safeguards at 

numerous sites throughout the wOrld.5 Subsequently, at the request of the 

Agency, UNSCOM personnel augmented the IAEA video systems in order to 

provide remote access to the system.video. Early in 1995, UNSCOM installed 

an interface with the RF telecommunications system at the two sites at which 

IAEA was then using on-site monitoring. This interface included the same video 

digitizing and compression equipment used in the UNSCOM remote monitoring 

systems. Agency inspectors wefe then able to retrieve imagery directly from 

their system cameras in near-real time. 

Following this modification, IAEA requested UNSCOM to install remote 

monitoring systems at other nuclear sites in Iraq. They also requested 

UNSCOM to add cameras to an existing UNSCOM remote monitoring unit for - -  

the purpose of monitoring nuclear-related activities. These installations were 

completed and, as of 1 December 1995, IAEA was using remote monitoring at 

five sites in Iraq. Two of these sites, one involving a twelve-camera system and 

one involving a three-camera system, provide on-site, time-lapse recording using 

5The IAEA installed one MIVS and one MUX recording system in Iraq, covering their highest 
priority sites. 
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standard IAEA monitoring systems. Two nuclear-related sites, involving five ! 

cameras,! use oh-site remote monitoring equipment and cameras supplied by 

UNSCOM. The fifth site, one of interest to both UNSCOM and IAEA, uses the 

UNSCOM monitoring equipment but includes two cameras for nuclear 

monitoring. Thus, as of the above date, IAEA was using a total of 22 remote 

monitoring cameras. 

5. Remote Monitoring at Biological Sites 

After reviewing the requirements and alternatives for OMV at biological sites, 

UNSCOM elected to include remote'monitoring in their biological OMV program. 

However, at biological sites; prohibitedactivities cannot be distinguished from 

legitimate activities using remote monitoring. Therefore there are a number of 

differences between the implementation of remote monitoring at biological sites 

and its implementation at missile and nuclear sites. The purpose of remote 

monitoring at biological facilities is to provide data relevant to the operation of the 

facility. The system provides a record of routine activities and a means of 

detecting changes or exceptions to such activities. Such changes may indicate 

attempts at misuse of the facility. 
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Initially, the remote monitoring used at biological sites was to include only video 

surveillance and motion sensors. The motion sensors were to identify the times 

at which activities occurred in certain areas of the monitored facilities. During 

I ! : 

1995 this system design was extended to include temperature and power 

sensors. These sensors have been placed on selected pieces of equipment at 

facilities that are known to have former involvement in Iraqi biological weapons 

activities, and at facilities containing equipment capable of immediate use for 

biological weapons purposes. As with the motion sensors, data from the 

temperature and power sensors are recorded on solid-state, flash memory 

cards. When the temperature and power sensors detect the use of the 

monitored equipment, the site communication unit contactsthe BMVC through 

the remote monitoring RF link and reports the use of the monitored equipment. 

In effect, a signal from these sensors triggers an alarm that is transmitted in 

near-real time to the biological monitoring team in the BMVC. 

The principal means of verifying that only appropriate, declared activities occur 

at a biological site is by collection and analysis of samples. However, many of 

the high-priority biological facilities are not in continuous use and samples are 

not always available. Also, there is some concern that an attempt may be made 

to remove evidence of illegal activities between the time an inspection team 

leaves the BMVC and its arrival at the facility. Therefore, sample collection is 

most effective when it is correlated with activities at the site, and when the 

inspectors can confirm that cleanup activities have not occurred before the 

_. 
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samples could be taken. The remote monitoring system may improve the 

chance for obtaining valid samples by allowing'inspectors to schedule on-site 

inspections during use of the site, and by providing a means for observing 

activities at the site while the inspectors are en route. 

Remote monitoring at biological sites became operational on 21 December 

1994. As of 1 December 1995, remote monitoring was in place at five biological 

facilities in Iraq. There were 22 cameras, seven motion detectors, four 

temperature sensors, and fourteen power sensors in use at these facilities at 

that time. Communication links were fully operational to all of the remote. 

monitoring units at biological sites. 

In addition to the field equipment for remote monitoring at biological sites, 

hardware has been acquired and procedures-developed for the collection, 

transport, and storage of biological samples. This equipment includes sterile 

containers, refrigerated storage for samples in the UN vehicles used to transport 

inspectors in country, and refrigerated storage at the BMVC. At the present 

time, biological samples are sent out of the country for analysis. There is an 

autoclave available at the BMVC for sterilizing equipment. 

* 

- 

6. Remote Monitoring and Air Sampling at Chemical Sites 



t 
There are numerous legitimate, industrial activities and facilities in Iraq that use 

materials and equipment that could be converted to the production of chemical 

weapon agents. Although all identified chemical weapon production equipment, 

stocks of agent, and complete weapons have been destroyed, the large 

industrial base of dual-purpose equipment and raw materials remains. The 

chemical-related OMV program in Iraq is charged with monitoring this equipment 

and the associated facilities to confirm that they are used only for legitimate 

purposes. 

To support the chemical OMV program in Iraq, air sampling units were provided 

to UNSCOM by the U.S. Government early in 1994. A diagram of the 

components of these units is shown in Figure 5. The initial units contain eight 

sample collection tubes through which ambient air is'pumped. The pumping is 

usually done for a period of several hours for each collection tube. The tubes 

can be used in sequence for sample collection, and the start and end collection 

times for each tube can be adjusted as required. Thus, although the unit is . -. 

limited to eight collection periods, the time between such collections can be set 

in a random manner and the collection can be spread over essentially any 

desired period. The tubes are retrieved, and fresh tubes installed, during on-site 

! 

inspections. 
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The chemical air sampling units provided for use in Iraq include instruments for 

recording the ambient temperature, humidity, barometric pressure, and wind 

speed and direction. Readings from these instruments are recorded on a non- 

I ! I : 

volatile memory chip capable of storing several months of data. The units use 

either site or battery power. Solar panels are used to charge the batteries. The 

data recorded by the unit are downloaded by inspectors directly from the 

memory chip into a laptop computer during retrieval of the sample tubes. The 

time, date, and amount of air flow through each sample tube are also retrieved at 

that time. Initially the data were printed and sent, along with the sample tubes, 

out of the country for analysis. 

Late in 1994, additional sample collection units were provided by the U.S. for use 

in.Iraq. These units operated in a manner similar to the eight-tube units, but they 

accommodated 24 sample tubes. With these new units, either the sampling 

period could be extended without reducing the frequency of collection, or the 

average time between collections could be decreased for additional coverage 

- over the same period, compared with the eight-tube unit. A 24-tube air sampler 

is shown in Figure 6. 

During 1994, UNSCOM elected to supplement air sampling at chemical sites 

with remote monitoring. The purpose of remote monitoring at chemical sites was 

similar to that at biological sites. That is, video alone cannot detect illegal 

activities at these sites. However, the video allows inspectors to monitor routine 
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activities and heips to detect.changes. Remote monitoring can also be used to 

observe activities at the site while inspection teams'are en route. As at the 

biological and missile sites; motion sensors were included as part of the field 

hardware in order to identify times of activity in selected areas of the chemical 

facilities being monitored. Remote monitoring at chemical sites became 

operational on 2 October 1994. 

I 
! i 

A modern, high quality chemical laboratory was installed at the BMVC in 1995. 

This laboratory, which is capable of performing extremely sensitive analysis for 

weapons-relevant and precursor chemicals, is used for analyzing the samples 

collected from the air sampling units. The availability of this laboratory has 

eliminated the need for shipping the samples out of the country for analysis. The 

laboratory equipment that is curre'ntly in the BMVC is shown in Figure 7. 

As of 1 December 1995 there were eight of the eight-tube and twenty of the 24- 

tube air samplers in Iraq. In. addition, there were 30 remote monitoring cameras 

in place at six chemical sites. Remote monitoring communication.links with all of -. 

the cameras at chemical sites were fully operational. The chemical laboratory in 

the BMVC is able to handle the throughput of sample tubes from the current air 

sampling units, although as more units are fielded it may become necessary to 

enlarge the laboratory. 

20 



7. The Baghdad Monitoring and Verification Centre ! 

The OMV field units in Iraq collect a large amount of data. As of 1 December 

1995 there were 138 cameras and 28 air samplers in place at 35 sites, and 

these numbers are expected to increase. The field units produce 54 video tapes 

and 344 chemical sample tubes monthly. To be useful, all of these data must be 

processed and interpreted in a timely manner. The initial steps in this process -- 
the collection and screening of the raw data, analysis of chemical samples, and 

handling of biological samples -- is performed in Baghdad. For this purpose, 

certain equipment has been located in the BMVC to assist analysts in identifying 

those portions of the data that are of interest, in screening such portions to 

detect and identify activities of interest, and in reporting or responding to 

detected activities in a timely manner. 

Video tapes from the field sites are initially screened on special video cassette 

. * players that allow alternate images to be displayed at speeds up to 30 frames 

per second. If suspicious activities are found, the tapes can be loaded on other 

players that are attached to data analysis computers. The data analysis 

computers are equipped to read the sensor data from the site and allow analysts 

to identify images associated with sensor triggers. The computers can digitize 

the triggered images and save them on hard disk, include them in reports, and 

copy them to floppy disks or compact disks for retention. The data analysis 
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computers are also equipped with software to prepare documentation and other 

records of the monitored activities. 
I : 

The BMVC operations center includes computers that can interface with the field 

sites through the RF telecommunication link. A typical station for remote 

monitoring is shown in Figure 8. There are six RF channels available in the . 

Centre for communication with the sites around Baghdad, and one channel that 

is dedicated to monitoring the sites remote from Baghdad. As many as six sites 

can be connected to the Centre at once, and each connection can retrieve 

imagery from as many as sixteen cameras. The image from each camera being 

monitored remotely is updated every few seconds by the transniission of 

changes from the previous image, producing a near-real-time "movie" of the 

activities within the field of view of the camera. The computer terminals include 

a split screen capability so that as many as sixteen images can be portrayed on 

one screen at the same time. 

_ _  Every site attached to a remote monitoring communication link is interrogated 

numerous times from the BMVC every day. These interrogations are conducted 

at random, providing a high degree of unpredictability in this monitoring. Such 

unpredictability is an essential part of the effectiveness of the system. After an 

.inspector from the appropriate specialist team is satisfied that all activities 

observed are satisfactorily explained, the inspector signs a monitoring log 

indicating that fact. 
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Piocedures for handling and analyzing the data from the OMV units in Iraq are 

well established for the present. However, after the oil embargo and economic 

sanctions are lifted, and after the monitored sites resume full operation, the level 

of activity and the amount of data collected will likely increase. Therefore an 

increase in the data handling capacity of the BMVC, and improvements in 

procedures, will continue to be desirable in the future. 

8. Lessons for International Arms Control 

The United Nationshas concluded that "adequate and effective verification is an 

essential part of all arms limitation and disarmament agreements? While this 

conclusion is widely accepted, determining what constitutes adequate and 

effective verification, and developing and implementing appropriate verification 

methods, is not a simple matter. I na  recent UN report, verification is defined as 

"a process in which data are collected, collated, and analyzed in order to make 

an informed judgment as to whether a party is complying with its obligations."7 

- ' 

Consistent with this definition, technology is providing tools for data collection, 

collation, and analysis in many verification regimes. 

~~ 

Official Records of the UN General Assembly, Fifteenth Special Session, Supplement No. 3, 
1988. 
7"Verification in all its aspects, including the role of the United Nations in the field of verification," 
Report of the Secretary-General, A/50/377,22 September 95. 
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Remote monitoring and air sampling in Iraq has demonstrated the practical 

installation and use of such technology as part of a broad and comprehensive 

inspection and verification program. It has shown that the data and samples 

resulting from these activities can be collected and processed in an efficient and 

reliable manner. However, the circumstances under which these systems have 

been installed and used in Iraq are unique, and one may question whether their 

use would be either appropriate or possible under other international inspection 

or verification regimes. 

Remote monitoring offers continuous, unattended monitoring of identified objects 

or facilities, with the opportunity for frequent, no-notice access to the system 

data; It offers a means of supporting the planning and execution of on-site 

inspections. It requires a much smaller investment in personnel time than would 

be necessary for equivalent, 24-hour coverage using inspections. However, a 

remote monitoring system can detect only those activities within its purview and, 

- - as a deterrent, remote monitoring works best in  a regime that allows the 

technology to be combined with effective, no-notice, on-site inspection. 

One possible application of remote monitoring technology is in support of 

international safeguards and verification of the Nuclear Non-Proliferation Treaty. 

On-site inspection, material accounting and control, and containment and 

surveillance have been used for decades by IAEA to monitor international 
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safeguards agreements. Remote monitoring might assist in the material control 

and the containment and surveillance efforts by reducing the required frequency 

of on-site inspections and inventories of the monitored facilities, and by reducing 

the amount of time and effort involved in such on-site inspections and inventories 

when conducted. 

The use of remote monitoring in international safeguards is currently being 

investigated by the U.S. Department of Energy (DOE) in cooperation with 

several international partners.8 This program uses a different configuration for 

the field hardware than that used in Iraq. The DOE on-site equipment includes a 

local computer network with two-way communication between sensor nodes. 

The system uses sensor-triggered collection of digital video images. The 

triggered images and sensor data can be retrieved remotely upon the request of 

the monitoring party, 'but no near-real-time imagery can be collected. Thus this 

program in some ways complements the remote monitoring system used in Iraq. 

Each approach may offer advantages for certain applications. 

Remote monitoring technology may provide a means for assisting verification of 

conventional arms control agreements. Regional agreements may involve a 

number of situations in which remote monitoring could support an inspection 

regime. While standard surveillance cameras and intrusion detectors may be 

C.S. Johnson, et al., "Application of Network Technology to Remote Monitoring Systems," Proc 
35th Annual Meeting, Institute of Nuclear Materials Management, Northbrook, IL, July 17-20, 
1994. p. 819. 
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used to help monitor critical sites involved in these agreements, the datq from 

such monitdring generally are not shared with all parties involved, and the data 

may not be handled in a consistent manner. Thus the data may not provide a 

record of activities that is acceptable to all parties. A remote monitoring system 

I 

might offer an inexpensive, flexible, and useful alternative. Such a system could 

offer the parties equal access to the data through remote communication links, 

and could ensure that the data are handled in a consistent manner. The result 

could be an increase in mutual confidence that the parties are adhering to the 

agreement, and could result in a reduction in the cost of verification. 

Another area in which remote monitoring and air sampling technology might find 

application is in the control of chemical weapons. The Chemical Weapons 

Convention,-although not yet in force, has defined an extensive verification 

regime associated with the prohibition of chemical weapons and weapons 

agents. Air samplers and remote monitoring such as that used by UNSCOM 

/. 

might contribute to transparency and help build confidence under the 

- -  Convention. 

One possible objection to the use of air sampling, such as is being done in Iraq, 

for verification of the Chemical Weapons Convention is that the samples could 

be subjected to analyses that address more than just the detection of chemical 

agents or precursor compounds. It may be possible for such analyses to reveal 

proprietary processes, leading to industrial espionage and loss of competitive 
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advantage. However, as a transparency measure, a facility or an organization 
I : 

might allow the collection of samples with the understanding that there would be 

only limited analysis of the samples. For example, the inspecting party might 

retain control over the times at which the samples are collected, while the facility 

operator would retain control over the analysis process. This would ensure that 

only approved tests were performed. The analysis could be carried out in the 

presence of inspectors knowledgeable in the analysis methods used, with the 

results being made available to these inspectors. 

Another area of possible application of remote monitoring is in the elimination of 

biological weapons. The verification aspects of a Biological Weapons 

Convention have not been decided, and are a major concern in the Conference 

on Disarmament at the present time. Nevertheless, some portions of the system 

implemented by UNSCOM may serve as an example of measures that might be 

considered for voluntary use by a nation that is party to a future Convention. 

Sampling used in conjunction with remote monitoring might provide a means for 

a party to a Biological Weapons Convention to convince other participants that 

its activities are legitimate. As suggested above for chemical analysis;' limited 

biological analysis might be done under the control of the monitored facility, but 

under the observation of inspectors. However, it is questionable whether 

temperature and power monitoring, such as is used in Iraq, would be relevant 

under a biological weapons verification regime. At the present time the Iraqis 
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make little use of the biological facilities and equipment under UNSCOM 

monitoring, and thus notification of use 0; particular equipment may be of some 

value. When economic sanctions are lifted, use of this equipment will probably 

increase rapidly. Notification of each use of important dual-purpose equipment 

will then mean little. In like manner the value of biological process monitoring 

outside of Iraq would likely be of limited value because of the frequent legitimate 

use of the monitored equipment.. 

The remote monitoring and air sampling being conducted in Iraq will help detect 

and thus help deter that country's re-acquisition of WMD. However, these 

measures cannot prevent that country from making such attempts. 

Nevertheless, the system as implemented, used in conjunction with other 

measures, offers a reasonable basis for making an informed judgment regarding 

Iraq's compliance with its obligations at monitored facilities. Likewise, use of this 

technology to support other monitoring and verification regimes should constitute 

only part of an overall verification program. 

9. Conclusions 

The UNSCOM remote monitoring system has been emplaced with the 

cooperation and approval of Iraq, but its use nevertheless cannot be considered 
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voluntary and non-adversarial. The purpose of the systeG is to provide data to 

UNSCOM and IAEA to assist them in their task of ensuring Iraqi compliance with. 
! 

relevant Security Council Resolutions. Therefore, until Iraq convinces the world 

community that it has no intention of resuming WMD-related programs, the OMV 

process in Iraq will retain an adversarial aspect. 

Remote .monitoring is not intended to, nor can it, replace on-site inspection as a 

verification and monitoring tool. However, remote monitoring provides an 

alternative to frequent on-site inspection of monitored items and facilities. The 

UNSCOM remote monitoring system provides a means for checking the status of 

selected parts of monitored facilities, or for viewing controlled items, without prior 

warning to the host facility, on a random, 24-hour basis. Thus, it is more than an 

enhanced containment and surveillance tool. By allowing inspectors to “look” 

through the monitoring cameras at the various sites in near-real time, the system 

provides a capability not available from other international monitoring systems. 

The remote monitoring system in Iraq has demonstrated the practical use of 

remote retrieval of near-real-time video using narrow-bandwidth data links. 

Remote monitoring and air sampling can assist in the detection of suspicious 

activities at monitored sites and, in.some cases, may provide evidence of 

noncompliance. As part of a consistent and coordinated verification regime, this 

technology can help force a party dedicated to noncompliance to pursue 

inefficient alternatives. That is, a remote monitoring and air sampling program 
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can deny to the monitored party the risk-free use of its identified facilities for 

unauthorized purposes. When denied use of these facilities, the host state must. 

invest in costly, non-optimum, and relatively undesirable alternatives in order to 

accomplish its objectives. A non-optimum approach may provide sufficient 

disincentives to deter noncompliant activities, or may increase the probability of 

detection of attempted clandestine activities. 

Remote monitoring systems can be configured in a variety of ways. One 

alternative to the configuration used in Iraq is to provide remote access only to 

previously recorded data, and no access to near-real-time video. Systems 

incorporating these features have been developed and demonstrated in nuclear 

facilities around the world. However, without remote access to near-real-time 

video, these systems are not intended for use in adversarial situations. 

Alternatively, a remote monitoring system may include access to both near-real- 

time video and previously recorded data. Although no such system is in use at 

the present time, and its use may not be acceptable under some agreements, 

the technology certainly exists. . . - 

In combination with a careful baseline inspection, a thoroughly researched 

protocol, and a careful and continuing on-site inspection program, remote 

monitoring and air sampling help make the OMV programs in Iraq viable. 

Monitoring similar to that used in Iraq can contribute to openness and confidence 

building, to the development of mutual trust, and to the improvement of regional 
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stability in other parts of the world. if, in fact, Iraq desists from resuming its 

prog:ams for .development and production of weapons of mass destruction and 

long-range ballistic missiles, the systems can help. demonstrate this fact to the 

world community . 
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Figure 1. Canal Hotel, UN Headquarters in Baghdad 
Photo courtesy UNSCOM 

Sensor data recorder 

Sensors DVCR 
Panels 

Cameras 

Batteries d Cabinet 

Video Board 
Image 

Compression 

Power distribution 
Surge Protection 

Forced dP air cooling 

Figure 2. Diagram of Remote Monitoring Field Hardware 
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Figure 3. Remote Monitoring Video Camera with Housing Removed 
Photo courtesy UNSCOM 

Figure 4. Solid Rocket Motor Test Stand 
Photo courtesy UNSCOM 
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Figure 5. Diagram of Chemical Air Sampling Units 

Figure 6. 24-Tube Chemical Air Sampler 
Photo courtesy UNSCOM 
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