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Abstract 

The uses of the LON, "Local Operating 
Network", developed by Echelon 
Corporation, Palo Alto, California, has 
been expanded to handle a number of 
safeguards applications. A magnetic and 
vibration sensor pack has been developed 
to monitor for magnetic fields and 
vibration. This sensor pack can be 
attached to any source that generates a 
magnetic field, such as electrical 
solenoids or motors, to detect when the 
source is activated. New network nodes 
that interface directly with the raw data of 
Sandia developed radiation sensors, for 
detecting the presence of radiation 
sources, have been developed. The 
capacity of the network has been 
expanded to allow the transmission of 
large data sets, specifically the 
transmission of digital video images fkom 
the Sandia-developed Image 
Compression and Authentication Module 
(ICAM). 

Introduction 

LON technology is now available to 
design sense and control networks based 
on a protocol (firmware) embedded into 
an intelligent communications processor 
(Neuron chip). An important feature of 
the embedded protocol is secure 
communications - the capability to 
authenticate all the data transfers over the 

network. The data authentication 
algorithm was developed by Echelon and 
is exportable. The technology offers a 
means for implementing intelligent 
distributed systems that perform sensing, 
control, and monitoring, for various 
safeguards applications. LONs are a class 
of technology that allows intelligent 
nodes to communicate (peer-to-peer) 
through an assortment of media using a 
standard protocol. Examples of 
networking media are: twisted pair wire, 
FW, coax cable, AC power line,and fiber 
optic. 

The technology allows for a variety of 
sensor types to be networked to form a 
safeguards monitoring system for 
different applications. Some possible 
sensor types include: ultrasonic motion 
sensors, microwave motion sensors, radar 
motion sensors, seismic motion detectors, 
photoelectric sensors, electronic seals, 
radiation detectors, door switches, 
balanced magnetic sensors, passive 
infiared detectors, temperature and 
pressure sensors, and serial (RS232) 
devices. The firmware also supports 
direct and simple interfacing with 
industry standard protocols - Philips 
Semiconductor's Inter-Integrated Circuit 
(I2C), Motorola's Serial Processor 
Interface (SPI), National Semiconducor's 
Microwire, Dallas Semiconductor's 
bidirectional 1 -wire interface, and 
magnetic cards readers. 
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This paper will present three separate 
safeguard applications that utilize the 
LON technology to meet the requirements 
for an unattended safeguards monitoring 
system. 

. .  ated M o m  Svsterrefas 
M h l Q  

The International Atomic Energy Agency 
(IAEA) has a requirement to perform 
unattended monitoring of a number of 
process motors/pumps in a facility. The 
objective is to mount sensors on the 
motors to determine their time of 
operation. The requirements call for a 
hardwired system that is extremely 
reliable and capable of protecting against 
attempts to substitute false information 
and also provides tamper indication. 

To satisfy these requirements, an 
Integrated Monitoring System (IMS), 
based on the LON technology, was 
developed at Sandia National 
Laboratories (SNL) that satisfied the 
requirements. The system consists of the 
magnetidvibration sensor nodes, a data 
collection module, a power distribution 
box, an uninterruptible power supply, a 

transient suppression box, a data 
acquistion system computer, and a data 
review computer (see figure 1). 

Figure 1 

The networkhensor node is comprised of 
two stacked printed circuit boards - a 
sensor board and an Echelon control 
module board (see figure 2). The control 
module contains the Neuron chip, 
programmable memory, and a free 
topology transceiver (FTT- 10). Each 
sensor node, which will be attached to the 
motors with a metal band (see figure 3), 
contains three types of devices - a hall- 
effect transducer with support circuitry 
for detecting AC magnetic fields, three 
mecury swithes, positioned in the three 
different axis (x,y,z), for detecting motion 
or vibration caused by motor operation, 
and a switch to detect unauthorized 
removal to the mounting metal band. The 
sensor nodes were manufactured by 
Sparton Technologies, Albuquerque, NM. 

The LON technology allows for rapid 
development and implementation of 
nodes that satisfy both the system 
requirements and sensors interfaces. The 
Neuron chip can handle up to eleven 
input/outputs. For this application the 
Neuron chip is programmed with software 
to monitor five different inputs: a hall- 
effect device, three mecury swithes, and a 
metal band activated switch. The built-in 
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Figure 2: Sensor node - Unpotted (left), 
Potted and Shielded (right) 

authentication protocol of the Neuron 
chip validates the data from the sensors to 
the data collection module. 
Authentication makes it very difficult to 
substitute false data into the system. The 
sensors nodes are programmed to report 
state of health (SOH) data, at periodic 
intervals, to the data collection module, 
thus validating the functionality of the 
sensor nodes. 

The free topology transceiver consists of 
an isolation transformer that is integrated 
with a communications processor which 
mounted under the transformer. This 
combination enhances the noise immunity 
of the network and does not interfere with 
remaining network communications if a 
sensor node is unpowered. The 
transceiver supports polarity insensitive, 
free topology wiring - star, bus and loop 
wiring are all supported by this 
architecture. The IMS will be wired in a 
loop configuration - this will allow a 
single break in the cable to occur and 
communication with all of the sensor 
nodes will not be interrupted. 

The Data Collection Module (DCM) is 
referred to as a host-based node, with the 
host being an Intel i386EX 
microprocessor. The Neuron chip is 

Figure 3 : Attached Sensor Node with 
Cables 
executing special Microprocessor 
Interface Program (MIP) software that 
transfers the Echelon protocol to the host, 
hence, the Neuron chip acts only as a 
communications gateway to the network. 
This unique capability allows the host- 
based node to execute the application 
software with the operational characterics 
of an i386EX processor. The DCM is 
programmed to collect, time-stamp, and 
buffer the incoming data from the sensor 
nodes. Upon request, it will transfer the 
data to the Data Acquisition System 
(DAS) for long term storagehchiving. 

ration of Radiation Detectors into 
th!&m 

Under SNL's International Remote 
Monitoring Program ( IMP) ,  an 
application exists at the JOY0 facility in 
Japan to integrate gamma and nuetron 
radiation detectors to a LON network. 
The complete system is consists of two 
gamma detectors, one neutron detector, 
four microwave motion detectors, one 
breakbeam sensor, a power loss node, a 
DCM (CoActive), a DAS, and a data 
review computer. An ICAM will be 
installed at a later time. Except for the 
radiation detectors, all of the system 
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components have been integrated onto a 
LON network in previous applications. 

The gamma and neutron detectors were 
developed as the result of a collaboration 
between SNL and Ludlum Measurements 
Incorporated, Sweetwater, TX. The 
systems consist of the nuclear sensors 
which are connected to special, remote 
electronics boxes. For this application, 
the electronics boxes have been interfaced 
to the LON (see figures 4 & 5). The 

- 
electronic boxes output raw 

Figure 4 : Gamma Detector connected 
to a LON node 

data (pulses/counts) proportional to the 
radiation level, hence, the higher the 
radiation source the greater the amount of 
pulses. 

The Neuron chip contains internal 
countershmers and firmware that allowed 
for rapid development of application 
software thats interfaces with the output 
of the radiation detector amplifiers. Due 
to the standardized LON protocol, the 
integration of the radiation detectors into 
a network for the safeguards application 
at the JOY0 facility was rapidly 
implemented. 

Xntegrat ion of the ICAM into the J,ON 

The Image Compression and 
Authentication Module (ICAM) was 
jointly developed by SNL and Fast 
Forward Video, Cupertino, CA. The 
ICAM functions with NTSC 525 line and 
PAL 625 line video cameras and performs 
the digitization, compression, and 
authentication of video images. The 
ICAM is based on the PC104 industry 
standard platform which allows the ICAM 
to be installed in standard camera 
enclosures. 

Figure 5 : Neutron Detector connected 
to a LON node 

The ICAM fills the missing component 
required to develop an all digital 
unattended monitoring system. Due to 
the digital video and compression 

technologies, it is now possible to handle 
video information in the same manner as 
computer data. Hence, a complete digital 
remote monitoring system can now be 
developed in which all video, radiation, 
and sensor data can now be integrated 
over a common medium - a LON 
network. 
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In a joint development effort, SNL and 
CoActive Aesthetics, Sausalito, CA., 
integrated the ICAM into a LON network. 
A network controller board, based on the 
CoActive i386EX host-based node, was 
stacked onto the existing PC 104 ICAM 
hardware (see figure 6).  Software was 
developed that allowed the ICAM and the 
network controller card to communicate 
via the PC104 bus. 

The video data is transmitted over a FTT- 
10 network to a DCM. The data is 
transmitted utilizing Echelon's File 
Transfer Protocol (FTP). The FTP 
protocol is the LON standard for 
transmitting large data packets and 
contains built-in error checking and 
acknowledgements. The transmitting 
node sends data six packets (32 
bytedpacket) at a time and then waits for 
either and acknowledgement or a resend 
command. The receiver node checks for 
errors then sends the appropriate 
command to the transmitter. The 
handshaking is easily implemented with 
the LON protocol. 

Figure 6 : ICAM with Network 
Controller (left), Data Collection 
Module (right) 

The DCM and the network controller 
card, which is part of the ICAM card 
stack, are identical host-based nodes 
hardware operating with different 
application software. The host-based 
node hardware is commercially available 
from CoActive. The ICAM hardware is 
also commercially available from Fast 
Forward Video. 

Summarv 

The current Integrated Monitoring 
Systems that are being developed by SNL 
have four major components - a data 
acquisition component, a data review 
component, the sensorshodes component, 
and a network interface component. Each 
component has an important role in the 
development of a complete unattended 
monitoring system. This paper did not 
intend to cover all of the individual 
components, instead, the intent was to 
emphasize the components that are 
directly associated with the LON - sensor 
and the network interface nodes. These 
are the nodes that directly interface with 
the Neuron chip. 

The applications presented in this paper 
demonstrate the versitility and flexibility 
of LON based networks to adapt to the 
system requirements. In each case, the 
development of the specific application 
was accomplished with off-the-shelf 
hardware and custom software. The built- 
in firmware of the Neuron chip allows for 
rapid development of application software 
for nodeshensors. 
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