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ABSTRACT 

Inspections under international agreements related 
to nonproliferation of nuclear, biological, or chemical 
weapons place sensitive commercial and national-defense 
information at risk. Facility operators can control risk to 
sensitive information by denying physical access to 
inspectors and providing alternative means of inspection. 
Similarly, exposure of inspectors and facility personnel to 
radiation or hazardous environments can be reduced, and 
damage to sensitive processing environments can be 
avoided if inspection objectives can be achieved without 
the need for direct physical access by inspectors. 

A system developed at Brookhaven National 
Laboratory (BNL) enables inspectors to achieve inspection 
objectives in sensitive or hazardous areas by providing 
virtual presence at an inspection location in place of 
physical presence. The system has two parts, a mobile 
unit operated by facility personnel and a stationary base 
station operated by inspectors. The mobile and stationary 
units are connected by a fiber-optic communications link. 
The mobile unit is equipped with two video cameras, a 
global positioning system (GPS) with dead-reckoning 
capability, distance measuring equipment (DME), and a 
theodolite. Five unused channels of RS-232 are available 
to accommodate data transfer from and control of 
additional sensor modules. The base station is equipped 
with monitors for video signals and a notebook computer 
for analysis and display of sensor data. Inspectors can 
direct inspection activities through two-way voice 
communication with the operators of the mobile unit; the 
real-time response to interactions between inspectors and 
operators enhances the credibility of the inspection 
process. Applications involving international inspections 
for arms control and nonproliferation as well as other 
applications, such as As Low As Reasonably Achievable 
(ALARA) and two-person-rule implementation, are 

discussed. Planned improvements and extensions of 
system capabilities are outlined. 

I. BACKGROUND AND THE NEED FOR MANAGED 
ACCESS 

Inspections of commercial or defense-related facilities 
under existing or proposed international agreements related 
to nonproliferation of nuclear, biological or chemical 
weapons place sensitive information at risk. Facility 
operators may wish to manage risk by controlling or 
limiting access during inspections for any of the 
following reasons. Loss of sensitive, proprietary, or 
classified information can occur through uncontrolled 
visual access or covert sampling. In a chemical or 
pharmaceutical production facility unrestricted visual 
examination of the type, size and configuration of 
equipment could jeopardize an economic advantage in 
production. Covert sampling could lead to disclosure of 
proprietary or classified product information, such a.s the 
formulation of coatings used on aircraft to suppress radar 
reflections or the composition of naval-reactor fuel f n 
some cases information irrelevant to inspection goals hut 
revealed through the inspection process can actuaih 
increase the risk of proliferation. For example. 
acquisition of detailed weapons design informauon *. i uld 
simplify the task of designing a nuclear weapon or u ul d 
provide assurance that an independently developed de -1 zn 
would actually work. Information about the operate n and 
deployment of security equipment might facilitate the u.sk 
of stealing nuclear materials or hazardous matenaJs \ 
facility operator might also wish to control access ,< -rut 
inspectors or visitors are not exposed to radiauon * >r 
hazardous environments or so that delicate process 
environments and equipment are not damaged b\ imr.aned 
or careless visitors. 

Concern for access-related risk is raised b\ the 
challenge inspection provision of the ChemicaJ ^ n- f -
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Convention (CWC), which allows for inspections 
anywhere within the territory of a state party to the 
convention, including sensitive nuclear and defense sites. 
Similar concerns are raised by the inspection provisions of 
other international agreements, pending or in negotiation, 
such as a fissile material production cutoff convention, the 
President's offer to place excess nuclear-weapon materials 
under International Atomic Energy Agency (IAEA) 
safeguards, bilateral agreements to reduce nuclear-weapon 
stockpiles, and a biological weapons convention. For 
example, the cutoff convention, like the CWC, is 
expected to provide for challenge inspections at facilities 
which have not been previously declared to have activities 
for production or processing of nuclear materials. 
Similarly, when its 93+2 program is implemented, the 
IAEA will carry out safeguards activities intended to 
enhance capability for detection of clandestine facilities or 
of undeclared activities at known facilities. 

The common problems are protecting sensitive 
information and minimizing risk to inspection personnel 
while satisfying inspection objectives. Although some 
agreements may allow a state party to decline a challenge 
inspection, it is assumed that most states that have 
acceded to nonproliferation agreements in support of their 
own national security interests would prefer to satisfy 
inspection objectives by some means. In response to this 
problem, the Safeguards, Safety and Nonproliferation 
Division (SSN) at BNL proposed a system which exploits 
the alternative-means-of-access provisions of the CWC. 
This system provides virtual access which enables 
inspectors to achieve inspection objectives even if 
physically excluded from sensitive or environmentally 
hazardous areas. Similar systems presumably would be 
acceptable under other agreements if effectiveness in 
achieving inspection objectives were convincingly 
demonstrated. The Defense Nuclear Agency (DNA) 
provided initial funding for this project, called Managed 
Access by Controlled Sensing (MACS), to develop a tool 
for managing risk at Department of Defense (DoD) 
facilities during inspections under the CWC. 

II. MACS SYSTEM DESCRIPTION 

The MACS system has been described in detail 
elsewhere. * ̂  It has two principal parts: a mobile unit 
(Fig. 1) and a base station (Fig. 2). In the current 
prototype these two units are connected by a fiber-optic 
cable which can be deployed over a distance of up to 2 
km. The base station is positioned outside the exclusion 
area and is operated by site personnel and the inspectors. 
The mobile unit is a wheeled platform containing a 
GPS/dead reckoning system, DME, a theodolite, two 
video cameras, and a two-way audio link. The mobile 
unit is operated by facility personnel who enter the area to 
be inspected and, using the instruments and cameras, 
provide input and data back to the base station where video 
signals are observed on monitors and data are displayed on 

Fig. 1 Mobile Unit 

a computer screen after appropriate computations. When 
used in conjunction with a detailed facility diagram, 
MACS allows the inspectors to verify the precise location 
of the mobile unit and to have a virtual presence at that 
location. Inspectors can direct the inspection activities by 
talking to the operators; the real-time response to 
interactions between inspectors and operators enhances the 
credibility of the inspection process. To augment 
transparency, the MACS prototype has been assembled 
exclusively from commercially-available components 
which can be exported without restriction. 

Fig. 2 Base Station 
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The basic MACS system has great flexibility for 
accommodating the use of additional instrumentation 
during the inspection process. Five channels of RS-232 
are available to support transmission of control signals 
and data between instrumentation at the mobile unit and 
readout devices at the base station. Alternatively, data can 
be communicated by using the camcorders on the mobile 
unit to provide video images of displays on the 
instrumentation itself. A variety of instrumentation may 
be offered to an inspector, including radiation detectors, air 
monitoring equipment, or other sensors depending upon 
the site. Protocols involving the inspector in testing, 
calibration and sealing would help to convince an 
inspector of the integrity of electronic readback from a 
measurement device used with MACS. 

The mobile unit operates at 12 volts DC; each 
rechargeable 25 ampere-hour battery supports mission 
times of up to 6 hours' duration with the present 
equipment configuration. The base station can operate 
either from 120-volt AC line power or from a 12-volt DC 
supply, possibly from a motor vehicle which might also 
be used to transport the system to the inspection location. 
The entire MACS system is packaged in shipping 
containers suitable for transportation by air. The base 
station is a console erected from some of the shipping 
containers. 

HI. TESTING OF THE MACS PROTOTYPE 

The MACS prototype, complete with instruction 
manual, was delivered to DNA for testing less than one 
year after BNL received construction funding for the 
project The US Army's Edgewood Research, 
Development and Engineering Center (ERDEC) developed 
the test plan and carried out the testing. ERDEC 
concluded that MACS has the potential to provide an 
alternative means of inspection, however, to be fully 
capable, operators will require significant training and 
some of the current subsystems will require modification 
or replacement^ 

An inspection objective, particularly relevant to 
challenge inspections at DoD facilities under the CWC, is 
to account for all the space within a facility and to verify 
that it houses no treaty-limited activities. MACS could 
be used first to provide a virtual-presence facility tour and 
then to verify room arrangements against a building plan 
provided to the inspectors. The ERDEC test plan included 
a "hidden room," i.e., one not shown on the building 
plan. The inspection team quickly detected the 
discrepancy by using the theodolite and DME. The red dot 
projected by a laser in the DME was easily observed on 
the base-station video monitors, so that the "inspectors" 
felt very confident in knowing the dimension which was 
being measured. 

The camcorders worked extremely well. Video-
system features in great demand during the ERDEC test 
were the low-light capability and an auxiliary wide-angle 
lens to supplement the zoom lens capability. The fiber
optic communication system worked flawlessly, except 
for the cable deployment mechanism, which has now been 
replaced. 

IV. PLANNED IMPROVEMENTS TO THE SYSTEM 
In the original design, the fiber-optic cable was 

deployed over the end of a non-rotating spool, as from a 
spin-casting reel. This arrangement reduced the required 
number of optical components so that optical losses could 
be held within a conservatively calculated budget. This 
deployment arrangement did not function as designed; it 
produced mechanical jams too frequently and left vertical 
loops of cable trailing the mobile unit Later it was 
demonstrated that a rotary fiber-optic joint could be 
introduced in the optical path with acceptable loss of 
signal. Using the rotary joint the cable deployment 
system was replaced with a rotating spool mechanism 
which deploys cable tangentially to the spool, like a deep-
sea fishing reel, and lays it flat on the ground without 
generating a trip hazard. A spool holding up to 1 km of 
cable can be mounted on the mobile unit and, when payed 
out a second 1-km spool can be connected with acceptable 
optical loss, giving the mobile unit a range of up to 2 km 
from the base station. 

The data manipulation and calculational capabilities 
built into or provided with the measurement devices were 
inadequate for convenient calculation of building or 
equipment dimensions by triangulation. Tedious hand 
calculations and data reentry were necessary, for example, 
to make use of both azimuthal and elevation angles. The 
notebook computer provided with the base station can be 
used much more extensively in support of the total 
inspection effort. Preliminary discussions suggest that 
inspectors would find the concomitant loss of transparency 
to be an acceptable trade-off for the additional convenience, 
calculational accuracy, and efficiency which could be 
gained through more extensive use of the computer in 
support of the inspection effort 

The GPS and dead reckoning equipment did not 
function during the ERDEC tests and, therefore, were not 
evaluated. This was due primarily to the difficulty in 
setting up and initializing the equipment which was 
acquired only about 18 months ago. Off-the-shelf 
upgrades are now available which will accomplish system 
initialization at the touch of a button. Since satellite 
signals will be lost when the mobile unit is taken into a 
building, current-technology reinitialization capability is 
particularly convenient when reception of satellite signals 
is reestablished. 
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The ERDEC tests emphasized the importance of 
knowing the exact location of the mobile unit when it is 
not within direct visual sight of the base station. When 
the mobile unit is inside a building, its location must be 
easily and quickly established relative to a building 
drawing or floor plan. Location reported as latitude and 
longitude is particularly inconvenient for meaningful 
short-term tracking of the mobile unit The planned 
solution for this problem is to combine the data obtained 
from the GPS, dead reckoning and distance measuring 
systems with AutoCAD® floor plans and to generate a 
floor plan with superimposed location of the mobile unit 
on a computer display. Since many facilities use 
AutoCAD floor plans for other purposes, it is unlikely 
they would have to be generated especially to 
accommodate inspections. 

V. ACCESS BY CONTROLLED REMOTE SENSING 
(ACRS) APPLICATIONS 

After the MACS prototype was completed, DNA's 
R&D priorities shifted away from development of 
technology to assist U.S. facilities in complying with 
inspections under international agreements and began to 
emphasize development of technology for detection of 
clandestine facilities and treaty-limited activities. Under 
the name (ACRS), the Department of Energy (DOE) is 
now providing support to adapt and extend tie virtual 
presence concept and technology for applications at DOE 
facilities. Some potential applications are discussed 
below. 

A generic application of ACRS is to enable an 
international inspector to verify that sensitive or hazardous 
areas in a facility no longer contain special nuclear 
material (SNM) or related processing equipment and that 
no processing or weaponization activities are occurring. 
ACRS allows this type of verification to be accomplished 
without the need for the inspector to physically enter the 
facility. The relevance of this application to 
nonproliferation objectives will increase as weapons-
related facilities are shut down and deamnmissioned. 

ACRS can help an international inspector to verify 
chain of custody at several points in the process of 
decornmissioning and disassembling nuclear weapons. 
When clecxtmmissioned nuclear weapons are delivered to a 
disassembly facility, the following activities are carried 
out Previously applied tags or identification and the 
integrity of tamper-indicating containment are verified; 
confirmatory and safety-related measurements are 
completed; and the shipping containers are placed in 
interim storage retaining unique tamper-indicating 
identification and containment. With the ACRS system 
an international inspector could oversee the chain of 
custody for weapons being placed in storage without being 
physically present in the receiving area. This verification 

activity might confirm observations made previously in 
the field that weapons based at specific locations had been 
removed from deployment and delivered to the disassembly 
facility. Alternatively this activity might be the initial 
verification that certain weapons had been removed from 
deployment and had reached the disassembly facility. 
Additional activities could be carried out later to verify 
disassembly or destruction of these same weapons. 

The ACRS system could be used to remotely verify 
the chain of custody when a weapon is removed from 
storage and disassembled. First the opening of the 
storage facility would be observed, and the identity of the 
item selected for disassembly would be verified and 
compared with facility records. Then the chain of custody 
would be monitored as the item was moved from the 
storage area to the disassembly area. There the ACRS 
system would be used to help the inspector verify that 
containers for the disassembled parts were empty and that 
no other SNM was present in the disassembly area. A 
movable screen would be put in place to conceal the 
disassembly operation itself, but the ACRS system would 
be used to verify that nothing was moved into or out of 
the area. After disassembly was completed, the screen 
would be removed, and the ACRS system would be used 
to verify that SNM had been placed only in the containers 
designated for this purpose. Finally, the ACRS system 
would be used to verify the identity of the containers with 
SNM and to remotely observe the chain of custody as 
these containers were moved to a nondestructive assay 
(NDA) station or to storage. 

Using the BNL-developed Controlled Intrusiveness 
Verification Technology (CIVET), the signatures of tine 
containerized components could be measured and compared 
with previously measured signatures for the components 
from the same type of weapon. CIVET uses highly 
intrusive measurement techniques, such as high resolution 
gamma-ray spectroscopy or radiography, to measure a 
signature, but only the conclusion that the signature 
matches (or does not match) a previously measured 
signature is communicated to the inspector. This CI\ ET 
activity could be carried out either in the disassembK area 
or at a nearby NDA station. Without being physicaJh 
present the inspector could use the ACRS system to 
monitor the CIVET protocols and to obtain the results. >t 
the CIVET signature comparison.^ 

The IAEA foresees the need for new equipment 
procedures and training for performance of "broad an ess 
inspections under its 93+2 program in facilities u. here trie 
state considers that sensitive or confidential inforrruij> m 
would be compromised by conventional safeguards 
techniques or where inspectors might be exposed u > 
radiological, chemical or other hazards. Because > t a\c < 
concerns, the IAEA has formulated a request to the i ^ 
support program for assistance in adapting the 
MACS/ACRS concept and technology for IAEA 
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inspection needs. Although several briefings on the 
MACS/ACRS concept have been presented at IAEA 
headquarters in Vienna, there has been opportunity neither 
to demonstrate the MACS/ACRS technology for IAEA 
personnel nor to identify modifications needed for IAEA 
applications. 

The ACRS system can be used to support domestic 
and well as international safeguards. In a storage vault 
the theodolite and DME on the ACRS system could be 
used to measure precisely the position and orientation of 
an SNM container relative to its storage compartment or 
rack. Since it would be difficult to replace an item in 
exactly the same position, confirmation of the precise 
position data would indicate that an item had not been 
moved or tampered with. This attribute measurement 
could help to justify a longer period between physical 
inventories. 

The precise measurement of position would be 
particularly effective if the storage containers were 
clamped to the storage rack so that they could not be 
moved by vibration or other accidental means. In a new 
vault design for a US facility, the SNM containers will be 
handled entirely by robots which will firmly clamp the 
containers to the rack at each storage location. The 
theodolite and distance-measuring equipment currently 
used in the MACS/ACRS system are available, off-the-
shelf, in a completely motorized and television equipped 
version which could be incorporated in a robotic 
application of ACRS. 

A robotic implementation of the ACRS concept 
would be attractive in many ways. In a robotically 
operated vault an accountability robot could continually 
measure precise orientation, as discussed above, as well as 
other attributes of stored SNM. The robot could, for 
example, use a new technique under development at BNL 
for measuring the gamma-ray signature of an SNM-
containing item including time dependent features, and 
comparing it with a previously measured signature using a 
pattern-matching algorithm. Periodic verification of all 
items in the vault either systematically or randomly, 
would constitute continuous inventory verification and 
could be used to justify very long periods between 
physical inventory verifications. 

The virtual presence capabilities of the ACRS system 
can be a useful tool for implementation of the ALARA 
policy regarding personnel radiation exposure. In making 
ALARA design decisions, BNL uses a cost of $10,000 per 
person-rem.3 In implementing the two-person rule, if the 
physical presence of the second person could be eliminated 
in high-radiation areas by proximate monitoring with 
ACRS and the nearby presence of the second person at the 
base station, the dose to personnel would be reduced by 
half. The ACRS system could then be a very cost 
beneficial method to reduce personnel radiation exposure. 

VI. SUMMARY 

The concept of virtual presence has been developed as 
a technique for management of risk to sensitive 
information during inspections under the CWC and other 
international agreements for arms control and 
nonproliferation. The concept can also be used to 
minimize risk from exposure to hazardous environments 
and to preclude damage to controlled processing 
environments. The MACS system consists of a mobile 
unit operated by facility staff and a base station operated 
by inspectors with possible assistance from facility 
personnel. These units are connected by a 
communications link, currently implemented as a fiber
optic cable. The current MACS prototype, developed 
with DNA funding, is equipped with a GPS/dead 
reckoning system, DME, a theodolite, two video cameras, 
a two-way audio link, and a notebook computer. The 
entire system is air transportable. 

In the ACRS project funded by the DOE Office of 
Safeguards and Security (OSS), the MACS technology is 
being upgraded and extended for applications at DOE 
facilities, including the following: weapons 
dismantlement; implementation of the two-person rule; 
the ALARA principle regarding personnel radiation 
exposure; and robotic applications. For these extended 
applications the ACRS system will be equipped with 
additional sensor types for monitoring radiation and other 
attributes of nuclear materials or treaty-limited items. 
BNL believes that the MACS/ACRS system is a 
minimally intrusive tool which will become widely 
accepted by both international inspectors and their hosts 
for verification of arms control agreements and for a 
variety of international and domestic safeguards 
applications. 
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